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I ntroduction

CSS 244: Types and Analysis of Security Threata &-credit unit course. It is a
compulsory course for all post-graduate diplomaetis in the field of Criminology
and Security Studies of the University. The coussalso recommended to any other
post-graduate students especially those in theddfd\rts and Social Sciences, who
may have interest in the study and analysis of rigcthreats and the mitigation
techniques that can be adopted to prevent the mwe of various threats or/and
reduce the losses that may accompany the occurcdremey threats. The course can
also be taken as an elective or required coursethmr post-graduate students whose
main field(s) of discipline is not Criminology a&®curity Studies.

However, the Course shall consist of 20 units, Whace divided into 4 modules, and
each of these modules shall consist of 5 units alhethe study draws a link between
one unit and the other. In the first 2 moduleshid tourse, we focus on various areas
of discourse that explain the subject- types ofuggc threats while the last 2
modules illuminate on various threat mitigation sw@&s and crime management
approaches that can assist in no small measureetemt, detect, and control all
forms of security threats. On the whole, the untstained in the course deal with
the meaning and types of security threats; basmamuor manmade security threats,
terrorism as a security threat; war as a secuhtgat; information warfare as a
security threat; analyses of geological, climatid @nvironmental threats; basic types
of security; civil security approaches to threattigation; risk psychology and
analysis; among others.

More interestingly, the material largely drawsatse studies from security conditions
and major threats experienced in Nigeria and Afigth the aim of exposing the
reader or student to security challenges confrgniiigeria in particular and Africa as
a whole. Having known that our study on types amalyais of security threats cannot
be complete if we fail to have the knowledge ofalerall incidence of security
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threats and mitigation techniques in some othergslar continents, we shall also cite
examples from other parts of the world including &ioa, Europe and Asia.

The course has no compulsory pre-requisites foo ibe registered for. The course
guide informs us on what this course is all abatnat students will learn in each unit,
what text materials we shall be using and how we make the best use of these
materials. This course guide also emphasises omehd for students to take tutor-
marked assignments so seriously. However, necesstiymation on tutor-marked
assignments shall be made known to students iparate file, which will be sent to
each of them at the appropriate time. This coussalso supported with periodic
tutorial classes.

What You Will Learn in this Course

CSS 645: Types and Analysis of Security Threatsaasourse in the field of
Criminology and Security Studies at the Nationak@gpJniversity of Nigeria focuses
on a wide range of issues that bother on the mgaanil types of security threats as
well as identifying many threat mitigation measuaesl crime detection and control
mechanisms in reducing the adverse effects of wargecurity threats on people or
communities. In this course, we carefully analysd assess security threats, to assist
the student not only to identify these threatsdlsib to develop diagnostic framework
through which they can proffer solutions towardszdrd mitigation and effective
security management. Also, the reader or studelhb@iexposed to various measures
that can safeguard the protection of life and priypagainst the incidence of security
threat and hazard.

Nevertheless, the essence of these safety measwekast to provide the student or
reader with various ways through which he/she ealuce losses from any incidence
on hazard or security attack, if you cannot prevemth threat or hazard from
occurring. Knowing the impact that active involverhef civilians in security can
have in complementing and increasing the capacitthe security personnel to
carryout their duties effectively, the course atsplores the strategic importance of
civil security and how it can contribute to effeetisecurity management and threat
mitigation. The issue of risk is germane to a disse on security threats. This is
because we take risks in our daily activities, #tmdugh risk psychology, we shall be
explaining why some people take the issue of sicusk so seriously while others do
not take it seriously. In this analysis of risk, wgamine how some individual or
collective or governmental undertakings or actioas increase the possibility of risk,
which may have either positive or adverse effectoor security or wellbeing. The
material also focuses on other crime control anelahmitigation approaches including
vulnerability and Capacity Assessment (VAC), Criaralysis as well as data mining
and automated data analysis.

Course Aims
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The overall aim of CSS 244: Types and Analysis @f8ity Threats as a course is to
explore the meaning and types of security thrdatsms to classify various types of
threats according to their peculiar conditions &wtures. Basically, threats are often
classified as natural and human forms of secufitedts but this course further
delineates the classification of threats into gegiglal, climatic, environmental and
human or manmade security threats for conceptaatychnd better appreciation of the
subject-types of security threats. The course algdains different approaches and
techniques through which security threats can leyateéd or controlled. The material
describes the meaning of various types of basierég@nd their different approaches
to general security management. These include mesmso safeguard the security of
computer and information systems, physical strestuinfrastructure, public health,
food supply among others. The course also showsntpertance of civil security
approaches, risk psychology and analysis, simulatome analysis and data mining
and automated data analysis to threat mitigati@hcaime control. The material draws
its case studies from the local and internationglrenments. The course aims to:

»Conceptualise the term security threat;

v ldentify various security threats;

»Classify or categorise various security threats;

»Discuss the meaning and types of various humanam-made security threats;

»Examine various manmade security threats;

»Explain the meaning and types of geological seginiteats;

»Examine climatic security threats;

»Analyse environmental threats;

»Explore how the various types of security threatsepa danger to any people
or community;

v»Propose measures and approaches that aid in mitgyat reducing the
occurrence of different security threats;

»Unravel the importance of civil security approacheshreat mitigation and
crime control,

vElaborate the relevance of the study of risk psimiywand analysis in threat
mitigation and crime reduction;

»llluminate on how simulation exercise can contrétd threat reduction and
law enforcement;

vInvestigate the significance of crime analyse ire#t mitigation and crime
management; and

»Verify how data mining and automated data analysesserve as important
tools to crime detection, control and threat miiiga

Course Objectives

With utmost desire to achieve the aims set out @pdive course has some set of
objectives as demonstrated in all the units of ¢berse. Each unit has its own
objectives. Objectives are always included at thgirming of every unit to assist the
student in the appreciation of what he or she @afhe across in the study of each unit
to facilitate his or her better understanding &f tourse-CSS 244: Types and
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Analyses of Security Threat. The Student is, tleeeefadvised to read these objectives
before studying the entire unit(s). The reasomé it is helpful to do so. You should
always look at the unit objectives after completmgnit. In this way, you can be sure
that you have done what was required of you byuthie

Working through this Course

In completing this course, the student is requicedtudy the whole units, and try to

read all (or substantial number of) the recommentatbooks, journals and other

reading materials including electronic resourcegchEunit contains self assessment
exercise(s) and the student is required to subimibhher assignment for the purpose
of assessment. At the end of the course, the diigeshall be examined. The time of

the final examination and venue shall be commuact& all the registered students in
due course by relevant school authorities-studytreemanagement. Below are the
components of the course and what you are reqtordd.

Course Materials
Major components of the course include:

1. Course Guide

2. Study Units

3. Textbooks

4. Assignments File

5. Presentation Schedule

It is incumbent upon every student to get his ardwen copy of the course material.
You are also advised to contact your tutorial featibr, if you have any difficulty in
getting any of the text materials recommended éuryurther reading.

Study Units
In this course there are twenty units, which inetud

Module 1- CONCEPTUAL DEFINITION OF SECURITY THREATS AND
TYPES OF SECURITY THREATS (MANMADE)

Unit 1: Meaning & Types of Security Threat

Unit 2: Basic Human or Manmade Threats

Unit 3: Terrorism as a Security Threat and IndialbdBrotective Measures
Unit 4: War as a Security Threat

Unit 5: Information Warfare as a Security Threat
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Module 2- ANALYSIS OF NON-HUMAN SECURITY THREATS

Unit 1: Analysis of Geological Security Threat/Hed=l

Unit 2: Analysis of Geological Security Threat/Hed=ll
Unit 3: Analysis of Climatic Security Threat/Hazard

Unit 4: Analysis of Environmental Security Threaddrds |
Unit 5: Analysis of Environmental Security Threadérds I

Module 3- TYPES OF SECURITY AND APPROACHES TO THREAT
MITIGATION

Unit 1: Basic Types of Security |

Unit 2: Basic Types of Security Il

Unit 3: Basic Types of Security Il

Unit 4: Civil Security Approaches to Threat Mitigat |
Unit 5: Civil Security Approaches to Threat Mitigat I

Module 4- MEASURES FOR THREAT MANAGEMENT

Unit 1. Risk: Meaning, Psychology & Analysis

Unit 2: Vulnerability and Capacity Assessment

Unit 3: Simulation in Law Enforcement

Unit 4: Crime Analysis: Meaning and Importance tin@ Mitigation

Unit 5: Applying Data Mining & Automated Data Analig for Crime Management

The first module consists of five units, which welkpose the student or reader to the
conceptual definition of security threats and vasidypes of security threats Within
the same module, we shall be exploring and explgimiifferent types of human or
manmade security threats including robbery, trefsassination, hijacking, terrorism,
war among others. In the second module, we shallobesing on natural threats
including geological and climatic forms of threatswell as environmental threats that
are often caused more by anthropogenic factors tiadumre. In the third and fourth
modules, we shall be explaining various measurdsapproaches that can help in the
mitigation of security threats as well as detectaod control of various crimes that
can pose security risk to any people or communities

Text-Books and References

The following textbooks are recommended to studikisng the course.

Berkowitz, B. J., Frost, M., Hajic, E. J. & RedisdH. (1972).Superviolence: The
Civil Threat of Mass Destruction WeaponReport A72-034-10, 29 September.
ADCON (Advanced Concepts Research) CorporationteSR2arbara, CA.

Boba, R. (2005)Crime Analysis and Crime Mappind@housand Oaks, CA: Sage
Publications.
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Dannreuther, R. (2007)nternational Security: The Contemporary Agenddest
Sussex: John Willey & Sons.

Kinkus, J.F. (2002). Science and Technology Ressuon the Internet: Computer
Security.Issues in Science and Technology Librarianship. 36. Available on
:/lwww.istl.org/02-fall/index.htmlRetrieved on 30 August, 2009.

Jenkins, B. M. (1975High Technology Terrorism and Surrogate War: Thedat of
New Technology on Level Violen¢€he RAND Paper Series, No. 5339) January.

Gordon, J. (2000). Risk Assessment and ManagementLacal Government
Emergency Planning, Part 1: Basic concef@snadian Journal of Emergency
Managemeng(2): 11-12.

Wold, G.H. & Shriver, R.F. (1997). Risk Analysis chmiques.Disaster Recovery
Journal Available on_:Mww.drj.com/new2dr/w3_030.htnRetrieved on 28 August,
2009.

International Federation of Red Cross and Red @ras8ocieties (IFRC). (2006An
Introduction to Vulnerability and Capacity Assessm&eneva.

Molander, R. C., Riddile, A. S. & Wilson, P. (1996&)rategic Information Warfare:
A New Face of WaiSanta Monica, California: RAND, MR-661-OSD.

Tickner, J.A. (1995) Re-visioning Security. In: Bbp K. & Smiths, S. (eds.).
International Relations Theory Todagambridge: Polity Press. 175-198.

Waever, Ole (1995). Securitization and Desecutibra In: Lipschutz, R.D (ed.On
Security New York: Columbia University Press. 46-86.

Wardlaw, G. (1989)Political Terrorism: Theory, Tactics and Counter &dderes
Cambridge: Cambridge University Press (2nd Edition)

Garland, D. (2001)The Culture of Control: Crime and Social Order inrf@emporary
Society Oxford: Oxford University Press.

Lipschutz, R. D. (ed.). (1995pn SecurityNew York: Columbia University Press.
Dory, A.J. (2003)Civil Security: Americans and the Challenges of leand

Security Washington DC: Centre for Strategic and Inteoral Studies (September).
Assignment File

In this file, you will find the necessary detailstbe assignments you must submit to
your tutor for assessment. The marks you get floesd assignments will form part of
your final assessment in this course.

Assessment

There are two aspects to the assessment of theecokirst are the tutor-marked
assignments; secondly, there is a written exananatn tackling the assignments,
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you are expected to apply information and knowlegigguired during this course. The
assignments must be submitted to your tutor foessaent in accordance with the
deadlines stated in the Assignment File. The wook gubmit to your tutor for
assessment will count for 30% of your total coursek. At the end of the course, you
will need to sit for a final three-hour examinatidrhis will also count for 70% of your
total course mark.

Tutor-Marked Assignment

There are twenty tutor-marked assignments in tbigse. You need to submit four
assignments out of which the best three will beduse your assessment. These three
assignments shall make 30% of your total cours&knfesignment questions for the
units in this course are contained in the Assigrintéle. You should be able to
complete your assignments from the information aralerials contained in your set
textbooks, reading and study units.

However, you are advised to use other referencelsragaden your viewpoint and

provide a deeper understanding of the subject. Wy have completed each
assignment, send it, together with TMA (tutor-marlessignment) file to your tutor.

Make sure that each assignment gets to your tutasrdoefore the deadline. And in
case you are unable to complete your work on tiroatact your tutor or better-still

your study centre manager (overseer) before thenssibn deadline of assignments
lapses to discuss the possibility of an extension.

Final Examination and Grading

The final examination of CSS 244 shall be of thiears’ duration and have a value of
70% of the total course grade. The examination sbakist of questions which reflect
the type of self-testing, practice exercises amdrimarked problems you have come
across. All areas of the course will be assessed. afe advised to revise the entire
course after studying the last unit before youaitthe examination. You will find it
useful to review your tutor-marked assignments @redcomments of your tutor on
them

before the final examination.

Course Marking Scheme

This table shows how the actual course markingakdn down.

Assessment Marks

Assignment 1 -4 Four Assignments are to be subdjitt
out of which the three best shall pe
considered at 10% each, making 30% of
the overall scores

Final Examination 70% of overall course marks

Total 100% of course marks
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Table 1: Course Making Scheme

Course Overview

Types and Analysis of Security Threats

This table brings together the entire units comdiim this course, the number of
weeks it takes to complete them, and the assigratleat follow them.

of

Unit | Title Week's | Assessment (end (
Activity Unit)
Course Guide 1
1| Meaning & Types of Security Threat| 1 Assignment 1
2 | Basic Human or Manmade Threats 2 Assignment 2
3| Terrorism as a Security Threat and | 2 Assignment 3
Individual Protective Measures
4 | War as a Security Thre 3 Assignment
5 | Information Warfare as a Security | 4 Assignment 5
Threat
6 | Analysis of Geological Security 5 Assignment 6
Threat/Hazards |
7 | Analysis of Geological Security 6 Assignment 7
Threat/Hazards Il
8 | Analysis of Climatic Securit 6 Assignment 8
Threat/Hazards
9 | Analysis of Environmental Security | 7 Assignment 9
Threat/Hazards |
10 | Analysis of Environmental Security | 7 Assignment 10
Threat/Hazards Il
11| Basic Types of Security | 8 Assignment 11
12 | Basic Types of Security I 9 Assignment 12
13| Basic Types of Security Il 10 Assignment 13
14 | Civil Security Approaches to Threat | 11 Assignment 14
Mitigation |
15| Civil Security Approaches to Threat | 11 Assignment 15
Mitigation Il
16 | Risk: Meaning, Psychology & 12 Assignment 16
Analysis
17 | Vulnerability and Capacity 13 Assignment 17
Assessment
18| Simulation in Law Enforcement 14 Assignment 18
19 | Crime Analysis: Meaning and 15 Assignment 19
Importance to Crime Mitigation
20 | Applying Data Mining & Automated | 16 Assignment 20
Data Analysis for Crime Management
21| Revision 17

11
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| 22 | Examinatiot 18

Table 2: Course Overview

Presentation Schedule

The Presentation Schedule included in your couraseenals gives you the important
dates for the completion of tutor-marked assignsiaarid attendance at tutorials.
Remember, you are required to submit all your assants by the due date. You
should guard against falling behind in your work.

How to Get the Best from this Course

In distance learning the study units replace thieeusity lecturer. This is one of the
great advantages of distance learning; you can seatl work through specially
designed study materials at your own pace, andiaieaand place that suits you best.
Think of it as reading the lecture instead of hétg to a lecturer. In the same way that
a lecturer might set you some reading to do, thdysunits tell you when to read your
set of books or other materials. Just as a lectight give you an in-class exercise,
your study units provide exercises for you to da@iropriate points. Each of the study
units follows a common format. The first item is iatroduction to the subject matter
of the unit and how a particular unit is integravath the other units and the course as
a whole. Next is a set of learning objectives. Ehelsjectives shall let you know what
you should be able to do by the time you have cetaglthe unit. You should use these
objectives to guide your study. When you have fias the units you must go back
and check whether you have achieved the objecti’geu make a habit of doing this
you will significantly improve your chances of pegsthe course. The main body of
the unit guides you through the required readingfother sources.

Reading Section

Remember that your tutor’s job is to assist youewkou need help, don’t hesitate to
call and ask your tutor to provide it.

1. Read this Course Guide thoroughly.

2. Organize a study schedule. Refer 1o the ‘Coursgaidor more details. Note the time you are eigldo spend
on each unit and how the assignments related unitthe
Whatever method you chose 1o use, you shouldaleeidd
wite in your oan dates for working on each unit

3. Onceyou have created your own study schedulerytiag you can o siick to it The major retsistudents fail is
thet they get behind with their course work. If ggtiinto
itistoolate for help.

4. Turn to Unit 1 and read the introduction and thgdtives for the unit.

12



CSS 244 Types and Analysis of Security Threats

5.Assemble the study materials. Information abouttwioa need for a unit is given

in the ‘Overview’ at the beginning of each unit. will almost always need both the
study unit you are working on and one of your s@ks on your desk at the same
time.

6.Work through the unit. The content of the unitlitdas been arranged to provide a
sequence for you to follow. As you work through tivat you will be instructed to
read sections from your set books or other artitJse the unit to guide your reading.

7.Review the objectives for each study unit to confthat you have achieved them.
If you feel unsure about any of the objectives,e@vthe study material or consult
your tutor.

8.When you are confident that you have achieved #suobjectives, you can then
start on the next unit. Proceed unit by unit thtotige course and try to pace your
study so that you keep yourself on schedule.

9.When you have submitted an assignment to your fotomarking, do not wait for
its return before starting on the next unit. Keep your schedule. When the
assignment is returned, pay particular attentioyotar tutor's comments, both on the
Tutor-Marked

Assignment form and also on what is written ondlgignment. Consult your tutor as
soon as possible if you have any questions or prosl

10. After completing the last unit, review the coursel grepare yourself for the
final examination. Check that you have achieved uhi& objectives (listed at the
beginning of each unit) and the course objectiliste( in this Course Guide).

Facilitator s/Tutorsand Tutorials

There are between eight and 12 hours of tutoriedsiged in support of this course.
The dates, time and venue of these tutorials slealommunicated to you. The name
and phone number of your tutor will be made knowryou immediately you are
allocated a tutorial group. Your tutor will markdaesomment on your assignments,
keep a close watch on your progress and on angutfés you might encounter and
provide assistance to you during the course. Yowstnmail your tutor marked
assignments to your tutor well before the due datdeast two working days are
required). They will be marked by your tutor antureed to you as soon as possible.
Do not hesitate to contact your tutor by telepha&ail, or discussion board if you
need help. You will definitely benefit a lot by dgithat. Contact your tutor if:

+ you do not understand any part of the study umite® assigned readings;
+ you have difficulty with the self-tests or exercsand
+ you have a question or problem with an assignmenit) your tutor’s
comments on an assignment or with the grading @fssignment.

13
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You should make an effort to attend the tutoridlsus, it is the only opportunity you
have to enjoy face to face contact with your twod to ask questions which are
answered instantly. You can raise any problem emeoed in the course of your
study. To gain the maximum benefit from course riats, prepare a question list
before attending them. You will learn a lot fronrtpapating in discussion activity.

Summary

CSS 244: Types and Analysis of Security Threatsdorexpose the reader or student
to the meaning and types and categories of sedimigats as well as how to explain

different approaches and techniques through whigieats can be mitigated or

controlled. As you complete this course, you shdwddable to answer the following

guestions:

»Conceptualise the term security threat;

»ldentify various security threats;

»Classify or categorise various security threats;

»Discuss the meaning and types of various humanam-made security threats;

»Examine various manmade security threats;

»Explain the meaning and types of geological segiiteats;

»Examine climatic security threats;

»Analyse environmental threats;

»Explore how the various types of security threaisgpa danger to any people
or community;

»Propose measures and approaches that aid in mitggat reducing the
occurrence of different security threats;

»Unravel the importance of civil security approacheshreat mitigation and
crime control;

»Elaborate the relevance of the study of risk psimin and analysis in threat
mitigation and crime reduction;

»|lluminate on how simulation exercise can contrétd threat reduction and
law enforcement;

»Investigate the significance of crime analyse ire#t mitigation and crime
management; and

»Verify how data mining and automated data analgs@sserve important tools
to crime detection, control and threat mitigation.

Good luck in your studies at the National Open @rsity of Nigeria.
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MODULE 1: CONCEPTUAL DEFINITION OF SECURITY THREATSAND
TYPESOF SECURITY THREATS (MANMADE)

Unit 1: Meaning & Types of Security Threats

Unit 2: Basic Human or Manmade Threats

Unit 3: Terrorism as a Security Threat and IndialdBrotective Measures
Unit 4: War as a Security Threat

Unit 5: Information Warfare as a Security Threat

UNIT 1
MEANING & TYPESOF SECURITY THREATS
CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Body
3.1  Meaning of Security Threat
3.2  Types of Security Threats
3.2.1 Geological Threat/Hazards
3.2.2 Climatic Threats/Hazards
3.3.3 Environmental Hazard
3.3.4 Human Threats
4.0 Conclusion
5.0 Summary
6.0  Tutor Marked Assignment
7.0 References / Further Reading

1.0. INTRODUCTION

The meaning of security has been generating a gedsite among scholars in recent
time. The experience of the world in recent timepkasises a paradigm shift in
security discourse. Traditionally, the State is ¢hstodian and ultimate beneficiary of
the monopoly use of violence as advocated by MakeétieAny internal or external
threat to challenging the authority of the State mmonopolising violence was
considered as a security threat.

During the Westphalia period, the major threat® political sovereignty of any State
usually emanated from another State. During thabggethe threat to security usually
involved state to state aggression, as there wi#s Gr no presence of intra-state
violence. But, since the emergence of the Cold Wal945, the main challenge
against state has been internal threat to seouhigre most countries became plagued
with insurgency and civil wars as experienced edirdhe world. The end of the Cold
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War in 1989 has widened the scope of security studue to the emergence of states
without any defined political boundaries.

However, this is evident in the enormous politeaVvereignty enjoyed by international
terrorist networks, which have created their owwegoments, standing armies and
other features of a modern state except definedrgpbical boundaries. The authority
of these non-state actors is not limited by gedgcgb boundary as their influence
extends to several continents and they have beeomajor source of threat not only
to national security but also to world security.

The recent experience shows that major threats aitene from other sources other
than the state actors. The role of resource sgarcindermining the general security
and challenging the political sovereignty of anytiora draws our attention to the
amount of threat that poverty and deprivation casepto security in any community or
state. In this unit, we shall define the term siguhreat and briefly explain various
types of threat.

2.0 OBJECTIVES
At the end of this unit, you should be able to:
e Explain the meaning of security threat;
¢ Identify types of threat; and
e Explain forms of natural and human threats.
30 MAINBODY
3.1 Meaning of Security Threat

Waever (1995) associates the concept of securiyathto security problems that
undermine the security of any nation or commuratyd relates it to:

...developments that threaten the sovereignty atependence of a state in a
particularly rapid or dramatic fashion, and depriveof the capacity to manage by
itself. This, in turn, undercuts the political ord&uch a threat must therefore be met
with the mobilization of the maximum eff@ifaever, 1995: 54).

Similarly, security threat can be described as ciép®f any human and non-human
elements to destroy the vital interests of othemsaiered as targets. We can also
describe security threat as:

...a party with the intent and capability to exploitalnerability in an asset. This could
be a malicious hacker or a disgruntled employge/proxy.11a.nu/2006 /02/
11/definition-of-risk-vulnerability-and-threat).
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...an explicit or implicit message from a personatwther that the first will cause
something bad to happen to the other, often exadygin certain demands are met.
Often a weapon is used. Examples are a robberyakiging, hijacking, extortion,

blackmail (://www.knowledgerush.com/kr/encyclopedia/Threat).

...anything that threatens the residents of a conityuor the things they value
(Gordon, 2000).

...persons, things, events, or ideas, which posgdantally or deliberately some
degree or danger to an ass€US National Institute of Standards and Technology
cited in Kuban & MacKenzie-Carey, 2001).

Dissecting the foregoing definitions of the ternciggy threat, you will conclude that
security threat covers all aspects of any malicimiention or action or occurrence
geared towards making a party vulnerable and exptussecurity risk. Security threat
can be simply divided into two, namely natural an@nmade threats. The former are
usually generated by nature while the latter ingotvuel attacks arising from human
actions and behaviour. The manmade threats involaécious activities of man,
which may include armed robbery, assassination, paben intrusion, information
hacking and corruption, violent behaviour, ethndgem, religious bigotry, terrorism,
to mention a few.

SELF ASSESSMENT EXERCISE
How do you describe the term security threat?
3.2 Typesof Security Threats

As explained earlier, security threats can be dladsinto two namely natural and

manmade threats. Natural threats can further bigledivinto two: minor and major.

Examples of major natural threats may include kare (cyclone), earthquake,
drought and flood. And those natural threats orah#ds considered to be minor may
include cold wave, storm, mudslide, thunderstonmsnention a few. In this study for
the sake of conceptual and analytic clarity, wdldieexplaining the natural threats by
dividing them into two due to different conditionand they shall be classified as
geological security threats and climatic secutingats.

On the other hand, manmade threats usually inviblese threats or hazards that are
brought into bear resulting from human actions iféehtely or accidentally). These
threats may include terrorism, different forms ofine, mob action, kidnapping,
among others. The third type of security threat majude all forms of environmental
threat or hazard. At this point, let us presenséhearious types of security threats one
after the other.
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Threats3.2.1Geological Threat/Hazards

Geological threats or hazards are basically natgeslogic phenomena, which can
potentially pose a huge security risk to humansljv@s they are not only capable of
causing various degrees of bodily harms to peoptechn also cause (mass) deaths.
They can also bring on any communities or peopigelscale destruction of physical
structures and infrastructure. Thus, geologicadats or hazards can be simply defined
as:

...extreme natural events in the crust of the edhfit pose a threat to life and
property, for example, earthquakes, volcanic eauni tsunamis (tidal waves) and
landslides(://stats.oecd.org/glossary/detail.asp?ID=1112).

As highlighted in the foregoing, the hazardous psses any communities that can
pose a danger to people and their environments in@yde earthquakes, volcanic
eruptions, flooding, mudflows, tsunamis to menteofew. It is also important to note
that the set of threats cannot be easily detectdkey largely remain unpredictable.

Though, through hazard mapping and monitoring, @ determine the locations or
areas that are susceptible to the various kingdsifral threats that exist in this class of
threats but, we may not have accurate predictioth®ftime that these hazards may
occur in any place. For this reason, it is usualivisable to identify the kinds of

natural hazards that may exist in our communitiést instance, those areas or
settlements that lie along the seismic lines, tiepossibility that they will experience

earthquake at one time or the other. It is paramdanthe people found in such

locations to erect their physical structures in @y what they will be resistant to the
vibration that is usually produced by the quake.

3.2.2Climatic Threats/Hazards

Climatic threats or Hazards are simply those typkshreat that involve a rapid
change in the climatic conditions, capable of pgsindanger to the wellbeing and
survival of any people or communities. They areurddt threats that are usually
created by:

...a severe variation from average climatic coruis which cause problems for the
people living in the area affected://www.geography-help.co.uk/powerpoints
/human_activities_ctwm_monsoon.ppt).

Climatic hazards are actually created by one oorahination of factors which may
include heavy rainfall, droughts, wildfires, amoathers. Climatic hazards basically
include hurricane, flood and drought. It is impattao avoid mistaking climatic
problem for climate hazard. For instance, drougtnt loe regarded as a climatic hazard
where there is usually regular experience of rdifacause rapid reduction in the
volume of rainfall in such a settlement or place ba considered as hazardous. And in
desert area or arid settlement, the incidenceaight is usually viewed as climatic
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problem rather than hazard because people fousdcim an area or settlement are used
to dry weather with very little prospect for raitfa

Meanwhile, human activities such as deforestatimoray other anthropogenic factors
can also contribute to the occurrence of theseatiarhazards. For instance, continued
emission of greenhouse gases notably carbon dioridethe atmosphere has been a
leading factor to the problem of climate changehwliévastating consequences on man
and his/her environment.

3.3.3Environmental Hazard

Environmental Hazards are types of threat, whialialg involve entrapment of the
environment with various forms of pollution like ¢fu burning, reckless removal of
trees, use of chemicals among others. There isonbtdhat environmental hazards
constitute a huge security risk to any people onmaonity. These hazards can generate
such devastating situations as air pollution, wapailution as well as soll
contamination.

Anthropogenic factors are chiefly responsible farious environmental pollutions
that generate different environmental hazards. ddnsequences of these hazards can
be very severe and unpleasant to any people beegaset from the adverse effects
that it may have on people’s health and wellbeihgan also bring the economy of
affected communities to its knees, creating an aphere of economic
underdevelopment.

3.3.4Human Threats

Human threats are basically any intentional crimirgtions like terrorism,
kidnapping robbery, theft, etc. They also includg ather unintentional actions that
may pose security risk to any people or communisiesh as careless handling of
information files, among others. When we talk abiotdrmation technology (IT) one
of the issues that come to our minds is the growiskjemanating from the activities
of hackers and other people that engage in mabcaniry into information systems.
In view of this, several human activities can pagareat not only to the wellbeing of
the people but can also propel physical, infrastmat and information damages or
destructions.

Undoubtedly, the activities of disloyal employees aapidly effect the collapse of
any corporations if adequate mitigation measuresnat put in place to check the
mischief of such workers. Apart from the normalnanal actions, human beings
have also been accused of being responsible fonttoeation of most of the natural
threats. For instance, variability in climate cdmatis is normal but human emission
of greenhouse gases into the atmosphere has rdpidllyo drastic and significant
change in the world climate, putting biodiversitya quandary.

The challenges confronting mankind resulting frolimate change are enormous
leading to growing reduction in the volume of ralhind resource scarcity, to

22



CSS 244 Types and Analysis of Security Threats

mention a few. There are some other forms of sgcthnreat that we may not be
covering in this course. It is, therefore, impottdm engage in further reading to
identify other types of threat not discussed inrttaerial.

SELF ASSESSMENT EXERCISE
Discuss various types of threat.
4.0 CONCLUSION

It is a truism that the capacity of any communityréspond to hazardous situations
depends largely on its resilience and preparedimesards risk reduction and hazard
mitigation. The recovery capacity of any communityishing to mitigate the effect
that the occurrence of any hazard may have onnkita people, must be substantial
enough to withstand the threat or hazard. If noreffare made to mitigate or reduce
the impact of hazard or attack, there is the pdggilbhat such hazard will result in
disaster. It is therefore necessary for stakehslderadopt strategies through which
they can improve their capacity to respond to hdmas situations timely and
effectively. A fact that comes out of this intelieal standpoint is that disaster does not
usually occur where vulnerability is low or absent.

5.0 SUMMARY

In this unit, we began our journey into the cou($gpes and Analysis of Security

Threats) by examining the meaning of security #sredhereafter, our focus was

shifted to various classes of security threats stscheological threats/hazards, climatic
threats/hazards, environmental threats as weluagah or manmade threats. We also
observed that there are other classes of sechrigts that we may not able to cover in
this material, as the reader or student is admedisio source for other relevant

materials that can help them identify some othpesyof threat not discussed in this
course. In the next four units, we shall be beanong searchlight on some of the

threats that can be considered as manmade whige oldsses of security threats will

be discussed in the next module.

6.0 TUTOR-MARKED ASSIGNMENT

Explain the meaning and any four types of sectiitgats.
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1.0. INTRODUCTION

In the last unit, our study centred on the mearofhgecurity threat, and we also
explained various forms of threats including gedalab threats, climatic threats,
environmental threats and human or man-made threatartherance of our study on
these different classes of threats, we shall beanmsearch light on various types of
threats contained in each class of security thieatsxploring their meaning and how
they can constitute a danger to any people or camtras. In this unit, we shall be
focusing on human or man-made threats by expla@orge of the basic types of man-
made threats and showing how they can pose secisity

2.0 OBJECTIVES
At the end of this unit, you should be able to:
¢ Identify major manmade types of security threat,
e Discuss the meaning of the various manmade secdbrits; and
e Explain the characteristics of these threats amd they constitute security risk

to any community.
3.0 MAINBODY
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3.1 Robbery

One of the manmade threats is robbery, and roblb&en involves the use of

instruments of intimidation and coercion by a p@ety) against another party(ies) with
the aim of compelling the victim party to conceds/ler property in question to the
offender party. Such violent instruments like gkimife, sword, cutlass, grenade, or any
other dangerous objects as the case may be, ae wéed by robbers to force the
victims to yield to their (robbers’) demand. Thexee many definitions of robbery,

some of which include the following:

Robbery is the crime of seizing property througblerice or intimidation. This is
different from embezzlement, larceny, and thefladyiis a type of robbery. Armed
robbery involves the use of a weapon. Highway ropbekes place outside and in a
public place. Robbery is generally an urban crif@arjacking is the act of robbing a
car from a victim, wusually at gunpoint(://www.knowledgerush.com/kr/
encyclopedia/Robbery).

Robbery is the crime of seizing property througlolence or intimidation
(://en.wikipedia.org/wiki/Robbery).

Robbery is taking or attempting to take somethingatue from another by violence or
the threat of violence. Robbery can be committeadrnesg individuals, businesses, and
institutions like banks. It is a felony in all stat Threatening people on the streets with
a baseball bat and demanding all their money andejiery is robbery, even if the
person is not injured. Pushing an elderly woman wlam the sidewalk to steal her
purse is also robbery(://criminal-law.freeadvice.com/violent_crimes/fises

robbery.htm).

Robbery is a regular feature of every human socetgn among the animals, robbery
takes place. For instance, in some wildlife clip® may see some hyenas hunting
some preys and eventually they may succeed in iogtdome of these preys like
antelopes. But, shortly after the catch, we mayasgeoup of lions larger in number
emerging from nowhere chasing away the poor hyandsrob them of their catches
(animals killed by the hyenas for feeding). Thisample nevertheless shows that the
incidence of robbery is not limited to human beirlgg it also exists in animal
kingdom.

Types of robbery

a) Piracy: This is one of the types of robbery. But, we néedxercise some
caution in the conceptualisation of the conceppiodcy. This is because in
intellectual property and copyrights law, the tguimacy is also used to describe
the nefarious activities of offenders who steal therks of other people
especially for money-making motives. However, ti@agy we are discussing
in this study or lesson is essentially maritimee Térm piracy is
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described in the relevant provisions of the Uniiations Convention on the
Law of the Sea (UNCLOS) of 1982 as:

(a) any illegal acts of violence or detention, myaact of depredation,
committed for private ends by the crew or the pagses of a private ship or a
private aircraft, and directed:

(i) on the high seas, against another ship or aircraft,against persons or
property on board such ship or aircratft;

(i) against a ship, aircraft, persons or property in pdace outside the
jurisdiction of any State;

(b) any act of voluntary participation in the opéom of a ship or of an aircraft
with knowledge of facts making it a pirate shipaocraft;

(c) any act of inciting or of intentionally faciiting an act described in
subparagraph (a) or (bJUNCLOS, 1982: Article 101).

Piracy usually involves a very violent act perpeetdaby private parties of no
government affiliation. Piracy is a violent crimedarobbery which takes place
on the seas. A good example includes the nefaramtizities of Somalian
criminals or pirates who rob and seize ships onsee a situation which has
attracted so much public attention in recent tileacy is a form of robbery
that involves all violent acts perpetrated on tkassbut it does not include
those criminal activities being perpetrated by sqmssengers against some
other passengers on the same vessel. The phenomepmacy is new but has
been an agelong security threat, which in th® 4@d 18' centuries attracted
death penalty against the offenders. During them#ogs in Europe, pirates
caught and arrested were paraded before the pudidater subjected to public
execution;

b) Car-snatching or Carjacking:his is another type of robbery that has been
phenomenal in a number of countries including S@\tica, the US, Sweden,
Nigeria, among others. It can be described as ¢h®faforcefully seizing and
taking possession of the victim’s car by the criofiender through the use of
dangerous weapons especially gun. We can alsoediiis form of robbery as:

...an armed auto theft, or auto theft by threatfarce from a persorfError!
Hyperlink reference not valid.).

...the crime of motor vehicle theft from a persdmows present. Typically the
carjacker is armed, and the driver of the car isc&d out of the car at gun
point (://ww.knowledgerush.com/kr/encyclopedia/Carjacin

In some situations, the car-snatcher may use toytguorce the victim (carry
owner or driver) out of the car. If the offenderaigested, he/she will still be
liable to be charged for armed robbery becauséhbgels/ using gun either toy
or real, intends to cause fear or intimidation be victim with the aim of
criminally seizing and/ or stealing the car frore thctim. In South Africa, the
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incidence of car snatching is very high, and inghecess of stealing cars from
victims, many victims have not only lost their cég also their lives or lives
of co-occupants (or loved ones) or sustained varmegrees of injury in the
hands of car-snatchers.

Car-snatching often generates trauma among thengicFor instance, some
years ago, a popular reggae artist, Lucky Dube kilkesd by a gang of car-

snatchers in South Africa in the presence of hikl@dn. Can you imagine the
amount of trauma suffered by the children, seeagy ffather and breadwinner
being hunted down by some criminals in the nameaofsnatching? The Shina-
Rambo episode in Nigeria is still very fresh in themories of many of us who
knew the amount of security threat the car-snatclsipndicate posed to our
national security. The leader of the syndicate, Aintdjani has been arrested
and currently facing trial in Nigeria.

More importantly, one is expected to know that ¢hier a difference between
ordinary car theft and car-snatching. The truthtted matter is that not all
incidents of car theft can be regarded as car-smafcor carjacking. This is
because there may be occasions whereby cars wdtdien from where they
are parked. In this case, cars are stolen withmgefully taking them from the
drivers. Here, the car thieves carefully remove satgl the cars from where
they are parked or by deceiving the car driverswners. This kind of crime
can only be regarded to as car theft not car-smagadr carjacking;

Streaming:This is another of robbery that usually involvegamised criminal
activities being perpetrated on underground traiihe term is made popular by
the United Kingdom, used to describe the violeimhes perpetrated on train or
bus passengers by criminal gangs (s#eews.bbc.co.uk/1/hi/england/698
3476.stm; &_ :/lwww.btp.presscentre.com/Content/Detail.asp?&&ele 1D=6
75&NewsArealD=2).The crime ranges from mild application of intimida
and violence to the use of serious violence ligrassault and murder;

Highway robbery:Highway robbery can also be regarded as a greaattto
security. It can be simply described as a kindobbery that takes place on the
roads, streets, or even bridges. This threat isnoixperienced by many
commuters using Nigerian roads. Meanwhile, theee siame hotspots where
the incidence of highway robbery frequently takésc@. One of such spots is
Abuja-Lokoja road where several passengers aneltess have been robbed
or/and injured or/and killed by suspected highwalybers. A pathetic case was
the incident of highway robbery that happened rigemhere many victim
passengers were crushed to death by on-comingriraihich was on top speed
while trying to avoid being pinned-down by the rebh The ugly incident
happened when the victim passengers were asketiebyobbers to lie face
down, and many of the victims never suspected timattrailer approaching
would crush them.
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e) Armed robbery:This is another type of robbery, which involveg thse of
weapons. The weapons used by the robbers may wessaily be deadly.
Take for instance, a robber may be armed with tlbife to dispossess his/her
victims. Some robbers may use big sticks to fofesrtvictims to surrender
their valuables. In armed robbery, the weapons Usedobbers may not be
actually deadly. Some robbers may use their phiysitangth to dispossess
their victims (especially the female) of their valiles. Such action may still be
regarded as armed robbery; and

f) Aggravated robberyAggravated robbery actually means a form of ropber
where the offenders use deadly or dangerous weapahs course of carrying-
out their dastardly act. Aggravated robbery can bk defined as:

....the use of a deadly weapon or what appearseacabdeadly weapon. If
someone robs a store with a toy pistol, that will e aggravated robbery,
because the weapon appeared to be deadly. It & ajgravated robbery in
some states to cause or threaten serious bodilyrynpr death during the
commission of the robbery (://criminal-law.freeadvice.com/violent
crimes/offenses__ robbery. htm).

The experience in recent time has shown the higtl lethality in the weapons
being used by some robbers in carrying out thestaddly acts. The incidents
of bank robbery have taken very aggravated dimenaibere robbers do not
only use sophisticated riffles but also use gresadiae warlike situation that
characterises bank robbery in Nigeria in contempotane underscores the
need to appreciate security reengineering and mefiation of security

strategies.

SELF ASSESSMENT EXERCISE

Explain the meaning of robbery.

Discuss any five types of robbery.
3.2 Theft

Theft can be said to be a form of manmade sectihiBat. It actually involves act of
making unlawful claims over someone else’s propertyillegal taking of another
person’s property without the person’s freely-giveansent” (_://en.wikipedia.org/
wiki/Theft). Ordinarily, the term theft is used to describe sather criminal acts that
relate to illegal acquisition of another personsopgerty or acts of stealing like
burglary, larceny, looting, fraud and embezzlemémtmention a few. Theft can be
perpetrated in various ways. One of the ways maglve illegal access or intrusion
into information systems belonging to another persoorganisation.

The acts of theft are not exclusively undertakenirmjviduals, organisation(s) also
can be found culpable. For instance, several osgéinns have been accused of
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stealing information belonging to some other orgations, may be through the use of
an insider or through direct intrusion for the adigation of specific objectives. Theft
may also involve the unintentional stealing of &eotperson’s property. For instance,
someone may accidentally find another person’s eshyphone) recharge card, and
rather than returning it, he/she may decide to seluse the recharge card. In the
situation whereby the person in question decidelicor use the recharge card, he/she
has committed theft, showing it is not always neaes for the act of theft to be
intentional. By and large, theft does not in anywavolve the application of direct
force against the victim, and in a situation thappens, the act can no longer be
regarded as theft but it will be considered a roypbe

SELF ASSESSMENT EXERCISE
Explain the meaning of theft as a threat to segurit
3.3 Arson

Arson can be described to mean a deliberate aaesfructively setting another
person’s or oneself’'s property on fire for specifiotives. For instance, someone can
decide to set his/her property on fire with crimtimaention of illegally getting claims
from an insurance company. Meanwhile, most times thime is perpetrated by a
party against another party. The antagonistic astrdctive activities that dominate
our national politics has paved the way for thewgng anarchy that the country
experience.

From one democratic dispensation to another, tbielemce of arson has featured not
only in inter-party relations but also in intra-fjawranglings. The use of thugs to set
fire on the houses of opponents is still experidnneNigerian politics. For instance, in
the last re-run governorship election in Ekiti 8tat Nigeria saw the burning down of
the Independent National Electoral Commission’sH@ office in Ido Ekiti by irate
youths over the alleged manipulation of electiosutes by the election body and few
powerful people in the state. There is no doubt, tinathe country, arson constitutes a
great security threat especially if we consider financial and material losses that
usually occasion such incident(s).

SELF ASSESSMENT EXERCISE

What is arson?

3.4 Kidnapping

The incidence of kidnapping has become a graverisgdhreat both locally and
internationally. Many families have lost their lavenes through the dastardly acts of
kidnapping. Apart from loss of lives, kidnapping@lhas implications on the economy

of the state as well as that of individuals. Fatamce, in countries like Mexico and
Nigeria where most kidnappings lack political mesythe kidnappers
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seize their victims for ransoms, and many famipag through their noses to settle the
kidnappers’ money requests with the aim of secutirggrelease of their loved ones.
At this point, let us quickly look at some of thefidition of the term kidnapping.
Kidnapping can be described as a form securityathteat involves:

...the taking away or asportation of a person agatie person's will, usually to hold
the person in false imprisonment, a confinemertiouit legal authority. This may be
done for ransom or in furtherance of another criroe,in connection with a child
dispute(://en.wikipedia.org/wiki/Kidnapping).

...the taking away of a person against the perswiils usually to hold the person for
ransom or in furtherance of another crime. In teentinology of the common law in
many jurisdictions, the crime of kidnapping is |tée abduction when the victim is a
woman(://www.knowledgerush.com/kr/encyclopedia/Kidnappi

The nefarious activities of some of the militamsthe Niger Delta region of Nigeria
has actually made popular kidnapping as a sourcenaking quick money. The
problem is spreading fast to other regions of thentry. There is increasing tension
in south-eastern Nigeria where the business of dpging is becoming widely
accepted among the youth in the area. It is mas$iepa that in some circumstances,
some of the victims of kidnapping were part of filet right from the outset. They
planned the kidnapping episode with some otherinafa to get money from their
family members or/and relatives or/and friends. Wdnvers have also been accused
of masterminding the kidnapping of their bossemembers of their bosses’ families.
There is no doubt that the rising incidence of kigining has been a major source of
worry to the security sector, especially as segupersonnel are not left out by
kidnappers. For instance, some practitioners haectione or the other become preys
in the hands of kidnappers. Many of these secunigy and officers were not lucky as
they were killed by the kidnappers.

SELF ASSESSMENT EXERCISE
What is kidnapping?
3.5 Badger Game

Badger Game is a form of security threat that cadeumine the capacity of an
individual to perform his/her duties effectivelyhd risk created by this threat is to
deepen the vulnerability of the affected individualy setting him/her up. Here, the
individual like a security officer is coerced tongpromise his position by tricking
him/her into a social action or activity that pesplill not expect persons in such
position to engage in. For instance, a very priecipsecurity chief may be trapped
with a woman, and his conversations and sexuatioal with the woman are
recorded by his enemies who set him up in the ifuigtince.
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Consequently, the enemies will approach him andhaskio compromise his position
or he will be blackmailed. This scenario reemplessithe need for security
practitioners to always be very careful in theilatien with other people and avoid
engaging in any action that can tarnish their imaige that of the offices they hold or
which can make them compromise their position.

SELF ASSESSMENT EXERCISE
How do you describe badger game?

3.6 Extortion

Extortion is another form of manmade security thréasimply involves coercing a
person to part with either certain money or propert services to the offender. On
daily basis, Nigerians complain of extortion bewsyffered in the hands of security
operatives especially the Police. Conceptuallypmtixin can be described as:

...a criminal offence, which occurs when a persotawfully obtains either money,
property or services from a person, entity, or itosion, through coercionError!
Hyperlink reference not valid.).

...a criminal offence, which occurs when a persbtaims money or other goods from
another by threatening or inflicting harm to hisrpen, reputation, or property
(://Iwww.knowledgerush.com/kr/encyclopedia/Extordion

Extortion occurs not only in public places but alsoprivate establishments. Many
people in the course of seeking for job are mand&depay money or render some
services against their will before they can seaimployment. The commuters always
accuse the police of extortion on our roads anch @wetheir stations despite the
prevailing anti-corruption campaign in the countriany customs officials have failed
to do their jobs effectively well because of thaitture of extortion. They are basically
preoccupied with extorting the public, and in theqgess they often fail to perform
their responsibilities. And one of the consequenakshis failure is circulation of
proliferated weapons in the country, which camthiough the borders.

The culture of extortion has continued to paint sleeurity sector in Nigeria in bad
light, as the most needed cooperation from theipuiblthe effective management of
security is visibly lacking. One of the reasonshis fear of being extorted by security
operatives, even when they (the civilians) wish affer or provide important
information to the security personnel for crimevamtion and mitigation. There are
several allegations that some individuals, aftéerofg vital security information to
the police, were arrested and threatened with na@eand prosecution, until the
affected innocent civilians were forced to settie extortionist security men/officers
with varying amount of money. It is most disturbitoghear cases where some security
personnel demand for sex from their female victinedore they could be released
from unlawful detention.
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The writer can remember when in company of a fridreng intercepted by an anti-
robbery patrol team before 8pm when there was se oé curfew, and subsequently
arrest was effected without any genuine reasonth@tstation, the patrol team had
arrested, in similar circumstances, scores of ianbcivilians and ordered everybody
into the cell without any investigation. The neling we heard was that we should
beg those whose relatives had come to pay for thlsase, to assist us to get in touch
with our relatives or friends to come and negot@ie own release as well. Within a
short time of the arrest, some neighbours of mihe waw me and my friend being
whisked away by the criminals in uniform came te #tation to pay for my release
but | refused to succumb, requesting to see thesidival Police Officer (DPO) of that
station.

Consequently, | stayed there till the next mornug not without being assaulted by
one of the policemen on duty. One of the inmatgseajed to me to give peace a
chance by accepting the terms of release (payiegaill money as bail). And through
so much pressure from my neighbours, | gave inmyogreatest surprise, one of the
policemen told me that it was a nice decision, pting the terms of my release.
Money was forcefully taken by the police to secomgrelease and that of my friend.
The policeman went further to say that if | hadsted to settle the case in court, he
was very sure, due to lackadaisical and ineffeqgtisstice system in the country, that
the court would ask us to be remanded in prisoaneavithout making attempt to find
out if the arrest was a lawful one in the firsttamece. Unfortunately, the experience of
most civilians, resulting from official and unofié extortion by security operatives in
the country undermines the integrity and capacitythe public security sector in
fulfilling the overall goals of their establishmeperticularly the security of lives and
property of the citizens.

SELF ASSESSMENT EXERCISE
Describe extortion as a security threat.

3.7 nsurgency

Insurgency is another form of manmade securityathrié usually involves an armed
struggle or rebellion aimed to challenge the sagerpower of a constituted authority.
It can also be described as violent aggressiorebigbrents against the government of
any given country, especially the one recognisedhieyUnited Nations (see Oxford
English Dictionary, 1989). However, we can alsargefnsurgency as:

...an organized rebellion aimed at overthrowingamstituted government through the
use of subversion and armed confli¢iwordnetweb.princeton.edu/perl/webwn).

...an armed uprising, revolt, or insurrection agstran established civil or political
authority. Persons engaging in insurgency are chllesurgents, and typically engage
in regular or guerrilla combat against the armeddes of the established regime, or
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conduct sabotage and harassment in the lddtvww.answerbag.com/q_view/68

079).

Some of the causes of insurgency may include efdataalpractices as experienced in
Algeria, ethno-religious conflict, human rights &by personal envy,
maladministration, ineffective justice system, tention a few. The problem of
insurgency has been a regular feature of Africditig® due to a number of reasons.
One of the reasons is the sharp ethnic divisionn &xsts among various ethnic
groups, which compose an average African states phoblem is prevalent where
there is deepened economic deprivation and patrentametwork. In such a country,
the elite are often accused of flying the kite tifngcity in the accumulation of state
resources thereby creating a culture of ethniceldadis evident in the Rwandan crisis.

The ideological rivalry between the Angolan goveemtand the National Union for
the Total Liberation of Angola (UNITA) rebel led ligte J. Savimbi especially during
the cold war era has also shown how ideologicdéihces can attract insurgency in
any given state. There is no doubt that most irenirgroups use instrument and tactic
of terror to attract public attention to themselv&sd most times, methods applied by
insurgents do not only undermine the security wédi and property, but they also
infringe on the natural rights of the innocent kkans and dislocate them socially and
economically.

SELF ASSESSMENT EXERCISE
How do you explain insurgency as a security threat?
3.8 Strike Action

Strike action is often described as refusal of e@ygs to report at their workplaces
or/and refusal to discharge their respective duitieprotest against poor working
conditions and/or policies of authorities or gowveemt or employers which they
consider inimical to their welfare and wellbeingin& the period of industrial

revolution, strike action has become a veritablel tased (as the last resort) by
different unions to express their grievances amsgal on the authorities or employers
to yield to the labour demands.

Undoubtedly, strike action can potentially conséta threat to any regime, as it can
lead to the loss of huge amount of working hourd sioney. For instance, the strike
embarked upon by labour unions in the early 1980gaction to the annulment of the
June 12, 1993 presidential election by General Bgida almost degenerated to total
collapse of socio-economic activities in NigerigheTstrike also had a devastating
effect on the political administration of the Niger state, as the military government
under Late General Sani Abacha resorted to carutginlawful arrests on the union
leaders and several human rights activists toifegié his unconstitutional rule after
taking over from Chief Ernest Shonekan, the leafi¢gne interim government put in
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place by General Ibrahim Babangida when he failedcis transition programme
before he relinquished his position as militarydieaof Nigeria.

Typesof Strike

Wildcats StrikesThese are a form of strike or industrial show-dawrereby workers
or employees embark on work boycott without beingndated by their respective
(labour) unions. They may decide to embark on sidkes if they consider that the
leaderships of their unions are not actually sutpgrtheir intention to force their
employers to yield to their demands through indaktction or if they suspect that
their unions have betrayed them. Wildcats strikes @ften regarded as unofficial
strikes because they are embarked upon by employadwut any formal
authorisation from the unions. They are capabl@asing huge security risk to any
organisation or government as the employers mayifidifficult to negotiate with the
striking workers because of the distance that mighte been created between the
employees and their union leaderships. Thus, dessnade with the union may not
be accepted by the striking workers with little ogpnity for collective bargaining.

Sit-Down_Strike: This is another type of strike, which usually ilwes workers’
presence at their places of work but they will petform any official duties. Here,
striking employees will only boycott their dutiestmot places of work.

Work-to-Rule StrikeThis form of strike is known in Italy @ciopero biancoln this
strike, workers report for duties and perform tharious tasks but they will fail to
improve on their inputs in production processeddipwing very strictly all safety
regulations. For instance, striking police persénmay report to their respective
duties but through this form of strike, they wibtrrespond to any emergency calls in
the absence of operational equipment like patrbickes, as well as non-availability
of bullet proof vests.

Meanwhile, we may have observed that even withqerational vehicles, police
patrol teams still manage to use commercial vesitdeperform their duties. But, due
to work-to-rule strike, they will insist that theyill not do the patrol or emergency
intervention if there are no official vehicles. tinis case, there is tendency that the
services that will be rendered by the police wélibsufficient in the management of
security of lives and property in any community exsplly where there is no adequate
funding of the police like Nigeria.

General StrikesThese are usual strikes which involve employedm@gmn the
directives of their unions to embark on work boyaottheir reaction to poor working
conditions and as last resort to compel the autesrbor employers to yield to their
demands. General strikes also pose huge securégttto any nation or organisation
owing to the amount of time and money wasted regufirom the industrial action.
For instance, in Nigeria, no less than five hundsilicbn Naira must have been lost in
the last three years as a result of regular fatesetween Labour Unions and
Government at all levels, leading to a series rifess.
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Sympathy Strikeit is another form of strike that is undertaken thg workers of a
union supporting the workers of another union wrean strike by refusing “to cross a
picket line established by another as a means ppating the striking workers”
(://en.wikipedia.org/wiki/Strike _action).

Student StrikeThis form of strike has impact on public imageaofy country rather
than its economy. Here, the students embark ondibgtlectures and other academic
activities to express their displeasure towardsesofrthe policies of the authorities or
government. This strike action by the students fienosupported by the teachers
especially if the aim of the strike is to press #hwhorities or government to improve
the working conditions of their teachers. Studemkes can also pose a risk to the
community because such action is often followedhwi#monstration that may become
bloody if not maturely handled by security persdrame school authorities.

Hunger StrikeThis is another form of strike, which poses vattjel or no threat to any
community other than the negative impact that samtion may have on the image of
the community. It actually involves intentional usél to eat to protest against some
actions of government or authorities.

Sick-out Strike: This type of strike is also known as "blue flurilee, and it usually
involves the striking workers pretending as if thene sick as a way of refusing to
work. As you may know, there are some employeessemature of their professions
does not permit them to go on strike. In many coeestincluding Nigeria, police,
military, fire-fighters as well as air controllerare constitutionally barred from
embarking on strike because such action is mogiyylto generate breakdown of law
and order as well as collapse of public safety.

SELF ASSESSMENT EXERCISE
Explain the meaning and types of strike action.
3.9 Assassination

Assassination is another form of manmade secunityat. Etymologically, the word

Assassin emanated from the Arabic wétdshshashinThe term usually involves a

target killing of any political leader or any otheerson for ideological or political or

military or even economic reasons. Traditionallgsassination was synonymous to
(covert) government-sanctioned killing of any peopspecially the opponents for
political reasons (see://www.washingtontimes.com/news/2004/mar/25/2004332
091452-7923r).

The use of assassination by leaders has long beppoded by some political

philosophers and military strategists. For instar®en Tzu in his book, The Art of

War lent his weight behind the use of the stratiggssassination for military purposes
while another great writer, Nicollo Machiavelli dended in his book, “The
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Prince” that assassination could be a very taciicstrument for political rulers to
retain and consolidate their grips on political pownd preserve their regimes.

Assassination can also constitute a huge sectmigéat to communities or people. The
use of assassination by any individuals or autiesrican potentially undermine the
capacity of law enforcement agents in managingllaod international security. For
instance, the spate of political assassinationshas greeted Nigeria in the last eight
years has nevertheless made rubbish of the abilithe Nigeria Police to guarantee
the security of lives and property of the citizefifie situation has really had a
devastating effect on the economic wellbeing of é¥ign state owing to the
demonising image that the ugly trend of politicakassinations have brought on
Nigerian people. Many well-meaning Nigerians wha cantribute greatly to national
growth are not willing to vie for elective positi®mor the fear that they may be killed
or assassinated by opponents, further complicativeg problem of the nation’s
underdevelopment.

SELF ASSESSMENT EXERCISE
What is assassination, and how does it pose aigettueat?
3.10Demonstration

Demonstration is another manmade threat that asale tendency to pose a danger
to any community. Demonstration may also be reghiaecivil disturbance or direct
action. It is often undertaken for different reasdyut most times, demonstration is
politically motivated. For instance, during the itaity rule of General Abacha, many
human-rights and pro-democracy activists as well saseral other individuals
including students staged demonstration to pratestcontinued detention of Chief
Moshood Abiola and continued sojourn of the militar governance.

There are two basic type of demonstration, and they violent and non-violent
demonstrations. Violent demonstrations largely ttute huge security risk, as it can
lead to the breakdown of law and order. Violent destration may generate wanton
destruction of lives and property. On the other dhanon-violent demonstration
normally involves the use of peaceful approacHesdirike, the use of graffiti etc.

SELF ASSESSMENT EXERCISE
Explain demonstration as a security threat.

3.11Mob Action

Mob Action is a potential form of manmade thredtisl usually a crowd or large
gathering of people with strong emotional convietidhat often lead them to act in
violent or criminal or unlawful ways. Many peoplave been killed through mob
actions. For instance, the bloody rivalry betweenitéd Party of Nigeria (UPN) led
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by late Chief Obafemi Awolowo and National PartyMifjeria (NPN) led by Alhaji
Shehu Shagari and Chief Adisa Akinloye resulted series of mob actions in South-
western Nigeria where the supporters of these padies in groups violently attacked
opponents with high record of arson and killing.efiednis no doubt, mob action can
really undermine the security of lives and propa@mtgommunities.

SELF ASSESSMENT EXERCISE

Describe mob action as a manmade threat.

4.0 CONCLUSION

The growing danger that many manmade threats pos¢éhd survival of any
community has actually attracted increasing atbentif various security stakeholders
and practitioners to fathom ways through which #averse impact that manmade
security threats may have on any community can dmkiaed or prevented. The
advancement in world technology has further madeatbrld unsafe and on the verge
of perpetual fear particularly resulting from thevdlopment of nuclear weapons and
other lethal substances that can decimate the gogulby more than 25% if they are
used. In the event of the usage of nuclear weappry state or non-state actors, no
less than 2.5 billion people will be affected dihgor indirectly. Also, the ecosystem
will not be spared by the very destructive effdattnuclear weapon can pose to the
planet. It is against this background that manyionat governments and non-
governmental organisations (NGOs) through bilateramultilateral arrangements to
discourage proliferation of weapons or the useeaidlly weapons for global security.

5.0 SUMMARY

In this unit, we began our search into various maaensecurity threats by describing
the meaning and types of robbery. Thereafter, veeudised some other types of
manmade security threats including theft, arsodndpping, badger game, extortion,
among others. You are expected to note that thhereseveral other types of manmade
security threat that we could not treat in thisdgtalue to limited time and space.
Some of these threats include corruption and enteent, gender discrimination,

ethnocentrism, to mention a few. You are, theref@dvised to always engage
yourself in further reading because it is diffictdthave an instructional material that
will cover all areas of discourse pertaining to @oyrse. By and large, we hope that
you have found this unit very interesting. In tlextthree units, we shall be focussing
on some other types of manmade threat.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss any five types of manmade security threat.
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1.0INTRODUCTION

Terrorism is not a new concept. The term terrorispd its semantic pathway to the
English usage in 1795. The term was popularizedhbyJacobins who ruled France
between 1793 and 1794, as their reign was labetedeign of terror. Right from
1798, the word terrorism has become a regular wdaapto explain the attempt by
some individuals, state actors or groups to adieultheir political goals and
aspirations through the application of systemidenoce. Terrorism has a long history.
In the 12" century, the Assassins, a terrorist networkisamili sect of Shiite Muslims
advanced some hostilities agaiSsinniMuslims. In 1408, John Wyclife, a theologian
escaped death but several hundreds of his followers not lucky as they were burnt
to death. The reason was that Wyclife translatedLtitin Valgate Bible into English
in a way not favourable to the doctrine of trinity.

In the aftermath of reformation; there had beeareotist combat between the catholic
and protestant dissidents in Ireland; that culn@dainto the creation of the Irish

Republican Army (IRA), which grew out of the Iriglivil Rights movements in the

1960s. IRA has on several occasions attacked ttistBcivilians. It declared a cease-
fire in August 31, 1994, but resumed hostilities th September 1997. In Spain,
Basques separatist organization (ETA) has careedral terrorist operations in which
more than 1000 Spaniards were killed, kidnappednarmed. The long anarchist
tradition and instability in the Italian politicalystem propelled the inauguration of
terrorist movements in Italy. The most notable agttrem was the Red Brigades
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whose terrorism activities reached a crescendbenl®78 kidnapping and killing of
Aido Moro, a former prime minister.

In the old West Germany, Red army faction also kmas the baader- Meinhof Gang
conducted series of terrorist operations both withhd outside their immediate
territory. They specialized also in Bank robbery. B70s, the activities of terrorists
reached a descending order. The subject of temonsich more became a global
debate due to the September 11, 2001 terroristkatthere commercial aircrafts were
used as weapons of mass destruction by terromtsd to the Al Qaeda network led
by Osama bin Laden. In this unit, we shall discuggous important issues on the
subject of terrorism as a security threat.

2.0 OBJECTIVES
At the end of this unit, you should be able to:
e Describe the term terrorism;
e Discuss various forms of terrorism;
e Explain various aspects of terrorism; and

e Clarify a number of individual protective measuresvards mitigation of
terrorism.

3.0 MAINBODY
3.1 Meaningof Terrorism

Conceptually, Wilkinson (1977) observes the undegyproblem or dilemma which
detonates the subjective nature of terror. The fdem interplay of the subjective
forces and ...frequently irrational individual resges” (Wardlaw, 1989: 8) make the
definition of terrorism a utopian project (Wilkingo01977). It is often said that the use
of terror is not always characteristic of terrorisach that:

...the killing of one soldier on field of battle byadher is not ‘terrorism’; the threat by
one state that it will assist another if that isagked is not ‘terrorism’, the shooting of
a person in a store during a robbery is not ‘tetisan’. It is apparent that while these
acts can constitute terrorism, the definitional wes depends on other factors too
(Higgins, 1997: 15).

Then, what constitutes terrorism? The definitiop@blem of terrorism begs for more
guestions than answers. Is slave trade an actradrisen? Does a state territorial
aggression or occupation of another state constigrtorism? Does imperial conquest
constitute terrorism? Does violence generated tiivathnic nationalism and struggle
for self-determination constitute terrorism? Dd®s Yiolence emanating from the
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advancement of religious fundamentalism constiteiteorism? Is application of terror

to combat terror, an act of terrorism? These qoestmay lead us to the question of
morality and justification of violence. However,gifésts contend that the use of terror
as a means to an end or as an end in itself isleibsammoral and absurd because
‘there can be no morally valid authorization td kibman beings’ (Claude, 1983: 4).

On the definition of terrorism, According to Hardmaerrorism can be defined as;

..the method or the theory behind the method wheasbgrganized group or party
seeks to achieve its avowed aims chiefly through stystematic use of violence
(Hardman, 1937).

...extraordinary violence. It is intended to creatassive fear and involves a planned
attack for a purpose, often against something onaone. Terrorism is meant to have
an audience. The differences between various tistrattacks involve the people,

purpose, and how it is carried out (://edhelper.com/Reading

Comprehension_33_243.html).

Terrorism is undoubtedly the systematic and fenaxioise of violence, a form of
guerrilla alternative to conventional warfare byatst or non-state actors, with the
strategic creation of psychic fear and (or) tattigepduction and reproduction of
wanton destruction in epochal dimension purposelsealizing political objectives or
ordinary public attention or both variables. Thame different forms of terrorism.
According to the United States’ National Advisorpr@mittee on Criminal Justice
Standards and Goals, the various forms of terrocdiambe summarised as follows:

e Civil Disorders— A form of collective violence interfering withetheace,
security, and normal functioning of the community;

e Political Terrorism — Violent criminal behaviour designed primarily to
generate fear in the community, or substantial sagnof it, for political
purposes;

e Non-Political Terrorism — Terrorism that is not aimed at political purposes
but which exhibits “conscious design to create amantain high degree of
fear for coercive purposes, but the end is indigldar collective gain rather
than the achievement of a political objective”;

e Quasi-Terrorism — The activities incidental to the commission afners of
violence that are similar in form and method to gee terrorism but which
nevertheless lack its essential ingredient. Itdsthe main purpose of the
quasi-terrorists to induce terror in the immediaietim as in the case of
genuine terrorism, but the quasi-terrorist usesniedalities and techniques of
the genuine terrorist and produces similar consepes and reaction. For
example, the fleeing felon who takes hostagesjisai-terrorist, whose
methods are similar to those of the genuine testdout whose purposes are
quite different;
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e Limited Political Terrorism — Genuine political terrorism is characterized by
a revolutionary approach; limited political terr@m refers to “acts of
terrorism which are committed for ideological orlgpical motives but which
are not part of a concerted campaign to captureticmrof the State; and

e Official or State Terrorism —"referring to nations whose rule is based upon
fear and oppression that reach similar to terrorigmsuch proportions.” It
may also be referred to &tructural Terrorism defined broadly as terrorist
acts carried out by governments in pursuit of pedit objectives, often as part
of their foreign policy(National Advisory Committee on Criminal Justice
Standards and Goals, 1976).

SELF ASSESSMENT EXERCISE
Explain the meaning and forms of terrorism
3.2 Aspectsof Terrorism

There are several aspects of terrorism, which rdrayja conventional ones to non-
conventional aspects. In this segment of the wetshall be explaining the numerous
aspects of terrorism to stimulate our better apaten of the subject (terrorism). It is
important to know that we cannot cover every aspéterrorism in this study due to
the dynamics of terrorism as a security threat, pmhimg further inquiries into its
meaning, effects, operations, among other aredsoburse by scholars. For instance,
before September 11, 2001, terrorist attacks ag#wesUnited States, no one could
have thought that commercial planes could be ugegiorists as weapons of mass
destruction as it became evident in that ugly phesroon.

3.2.1Chemical Terrorism

Chemical Terrorism is one of the aspects of tesrorilt involves the application of
chemical agents like poisonous gases, liquid adgbkat may have very toxic effects
on any targeted persons and ecosystem. It carbaldefined as “the use of a chemical
agent in a terrorist incident and to intentionallgflict harm upon others
(.nmmems.org/main_glossary C.html).

The destructive nature of these chemicals can palignresult in serious injuries or
deaths of the victims and even the terrorist ofeendhe amount of fatality that may
accompany this form of terrorism depends largelyhentype of chemical agents used
by the terrorists and the duration of the exposHi@vever, according to the United
States Centre for Disease Control and Preventi@C{Cthese chemical agents can be
classified as:

e Blistering (Vesicant) Chemicals
o Distilled Mustard (HD)
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Lewisite (L)

Mustard Gas (H)

Nitrogen Mustard (HN-2)
Phosgene Oxime (CX)
Ethyldichloroarsine (ED)
Lewisite 1 (L-1)

Lewisite 1 (L-2)

Lewisite 1 (L-3)
Methyldichloroarsine (MD)
Mustard/Lewisite (HL)
Mustard/T

Nitrogen Mustard (HN-1)
Nitrogen Mustard (HN-3)
Phenodichloroarsine (PD)
Sesqui Mustard

e Blood Chemicals (chemicals acting on the blood)

0]
0]
0]
0]

Arsine (SA)

Cyanogen Chloride (CK)
Hydrogen Chloride
Hydrogen Cyanide (AC)

e Choking/Lung/Pulmonary Damaging Chemicals

0]

O O0OO0OO0OO0OO0OO0O0o

0]

Chlorine (CL)

Diphosgene (DP)

Nitrogen Oxide (NO)
Perflurorisobutylene (PHIB)

Phosgene (CG)

Red Phosphorous (RP)

Sulfur Trioxide-Chlorosulfonic Acid (FS)
Teflon and Perflurorisobutylene (PHIB)
Titanium Tetrachloride (FM)

Zinc Oxide (HC)

e |ncapacitating Chemicals

0]
(0]
0]
0]
[0}
0]

Agent 15
BZ
Canniboids
Fentanyls
LSD
Phenothiazines

e Nerve Chemicals

0]
o}
0]
0]
0]
o
o}

Cyclohexyl Sarin (GF)
GE

Sarin (GB)

Soman (GD)

Tabun (GA)

VE

VG
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o V-Gas
o VM
o VX
e Riot Control/Tear Chemicals
0 Bromobenzylcyanide (CA)
0 Chloroacetophenone (CN)
o Chloropicrin (PS)
0 CNB - (CN in Benzene and Carbon Tetrachloride)
0 CNC - (CN in Chloroform)
0 CNS - (CN and Chloropicrin in Chloroform)
o CR
o CS
e Vomiting (Emetic) Chemicals
o Adamsite (DM)
o Diphenylchloroarsine (DA)
o Diphenylcyanoarsine (DC)
e Other Industrial Chemicals//www.medterms.com/script/main/art.asp?
articlekey=18694).

3.2.2Cyberterrorism

Since the 1990s, computer technology has beguntttacawide acceptance and
popularity among the world population irrespectfeage brackets, occupation, class,
education and gender. Computer appreciation hasntean issue of interest not only
as a mechanism for information but also a subjedewelopment. The knowledge of

Computer has become universalised such that omeracly is also determined by

his/her ability to use computer and capacity torreand share knowledge

electronically.

It is not surprising that most corporations andimess outfits are using computers as
platforms to showcase their products to consumerd e@ngage in all sorts of
transactions. Nevertheless, the issue of cybertemohas attracted growing global
concern because of the very destructive impactithts not only on world polity but
also its capacity to undermine economy and devedopraf any nation. Conceptually,
how do you define the term, cyberterrorism? It semply be defined as:

..the use of information technology by terrorist goewand individuals to further their
agenda. This can include use of information tecbgwlto organize and execute
attacks against networks, computer systems andom@unications infrastructures,
or for exchanging information or making threatsattenically. Examples are hacking
into computer systems, introducing viruses to valble networks, web site defacing,
Denial-of-service attacks, or terroristic threatsade via electronic communication
(://lwww.dawn.com/weekly/dmag/archive/020616/dmabft).

As computers are used to perform variety of legitenfunction, some individuals and
organisations explore the use of computer to pefeetlifferent criminal activities
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like malicious system intrusion, virus attacks,. dthe phenomenon of cyberterrorism
has become more visible in recent time especiallg tb very destructive use of
information technology to cause data damage by sdmgruntled or fraudulent
elements.

3.2.3Bioterrorism

Biological terrorism or simply put, bioterrorism @&nother aspect of terrorism that
can have very devastating effects on any peopleat\Mghbioterrorism? According to

the US Centres for Disease Control and Prevent@DQ), bioterrorism can be

defined as:

...the deliberate release of viruses, bacteria,otner germs (agents) used to cause
illness or death in people, animals, or plants. Séheagents are typically found in
nature, but it is possible that they could be crehgp increase their ability to cause
disease, make them resistant to current medicioeso increase their ability to be
spread into the environmentquoted on ://www.hhs.gov/disasters/emergency/
manmadedisasters/bioterorism/index.html).

Bioterrorism can also be described as:

...intentional release or dissemination of bioladicagents (bacteria, viruses, or
toxins); these may be in a naturally-occurring an & human-modified form
(://len.wikipedia.org/wiki/Bioterrorism).

...the employment of living agents such as virusasteria, and other biological toxins
to attack or intimidate societies or governmentfero for political or ideological
reasongwww.pbs.org/wgbh/rxforsurvival/glossary.html)

Bioterrorism may range from contamination of pragueith the use of some harmful
biological agents to application of aerosolisedheax and even a number of very
virulent biological agents like Type-A botulinal xia, capable of decimating the
population of any target people or community. Foestance, a small quantity of
botulinal toxin (BTX) can potentially kill million®f people within a short period of
time (see Jenkins and Rubins, 1978: 224). The heghl of toxicity of biological
agents was captioned by Berkowatizal (1972):

The potency of the pathogens on a weight basisedscéhat of the most toxic
chemicals; between a few and a few thousand viatganisms is all that is required
to produce infection in many cases. Since pathogande prepared in concentrations
of the order of 18 microorganisms per gram, infectious doses rangereard from
0.1 microgram per target individual. The search &hifity of the aerosol cloud and
the fact that infectious doses are independenticiinv bodyweight (because the
pathogen reproduces in the host), make the quaoti§W material needed for mass
attack quite small indee@Berkowitzet al, 1972: VIII-54).
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Bioterrorism poses a huge threat to the securitjves of any people because of its
very virulent and destructive nature. The use ofdgjical agents has the capacity to
cause mass deaths in any target community. It isiseone that small quantities of
these destructive biological agents are only nedxeterrorists to bring situation of
mass destruction and murder on any target peopt®mmunity due to their titanic
lethality. These agents can be produced anywhatecannot be detected easily, and
above-all, it is cheap to acquire compared to rarckeapons.

If the argument made by a number of sources thgtAIDS is a product of biological
warfare is anything to go by, considering the hagsualty level recorded by the
disease, we may not but agree that bioterrorisnsttates very high security risk not
only nationally but also internationally. In Africdone, it is projected that between 90
and 100 million deaths must have been recorded @85 2esulting from AIDS
(://Iwww.gquardian.co.uk/world/2005/mar/04/aidsT.here are various categories of
critical biological agents with varying degreesvotilence and these include:

Category A

This set of biological agents involves high-pripratgents that are very destructive and
can pose huge threat to any community. Apart frbeirthigh mortality, they can be
dispersed without any (public notice). Thus, theyprot be easily detected and they
have the capacity to bring the public health of gamget community to a comatose.
They include variola major (smallpoxBacillus anthracis(anthrax)Yersinia pestis
(plague);Clostridium botulinuntoxin (botulism);Francisella tularensigtularaemia);
filoviruses etc.

Category B

This category of biological agents consists of ghagents that can be considered of
having the tendency of causing less risk to anypfgeor communities compared to
those agents contained in category A. Their levehorbidity and mortality is lower
than the biological agents in category A. It is madely easy to disperse this
category of biological agents. Examples of thesentgy may includeCoxiella
burnetti (Q fever); Brucella species (brucellosis)Burkholderia mallei(glanders);
alphaviruses, etc.

Category C

In this category, we have those biological agenysathogens that can be nurtured and
they can also be dispersed easily but with higlemqtatl to cause high morbidity and
mortality. These agents can also have very devagtatfects on the public health of
any target communities, and they may include Nipas, hanta viruses, tickborne
hemorrhagic fever viruses, tickborne encephalitisuses, yellow fever, and
multidrug-resistant tuberculosis.
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3.2.4Radiological Terrorism

Radiological terrorism is another aspect of tesmri which involves an act of
dispersing radiological devices with the aim of siag public panic or attacking
nuclear facilities in an attempt to undermine thecwsity of any people or
communities. There is no doubt that radiologicalaesm can pose high security risk
to any people. Though, its usage to attack nudbealities has been reportedly very
few, nevertheless there has been anxiety and gelpar among the world
population about the huge threat that such attanky bring into bearHrror!
Hyperlink reference not valid.). Conceptually, if terrorism can simply be definasl
act(s) of causing frightening or fear especiallyotigh systematic use of violence,
then how do we define radiological terrorism? Bakyc radiological terrorism can
be defined as:

Terrorist acts carried out either by attacking actear facility or through malicious
use of a radiological devicgatomicarchive.com/Glossary/Glossary8.shtml)

...the deliberate use of radioactive material taisa destruction, contamination, and
injury_(://iwww.stimson.org/pub.cfm?1D=472.).

Radioactivity can be described as the property o@imber of elements that propels a
impulsive conversion or decay of the nucleus ofumstable atom. Thus, as the
unstable atom attempts to transform itself to dletatate, it definitely discharges
energy in the form of radiation. Radioisotopes igadtive materials) are the
substances used for this process of transformafidren the substances are developed
into a usable form like powder or pullets, they dree radioactive sources
(://Iwww.nti.org/h_learnmore/radtutorial/chapter05.xml).

Through the use of radiological dispersal devicBIDR containing some radioactive
materials, terrorists can pose a high securitytoskny people especially by causing
severe physical and environmental contaminationiristance, the use of "dirty
bomb", a type of RDD that involves the use of ndrexglosives like TNT, to
violently disperse radioactive materials, can alsose serious physical and
environmental damage. Apart from usual violent Wesions often precipitated by the
blast emanating from the bomb, the explosion vdbalisseminate radioactive
materials to contaminate the environment, capabeithing the public health of the
affected communities in quandary. These radioactiaéerials can cause different
forms of ailment including cancer.

There are two ways through which terrorists can naskological materials, and they
include active and passive. The active approachallysunvolves disseminating
radioactive materials over wide or small area with application of RDD. On the
other hand, passive approach normally involvesaging of radioactive materials in
form of radiation-emitting device (RED) in a loaati with the aim of infecting the
people with the harmful materials. RED can be drgsated in a busy public place
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where many people can be infected with the matgradusing them a lot of harm on
either a long or short term depending on the dettinature of the materials used.

3.2.5Physical Violence

Physical violence is generally one of the aspettemorism. It is actually a regular
feature of terrorism. It usually involves the udeaggression and physical attack that
can cause harm in human and material terms to angett people or communities.
This aspect of terrorism does not always involve #pplication of biological or
chemical or radiological agents or any highly teslbgical weapons. Though, we
cannot rule the use of any of the foregoing butoitmally involves the use of small
arms and light weapons like rifles, grenades, etc.

A good example is the December 1986 terrorist kttacColumbia where there was
bomb explosion outside a government office buildimgogota. In the aftermath of
that dastardly act, fifty-two people were reportéead. A long bloody conflict
between the Drug commandos and government force€dlumbia has been
recorded. In august 1989, the Columbian governrdenlared a war against the drug
barons. Within three months, 497 drug suspectshesoh arrested, several property
confiscated and weapons worth US$250 million wevered. In retaliation, a total
number of 187 civilians and government officialsrevenurdered by ‘coke’ princes,
265 bombings were carried out and property estichateover US$500 million were
destroyed (Times Magazine, 18 December 1989: 26).

SELF ASSESSMENT EXERCISE

Explain any four aspects of terrorism.

3.3 Individual Protective M easures

a) It is important to be alert and take a good wattlthe surrounding area and
quickly respond when you see some suspected pdlogleyou consider can
pose a threat by immediately informing the law ecdmnent agents;

b) Whenever you are embarking on a journey avoid pgkitrangers on the road;

c) Anytime you receive a threat call, always try to ¢@m and record the
conversation with the suspected terrorist callingvigled that your phone has
the function to record voice calls. You should d¢lycinform the law
enforcement agents about the threat you have mtdnom a caller. If you
recorded the conversation, copy it in a tape amd gito the police or private
investigator(s) for further action;

d) Also when travelling locally or internationally,vedys avoid accepting loads

that you are not sure of their contents from peegleecially the strangers, not
for any amount. The reason is that the cost of gentlaat you may suffer for
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f)

g9)

h)

)

K)

accepting such loads may be far higher than whataye paid. Therefore, it is
necessary to be careful in dealing with people;

At home or in the office, you should ensure thaeegency routes are created,
which can facilitate smoother evacuation in casermgrgency situation that
may be occasioned by terrorist attack;

Installation of surveillance camera and Closed @ir¢elevisions can also be
useful to prevent the incidence of terrorist attagkThrough monitoring and
surveillance, any gang of terrorists can be roungedy the law enforcement
agents during the time they are planning to cautytioeir dastardly act;

In the event of terrorist attack, you should bercahd avoid anxiety because
anxiety can deprive you opportunity to respond tively and effectively to
mitigate the impact of the hazard on you;

Quickly inform the law enforcement agents of thedest attack and notify of

the emergency response that the situation reqWi@s.should give details of
the location and other relevant information that belp in facilitating a prompt

and effective intervention. The challenge that pedpce in this part of the
world is that the response of law enforcement agenterrorist events is rather
too lackadaisical and not timely too. Some of thetdrs responsible may
include poor preparedness, lack of adequate workimgs, operational

deficiency, lack of hazard mitigation practicesfiaal incompetency, among

others;

Carefully, locate the emergency routes through tvlyiou can negotiate your
escape from the building under a terrorist attack;

If you are in a high-rise building, it is advisaliteavoid using the lift because
it is possible that the terrorists would have ap#ited that many of the
occupants will rush to the lift to escape from thelding. In this case, it is

very likely that the terrorists would plant exphesis) or dangerous materials
like bio-chemical agents in the lift in which mapgople will lose their lives.

It is therefore wise to carefully use the stairgl @on’t be panic to avoid

stampeding;

There is need to use masks by the rescuers to anyidorm of chemical or
biological attack from the hazard; and

Due to the fact that biological agents are not Uguletected immediately, it is
incumbent on government to find out through itelilgence network and crop
of scientists if there was any use of biologicabpens by the terrorists. And if
it is detected that biological weapons were usdéidrte should be made to
guarantine the location and take all the victimghi hospital for diagnosis and
comprehensive treatment.
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4.0 CONCLUSION

By the 1960s, international terrorism assumed allefymodernism of more strategic

and tactical characters. Its superficial sophittoais consequent upon emergent
global variables like cold war, upsurge in natigsral self determination insurgency,

unresolved conflict between Palestine and IsraelipS and Counter Coups, economic
depression, Islamic fundamentalism, revolution @hhology and communication

among others.

The strategy, tactics and operators of modernrismoare totally not consistent with
the 19" century terrorism. Prior to the later part of #& century, the doctrine of mass
destruction and violent recklessness that domimabelern terrorism was palpably
absent (see Jenkins, 1975: 8). Proliferation ofpwea and technological advancement
brought into the fore by cold war as well as cacophinternational media coverage of
international terrorism had really altered the itradal philosophy of international
terror. Most unfortunately, mass destruction hasobee object of international
recognition and yardstick to measure the succeasyferrorist network.

5.0 SUMMARY

In this unit, our focus was shifted to another harfam of security threat. We began
the study by explaining the meaning of terrorisrhefeafter, we presented various
forms of terrorism, and our attention was also drdw various aspects of terrorism.
The last area of discourse was a list of individpadtective measures or actions,
which can help us to mitigate the incidence ofaresm.

6.0 TUTOR-MARKED ASSIGNMENT

Describe the term terrorism, and mention any fepeats and forms of terrorism.
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UNIT 4
WAR ASA SECURITY THREAT

CONTENTS
1.0 Introduction
2.0  Objectives
3.0 Main Body
3.1  Meaning of war
3.2  Features of War
3.3 Categories of Warfare
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References / Further Reading

1.0INTRODUCTION

Since the collapse of the Soviet Union, markingehd of the Cold War era, security
discourse and practice has undergone a numbeamgfarmations. There has been a
shift in paradigm in the analysis of security issure recent time. It is noticeable that
new security threats have emerged, as non-statesagppear to pose greater security
risk to national and international communities. THapes of having a global system
that will be devoid of war and violent crimes bymgaguarters, due to the demise of
the Cold War, have been dashed considering the stathe world polity where
perpetual insecurity has become the order of tlye da

The very virulent nature of the emerging securitseaits has been a source of worry
not only to governments at all levels (from localglobal). The growing loyalty of
people towards sub-state entities and the pervadtitede of ethnic nationalism and
ethnocentrism have been undermining the potenti&l€ountries like Nigeria to
effectively manage internal security, reducing tegpacity of the government to
achieving nation-building. The relevance of theusiyg sector in the maintenance of
law and order in Africa especially has been a sulgé debate. The recent incident of
Boko Haramcrisis in northern Nigeria especially Borno and &astates where some
anti-Western education Muslim jingoists engagedstaurity agents in bloody battle, a
situation that led to more than 1000 deaths, ighyoof note.

The unprofessional handling of the situation by Xhgeria Police raised a doubt about
its capacity to manage crime and overall interredusity of the country. If the
excesses of thBoko Haramsect were not checked by the law enforcement agents
(especially the Army), the group may later decideeshgage Nigerian state in “holy”
war as a way of challenging its secularity. In tinngt, we shall study war as a threat to
security. Owing to the danger that war poses ndy ¢m the people but also the
environment, it is germane to put in place relesmuurity strategies and policy
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actions that can assist in mitigating the threatar.
2.0 OBJECTIVES
At the end of this unit, you should be able to:
e Define the term war;
e Describe the features of war; and
e Explain the categories of warfare.
3.0 MAINBODY
3.1 Definition of War

The term war is often given some interpretative nmiations ‘whose meanings are
rarely examined’ (Smith, 1989:23). War may be désd as open armed conflict
between nations or states or between parties isdhee states, facilitated by force of
arms for various purposes. The conceptualisatiowanf has remained problematic in
international relations. It has been greatly fléxiland dynamic. Thus, there exist
specific parameters to define the concept of wacodding to Adeniran (1982), war
involves:

...common agreement, that is distinct from peaod, iis characterized by military
activity, high social and political tension, andetbreakdown of normal relations. War
could result from a deliberate and carefully caltield decision... It could also be a
choice among alternative courses of action andade only course one is left with. It
is a phenomenon which affects everybody and albmsit irrespective of ideologies,
and irrespective of the level of economic and jmalitdevelopmenfAdeniran, 1982:
123).

War can also be defined as protracted state oéwniplarge-scale conflict involving

two or more parties. War is aggression and couaggression whose chief property is
large scale destruction both in human and matésrahs within the context of time

and space. According to Carl Von Clausewitz, “liofscourse well known that the

only source of war is politics ....war is simplycantinuation of political intercourse,

with the addition of other means” (Clausewitz, 198P9).

War has remained a regular feature in human catibn. It often spices the

relationship between parties, and in spite of itsilence and danger to continued
existence of man, war has remained recalcitrafmtuiman history. War spices every
century, race, continent, nation, society and celtwhich makes it pretty impossible
to study human history without taking a look at #aivities and actions of man,
which have aroused a violent conflict behaviouwadl as the role played by upsurge
of war situation in shaping the relationship amweagous state and non-state actors.
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Thus, considering the foregoing, one tends to agrige Clemenceau as quoted by
Andreas Osiander (1994):

From the most remote ages onward, the peoples pengetually assailed one another
for the satisfaction of their appetites and thegosstical interests [and their fears

(Osiander, 1994:265)

Nonetheless, wars vary in intensity. We havgh intensity warfare and low
intensity warfare. High intensity warfare is between two superpowargpowerful
countries fighting for political goals. Low intehsi warfare involves
counterinsurgency, guerrilla warfare and specidlizggpes of troops fighting
revolutionaries.

SELF ASSESSMENT EXERCISE

How will you describe the term war?

3.2 Featuresof War asa Security Threat

The experience of the 2@entury has shown that the century recorded marewith
incomparable human casualty than the previous destput together. According to
Gray (1999), the century produced two world warsiaadful of international wars,
cold war, anti-colonial insurgence, ethnic violerao®ong others. The century also
marked the beginning of sophisticated and lethahrelogy in weaponry and
prosecution of war. The emergent war technology grasented the world as unsafe
not only to man but also the general ecosystem.uferlying threat that war poses
to security of lives and property of any peoplesésy high, as captioned by Braden
and Shelley:

War has been as analogous to disease in its spaeddeffect. It has been likened to
natural disasters in its impact on society’s stuues(Braden & Shelley, 2000:69)

Similarly, the view of Braden & Shelley (2000) whsther illuminated by Nwolise
(2004) who argued that:

War destroys life, and property, principles andues, and wakes up beastly elements in
man. War leads to environmental pollution and degtaon. It kills human beings in
their millions depending on the magnitude...anatésrpeople to leave their homes and
become refugees in their country or outside. Weerds the developmental resources of
a state to defence and war-making. It retards tite of development of a people and a
state, at least in the short-run. It spreads pestik, destitution, hunger and starvation.
It creates gross insecurity and traumatises pe(@gigolise, 2004: 8).

Clausewitz in his axiom argues that the relatiomstetween means and objectives of
war involves a situation where the latter remaimgamount throughout the war.
Clausewitz also describes the war environment $n‘dlimate of war’ as having four
features, which includdanger, exertion, uncertainty andchance, concluding that
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war is both deadly and a gamble. To stimulate @iteb understanding of the subject
matter, it is quite imperative to examine the abowentioned features of war as
presented by Clausewitz.

Danger of War

On danger of war, no one will disprove the damaging destructive implication of
war not only on human beings and material resousogsiso on the entire ecosystem.
The tendency for mutual destruction is high. Thag#a of war is not limited to the
combatants but also extends its virulence and keelaom to parties not directly
involved in the conflict or not involved at all.

A good example was the Sierra Leone Civil War, Wwhiegan in 1991 where several
thousands of innocent civilians lost their livesnasre than 2 million people (well over

one-third of the population) were displaced. Nemining countries became hosts to a
significant number of these displaced persons agjees while trying to escape the
civil war.

The civil war was initiated by the Revolutionary iténl Front (RUF) led by Foday
Sankoh. The rebel group (RUF) launched its firstodly campaign into eastern
Kailahun of Sierra Leone from Liberia on March 2391. In less than five months,
the crisis had generated about 107,000 refugees fledothe conflict into Guinea
(Adebajo, 2002:90). Foday Sankoh was the headeofttititary wing of the RUF that
included in its ranks Burkinabes and members of\thgonal Patriotic Front of Liberia
(NPFL) under the tutelage of Mr. Charles Taylor.

The civil war in Sierra Leone featured conscriptadrChildren by the RUF rebel group
in the recruitment of its army, sexual slavery, dasrof non-combatants among other
war crimes. Nevertheless, such acts were tantamoutite contravening of various
international conventions and protocols guidingdbeduct of war.

However, it is not surprising that the chief co-spinator in such shameful and
dastardly act, Charles Taylor is now facing triatree Hague over alleged war crime,
and if he is found guilty he may spend the reshisflife in prison. It is important to
note that not all the leaders of the RUF partiduldhe intellectuals among them
supported the rebel strategy adopted by SankohyMathem berated and condemned
forced recruitment of children but many of thessediting voices were brutally
murdered by Foday Sankoh. The war led to the cedlapf all state structures with
attendant socio-political disorder and structuedhclysm.

A numbers of scholars have blamed the upsurgeeo€ttisis basically on the irrational
desire of the political gladiators to exclusivelgj@y the control of Sierra Leone's
diamond industry (Hirsch, 2000: 15). The endemiwgpty, which reigned supreme
among the mass public also contributed. Thus, thienty of people were subjected to
marginal survival as chronic penury remained teetond nature.
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The 1999 Lomé Agreement failed to restore any pdacthe country due to the

strategic advantage it gave to the RUF rebels asy-&ankoh was put in charge of
the mineral resources of the country, meaning thatdiamond trade was largely
under the control of the rebels. The attempt magleéhle United Nations (UN) to

reduce the rebels’ control of the diamond fieldsswgaeeted with resurgence of the
civil war. The situation of insecurity became dewsgx The RUF resorted to carrying
out an offensive campaign against the UN troopsodk the intervention of the

British troops to save the country from persistesstiality in the hands of the rebels.
The British military intervention in that war-torrountry is commendable owing to
the success it recorded in the restoration of paadesecurity in Sierra Leone.

The rebel leader was captured and the Britishaléfaining team to rebuild the armed
forces of Sierra Leone as effective institution fuwstainable post conflict state
security. The British actions were instrumentakt@ntual American intervention in
Liberian war. It is a fact that the terminationarmed hostility in Liberia has really
helped in providing stability on Sierra Leone'sd®ys and restoring normal market
forces to the diamond trade.

The danger of war in West Africa could be observedhe volume of refugee

generation in the region, which has increased tbander crime, armed robbery and
wide circulation of small arms and light weaponsoam the civilian population

making the prevailing atmosphere of peace a fragike The number of small arms in
Nigeria has increased tremendously since the aaitboé war in Liberia in the early

1990s.

The inherent danger in the outbreak of war in apuntry is instructive to the
activities of the neighbouring countries in makisgre that peace is restored in the
warring state because of the potentials of such imaspreading to the neighbouring
countries. The Great Lake region is a good examytere war has become an
infectious disease plaguing the countries in tiggore which makes the region the
highest generator of refugee flow on the Africantatent. The region has had the lion
share in the flows of refugees in Africa. The coiast that we find in this region
include Burundi, the Democratic Republic of Con@RR(Congo), Kenya, Tanzania,
Rwanda and Uganda. All these countries at one ¢intbe other have contributed to
the production of refugees in the region exceptzaaia (see Afolayan, 2003; Evans,
1998; UNHCR, 1991).

Exertion

Exertion is the act of putting some power or facutto vigorous action. War saps
energy, it involves both mental and physical stten&oldiers are disciplined and
drilled for the task they will face in the theatrfewar. It is not surprising that anybody
who is recruited into the military must be physligdit and be emotionally stable. War
is not a joke, it is a serious business!
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There are some light weapons that ordinary a manatecarry. Not every adult can
withstand operating an AK-47 riffle because of firessure it exerts. Not only the
physical strength that is required in any anti@dasuccessful military campaign, the
troops or belligerents must also have an advansaghe area of tactical support
capabilities, which puts the mental object at work.

Also, war consumes a lot of socio-economic resaurttethe Iraq war, the US and its
allies must have spent nothing less than $30adnilapart from human casualty being
recorded almost weekly, if not daily, on the side¢heir (the US and its allies) troops.
The war has really sapped the economy of the UBet@xtent that the country is said
to be on the verge of economic recess.

Uncertainty

The power relation between the armed gladiatorgiesied to often determine the
outcome of a violent hostility. In a case wherebgré is assymetric relation in the
power equilibrium of the disputing parties, an agg person will believe that the
outcome of such conflict will always be in favour tbe stronger party. It is often
believed that in a situation of armed conflict beén a great power and a weak nation,
considering the military capability and mobilitypda strategic superiority enjoyed by
the former over the latter, the former (great pgweuld be victorious.

Carl Von Clausewitz disagreed with the above notamguing that war is not only a
risky business but also coloured by uncertaintye Tiasco suffered by the US in the
Vietnam war as well as the failure of the US aisdaities to conclude the war in Iraq
have given credence to the argument articulate@laysewitz.

Despite the asymmetric power relation between #mad) the US led allied forces, the
war in Iraq has remained more prolonged than ergedthis explains why a number

of scholars in the fields of politics and conflgtudies fondly say that the US and its
allies have only succeeded to win the war but hetlattle. This is because the war
has moved from conventional to unconventional vioke The number of the US

troops being injured or killed on weekly basis hg tocal militants through guerrilla

war strategy is considerably high.

Another example of uncertainty in the outcome of was the Sino-Japanese War.
The Sino-Japanese war was the first major inteynatiwar involving China after
1860. The war was between China and Japan. Theorehip between the duo had
never been cordial even before the outbreak ofwhe The cause of their armed
hostility was the control of Korea. Korea had beenbutary of China for a long time.
China was displeased with the bilateral diplomanyeeed into between the Seoul
government and Japan, an age-long rival.

The bilateral diplomacy became further cementedth@ following years. Then

emerged a clash of influence between China andnJap@en the former wanted to
continue maintaining its traditional influence ioi€a, the government of the latter
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was all out to consolidate the diplomatic relatioetween her and the Seoul
government.

The gladiatorial posture was maintained by the déicChina and Japan until the
emergence of full blown war between them in 189%4e War lasted for one year. Due
to the size of the Chinese army and its naval soiiggrin the region, one would have
thought that China would win the war convincinglyt lio the surprise of the entire
world, Japan won the war. By 1895 a treaty was redteinto-the Treaty of
Shimonoseki which held that:

China had to recognize the independence of Korebhaa to cede to Japan the Island
of Formosa, Pescadores Islands, and the LiaotungirBela (Strayeret al, 1961:
318).

The world experience has shown that uncertaintyotslimited to the outcome of war
but it also curries every aspect of war policy. @od example was the Fashoda Crisis.
England and Egypt were in control of Sudan, and ttuehe local revolt led by
“Madhi” Muhammed Ahmed, Britain decided to withdrats administration of the
State (Sudan). The Madhi’'s followers then took-otrex political administration of
Sudan. Britain quickly rescinded its decision tavie Sudan, when she noticed that the
French and Belgian colonizers were extending thmiperial expedition towards
Sudan, knowing fully well that its interest waselik to be jeopardised for no more
reason than the headwaters of the Nile being clbedrdoy the Sudan. By 1896, the
British and Egyptian forces under the tutelage ofd_Kitchener began to reintroduce
imperial administration in the Sudan. In 1898 Kéobr's imperial exploration
approached the fort of Fashoda on the Nile, andoslieyed that French forces had
already annexed the Sudan to France. Then, theezgeth a tension between the
British and French forces for the control of thed&uoL

The French rethought the war option because itidered its non-readiness to engage
the British forces in naval war. Therefore, therfetehad no other option than to leave
the Sudan. By 1899, Britain and Egypt had estadtisjoint control of what later
became the Anglo-Egyptian Sudan. The French cownlctmi&ngland, not because of
the fear to enter into war with Englapér sebut the uncertainty that underlies war
articulation.

Chance

Chance can be referred to as unknown or the uretkftause of events not subject to
calculation. According to Clausewitz, war is a gaofegrobability, or simply put, a
game of luck War Weariness Hypothesis makes us to understand that a country at
war will definitely get tired and such country mbpse an enthusiasm or zeal for a
while which is likely to restore an atmosphere eage. If we take a critical look at this
argument, we may support Clausewitz from the petspethatparty A may decide to
engageParty B in war whileParty B had just experienced a protracted war situation
with another party, and entering any prolonged wi#tn Party A may be
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considered by it (Party B) as uncalled for, if #ncmake concessions that may not
largely affect her interest for restoration of peac

An example of this, is the anti-colonial armed ggle between the imperial forces of
portugal and the Mozambican liberation movementteede Libertacao de

Mocambique (FRELIMO). FRELIMO was formed in 1962dabegan its guerrilla

operations in 1964. Her mission was basically t@stle political power from the

portuguese colonialists for independence of Mozaomi At the time the anti-colonial

struggle was going on in Mozambique against theugaese colonial force, Guinea
Bissau’'s Partido Africano de Independencia Guin€abo Verde (PAIGI), Guinea

Bissau's armed liberation movement was also wagiwvey against Portuguese
colonialists in its home country. The two anti-culd insurgent movements,

FRELIMO and PAIGI took the risk of waging war agstirthe Portuguese forces
knowing that war weariness may set in, coupled wité political challenge that

Portugal was facing at home. It was believed thasé two reasons Might have forced
the Portuguese to accept their fate in the batitesipremacy. Eventually, Portugal
had to abandon the countries.

Sometimes, the above-mentioned calculation mayvook, considering the activities
of Germany after the First World War. Germany waactioned and faced a great
penalty for war-mongering. But the country stilldemtook a very risky adventure by
going into another war in the realisation of thezNalebensraum project as well as
other variables. Nonetheless, it took the wholeolgarby surprise that despite the
defeat Germany suffered in the World War | anccdasequences on her, the country
still embarked on offensive mission, which snowballinto World War 1l. Adolf
Hitler took the risk to launch the German race irdoial eminence and superiority
but he, his Nazist Gestapo and the entire Germagcgrbe the victims of their own
(war) policy.

SELF ASSESSMENT EXERCISE
Explain the features of war as posited by Clausewit
3.3 Categoriesof Warfare.

There are two major categories of warfare. Thestidle conventional warfare and
unconventional warfare. Faonventional warfare, it involves well-identified, armed
confrontation between parties. A good exampleaslitag war, we mean the early part
of the war when the allied forces led by the US Bnithin engaged the Iraqi regular
soldiers and irregular forces in an open militargmpaign. This open armed
confrontation is supposed to be devoid of applicatf weapons of mass destruction
as mandated by the laws of war and several otherertions.

Unconventional warfare refers to any armed conflict that does not invdie parties

engaging in an open confrontation. This categoryaffare is often adopted mostly in
a situation whereby the combatants have asymnpvier relation. After the defeat

60



CSS 244 Types and Analysis of Security Threats

of the Iraqi forces in an open armed hostility, mar the soldiers from Irag’'s side
that survived the military onslaught by the allfedces thereby went underground.

Many of the old Iraqgi guards are responsible fa duerrilla offensive being carried
out against the allied forces as well as the Ipeaiple. The reign of terror pervades
the entire post-Saddam political landscape in Ifgs category of warfare usually
involves tactics like raiding, terrorism, insurggnguerrilla, even, as well as nuclear,
chemical or biological warfare.

SELF ASSESSMENT EXERCISE
What are the categories of war?
4.0 CONCLUSION

War remains a great threat to the security of amyntry. May be because of its
devastating effect, it has continued to attractwgng attention among scholars,
policy-makers and militarists. It has become wame that since the beginning of the
Cold War era, the rise of nationalist struggle asbellion has been phenomenal in
developing countries especially Africa leading to saries of civil wars and
insurgencies as experienced in Nigeria, Sierra-eeédmgola, to mention a few. The
incident of genocide mounted by the inter-ethn@lance in Rwanda has remained a
nightmare to Africa and the world at large. Nevel#lss, the capacity of the security
sector to maintain law and order has persisterggnbundermined by local insurgents
and rebel forces. This situation has posed a gtedlenge to security management in
Africa, and security practitioners alongside otlsacurity stakeholders need to
brainstorm and make collaborative efforts in theveli@oment of strategies in
mitigating war and reduce losses that a warringasiibtn may attract.

5.0 SUMMARY

In this unit, we discussed the meaning of war drah&d how it constitutes a threat to
the security of any people or state in our conaptiefinition. Thereafter, we
explained various features of war with credenct#ointellectual contributions to the
study of war by Clausewitz. The third and last asediscourse on the subject was to
explain the basic categories of warfare: conveali@md unconventional. Thank you
for your patience and the zeal you have demonsiiat@cquire knowledge since the
beginning of this unit.

6.0 TUTOR-MARKED ASSIGNMENT
Define the term war and explain the features ofsveararticulated by Clausewitz.
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1.0 INTRODUCTION

Information warfare is a relatively new term thastbecome a popular vocabulary in
national and international security settings. Thencept of Information has
traditionally been a prominent feature of warfaeen right from the primitive age.
The concept has moved beyond the traditional mstobgropaganda and spying.

Computers have brought a new dimension to informnatvarfare. In contemporary
time, computers are used to perform a lot of fumdias they now have great impact
on every aspect of human relations and developrmient.years ago, no less than 400
million people were using computers for variouksalsut now there are more than 1
billion computer users, which shows the growingevahce computers enjoy in the
new world order.

Well, the basis of this unit is not only to conaegily define information warfare but
also to focus on how information technology consti$ a security threat. It will
amount to disservice, if we fail to explain sometbé major types of (modern)
information warfare. This we shall avoid by beamg search-light also on various
types of information warfare. Thank you in anti¢cipa of your attention. It is my
belief that you will find this unit very interesgn
2.0 OBJECTIVES
At the end of this unit, you should be able to:

e Define information warfare;

e Discuss how it constitutes a security threat; and

¢ Identify types of information warfare

3.0 MAINBODY
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3.1 Describing Information Warfare

Traditionally, parties strived to know the strategecrets of the other parties with the
aim of gaining strategic advantage over the eneaniigs. Some people would be sent
to enemies’ camps for information-sipping and esage. Information could also be
applied in form of propaganda and destructive rumoevith the aim of subjecting the
enemy-party to perpetual confusion for politicagens.

Presently, information has assumed a more promira@atin relation between one
actor and the other in contemporary global systéhe reason for this is not far-
fetched. The emergence of information revolutions bigeated a new expression and a
paradigm shift in modern warfare (Libicki, 1995).

The philosophical idea, which formed the basishaf €merging information warfare
can be ascribed, or better still be linked to Sun Weological orientation, which is
interpreted thus:

Attaining one hundred victories in one hundred leattis not the pinnacle of
excellence. Subjugating the enemy’s army withagtiting is the true pinnacle of
excellencdTranslated in Sawyer, 1994).

Sun Tzu tried to present another face of strategy wmarfare when he stressed the
importance of creative application of informatioma@ng parties, the greatest strategy
through which parties can meet their political ga@ther than adopting the traditional
means of warfare like the use of weapons. The dsmformation in warfare is
relatively cheaper but its implication may be umgaented and more destructive than
the traditional means of warfare.

Let us consider a scenario whereby young childmenaaching information from a
nation’s military intelligence network, and subseqtly corrupt and destroy its
strategic information infrastructure. Consequentlye impact of such electronic
intrusion and damage may be more devastating tleaial oombardment of such
nation. This tells us the importance of informattechnology in modern warfare and
security management.

The definition of information warfare has been aajrsubject of debate, especially in
the 1990s. The term information warfare appearsaioie. It includes several aspects
of traditional military policy such as battlefietmmand and control warfare (C2W)
as well as other traditional types of electronicrfase (EW). Then, what is
information warfare? According to the Institute fahe Advanced Study of
Information Warfare:

Information warfare is the offensive and defensise of information and information
systems to exploit, corrupt, or destroy an adversamformation and information
systems, while protecting one’s own. Such actioeslasigned to achieve advantages
over military or business adversariépsycom.net/iwar.1.html).
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The International Centre for Security Analysis d#ss information warfare as
“struggles for control over information activitiesit goes further to identify and
analyse various categories of information warfagording to her: the first category
“encompasses the whole range of psychological, aediplomatic and military

techniques for influencing the mind of an opponemhether that opponent is a
military commander or a whole population”.

In addition, the second category will focus on wee/s through which the military or
the security sector can be transformed to the baedan dominate the “information
spectrum”. Thus, information dominance can be addethrough a party engaging
the other (enemy party) in a physical conflict heit unnecessary or at worst short,
sharp and successful’. The last category involveyg f@rm of electronic assault
directed against either the military or civiliarfarmation facilities (or both) of the
enemy party.

According to the US Air Force, information warfar@an be described as:

any action to deny, exploit, corrupt, or destroye tenemy’s information and its
function-while protecting ourselves against simgations(US Air Force (1995, 3-4)

Mark Jacobson on his part, defines information ar&fs:

actions taken to preserve the integrity of one’sonmation infrastructure from
exploitation, corruption(,) or destruction while ahe same time exploiting(,)
corrupting (,) or destroying an adversary’s infortiam systems (,) thereby achieving
a military advantagésee.infowar.com/resource/warfare.doc).

The French Ministry of Defence describes informatwarfare as a concept, which
exhibits itself in three basic forms. And thesenferhelp us in the conceptualization of
the term information warfare. According to her, #lements of information warfare
include:

War for information (guerre pour linformation): t@btain information about the
enemy’s means, capabilities and strategies in otdelefend ourselves;

War against information (guerre contre I'informatip at the same time to protect our
information systems and disrupt or destroy the gfg&m

War through information (guerre par l'information}o conduct misinformation or
deception operations against the enemy in ordexctueve “information dominance”
(see Moliner, 1998: 11).

Information warfare involves the application of qauier and its related mechanisms

basically to plunder the military and/or civilianformation networks of the enemy
party. It is no gainsaying, information warfare l@&gun to receive growing interest
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among scholars in the field of security studies palicy makers due to its ability to
destroy military powers of enemy party.

However, information warfare is not prosecuted ltkaditional warfare. It is often
waged through disabling and crashing “an enemyiedr forces and civilian
infrastructure without the use of a single bullEhe computer is the weapon of the
twenty-first century” (seebu.edu/law/scitech/volume6/Robbat.htm#ftn1).

Information has remained a veritable tool of waefaom time immemorial. But it has
assumed a new dimension since the emergence aimafion revolution resulting
from the rapid sophistication of modern technologlge trend of modern information
system has made war a very interesting discourse.

Meanwhile, how will you feel, having a situation @k nations or individuals conduct
war more through application of (modern) informatisystems rather than the
traditional physical aggression? What damage caoper-power like the US suffer
greater than crushing its economic power or heggfon

Through information sipping, Asian countries lik@i@a have continued to constitute
an enormous threat to the US by imitating (or timgy the American technology
models especially in the automobile industry. THe would manufacture a car model
while China will do its imitation with improved glily, may even sell it at a cheaper
rate, forcing buyers including Americans to rush tiee China products. Due to the
emergent information revolution that characterigesrelations among state and non-
state actors, it is no news that war is fought ataidy basis through information, and
nonetheless:

There are countless ways malicious people can usenaputer to perform illegal
activity—hacking into systems, leaking trade sacrahleashing new viruses, using
phishing messages to steal personal informatiord sm on. And we are constantly
hearing about new exploits (://www.microsoft.com/technet/technetmag/issues
[2007/12/Forensics/).

The growing relevance of computers has nonethelelssinated in the contemporary
security threat that we face at every level of hamalation, from personal through
national to global affairs. Enemy parties now gpreority attention to ways they can
have strategic advantage over one another by &itackne another’s information
systems. These attacks are capable of not onlyogesg the information systems but
also constitute a threat to military and civiliarfrastructures (see Lyett & Ibrtgger,
1997).

SELF ASSESSMENT EXERCISE

What is information warfare?
3.2 Typesof information Warfare
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a)

Data Attacks:These are done by inserting data into an infolmnaslystem to
distort its functionality like application of comiar virus. The computer
viruses are often small programmes created andajeat by some disgruntled
elements like (adventurous) computer science staddrackers, despicable
programmers and some nefarious computer corposatut, these viruses are
very destructive as they can easily corrupt thermftion files on the target
system(s), make the system(s) malfunction or evashcthe operating system
(DOS) or even the storage facilities like the hawigle;

Software AttacksThese involve penetrating the target informatigatem(s)
by applying software to steal information or make tsystem(s) to fail or
malfunction or crash. There are software packadps tan enable one’s
password to be accessed illegally while there aneesothers, which can make
the systems to malfunction. Some software if apptia your system will look
for some specific security files automatically allog hackers to sip
information from your system(s) or even electrotycdestroy it;

Hacking and CrackingThis involves illegitimate entry into or controff o
information system(s) to steal information or cageene forms of damage or
destruction to the system(s) including deletinghaf target information (files).
Many of these hackers usually have evil intentiohisey sometimes attack
their victims’ systems to destroy them completetyta spy and/or steal vital
information from the systems.

For instance, in the United States within the pkmd almost eleven months
(January to mid November 1998), the National Séguhgency (NSA)
revealed that no less than 3800 illegal intrusiamese attempted by hackers
against the Defence Department’s unclassified coenmystems and networks.
But there’s likelihood or possibility that the NSdeliberately reduced the
actual number of the intrusions for strategic reésp This is because there are
speculations that the actual number of intrusiors Wigher than the figure
announced or made public by the NE#ired.com/news).

Another example was the case of two British boys Wwacked or gained illegal
access into the system of the Air Force’s laborasom New-York. The boys
gained the intrusion through the use of “snifferogramme, which allowed
them to get the passwords and user-log-ins to gste network (see
.Iwar.org.uk/iwar/resources/nato/as285stc-e.html).

It was not surprising that in an attempt by the td®ontain the security threat
that the activities of hackers pose to its naticeaurity especially the defence,
the government allowed Pentagon to conduct a stmoaleexercise in the
summer of 1997. The simulation exercise was taggédible Receiver’. The
reason for the exercise was to see how much themiigary and civilian
infrastructure could resist intrusion(s) and atfapk
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Therefore, a group of hackers known as the Red twamset up to do the
intrusion test. Though, the result of the exerciss not made public by the
government, but James Adams, a Washington basedaja@i revealed, after
conducting a number of (secret) interviews for salveenior officials of the
Pentagon. According to him:

The [simulated] attacks focused on three main aréas national information
infrastructure, the military leadership and the pichl leadership. In each of
these three areas, the hackers found it exceplpnadsy to penetrate
apparently well-defended systems. Air traffic cohttystems were taken down,
power grids made to fail, oil refineries stoppednping - all initially apparent
incidents. At the same time, in response to a Imgbictal international crisis,
the Defence department was moving to deploy faeesseas and the logistics
network was swinging into action. It proved remdolyaeasy to disrupt that
network by changing orders [S] and interrupt[indjet logistics flow [S]. The
hackers began to feed false news reports into #doestbn-making process so
that the politicians faced a lack of public will @it prosecuting a potential
conflict and lacked detailed and accurate inforroat[S] (quoted inWalker &
Fidler, 1999).

There is no doubt that the danger posed by hactongrivate and public

security is enormous. In the United States, theefF@dBureau for Investigation
(FBI) once reported saying that almost $10 billisost in the US through the
nefarious activities of the hackers. Such amoumhoney is far greater than the
annual budgets of several countries in Africa dedvehere; and

d) Physical Attacks This usually involves the use of traditional teicjues like
physical destruction of information system throwgison, bombing or hitting
an object against the system with the intentioml@dtroying it. According to
North Atlantic Treaty Organization (NATO) Draft Regp on information
warfare and international security:

The immediate energy release from the denoted audevice produces
intense, rapidly varying electric and magnetic delthat can extend for
considerable distances and severely affect all tedac equipment and
electrical or radar even to the point of destroyirgguipment circuits,
microprocessors, and other component. Thereforgngle, very high altitude
nuclear blast...which may cause no physical damagstructures or people,
could disable all non-hardened information systerfsee .iwar.org.uk/
iwar/resources/nato/as 285 stc-e.html).

Considering the foregoing, you may agree with na ghphysical attack can be
targeted against information system(s) throughudeeof several means
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particularly the electro-magnetic pulse (EMP), whican be produced by
nuclear explosions.

SELF ASSESSMENT EXERCISE
Discuss types of information warfare

4.0 CONCLUSION

There is rapid increase in the people’s and nati@tience on computers. This is due
to the great impact information has on human arpitaladevelopment. The growing
relevance of computers has also constituted aisgecisk to the world at large. There
is no doubt that the emergent information revolutwill have some great impact in
conventional military engagement. It is no newst thar planes are now being
equipped with more precision gadgets that will makessible to hit the targets with
little or no civilian causalities. Information reation has also made it possible to
‘crash’ a plane without shooting but through infatton manoeuvre.

5.0 SUMMARY

In the unit, we have been able to define the teriormation warfare and explain how
information warfare constitutes a security threataonly to nations but also individuals
as well as corporate entities. We thereafter dsmtlissome of the basic types of
information warfare, which may include data attacksftware attacks, hacking etc.
Some of the ways through which we can mitigate rimgtion warfare shall be

explained subsequently (in module 3).

6.0 TUTOR-MARKED ASSIGNMENT
Define information warfare and explain four typésndormation warfare.
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1.0. INTRODUCTION

There are various types of security threats but e be summarised into human and
non-human threats to security. These non-humarrigetireats can also be classified
into three including geological hazards or threatBmatic hazards or threats,
environmental hazards or threats. Epidemics andigraits, and industrial accidents
can be described as both natural and human. Memwhis generally believed in
some quarters that all these non-human or simplyralahazards/threats usually have
human activities contributing to their occurrencene way or the other.

For instance, deforestation is an environmenta#iyandous situation that is usually
created by some activities of man like felling odeis and bush burning. In this unit,
our focus shall be centred on the analysis of tivthe geological security threats or
hazards: tsunami and earthquake. It is as a refthie limited time and space we have
in this unit that we will not be able to cover thiner two geological hazards (volcanic
eruption and landslide), which we shall beam oarddight on in the subsequent unit
of this course.
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2.0 OBJECTIVES
At the end of this unit, you should be able to:

Discuss and analyse tsunami as a geological typaatoiral security threat or hazard;
and

Explain and analyse earthquake as a form of gembgecurity threat or hazard.
3.0 MAINBODY
3.1 Analysing Tsunami as a Geological Hazard/Threat

Etymologically, the word “tsunami” emanates frome tdapanese meaning “tsu”
(harbour) and “name” (wave). Tsunami can be deedrdis massive waves around the
harbour capable of causing enormous destructiotives and property. Tsunami
constitutes great security threat to man and hisr@mment, and resulting from its
very adverse effect and highly destructive consegee often occasioned by its
occurrence, it has continued to attract growingrigeét among scholars especially in
geography, geology, environmental science, andrggcsiudies. Through various
intellectual works and research inquiries aboutstiigiect (tsunami), many definitions
of the term have emerged. Though, the list of tlilegmitions is very long and endless
but we shall be considering some of the availal@éndions in our conceptual
description of the term. Therefore, tsunami caddf@ed as:

...waves characterized by moving at fast speedagsmes having a high amplitude
(wave height), and long wavelength — thus tsunamgsessentially giant waves. In the
deep ocean, tsunamis are barely felt since theyrasgked by the sheer vastness of the
rest of the ocean...The speed at which a tsunaauels is another impressive
characteristic. Tsunamis can travel at great spegd®ss an ocean, usually from 500
to 1000 kilometres per hour, with hardly any enelggses and are barely noticeable
out at sea. This is the reason why tsunamis geegrfabm one region can affect other
regions thousands of kilometres away.//www.ringsurf.com/ online/2410-
what_is_a_tsunami_.html).

...a series of large waves of extremely long wangtle and period usually generated
by a violent, impulsive undersea disturbance oivagtnear the coast or in the ocean.
When a sudden displacement of a large volume aérvemicurs, or if the sea floor is
suddenly raised or dropped by an earthquake, bigami waves can be formed by
forces of gravity. Earthquakes, landslides, volcagmuptions, explosions, and even the
impact of cosmic bodies, such as meteorites, caergée tsunamis. Tsunamis can
savagely attack coastlines, causing devastatingpgmy damage and loss of life
(://www.kjc.gov.my/english/education/seismology/iBsunami.html).

Tsunami is usually mounted by some geological dond like earthquake, landslides
and volcanic eruptions as well as under-water esxpis like detonations of nuclear
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devices at sea among others (sken.wikipedia.org.wiki.Tsunami)Tsunami waves
are usually more or less noticeable in deep wateritss measurement can show a
travel speed of 160km between wave crests (UNDPNDRO, 1992: 35). Another
feature or characteristic of tsunami is that it ncaysist of ten or more wave crests.
There is doubt no that tsunami is very devastading) destructive to human, physical
and other forms of security considering its damggeffect on man and the
environment. And some of these effects or consempgeeposed by the incidence of
tsunami to any community shall be explained subsety

3.1.1Effects of Tsunami

I. Destructive waves speed: From the deep water obd¢ban, tsunami moves at

considerably very high speed into the shallowerewatose to the coast,
causing devastating destruction to lives and ptgpe&hen it approaches
the land. In the deep water, it often appearstidemal wave but it moves
at very fast rate, and its power becomes trememy@mplified with its
long wavelength, pilling up water to increase itsgiht to as high as 30
meters when it finally reaches the land. Consedyeittcan shred sand
from beaches and cause extensive damage to maaktheénvironment as
shown in the South Asian tsunami tragedy (#eevw.ringsurf.com/online
[2410-what_is_a_tsunami_.ht ml);

ii. Flooding: Another effect of tsunami is mountingflafod. It has the potential

of causing flood, increasing the water level by dnels of meters, which
will move at a very fast rate capable of destroyimgnes and any other
structures offshore as well as endangering theslioé the affected

inhabitants resulting in many deaths (seéévww.kjc.gov.my/english

/education/seismology/whatistsunami.html);

lii. Extensive damage to human beings and physical tstasc As we have

pointed out earlier, tsunami has capability to @ase sporadically and
swiftly the level of typical water in the affecteabmmunity, generating
flood. The water force is usually overwhelming wilrong capacity to
demolish structure that comes in contact with it;

iv. Casualties and public health: The phenomenon ofatsu always occasions

the incidence of drowning that consumes many liggrt from drowning,
the physical infrastructure or facilities destroyleyl the tsunami can also
cause injuries and deaths when being tattered HyisdUNDP &
UNDRO, 1992: 35). The affected community suffersager risk of disease
epidemics that can potentially force the publicltimeto its knees especially
through the decomposing dead bodies;

V. (Acute) water shortage: Tsunami can also creatiation of acute shortage of

drinking water. The destruction to infrastructuaesl physical structures can
infest water facilities to germs and bacteria iasieg the chances of
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plaguing the affected community with water-bornesedises. For instance,
the sewage system may have got damaged and theswasining into the

water facilities, and in a situation like that, thds high probability that

there will be epidemics of cholera and other waieme diseases if people
drink such contaminated water. There is the liladith that such situation
will lead to more deaths; and

vi. Food shortage: Due to very destructive naturésonami, the harvests, food
stocks, live-stocks and agricultural facilities dendestroyed by the tsunami
waves causing widespread food shortage to thetaffemommunity. This
will, therefore, affect the capacity of the affetteommunity to ensure any
food security to its people for some time. But amenunities where largely,
there is absence of adequate disaster mitigaticessunes and practices, it
may take a very long time to recover from such febdrtage, if they ever
get out of it.

3.1.2Predictability

Tsunami cannot be adequately predicted becauseeotdry little warning signal it
gives before it strikes. Though, the Tsunami Wagrihystem in Pacific has been very
helpful in monitoring seismic activity and it alerbn the probable occurrence of
tsunami but the waves mounted by earthquake magklgusmack the nearby shores
and within very short time the tsunami waves mayHe coastal areas, providing very
little or no opportunity to alert the public to eartk on evacuation immediately (see
UNDP & UNDRO, 1992: 35).

3.1.3.Vulnerability

The experience of tsunami in a community is larghlpged on a number of
contributory factors which include:

I. Location of Communities: The issue is that thosmmunities in low lying
coastal regions always appear to be more vulnerbléhe incidence of
tsunami;

il. Another factor is absence of mitigation measured areparedness. For
instance, in several communities situated on lowglyregions, we still have
buildings being erected without fortifying such lolings with tsunami
resistance materials;

iii.  Ability of any community to issue warning and nim#tion about hazardous
events will largely determine its capacity to regltice effect of such hazardous
incidents on its people and environment. Those coniines that have no public
alert or warning systems to promptly and adequatetify the people are more
likely to record higher casualty rate than those@mnities that have effective
warning systems. Again, preparedness is alsofeitdlazard
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mitigation, and where there is lack of adequateceaton plans, there is
tendency that such communities will be more vulblerdo hazardous events
like tsunami;

Communities that fail to educate its people on sgcuisk and disaster
reduction are likely to experience more devastafimm the incidence of
tsunami and other hazardous events because penmenb knowledge of how
to act creatively and effectively in mitigating teffect of hazards on them; and

Communities that have little or no protective plaare more vulnerable to
hazards like tsunami and suffer more destructibas those communities with
appropriate protective plans.

3.1.4Risk reduction and preparedness measures

The following risk reduction and preparedness messscan assist:

Fortifying the houses near the coasts with tsumaghction materials;

Erection of water barriers including break watersdgduce the force of water
created by flood engineered by tsunami (UNDP & UNIQR992: 35). This
action is likely to reduce the level of damage tnaty be propelled by tsunami
incident;

Hazard mapping is also essential in mitigating ithpact of any hazardous
situation on the people in any given community.oliyh hazard mapping we
will be able to identify potential hazards, theatigerns and trends as well as
the level of threat they constitute to the welllgeaf the community at large;

Evacuation plans are also very important to enhahee capacity of any
community in mitigating or reducing the impact ohzardous events like
tsunami. It is very germane to have effective pregiaess plans by creating
sufficient evacuation exits through which peopla eacape the onslaught that
may be occasioned by any hazardous events likautsiurit is also important
to educate people on protective actions that tteey undertake to reduce the
effect of hazardous situations like tsunami; and

Putting in place effective warning systems can dsohelpful in providing
prompt notification and alert to the public wheneve is noticeable that
tsunami waves are approaching the coast. Thisem#éible people to prepare
themselves against the impending hazard. If theewayive opportunity for
quick evacuation, people can then exit the affeplade without wasting time
because each minute counts in reducing the dewapttect of tsunami.
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3.1.5.Impact assessment techniques

In analysing the incidence of tsunami as a thréatis important to conduct
assessments of the hazardous situation with theousenumber of techniques that
include:

Aerial surveys of all areas or communities closedasts;

Damage surveys to determine the level of damagecmded with the
hazardous situation; and

Evaluations of public warning and alert systems a&wdcuation plans to
measure level of community’s vulnerability to thazhrd and its preparedness
towards hazard mitigation.

3.1.6.Individual safety measures

If one is at home, he/she is expected to informpbeple around including
his/her family and neighbours immediately he/sharighe public warning
about tsunami or any other occurring hazard, sotktey will become aware of
the situation at hand. This will afford them thepogunity to prepare
themselves against the hazardous situation andpmchptly if there are
evacuation plans.

Meanwhile, due to the nature of tsunami, givingeibr no time to embark on
public evacuation of the affected areas, it is ingd for individuals to move
to parts of their houses where no heavy objectdalanon them resulting from
the force of the waves or water;

If one is outside, look for a place where no hestryctures or materials like
electric poles or cables or trees etc can collapsgou to avoid sustaining
injuries that may make you unconscious or die @nesfectrocuted;

Drawbacks can also be very useful in providingfbsiarnings to people when
tsunami waves are approaching the land. Drawbaadksislly experienced
before the occurrence of tsunami. It occurs duthéofact that “tectonic plate
on one side of the fault line sinks suddenly duting earthquake, causing the
overlaying water to propagate outwards with theugio of the wave at its
front”_(://en.wikipedia.org/wiki/Tsunami¥-or instance, in 2004, a ten-year old
girl, Tilly Smith who resided in Surrey, Englantiyaugh lessons given to her
about tsunami by her geography teacher, Mr. Andfearney, saved the lives
of many people.

Little Tilly was on Maikhao beach in Phuket, Thaithwith her parents and
sister when she noticed some drawbacks which segnhthat tsunami waves
were approaching the coast, and she alerted hengsaimmediately, the
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parents notified the people that tsunami was m#setyl to occur very soon,
saving the lives of many on the beach. It is atspartant to note that in some
exceptional cases, drawbacks are not experiencddtta people will be
caught unaware by tsunami as evident in the 20@4arhn Ocean tsunami
whereby there was no drawback on African and sotier @astern coasts that
were also hit by the tsunami, largely for the readwoat the “wave moved
downwards on the eastern side of the fault line apomards on the western
side” (://en.wikipedia.org/wiki/Tsunami).

iv. If one is on the beach a vibration of the landotiaed, you should make sure
that other people are alerted promptly and prodesdediately to higher
ground without waiting for tsunami warnin@ ://www.kjc.gov.my/english/
education/seismology/whatistsunami.html).

v.  Whenever a public warning is issued about tsun#nyipu are not at home,
make sure you immediately look for a building andvento the topmost floor
of the building.

vi. If you are on board of a ship or boat when youagealert about the occurrence
of tsunami, avoid sailing to the port because tsunaaves can potentially
“...cause rapid changes in water level and unptaolie dangerous current in
harbours and ports” (_ ://www.kjc.gov.my/english/education/seismology/
whatistsunami.html)which can pose a great danger to the lives ofetrms
board.

SELF ASSESSMENT EXERCISE
How do you analyse tsunami as a security threat?
3.2 Analysing Earthquake as a Geological Hazard/Threat

Mythologically, earthquake was believed among tlee® to be caused by Poseidon
who was the god of earthquake. It was argued byGiteek mythology that whenever

Poseidon was in a state of sadness, he would sthad&nd with a trident, causing the

earth to quake. It was also claimed that this ded ased earthquake as a tool of fear,
warning people of the damaging effect that his glument on men and their

environment(s), as a way of admonishing men noffend him (see Sellers, 1997).

Conceptually, an Earthquake is an unexpected aparthaus vibration resulting from
the sudden shake of the Earth's crust. The dedréeeovibrations may differ. The
earthquake can be said to have two points. Thegosit concerns the “.... point of
origin underground”, and this is known as “focushile the second point is usually
“directly above the focus on the surface”, andsitreferred to as the “epicentre”
(:/len.wikipedia.org/wiki/Earthquake).
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One unique character about earthquake is thatds dmt constitute any danger to
people or animals on its own, but its consequesuaek as collapse of building, felling
of electric poles, electric shock, fire, to mentianfew that usually cause harm to
people. This means that it is imperative to havietgameasures in place and
encourage hazard mitigation best practices to adadster. Let us consider some
other definitions of earthquake.

An earthquake (also known as a tremor or temb®the result of a sudden release of
energy in the Earth's crust that creates seismicesaEarthquakes are recorded with a
seismometer, also known as a seismogiaidn.wikipedia.org/wiki/Earth quake).

Sudden motion in Earth caused by abrupt releasesloivly accumulated strain.
Shaking of the Earth caused by a sudden movemenbc&f beneath its surface
.Geocities.com/seiswash/terms and definitions.htm

It is the rupture of the geological faults thateoftcauses earthquake but nuclear
experiments, landslides, mine blasts as well asavat activity can also provoke the
earth to quake. Some of the incidents of earthquakg include the 2004 Indian
Ocean earthquake, which was the second largesigeatke in history. The attendant
tsunamis occasioned by this earthquake affectedrakegountries including Pakistan
and India, leading to the death of over two hundhedisand people.

3.2.1Effects of Earthquake

There is no doubt that the effects of earthquakelmavery devastating not only to
man but also the general ecosystem. Some of thiestsanclude the following:

I.  Tremulous shaking of land and ground ruptures. &laes the major effects of
earthquake, leading to serious damage to buildiagd other rigid
structures like bridges, street lights and theands, electric poles, bill
boards, among others. The amount of damage anducksh that will be
occasioned by the incident of earthquake dependgliaon the complex
combination of the earthquake magnitude, the digtdnom epicentre as
well as the geological and geomorphologic condgitmat may magnify or
lessen wave propagation (sefwww.abag.ca.gov/bayarea/egmaps/doc
/contents.html) However, ground acceleration is often used in néeg
the degree of ground shaking;

ii.  Fires: Another effect that can be caused by eastkeus occurrence of fires.
After the shaking, a lot of structures and buildged damaged or destroyed
including petroleum/gas pipelines and facilities @arlier mentioned, the
qguake can also fell electric-pole and damage padwves; and in the process,
the spark that may come from the power-line ortatepoles may
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iv.

petrol to generate fire. The pressure of thess fire

may be so high that it will be very difficult to m@in them. An example of
where the earthquake caused lesser threat threitsutbreak effect was
the 1906 San Francisco earthquake where many pdogues a result of
fires that accompanied the earthquake incident @eer! Hyperlink
reference not valid.);

Soil liguefaction: One of the effects of earthquakesoil liquefaction, which

involves a situation whereby soil losses its firssmand transforms from
solid to liquid. The situation is caused when weataturated granular
material like sand losses its strength and in tloegss its solidity becomes
liquid, resulting in the sinking of buildings bes&uthe soil does not have
strength to carry the weight of these structurgslanger due to the quake
of the earth as experienced in the 1964 Alaskdegaatke Error! Hyperlink
reference not valid.); and

Other effects of earthquake may include tsunami toad, which will be

discussed later in this unit, as well as massiwrdetion of lives and
property. Earthquake can also lead to outbreak iséades and food
insecurity resulting from the damage.

3.2.2Predictability

Earthquake cannot be adequately predicted but #rerscientific approaches through
which its occurrence can be determined based obapiiity with very little or no
precision about the timing of the occurrence. Faséng can be useful in observing
seismic activity and historical incidence to deterenthe susceptibility of any
community to the incidence of earthquake (see UNDBNDRO, 1992: 34).

3.2.3Vulnerability

The location of the community usually determines itulnerability to
earthquake. The reason is that those communitiesdf@n the seismic areas
are prone to experience earthquake;

In the settlements that lie on seismic areas,iigerative to ensure that houses
are built in such a way that they will be resistanground vibration that will be
occasioned by the quake of the earth. In those aomties where people build
or erect buildings without appreciating the impoda of fortifying their
buildings in such a way that they can resist besngmerged by the ground
motion or vibration that will be generated by egqutke, shows that such
communities will be much vulnerable to the incident earthquake.
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Hence, the probability of recording high casualtgl physical destruction rate
resulting from the incidence of earthquake willhagh in such communities;
Communities especially those considered denselylptgal settlements that
are found in the seismic areas where there is baglupancy of buildings are
more vulnerable to incidence of earthquake. Duehigh rent requests,
buildings will just be erected anyhow especialljthnse places where little or
no importance is given to physical planning in ortte accommodate most
(prospective) house seekers. This will further réansion on the land;

Risk education and knowledge about hazards shoaldiven to the public,

and where the people have very little or no knogedbout risk and hazard,
there is tendency that such communities will becomimerable to hazards
including earthquake. The reason is that many @p#ople due to their lack of
risk education will not be able to act adequateBllwhen confronted with

hazardous events like earthquake; and

Absence of effective public warning system makegs @mmunity vulnerable
to hazardous events or threats.

3.2.4.Risk reduction and preparedness measures

Hazard mapping can assist in no small measuredioceethe effect that the
occurrence of earthquake can have on any commuiityough hazard
mapping we will be able to identify potential hadsrtheir patterns and trends
as well as the level of threat they constituteht wellbeing of the community
at large. Again, hazard mapping guide us in makigigt decisions regarding
the way we can mitigate hazards like earthquake.iksiance, by mapping
hazards, we will be able to identify which commigstthat are in seismic
areas (thereby being prone to earthquake) and enbat buildings are not
erected anyhow to reduce the incidence of buildioi¢gapse resulting from the
vibration that often characterises earthquake;

Evacuation plans are also very important to enhahee capacity of any
community in mitigating the impact of hazardousrgsdike earthquake or/and
reducing the losses that may accompany any hazarddauations like
earthquake;

Public awareness about hazards and mitigationegiest should be promoted,
so that people will find it easy to act effectivepromptly and adequately on
their own in responding to hazardous situationthat;

There should be effective warning systems to aled notify the public of the
occurrence of any hazardous events like earthquake;

There should be adequate evacuation plans.
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3.2.5.Impact assessment techniques

The basic impact assessment tools for earthquakedim earthquake scales (Modified
Mercalli, MSK) as well as earthquake damage andilisaforms.

3.2.6.Individual safety measures

One of the safety tips to the management of eaatke|lefore it occurs, is to
always ensure that you equip your homes with dnigkiater, adequate food
(particularly the non-perishable food items likeel), transistor or any mobile
radio with ordinary or rechargeable batteries, hongth batteries, as well as
first-aid Kits;

It is imperative to educate the public on how tanage their home appliances
and build in themselves culture of safety like stvihg off electricity or/and
gas cooker or/and electrical appliances when theynat in use. Apart from
safety, such culture helps families to save momdych would have gone into
settling of huge energy bills as well as conseovatif energy.

You are also expected to always have your phonegetlaand you should

endeavour to keep the backup copy of the list oftaxis on your phone in a
separate place most preferably a book. So, when pleone is misplaced or
stolen or destroyed, you can still have a backupuijh which you can access
your list of contacts. By having the contacts, yaum easily contact any other
relative(s) or friends to alert him/her of the aiion of earthquake. By doing
this, you will enable others to reach you to manttee state of safety of the
affected person(s). Apart from that, you will béealo alert others who may be
coming to the place of the prevailing hazardousuritstance with the aim of
reducing casualty. Here, one will be expected torekative(s) or friend(s) that

are far away from the site where the hazard isitpgiace;

As we may already have been aware, earthquakedasnatural hazard that
cannot be predicted by any modern technology. Ofieres, when an
earthquake is about to occur, there is loud sotnadl wsually indicates the
arrival of an earthquake. You are only left withryéttle or no time to prepare
yourself against the hazard, and any importantsstept you take at this
material time will go a long way to determine howcah you will be able to
mitigate or reduce the losses that such a hazaydativact. During the hazard,
it is expected of you to know some important stépstake so that the
hazardous situation will not have too negative estrictive impact on you and
those around you. Steps to take should include;

You should take cover by looking for a very safacel where you can velil
yourself against any falling objects like wall, logg fan, etc. It is advisable to
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Vi.

Vil.

viii.

Xi.

Xii.

lie under a table or well-built furniture, and yshould also make sure that the
furniture are well positioned to prevent it fromirggestumbled;

You should also avoid standing in doorways becanfs¢he possibility of

having violent motion slamming the door against.yBy avoiding standing in
doorways will you guard against being hit by arymiyy objects, some of which
may be very deadly;

If you find yourself in a tall building, you shoublzoid using the lift to get out
of that building. It is advisable that you negaiatour escape from such
building going through the stairs. The emergencyunea of this hazard
(earthquake) does not usually give much time faceation. Therefore, you can
stay where you are or better-still proceed to thpeumost floor of the building
if the task will not be strenuous. This will affogbu an opportunity to be
reached by an emergency if there is a case ofpsdlaf the building. The
rescue teams usually reach the victims on the upps&rsegment of the rubble;

If you are outside, ensure that you are in a ogdanepwhere no buildings or
electric wires and poles or trees or street ligitdelephone facilities or any
other heavy objects can fall on you or get youtetecited;

It is also important to distance oneself from angciic wires and avoid
touching any metals especially those in contadh wiectric cables. The reason
is that there may be electric current in those svismd metals, capable of
getting anybody that touches any of such objeetstielcuted;

After the incident of earthquake, resulting frone thresence of debris in the
aftermath of earthquake, you are advised to weagrcghoes to avoid your foot
being exposed to any dangerous particles or shbjgrts that may get you
injured or infected with a disease;

It is important to also note that after initialtrer from the earthquake, in the
coming days, week or even months, aftershocks atemweakened structures
to collapse. So, if one hears a tremor emanatiog fihe sound of collapsing
structures, one should not get traumatised, andldlexpect such to happen in
the aftermath of an earthquake;

As a result of the foregoing, it is pertinent tecate all the buildings affected by
the quake until their conditions are ascertained thg relevant building
engineers. If one’s house is found to be strudiudmaged, it is expected that
the person and his/her co-occupants should imneddiatcate the building to
prevent avoidable deaths or injuries;

SELF ASSESSMENT EXERCISE

How do you analyse earthquake as a natural thvesstdurity?
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4.0 CONCLUSION

There is no doubt that the capacity of any commuta respond to hazardous
situations depends largely on its resilience arepg@redness towards risk reduction
and hazard mitigation. The recovery capacity of aognmunity, wishing to mitigate
the effect that the occurrence of any hazard may loa her and its people, must be
substantial enough to withstand the threat or ltaaéno efforts are made to mitigate
or reduce the impact of hazard or attack, thepossibility that such hazard will result
in disaster.

5.0 SUMMARY

In this unit, we have been able to cover two ofrtiegor geological hazards or threats:
tsunami and earthquake. We began the study by exagnihe meaning of tsunami
and we proceeded to analyse the subject (tsunayijodking at several issues
concerning it including its effects, its predictépi etc. Thereafter, we defined
earthquake and analysed it as well by examiningeghssues that bother on its effects,
predictability, vulnerability of communities to ihow its impact on environment and
people can be mitigated, its impact assessmennitpods and finally the safety
measures that can be taken by individuals to redscadverse effect on them and
their communities. It is my belief that you haverfd this unit very thought-provoking
and intellectually stimulating.

6.0 TUTOR-MARKED ASSIGNMENT
Analyse tsunami and earthquake as geological fafrsscurity threats or hazards.
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1.0. INTRODUCTION

In the previous lesson or unit, we focused on tyais of two of the basic types of
geological security threat or hazard: tsunami aadheguake. We explained their
meaning, their effects on any people or commurtigt experience them. We also
discussed various factors or conditions that ofteake any community or people
vulnerable to those hazardous events as well ag sther issues that bother on the
analysis of the risk posed by those threats towedbeing and survival of any

community.

In this unit, we shall continue from we stoppedhe last unit, and thereby we shall
discuss another set of geological security threatisazards including landslide and
volcanic eruption. Undoubtedly, geological formstbfeat or hazard usually have
very adverse impact on man and general ecosysteentauthe high level of
destructions in human and material terms that offlearacterise their occurrence.
For instance, in the 2004 Indian Ocean tsunamioglgisno less that 200,000 people
were reported killed while more than 1 million péojost their shelter and/or means
of livelihood. Another example is the November @02 Amboori debris flow
(landslide) incident in Kerala, India, killing neds than 39 people (see Kuriakese
al. 2008).

Apart from destruction of human lives and propeggplogical hazards can impose
acute food shortage or food insecurity on any #&fcommunity due to extensive
damage of livestocks, harvest, plantations, and f&orage facilities. It is as a result
of the mammoth negative implications that thesdagpeal threats or hazards have on
the continued survival of any community and develept that many state and non-
state actors have been creating frameworks thredgth they can mitigate or reduce
the impact of these hazardous events. For instaartancident of earthquake can
wipe-out in minutes the development that has takesommunity several years to
accomplish. In furtherance of our study on the ggichl forms of threat, we shall

beam our searchlight on landslide and volcanictesnp
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2.0. OBJECTIVES
At the end of this unit, you should be able to:
e Explain the meaning of landslide;
e Analyse landslide as a form of geological secuhtgat or hazard,

e Describe volcanic eruption; and

e Examine volcanic eruption as a geological typehodat or hazard.

3.0. MAIN BODY

3.1 Analysing Landslide as a Geological Hazard/Threat

Landslide is another form of geological hazards la natural security threat that can
pose serious risk to any people or community. $oahvolves mud flows, debris
flows, earth failures among other geological caond#, and it is usually caused by
rain, floods, earthquakes among other natural causgart from the natural causes,
there are several human factors that can alsoibatgrto the incidence of landslide,
and these include grading, terrain cutting andngll over development of an area
among others.

Landslide has been occurring in the world sincepifedistoric time and an example of
the recorded incidents of landslide in prehistolime was the Ruatoria debris
avalanche off North Island New Zealand, which wafcwated at 3,000 kin
volume and occurred 170,000 years ago (Kuriakosmk&m & Muraleedharan,
2008). How do we define landslide? Simply, landskéan be defined as:

...rock, earth, or debris flows on slopes due tavgly. They can occur on any terrain
given the right conditions of soil, moisture, arite tangle of slope. Integral to the
natural process of the earth's surface geologydsiides serve to redistribute soil and
sediments in a process that can be in abrupt celapr in slow gradual slides. Such is
the nature of the earth's surface dynanfiésvww.ussartf.org/ landslides.htm).

...(or landslip) is a geological phenomenon whiokludes a wide range of ground
movement, such as rock falls, deep failure of Slaped shallow debris flows, which
can occur in offshore, coastal and onshore envirems(Error! Hyperlink reference
not valid.).

A natural disaster that involves the breakup andialaill flow of rock, mud, water and
anything caught in the patftv/en.wiktionary.org/wiki/landslide).

A sudden movement of rock and soil down a sldpeacmillanmh.com/
science/2008/student/na/grade4/glossary/l.html).
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Downward movement of a slope and materials undefdice of gravity.ak-
prepared.com/plans/word_docs/StateHazardMitigataon®/07%20SHRMP%20Ap
pendices/Appendix_2_Definitions.doc).

3.1.1.Effects of Landslide

I Physical destruction: The amount of damage to stfuature and other
physical facilities can be very devastating, andatde of overwhelming the
capacity of any affected community to sustain gvelopment. Through the
attendant destructions occasioned by landslidesatfected community may
experience collapse of bridge(s), poles carryitectammunication and electric
cables, rubbles adorning the streets capable okinlg the roads and affecting
traffic flow, among other physical damages;

il. Food insecurity: Landslides can potentially redthee capacity of the affected
communities to feed themselves due to possible nekte damage that
landslides might have inflicted on the livestoakod storage facilities, harvest
as well as plantings. Landslides can cause floodamgl reduction in
agricultural productivity;

iii.  Casualties: Landslides can lead to the death of/rpanple and can also cause
various degrees of injury among the affected peoflepe failures and
mudflows can cause high fatality as many peoplebeahburied by the rubbles;
and

iv.  Distortion of development: Resulting from the dde#isg damage that
landslide inflicts on physical structures and isfracture of any affected
community, it retards the development of that comityu For instance, an
incident of landslide can bring down houses andastfucture like bridge,
shopping mall, office buildings, recreation centresmmunication facilities,
power lines among others social infrastructuret iy have taken the
affected community decades to attain, within a f@wrs or even minutes.

3.1.2Predictability

There is no doubt that landslide occurs more thay @her geological hazards or
threats. It has many forms of movement includints falides, topples, lateral spread,
and flows. It can also occur as secondary effecesatthquakes, volcanic eruption as
well as heavy storms. On the question of its ptaditity, environmental scientists
and disaster management experts rely largely oornwdtion gathered on the
frequency of its occurrence as well as its extemd affects to determine those
communities or communities that are susceptibl&anadlslide. Experts arrive at their
decision in identifying the communities that are gaeater risk of incidence of
landslide by looking also at the geology, geomolpin hydrology and climatology,
and vegetation of the communities.
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3.1.3.Vulnerability

The factors that contribute to the vulnerability afy community to landslide may
include:

The location of a community largely determines havinerable it will be to
the incidence of landslide. The communities that sited on steep slopes or
softer soil or cliff tops are usually vulnerablelandslides;

Studies have also shown that those communitiesatteasited on the base of
steep slopes or on mouths of streams near the aiowrlleys are vulnerable
to landslides (UNDP & UNDRO, 1992: 37);

The buildings erected, the roads built and the camoation lines mounted in
mountain areas can also experience landslides;

The buildings without any solid foundation may albe vulnerable to
landslides; and

Communities with very little or no hazard mitigatieducation are always
vulnerable not only to landslide but also otherdndaus events because they
will exhibit low preparedness attitude and recoveapacity in responding to
hazardous situations or attacks such that suchatthrean easily lead into
disasters.

3.1.4Risk reduction and preparedness measures

Geographic Information Systems (GIS) can be a wermyortant tool in the
mitigation of landslide because it allows us tolexd]| store, manipulate,
display and analyse a wide-spectrum of spatiallferemced data very
adequately and effectively (Cleriet al.2002: 8);

Hazard analysis and mapping is very vital in miiigg landslides by providing
us relevant information on ways to reduce the abv@mpact that landslide
may have on any people or community. It also ersahle to develop
framework and policy decisions for sustainable lars# planning. Again,
through this technique we can identify the facttinat contribute to the
incidence of landslide and measure how much eathedfactors contribute to
landslide through which we can establish relatioroag the factors with the
aim to making prediction about future occurrencéaafislide (Chen & Wang,
2007);

The use of satellite imagery along with GIS caro assist us to reduce the
adverse effect of landslide because it allows usréate maps regarding the
possible occurrence of landslides in future (Fal#drial, 2003). Through
generation of maps, communities that experiena®likely to experience
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landslides will step-up their preparedness towandgyation of this hazardous
situation. With the use of the maps produced bygllgat imagery, we shall be
able to identify locations where previous incidenit$andslide have taken place
and show the locations where future landslides pvdbably occur.

However, by establishing relationship between mewievents of landslide and
locations of possible future hazardous events ddade, we shall be able to
predict using some geologic factors especially gapiology, land use and
hydrogeology (see Clerici et al., 2002) as welligm®logy to determine those
locations that will most likely experience landskdin future for exhibiting
similar conditions that characterised past eveiittandslide (Lee & Talib,
2005);

iv. Risk education is also important in reducing thiea$ of landslides on any
community or people. It assists to increase thescionsness of any people
towards improving their preparedness and it aldtaeeces their capacity to act
creatively, promptly and effectively when conframtevith any hazardous
situations like landslide such that the massesrespond on their own without
waiting for emergency workers or security practigos; and

v. There should be regular evaluation of monitoringrming and alert systems to
test their effectiveness and in ensuring theirrogtiperformance.

SELF ASSESSMENT EXERCISE

How do you analyse landslide as a form of geolddieaard ot threat?

3.2 Analysing Volcanic Eruption as a Geological Hazard/Threat

Volcanic eruption is another form of geological &k or threat. According to Fank &
Wagnalls Standard Dictionary, volcanic eruption d# described as a hazardous

event that involves:

...an opening in the earth’s surface surroundedbyccumulation of ejected material,
forming a hill or mountain, from which heated maitteor has been ejected.

Volcanic eruption can also be defined as a hazardiuation whereby:

Magma pushes upward through volcanic vent by pressand effectiveness of
dissolved gase@JNDP & UNDRO, 1992: 36).

There are several types of volcanic eruption, whictlude cindercones, shield
volcanoes, composite volcanoes and lava domes. &/kervolcanic eruption occurs
one of the fundamental features that it bears ghigg-out of magma to the surface
and this is known as lava. Also, there are solidigdas driven out resulting from the
eruption, which are known as tephra. Usually, veic@ruption constitutes a major
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security threat to any people or community throtigh destructive materials such as
ash, pyroclastic flows, mud, debris as well as was that it emits. These materials
can destroy plants, infrastructure as well as caas®us injuries or death to human
beings and animals.

3.2.1Effects of Volcanic Eruption

I. Destruction of infrastructure and physical facd#i One of the effects of
volcanic eruption is widespread destruction of pdgls structures and
infrastructure. The pyroclastic, lava flows or nzah destroy infrastructure;

ii.  Casualty and public health hazard: Pyroclastic $lomud flows and even lava
flows as well as toxic gases which are produceddiyano are very capable of
causing deaths to human beings and animals witieiratfected community or
area. The amount of respiratory problems ejectedthyy hazard can be
enormous, likely to cause deaths and respiratdnyeaits among the affected
people. The decaying bodies of those who have desdlting from the
hazardous event can cause epidemics and pose achalienge to public
health of the affected community;

iii. Water shortage: Some of the destructive materiedslyzed by volcano can
also contaminate water capable of causing acuteegjeoof drinking water;

iv. Food insecurity: Volcano can also mount a situatbriood shortage on the
affected community. This hazardous event can dgstr® plants, food storage
facilities, harvest as well as cause great dangdivéstock. The poisonous
gases that it produces when inhaled can lead tal¢aéh of high number of
livestock. Unless, there had been adequate mitigatmeasures, the
community that experienced volcanic eruption w&elyi to experience the
problem of food shortage; and

v. The huge amount of destruction often occasioned vbicano usually
undermines the development of the affected commu@ihe of the reasons is
that, rather than providing further developmeng #ifected community will
be grappling with ways through which it can repldbe infrastructure and
other developmental facilities destroyed as a tesfulhe incident of volcanic
eruption.

3.2.2Predictability
The incidence of volcanic eruption cannot be adtyapredicted. Meanwhile,

studies on the history of phenomena of volcanoesamyn areas or communities
especially those located on the volcanic belt dsageseismic activity among other
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geological observations can assist us to identify @etermine where future volcanoes
are likely to be experienced.

3.2.3.Vulnerability

There are several factors that determine the valnldy of any community or area to
the incidence of volcanic eruption, and some ofalvhinclude:

I. The location of the community is one of the basictérs. The reason is that
those communities or settlements that are locatethe flanks of volcanoes
will likely be more susceptible to volcanic eruptjo

ii. Another factor is that those communities or setete that lie within
historical paths of mud or lava flows will be vutable to volcanoes;

iii.  Those communities that lie on the volcanic belt rgh&ructures are erected or
built without any consideration for designing themofs in such a way that
they can be resistant to ash accumulation (UNDPNDRO, 1992: 36);

iv.  Areas where there are explosive materials areyliteelbe much vulnerable in
the occurrence of volcanoes. For instance, thesdres have the presence of
large amount of weapons especially explosives wdfinitely experience
greater amount of casualties and physical damag#déno occurs. The fact is
that the heated materials produced by volcano.t &man the destruction that
they will cause to the affected communities or peoihe explosives will also
be triggered which will further complicate the hadmus situation. In a
situation like this, it is more likely that suchnamunities will have the hazard
transiting or moving to disaster thereby leadinghtoge loss of lives and

property;

V. For communities especially those that are locatedhe volcanic belt where
there are no adequate evacuation plans, the castetk and level of
destruction will be high; and

vi. In communities where there are no effective andqjadi warning systems,
there is high probability that such communities settlement will be very
vulnerable to any hazardous events including vatcaruption. The reason is
that most people will be unaware of the impedinggds, and before they
know what is happening many of them must have bmmrsumed by the
hazardous event.

3.2.4Risk reduction and prepar edness measur es
i.  One of the volcano mitigation measures is lagalanning. Through location

planning, we will be able to map-out those areassiciered close to volcano
slopes, so that we will not allow important aciestto take place there. For
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instance, it is not proper to cite trade centrgsmvuere without considering the
geologic conditions of the areas.

Therefore, if an international trade complex isal@dl in an area that is found
on volcanic belt, apart from putting the lives oflaage number of people
(buyers and sellers) at risk, the huge amount afeyispent in building such a
complex and various articles or commodities beradeéd will be put to a waste
in the event of the occurrence of volcanic eruption

. Risk education is also important in mitigating thgact of volcanic eruption.
Through risk education people will have enough awass about the security
risk posed by volcanoes and identify approachesvemysd through which they
can reduce the adverse effect such hazardous ewesyshave on them
individually and collectively. There is no doubtaththrough risk education,
people’s preparedness to act creatively and efiggtiagainst the hazardous
situation will rapidly increase, so that they viok able to respond by reducing
the losses that volcanoes can cause;

iii.  Evacuation plans are also very essential becaua#oitds the communities
where volcanoes are experienced to create routasgh which affected people
can be evacuated promptly and effectively to safeas to reduce the loss of
lives that such hazardous event can mount on thao;

iv.  Efforts can also be made to monitor volcanoes tinonhich we can generate
adequate information about volcanic activity. loyding this information to
the people, there is tendency that their levelreppredness will increase such
that they will be able to respond well in the oceunce of volcano by engaging
in actions that can help to reduce the adverse amgzat the hazardous
situation can have on them.

3.2.5.Impact assessment techniques

I. The ground and aerial surveys can be used to assesapact of volcanoes;

ii.  Assessment of evacuation plans; and

iii.  Capacity and vulnerability assessment can alsodaeel @o identify areas of
weakness of any community in response to volcanipt®n and/or any other
hazards.

3.2.6.Individual safety measures

xiii. One of the safety tips against volcanic eraptis to always ensure that your home

is equipped with drinking water, adequate food tipalarly the nonperishable
food items like rice), transistor or any mobileicadith ordinary or
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rechargeable batteries, torch with batteries, a$ asefirst-aid kits. But it is

more preferable to have transistor radio with cadymbatteries, which you can
change to keep yourself updated as regards inf@mabncerning the volcano.
It is important to know that rechargeable radio nagsappoint if the battery
current becomes emptied after a long use, thus, cammot rule out total
blackout during the occurrence of volcano and esrently after it has lasted;

xiv. It is also important to prepare yourself towardsigating the effect of volcano
on your household by identifying places in your $®uhat can be used as
cover in the event of emergence of volcanic eruptio

xv.  You should always have your phone fully charged leeep a backup copy of
the list of contacts on your phone in a separateepmost preferably a book.
So, when your phone is misplaced or stolen or dgst, you can still have a
backup through which you can access your list aftacts. By having the
contacts, you can easily contact any other relgjver friends to alert him/her
of the situation of volcanic eruption. By doing ghiyou will enable your
relatives and friends to monitor the state of ysafety;

xvi.  Efforts should be made to fortify the house you steying with roofs that are
resistant to damage by volcanic materials;

xvii. If you are outside when you get the notice aboathhzardous event, make
sure you locate a safe place to seek refuge oerbatggotiate for a safe
evacuation route. It is always important to plareseif against hazardous
events by locating before-hand those exit pointgt tan be considered as
evacuation routes;

xviii. Make sure you keep a distance from windows, bo@hvels and sharp objects
that can harm you when volcano occurs; and

xix.  After the incident of volcano, you should ensurattyou and your household
wear cover shoes to prevent your foot from beingosed to the harmful
remnants of the volcanic materials.

SELF ASSESSMENT EXERCISE

How do you explain ways through which volcanic eiup can constitute threat to

any people or communities?

4.0 CONCLUSION

From our discussion of various types of geologibedat, it appears that these hazards

including earthquake are very destructive and hidnee capacity to undermine the
development of communities or people. It is morensome that these geological
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hazards can hardly be predicted but through sonmmoaphes and techniques,
predictions can still be made about their futureuneence by considering the history
of their occurrence, the geologic conditions amootper observations of the
communities that are considered prone to any aetlirazards.

There is no doubt that these hazards have therends transiting to disasters due to
their rapid onset. They give little or no time fevacuation and for this reason it is
important for any community to develop viable métign framework through which
people can be promptly alerted or notified abouwy &azardous event. It is also
important for every community to put in place admguevacuation plans, hazard
mapping initiatives, risk education, and other mie@s that can assist us in mitigating
hazard and managing disaster.

5.0 SUMMARY

In this unit, we continued our study on geologifains or types of threat or hazard.
Our first area of discourse was to look at therdedin of landslide. In furtherance of
our analytical dissection of the subject (landglide examined the adverse effects that
it produces when it occurs in any community, andals® discussed other relevant
issues including its (landslide) predictability,ofie factors that can make any
community vulnerable to the incidence of landslidek reduction and preparedness
strategies for hazard mitigation among others.

The second and last geological type of threat dsed was volcanic eruption. We

began beaming our searchlight on the subject binidgfit, and subsequently we

analysed its various destructive effects and ptalility. Thereafter, we explained

those factors that make people or communities ptibe to volcanoes, some of the

steps that can be taken to reduce the risk of theat and people’s preparedness
towards reducing the losses that may accompanydbarrence of volcano among

other issues. By and large, this unit can be censdl to be interactive and

communicative.

6.0 TUTOR-MARKED ASSIGNMENT

Describe landslide and volcanic eruption and Iist three effects that each of them
can have on people or communities.
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1.0 INTRODUCTION

The phenomena of hurricane, flood and drought hemeeased in Africa and
elsewhere due to climate change and environmemndution. The incident of
significant variability in climate has been attiagtgrowing attention among the world
population in recent times owing to its impact oanrand his/her environment. The
trapping of the atmosphere with CO2 has been therroause of climate change.

These climatic forms of security threat or hazaasenadverse impact not only on man
but also on general ecosystem. It is against tagkdround that it is incumbent on
every community and people to engage in actionsdhia mitigate the effect that the
occurrences of these hazards may have on thenhamehvironment by bringing into
bear substantial measures to withstand the threlaazard and reduce the human and
material losses that may accompany their occurreimcéhis unit, we shall analyse
various climatic hazards and show how they cortstituthreat to the security of any
communities or people.
2.0 OBJECTIVES
At the end of this unit, you should be able to:

o Define and analyse hurricane as a climatic hazard;

e Describe flood as one of the types of climatic siégthreat; and

e Explain the meaning of drought and show how it titutes a threat as a

climatic hazard.

3.0 MAINBODY

3.1 Analysing Hurricaneasa Climatic Hazard/Threat
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In the last twenty years, there has been huge anwduosses in human and material
terms through the incidence of hurricane. Though, groblem is less visible in sub-
Saharan Africa compared to Asia, Oceania, North #ecag among others. For
instance, the destruction that emanated from HamgcAndrew (1992) alone was
“estimated at more than $25 billion in South Flariand Louisiana and undoubtedly
would have been higher had the storm hit Miamiaiy& (Error! Hyperlink reference
not valid.). For the sake of conceptual clarity, let us & fincture explore some of
the existing definitions of hurricane. What is ariaane?

A hurricane is a type of tropical cyclone, whiclaigeneric term for a low pressure
system that generally forms in the tropics. Thdangis accompanied by
thunderstorms and, in the Northern Hemisphere,unterclockwise circulation of
winds near the earth's surfa¢g/hurricanes.noaa.gov/pdf/hurricanebook.pdf).

A hurricane is an intense, rotating oceanic weathgstem that possesses maximum
sustained winds exceeding 119 km/hr (74 mph).ribgcand intensifies over tropical
oceanic regions. Hurricanes are generally smallbiart storms in mid-latitudes,
typically about 500 km (311 miles) in diameterti#d¢ ocean’s surface, the air spirals
inward in a counterclockwise direction. This cydtoairculation becomes weaker with
height, eventually turning into clockwise (antioyat) outflow near the top of the
storm(://www.comet.ucar.edu/nsflab/web/hurricane/3ht

Source:://www.why-is-the-'skv-bIue.tv/what-is-hurricanemnt

Hurricanes emanate and build-up over oceanic regidmey usually entail sea-
surface temperatures of at least 26°C (80°F) as agetthe influence of the earth’s
rotation to initiate a spinning circulation (Coimleffect)” Error! Hyperlink reference
not valid.). There are four phases to the incidence of hamec The first phase usually
involves tropical disturbance evident in the raiouds such that moist air increases
and becomes cooler.
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The second phase is characterised by tropical sigipre with thunderstorms. Here,
there will be low pressure-winds with circular patts. The third phase consists of
tropical storm, which usually involves wind thaavels 38 mile per hour, occasioning
storm clouds and rough sea. At this stage, one ndoteseed to be told of the impeding
danger. The last phase welcomes the incidence rotaoe itself, featuring wind that

moves at 74 miles per hour and heavy rainfall. A¢ stage, hurricane will get to its

climax. It is important to note that hurricane igey different names in other places,
and these names may include tropical cyclone gritbigns (see table 1.1):

Table 1.1: Hurricane and Its other Namesin Different Parts of the World

Hurricanes North Atlantic Ocean, Caribbean Sea,
Northeast Pacific Ocean and the Gulf| of
Mexico

Typhoon: Northwest Pacific Ocei

Tropical cyclones Australia and the Indian Ocean

3.1.1Effects of Hurricane

I. Hurricanes have destructive effects, and thesectsffenay include storm
surges, inland flooding and tornadoes. Severakliaed property have been
lost resulting from inland flooding, even more thidne hurricane itself. The
storm corrodes beaches, destroys coastal highwayk exodes house
foundations;

il. Hurricanes create destructive surface winds andmnsturges. High winds
bring about huge structural and environmental damas the storms are
usually the most destructive component of a hung¢and

iii. A storm surge actually involves a rise in leveltbé sea along a coastline
necessitated by the combination of a hurricaneirfase winds and physical
geography of a coastline. The surface winds abbeestirface of the ocean
drive water towards the hurricane’s eye, mountingh@und of water. The
mound of water is provoked by the slope of the timesas the hurricane
comes close to land. In a situation whereby thesttioa is shallow, it will be
difficult for water to flow away from the mound atite mound grows. But, if
the coastline is deep, then water can easily “d&spand the mound may grow
slowly or disperse depending on the hurricane gtrén(Error! Hyperlink
reference not valid.). The destructive level of any hurricane depeiagigdly on
the attendant wind speed and storm surge (see Tdble

Table 1.2: The Saffir-Simpson Hurricane Intensity
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Category | wind Storm Surge [[Damage

Speed  mi/hr m ft

116154 7495 ||1-2 4-5
155-17€  96-11C ||2-3  6-8
17¢-21C  111-13C}|3-4 9-12
211-25C  131-15%|4-6  13-18
>250 >15>6  >18

(G200 | E~ N | [CORN (R | o

Adapted from//library.thinkquest.org/03oct/00795/hurricaneggghtml
3.1.2Predictability

Hurricane can be predicted as landfall forecastgsoflevelopment can be made to
accurately predict its occurrence. This predicttam be made few hours before it
eventually emerges but there is possibility tharéhmay be changes in the course of
this hazardous event, which can undermine the acguwf our forecasting.

3.1.3.Vulnerability

There are several factors responsible for any camtyis vulnerability to hurricane,
and these include:

I Location of the community: Those communities lodata the low lying
coastal areas are most susceptible to experiertbiagdirect of impact of
hurricane. Again, those communities that are onatiacent areas are also
vulnerable to this hazardous situation. They ofigperience heavy rains and
floods;

il. Lack of risk education;

iii. Absence of adequate and effective warning systems;

V. Lack of evacuation plans; and

V. Culture of poor erection of buildings or structurean also make any
community vulnerable to hazardous events includlimgicane. If the buildings
and other physical structures in a community thadeeiences hurricane are
constructed in a way non-resistant to hurricaneaggmnthere is the tendency
that building collapse will occur. These collapdrdldings and structures can

result in huge losses in human and material terms;

3.1.4Risk reduction and preparedness measures
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Vi.

Hazard mapping can be very useful in reducing tissds that hurricane may
attract in any community. This is because hazahddé are peculiar to any
community may be identified and actions such astenre of buildings with no
solid foundation can be avoided to reduce the danthgt may be occasioned
by hurricane or any other hazard,;

Upgrading of vegetation cover;

Land use control and flood management (see UNDMNDRO, 1992: 38);
Adequate evacuation plans and risk education;

Effective public warning systems; and

Creation of community awareness and education ararda and hazard

mitigation can also help to reduce the effect ofricene and any other
hazardous events on any community.

3.1.5.Impact assessment techniques

The impact assessment of hurricane can be condulctedgh the use of damage
assessment forms as well as aerial surveys

3.1.6.Individual safety measures

If you are in a new place, you should seek inforomagibout the location of
official shelters in time of hazardous incident$obe hand;

You should ensure that there are necessary emgrdatsc and protective
equipments available in your home and office, sat ih time of hazard or
hurricane threat, you will be able to respond nedfectively;

If your area is vulnerable to hurricane attack,ue@ghat your home has a very
solid foundation to withstand any pressure comiognfthe hurricane;

You must always trim down the various trees youehav your premises to
avoid a situation whereby trees will damage théding as a result of the effect
of hurricane;

You should also equip yourself with transistor attery radio, so that when
there is an incident of hurricane or any otherahrgou will be able to monitor
the event and get advice from experts featuringhenradio, speaking on the
hazardous situation. Following experts’ advice rbayuseful in mitigating the
effect of the hazard,;
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vi. If you are staying at home, ensure that you havicent food and drinking
water that can take you beyond the time that threidamne will last. It is also
important to keep listening to radio to monitor trezardous event; and

vii.  Always switch-off all electrical appliances notuse, or better-still switch-off
the electric circuit completely when the hurricdimally approaches;

viii. For safety, you can also lie on the floor or undesturdy object like table or
bed if possible till the hurricane lasts. But, isiaation whereby the hazardous
incident takes very long time, you can move to riote rooms Error!
Hyperlink reference not valid.); and

ix. Due to possible damage of the sewer facilities, yoe advised to avoid
drinking water directly from the tap to avoid chalend waterborne diseases.

X.  Always make sure that your radio or/and televisisnon, to monitor the
situation and get necessary advice on which stepake to help yourself and
others for recovery from the hazardous incident;

xi.  Endeavour to keep other relatives and friends méat about the conditions
you are, so that they will be aware of your safety;

xii.  You should avoid touching or stepping on fallenctie cables/wires, or any
metals in contact with electric cables to prevéetteocution; and

xiii. Do not use kerosene lanterns and candle until perexertifies that there are
no leakages in your gas to prevent fire-outbreak.

SELF ASSESSMENT EXERCISE
Discuss hurricane as a climatic security threat.
3.2 Analysing Flood asa Climatic Hazard/Threat

Flood is another climatic type of natural threaudually involves submerging of land
by overflowing water. The meaning of flood goes di®y having volume of water like

a river or lake that runs off its normal boundatigause flooding, but also involves a
situation whereby the overflow is engineered b.tilatural hazards like hurricane
and earthquake have tendency to provoke flood éndffiected community. Let us

quickly define flood. In doing so, we shall be colesing the definition of the term as

presented by various sources. Thus, flood can beritbed as:

...a general or temporary condition of partial ooraplete inundation of normally dry
land areas from overflow of inland or tidal wateos from the unusual and rapid
accumulation or runoff of surface waters from anurge(Error! Hyperlink reference
not valid.).
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...the rising of a body of water and its overflogvironto normally dry land
(://wordnetweb.princeton.edu/perl/webwn?s=flood).

There are several types of flood, and they include

Riverine floods: These can be divided into slowdkirand fast kinds. Slow
kinds usually involve water overflow generated hghhrainfall or huge fall of
snow melt, which goes beyond the capacity of argvehannel. The factors
responsible for this kind of riverine floods mayclimde heavy rainfall,
monsoons, hurricane and tropical depression, anuthgrs. Similarly, these
floods can also be caused by unexpected drainagfeuotion through dumping
of refuse in canals, landslide or even ice.

In Nigeria, the problem is basically as a resulincEssant dumping of debris in
the canal and putting-up a building structure ortewgassage, obstructing
water-flow and the situation results in floodingn @e other hand, fast kinds
are experienced as a result of "convective pretipit (intense thunderstorms)
or sudden release from an upstream impoundmentecreaehind a dam,
landslide, or glacier{(://en.wikipedia.org/wiki/Flood);

Estuarine Floods: They are normally caused as aicmu effect of sea tidal
surges necessitated by storm-force winds from e@gh&opical cyclone or an
extra-tropical cyclone;

Coastal floods: These are floods generated by seses storms or due to a
destructive hazard like hurricane or tsunami; and

Catastrophic floods: These kinds of floods areiated by accidental dam
breakage or earthquake or volcanic eruption, capalfl creating huge
destruction of lives and property.

3.1.1Effects of Floods

Destruction of infrastructure and other physicaldures: Floods are capable of
causing destruction. Effects of Floods particuldhg severe one can destroy
houses, sewer systems, bridges, schools, to meafen;

Casualties: The incidence of floods can resulhilbss of lives and livestock.
It is capable of creating epidemic in the affeatechmunities;

Shortage of water: As a result of contaminationwater, there may be (acute)
shortage of drinkable water;

Loss of Environmental sustainability: The incidenok floods can lead to

shortage of resources because of the effect tieit 8oods may have on the
development of the affected communities. In thecess of flooding, many
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farms might be destroyed, and experience of foamttape will be imminent
except there is intervention to supply food to #féected communities by
government or emergency agencies and donors; and
v. Outbreak of disease(s): The event of flood camegate an outbreak of diseases
in the affected community. For instance, therehis possibility that where
flood destroyed sewer system residents will expegewater-borne diseases
like cholera.
3.1.2Predictability
The incidence of flood is predictable but in thseaf storm surge or flash flood or
tsunami, very little time (a few minutes) is givdretween when they become
noticeable and their eventual occurrence. Notwathding, flood can be predicted with
the use of various applications or approaches, miniclude flood forecasting based on
seasonal patterns; flood plain mapping; capacigrainage etc.
3.1.3.Vulnerability
I. Areas located on floodplains;
il Lack of risk education;
iii.  Poor evacuation plans;

iv.  Lack of effective public warning systems; and

V. Decrease in absorptive capacity of land espediatlyugh

erosion; 3.1.Risk reduction and preparedness measur es

I Flood control and floodplain management;

il. Well regulated building codes and ethics;

ii.  Risk education and hazard mapping;

iv.  Adequate and effective evacuation plans; and

V. Provision of effective public warning and alerttgyss;
3.1.5.Impact assessment techniques

Damage surveys forms and aerial surveys.
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3.1.6.Individual safety measures

Vi.

Vii.

viii.

If you know that you are staying in flood-riddencédion especially those
locations that are very close to the sea or rivebig dam, it is germane to
discuss with members of your household on how thest can act in the event
of flood, so that they can be prepared ahead o fuxcurrence. This will

definitely afford them the opportunity to act appmately, timely and

effectively in reducing the losses that a flooddrdzmay bear;

Sometimes, the incident of flood appears withouticeo it is therefore
important to identify the safest route to escagerétvaging flood;

It is always advisable to have protective equipmainthome. For instance
someone who knows that he/she lives very close rigvea and considers the
likelihood of flooding that may be occasioned byediow from the river
especially in a situation of continued heavy rdinfavill know that it is
important to have protective equipment (like likecket, first-aid kits, etc) at
home;

The culture of dumping wastes into the canals shobé absolutely
discouraged, and the erring members of the commumitst be reported to the
law enforcement agents;

Always promote the habits of switching off youralécal appliances when not
in use. Whenever you are leaving home/office, ngake that you switch-off
all the gadgets and electrical appliances, or éwemoff the power source
(switch box);

Due to the overflow of water, there is tendencyt g@ne sewer systems will
be badly damaged, capable of causing widespreaaghs like cholera. It is
therefore important to always cover your food amié taking untreated
water;

You should always apply disinfectant solutions likeal to clean your
surroundings. The use of lime and bleaching poveder also be useful in the
cleaning;

Ensure that you and other people in your houselelar cover shoes to avoid
infection like rashes;

Avoid going about in flood water and be careful whieis mandatory for you
to go out. Make sure that you have a long stickiwdu to protect yourself
against snake bites. The reason is that if a plattelarge population of snakes
is flooded, the incidence of snake bites becomegiwaninent;
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X.  Avoid using any electrical appliance enmeshed itewantil technicians have
instructed that they can be powered and used;

xi.  Always stay glued to your radio to get updateshanincident of flood;
SELF ASSESSMENT EXERCISE
How do you analyse flood as a climatic hazard?
3.3 Analysing Drought as Climatic Hazard/Threat

Drought is actually a normal climatic situationidtexperienced almost in all parts of
the world. But, it can constitute a security thrié@s occurrence is so significant. This
is because it is supposed to be a temporary conditthich may last for sometime but
its presence should not be too long. Drought ajgptealbe another hazard that can lead
to disaster if its effects are not mitigated by pe®ple or the concerned communities.
It is no gainsaying that it can exacerbate conglibbhunger in any community due to
food shortage resulting from poor agricultural ggelMeanwhile, definition of drought
goes beyond agricultural condition, and it is ingtie at this juncture, to look at some
of the definitions of the term, drought.

A drought is an extended period of months or y&dren a region notes a deficiency
in its water supply. Generally, this occurs wheregion receives consistently below
average . It can have a substantial impact on tmal af the affected region
(://en.wikipedia.org/wiki/Drought).

Drought is an insidious hazard of nature. Unlike nmadisasters which are sudden,
droughts result when there is less than normal ipitation over an extended period of
time, usually a season or more. The decreased vigbert results in a water shortage

for some activity, group, or environmental sectorought can also occur when the
temperature is higher than normal for a sustainediqd of time; this causes more
water to be drawn off by evaporation. Other possithuses are delays in the start of
the rainy season or timing of rains in relationgoncipal crop growth stages (rain at

the “wrong” time). High winds and low relative hudiy can make matters much
worse(IFAS, 1998: 1).

Bearing in mind the foregoing definitions, you megree with me that the problem of
drought becomes evident especially when man's derfmarwater grows at geometric
progression and reduction in the volume of wateppBu is also experienced at
geometric progression. At this point, the incidemdedrought can lead to disaster
except adequate interventionist measures and mdiganitiatives are brought into
bear.

There is no doubt that the incidence of droughstexeverywhere, particularly where

there is high use of water. And this hazard hagttentials of undermining economic
and environmental security of any society. The [gnwbis very evident in Africa due
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to lack of adequate preparedness and mitigatiatesfies (irrigation, crop rotation and
environmental protection) to reduce the impact feé tisk that drought poses to
environmental sustainability and economic wellbeofgthe people. However, there
are various types of drought, which include théofeing:

Meteorological drought: This is a form of drougintated by a long absence of
normal precipitation. Here, the period is greetetth precipitation that is below
the average. This type of drought is the first dgiduthat can be experienced
before any other forms of drought emerge. Therefar@rovides a kind of
warning-signal to the affected communities of tim@eding risk;

Agricultural droughts: These are droughts that plopoor yields in farm
cultivations. They have adverse effect on crop petidn and can lead to food
insecurity in the affected community; and

Hydrological droughts: These droughts usually moemtironmental security

threat to people by reducing the level of watewater reserves like aquifers,
lakes and reservoirs, such that the water levdl lvél short of the statistical

average. In a situation like this, the possibibfyhaving (acute) water shortage
is very high.

3.1.1Effects of Droughts

Poor agricultural yields and crop production whaan lead to food insecurity.
Food insecurity is usually accompanied by starvaamd hunger, which can
also generate political tension, violence, andaase in crime rate among other
security risks;

Forced migration: Droughts can also propel a dinabf migration among the
people of any affected community to another placeaarch of arable land for
cultivation or greener pasture. In a situation vebgr the host community
cannot provide the visitors the needed opportuwite actualise their hopes,
may be due to prevailing socio-economic and palita@ircumstances in the host
community, there is tendency that the immigrantd Yok for alternative
means to survive, some of which can constituteeatgr security threat to the
hosts. A good example is the migration of severarég from Niger Republic
to many states in northern Nigeria especially Kdne to the endemic droughts
being experienced in their home country.

The rapid migration of these foreigners from nemlning countries has been
said to be a major cause of increasing incidenceelgfious violence in the

north especially Kano, Borno and Bauchi statesvds not surprising, in the
Akaluka religious riot in Kano, out of several rioters a&texl by security

operatives in Nigeria, only one was Nigerian whilthers were foreigners
notably from neighbouring Niger Republic (see Atb&099: 292). This
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situation shows the amount of threat that droughts pose to the security of
any nation;

lii. Famine: Droughts can also generate famine dueckodgwater for irrigation;

iv. Disease outbreak: Droughts can also provoke a twitusof Malnutrition,
dehydration and related diseases due to shortagater supply for agriculture
and consumption; and

v. War and Violence: Resulting from the problem of iemwmental resource
scarcity caused by droughts, there may be growtinggle among the people to
compete for the available lean resources, whicmatgo round. Therefore,
people will live under harsh conditions adornedhvihie attitude of survival of
the fittest, which creates violence and hostilitesgpecially where there is a
sharp ethnic division with patron-client ideolog®ther effects may include
increase in the incidence of snakebites as expereeim drought-ridden areas in
northern Nigeria and elsewhere (seé#news.bbc.co.uk/2/hi/asia-pacific
/6282075.stm) desertification and erosion, social unrest andicrlity, and
wildfires, to mention a few.

3.1.2Predictability
Drought can also be predicted. Though, it is nortnaéxperience some dryness in
weather as associated with all world weather systeBut, significant dryness in
weather can constitute a drought. However, we cadigt the occurrence of drought
through the analysis of rainfall and hydrology mmh@tion about any community to
determine if it is susceptible to experience futtreughts.
3.1.3.Vulnerability
Any community can be vulnerable to drought resglfiom the following factors:

I.  Their location in an arid area,;

ii.  The attitude of cultivating on marginal lands;

lii. Absence of agricultural inputs that can help torovwe farm yields;

Iv. Absence of seed reserves;

v. Lack of risk education and hazard mapping;

vi. Lack of early warning systems; and

vii. Absolute dependence on other weather systems fiar wesources.
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Threats3.1.4Risk reduction and prepar edness measur es

Drought and famine early warning systems;
Land use control;

Development of inter-institutional response plaee(§NDP & UNDRO, 1992:
40); and

Provision of risk education and promotion of comityiawareness of hazard
mitigation and drought management.

3.1.5.Impact assessment techniques

Rainfall and hydrological data monitoring, soci@eomic surveys, satellite imagery,
among other tools can be used to assess the impaciught on any community.

3.1.6.Individual safety measures

As a result of the difficulty in knowing when drdug begin and when it will

last, a number of drought indicators will be regdibefore we can finally make
a decision on the ways through which we can effetiimplement our water-

management plan;

After knowing the relevant indicators, water useas then develop necessary
contingency plans through which decisions can bdeman future economic

investments (Hrezet al 1986: 47). Some of these indicators may incluuae t
Palmer Index (a drought severity index), historidata on the present water
consumption and expected amount of water that neagdeded in the nearest
future especially where there is significant popatagrowth like sub-Saharan

Africa. We can also use as indicators stream flavweell as the level of

subsidence or salt-water intrusion;

In various homes and offices, the culture of watenagement should be
promoted. The use of toilets to urinate should\a®ded. We should encourage
the use of urinals instead of toilets, which wiledl to be flushed from time to
time, leading to waste of water;

For optimal agricultural production, it is advisalib adopt crop rotation, which

can assist in minimising the problem of erosion andble farmers to cultivate

other crops that demand less water during dries@eathat may be occasioned
by the drought;

Adopting cloud seeding can also be beneficial i@ thitigation of drought.
Cloud seeding can be described as a method of areatbdification. It is
usually an “attempt to change the amount or typere€ipitation that falls from
clouds, by dispersing substances into the airgbiate as cloud
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condensation or ice nuclei, which alter the micymatal processes within the
cloud” (://len.wikipedia.org/wiki/Droughtfsee figure 1.1). The rationale behind
this method is to enhance precipitation (rain asven Also, the hail and fog
suppression often practiced in airports can alsosedul.

Figure 1.1. Cloud Seeding

Cloud seeding can be done by ground generatong iahe
Sour ce: ://upload.wikimedia.org/wikipedia/commons/thumid@/Cloud__ Seeding
.svg/500px-Cloud_Seeding.svg.png.

SELF ASSESSMENT EXERCISE
How do you describe drought as a climatic secuiitgat?
4.0 CONCLUSION

There is no doubt that if no adequate efforts aaelarto mitigate or reduce the impact
of climatic hazards, there is the possibility thlaey will result in disasters. It is,
therefore, important for stakeholders to adopttsgies through which they can
improve their capacity to respond to these hazardatuations timely and effectively.
A fact that comes out of this intellectual standpos that disaster does not usually
occur where vulnerability is low or absent.

Take for instance, in Nigeria, the problem of floaduld have been minimised if
government has put in place measures and adoptygadtions that mitigate risk
emanating from environmental degradation and dsfatien, which form part of the
causes of flood. The culture of deforestation lmainued to be evident especially from
the felling of trees as firewood for cooking. Th®lgem is that households especially
those in rural settings cannot afford the exorbitast of kerosene and cooking gas to
do their cooking. Therefore, many have resultetheuse of firewood, a situation that
can be a driving force for the incidence of floaglithe problem of
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climate change is becoming phenomenal consideritsg adverse impact on
environmental sustainability of every nation esplithe developing countries.

5.0 SUMMARY

In this unit, we focussed on climatic types of s@guhreat. We began our main task
by looking at the meaning of hurricane as one ef ¢hmatic hazards or threat and
analysed how it constitutes a security threat tp @mmunity. Thereafter, we drew
our analytical searchlight on the second type ahalic security threat or hazard,
flood, and we explained how it poses a huge riskammunities or people. The last
type of climatic hazard we discussed in this un@gswdrought. In our analysis of
drought as a climatic hazard, we explained its nmgaand other issues including its
effects and predictability, among others. | havedoabt that you have found this unit
thought-provoking.

6.0 TUTOR-MARKED ASSIGNMENT

i.  Define three types of climatic hazard or threat an
ii. Enumerate any four factors that can make any cornynuninerable to flood.
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1.0. INTRODUCTION

In the last three units, our focus had been cerdredeological and climatic types of
security threat. Those two sets of security thiyga¢s have been largely natural but we
cannot rule out the possibility of man-made aa@gitand actions as contributing to
their occurrence. Unlike, geological and climaticetats or hazards, environmental
threats have manmade cause even more than natoeefaCt is that unfriendly
handling of environmental resources by man has bezmajor factor responsible for
the occurrence of various types of environmentalisty threats.

However, in this unit, we shall focus on environta¢threats but due to limited space
and time that we have in this unit, we shall studyo of the four types of
environmental threat that we have considered s ¢burse for analytical inquiry. The
two environmental threats that we shall beam owrcdgight on in this unit are
desertification and deforestation. Before we go itie nitty-gritty of this study, let us
quickly browse through the various tasks that wadlde undertaking in this unit. The
tasks are stated in the next segment of this Qojectives).
2.0 OBJECTIVES
At the end of this unit, you should be able to:

¢ Identify desertification and deforestation as fowhenvironmental threats;

e Define desertification and analyse how it consti$ud security threat; and

e Describe and examine deforestation as an envirotanimeat.

30 MAINBODY

3.1 Desertification asan Environmental Security Threat
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Desertification is one of the major environmentaletits. The contradictions it has
mounted have posed very adverse effects on mahisfiger environment. It is usually
occasioned or caused by the absence or drastictiedin the volume of rainfall such
that rainfall dwindles below normal recorded levdty long period of time.
Desertification is a major contributor of drouglgpable of causing poor yield to
agricultural production especially farming. It iDmwisome that “seventy percent of the
world's drylands (excluding hyper-arid deserts),some 3,600 million hectares, are
degraded”(://www.gdrc.org/uem/Trialogue/whatis-desert.htril the situation is not
addressed, there is the possibility that more mewopll be in hunger and starvation.
However, what is desertification? Desertificati@nde described as:

...the process by which productive or habitabledl&@comes gradually more arid and
less capable of sustaining vegetation, eventuatyimg into desert. It is often a cause
of long-term disasters(_ ://www.ifrc.org/what/disasters/about/types/climlagical

/drought.asp).

..the progressive destruction or degradation osemng vegetative cover to form desert.
This can occur due to overgrazing, deforestatiompught, and the burning of
extensive areas. Once formed, deserts can onlyosuggsparse range of vegetation...
(.climatechange.ca.gov/glossary/letter_d.html).

...the degradation of drylands. It involves the slosf biological or economic
productivity and complexity in croplands, pasturasgd woodlands. It is due mainly to
climate variability and unsustainable human actest The most commonly cited forms
of unsustainable land use are overcultivation, gvaring, deforestation, and poor
irrigation practices(://www.gdrc.org/uem/Trialogue/whatis-desert.html).

...the degradation of land in arid and dry sub-hdrnareas, resulting primarily from
man-made activities and influenced by climatic &aons. It is principally caused by
overgrazing, overdrafting of groundwater and divers of water from rivers for
human consumption and industrial use, all of theseesses fundamentally driven by
overpopulation(://en.wikipedia.org/wiki/Desertification).

...the gradual transformation of habitable land dntlesert; is usually caused by
climate change or by destructive use of the IgBdror! Hyperlink reference not
valid.).

3.1.1Effects of Desertification

I.  Reducing the Capacity to produce Food: The et of desertification poses
enormous challenges to any affected communitiesotglly as it largely
undermines the capacity of such communities to thethselves, as they will to
a large extent rely on other communities to meet fdeding needs of their
population. Undoubtedly, this environmental segutitreat has become a major
issue among the world population in recent time ngwio the continued
significant variability in the global climate. This a result of the relationship
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between dryland degradation and climate change/oginog desertification on
one hand and the link between desertification anadtit fall in the ability of
any affected community to produce food culminatimg starvation and
nutritional inadequacy on the other hand.

The problem of desertification has been affectingeqa number of African

countries including Niger and Chad. The ravagingidgar and starvation

produced by the incidence of desertification in iédr has continued to
undermine its security, as the continent has bestirwmally confronted with

civil strife, ethno-religious violence, violent ores especially armed robbery
among other threats. More unfortunately, absencgoaid governance and
creative leadership has further reinforced the &mmgonmounted by

desertification in several parts of the contindiitere is growing involvement
of foreigners especially from neighbouring courdrlike Chad and Niger in

armed robbery and many other violent crimes inheort Nigeria, which has

resulted in huge losses in human and material terms

Famine: Desertification often instigates problem fafmine in the affected
communities. This situation creates poverty amdwmgrbass public. There will
be poor yields in food production such that foostrabution will be hampered,
and it is only those that can afford the exorbitantes of the available food
commodities that can have access to them (food).

Consequently, majority of the people will have tak@& hunger and starvation
their second nature because of high cost of pumf@a®od, and many of
whom may already be economically disarticulatediltesy from some socio-
economic factors (like unemployment, poor wagesjus&sism etc), as they
will always be on the brink of explosion.

As you may agree with me, a hungry man will alwayhibit attitudes of
aggression. In a situation like this, one shoultdbeosurprised that the affected
communities will have to cope with growing ratevadlent crimes, social vices
including prostitution, civil unrest, war or insemgcy. In communities where
acute food shortage exists, the security pracgtiemor law enforcement agents
face a great challenge in maintaining law and obde&ause the attendant crime
rate may overwhelm their capacity to guarantee régcof lives and property
within their respective jurisdictions;

Forced migration: Desertification can threaten tlwves of people due to
extremely harsh conditions like the hunger it ®isin them. Many of the
affected people forcefully migrate to other placesearch of greener pasture or
where there is absence of food shortage (or masgehwand starvation). For
instance, there has been an exodus of Taureg fes@rtfication-ridden Niger
Republic, migrating to many Nigerian cities likeriain search of better socio-
economic wellbeing while many of them who are faismieave been forced to
migrate seeking for fertile land where they carthar farming or cultivation.
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But, the continued problem of desert encroachmeimtgoexperienced in many
parts of northern Nigeria has heightened the fatistn of many of these
migrant Taureg farmers. The hopes of a great nurabdrem were dashed as
they have found it difficult to secure land for towsition, and for the lucky ones
among them who have gained access to land forvatitin, drastic reduction

in the volume of rainfall has greatly underminece tharm yields. The

excruciating plague of unemployment in Nigeria halso deepened the
frustration of the migrant Tuareg as many of theamenhresolved to engage in
criminal activities like armed robbery and religsouolence;

Economic underdevelopment: Inability of any natitm feed its people
sufficiently resulting from desertification or arother factors can lead to its
(over)reliance on other countries for food, whicill have a negative impact on
its economy. The reason is that such affected matitl most likely resort to

importing food and may be spending a large peroénts earnings on the
importation of food, which it may even subsidise arder to make food
affordable to the people. According to a sourcee #mount of financial

resources depleted by desertification is mammothtlams globally:

...It is estimated that the annual income foregamehe areas immediately
affected by desertification amounts to approximatéE$ 42 billion each year.
The indirect economic and social costs sufferedsidatthe affected areas,
including the influx of "environmental refugees"dalosses to national food
production, may be much greatér://www.gdrc.org/uem/ Trialogue/whatis-

desert.htmland

Environmental scarcity: Dryland degradation canaattenvironmental scarcity
whereby the affected community experiences drastuction in harvest.
Farming activities will record very little or no elds as a result of
desertification leading to environmental scarcithie environmental scarcity is
also capable of creating tension and engenderioenti crime as may be
reinforced by poor food distribution and injustice the sharing of state
resources like land allocation.

3.1.2Predictability

Desertification as an environmental security thieat be predicted. In carrying out
surveillance of drylands to determine the amoundesertification that occurs in any
particular community, we can use remote sensingoarmerial surveys.

3.1.3.Vulnerability

There are several factors that are responsibleuimerability of any community to the
incidence of desertification, and these include:
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i. Experience of low rainfall and high temperatures;
ii. Uncontrolled and heavy land use;
iii. Absence of effective irrigation management;

iv. Application of inappropriate agricultural technoikeg and mundane cultural
farming techniques; and

v. Mass poverty and overpopulation;

3.1.4Risk reduction and prepar edness measur es

i. Establishment of policies and laws that can prongstainable agricultural
development, which can reduce the problem of déisation;

ii. Creating awareness and education to the peopleh@nways that they can
mitigate the problem of desertification;

iii. Promotion of hazard mapping and risk education ame people to enable
them identify those actions or activities that moplesertification and
appreciate the level of threat posed by desertifinato them individually
and collectively. This will definitely make them tobe more prepared
towards reducing the losses that such hazardauwsisi can bring on them
and their community at large;

iv. Developing strategies to improve soil quality esgécthrough effective land
control; and

v. Stepping-up of desertification monitoring and coctchg on regular basis the
available monitoring systems and mitigation apphescare also essential
to reducing vulnerability.

3.1.5.Impact assessment techniques
Aerial and remote sensing surveys are very gernmnmeasuring the rate and scope of

desertification. Again, we can also use socio-enoacsurveys to determine the needs

of people in agricultural planning and sustainagdcultural development (see UNDP
& UNDRO, 1992: 43).

3.1.6.Individual safety measures

i. Ensure you absolutely discourage any water wasta
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ii. Cutting down of trees should be drastically reduced

iii. There should be effective irrigation measures tdigaiie the effect of
desertification;

iv. There should be conservation of soil, and we shautald using any land too
much for cultivation; and

v. It is helpful to get awareness and education onr@gpmte agricultural
technologies and activities that reduce the effédesertification.

SELF ASSESSMENT EXERCISE
How will you describe desertification as a formemivironmental threat?
3.2 Analysing Deforestation as an Environmental Threat

Deforestation is another type of environmental dhrdt usually involves felling or
burning of trees by human beings for different psgs that may include using trees
as firewood for cooking, converting the forest irggricultural site or residential
location. The reckless felling of trees poses agsecurity risk to any community. It
has a very serious impact on the habitat, biodiselend even aridity. Generally,
deforestation adversely affects the biosequestratioatmospheric carbon dioxide,
posing a huge threat to man and his/her environmf&nthis point, let us browse
through some of the available definitions of desta¢ion. Thus, deforestation can be
described as:

...those practices or processes that result in ¢thange of forested lands to non-
forest uses. This is often cited as one of the ntgoses of the enhanced greenhouse
effect for two reasons: 1) the burning or decomposiof the wood releases carbon
dioxide; and 2) trees that once remove@iclimatechange.ca.gov/glossary
[letter d.html)

...destruction of forests to make land for agriotdt Cutting down trees, which
provide oxygen and absorb carbon dioxide, is seea eause of increased greenhouse
effect. Deforestation also entails the destructadnanimal habitats(. learn-english-
today.com/environment/env-vocabulary.html).

...the clearance of naturally occurring forests the processes of logging and/or
burning of trees in a forested area. There are sdveeasons deforestation occurs:
trees or derived charcoal can be sold as a commoaitd used by humans, while
cleared land is used as pasture, plantations of modities and human settlement
(://len.wikipedia.org/wiki/Deforestation).

Evidently, deforestation often attracts soil erasicausing ecological quandary in the
midst of unfavourable socio-economic conditionlgally, the incidence of
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deforestation has been on the increase as it lasdstimated that almost half of the
world's mature tropical forests has been defileduph reckless removal of trees (see
Nielsen, 2006). In Nigeria, the problem of defoatish has been endemic as several
parts of the nation continue to battle with harstolegical conditions that
deforestation has mounted. For instance in Karegtbwing depletion of forests has
been worrisome. According to Eckhobhal (1984):

over the last 25 years, commercial wood demande hed to severe deforestation
and the collapse of a sustainable agricultural syst.. now farmland within a 40 km
radius of the city (of Kano) has been largely sigd of treegEckholmet al, 1984:
28) .

It is more worrisome that despite the adverse tffe¢ deforestation, people have
continued to remove trees with little or no concabout replacing them with new

ones. The culture of using trees as firewood fakowy has contributed largely to the

depletion of forests in Nigeria especially as Kerus is almost out of reach of the
downtrodden. Considering the consequences of dsédien, one will not but agree

that deforestation pose a huge security threatan. We shall explain these adverse
effects in the next part of the segment.

3.2.1Effects of Defor estation

I.  Adverse Atmospheric Conditions: It is popularly egted that deforestation
contributes significantly to climate change asai$ hemained one of the leading
contributing factors of the enhanced greenhousecefilropical deforestation
is believed to account for almost 20% of globalegiguse gas emissions
(:/lIwww.fondationchirac.eu/en/deforestatio®mong anthropogenic activities
that aid the emission of carbon dioxide into thenagphere, deforestation
accounts for almost one-third (://www.ipcc.ch/pdf/fassessm  ent-
report/ar4/wgl/ar4-wgl-chapter?7.pdf).

Usually, trees and other plants through the prooéghotosynthesis assist the
atmosphere to remove carbon dioxide that destiwysitmosphere by returning
oxygen into the atmosphere during normal respinatfrror! Hyperlink
reference not valid.). But by burning down the forest or trees, we taa@ping
the atmosphere with Carbon dioxide, which damagesatmosphere. Again,
by removing trees, we reduce the amount of oxygedyced by the trees to
the atmosphere, and this oxygen helps to maintangood quality and
biosphere stability;

ii. Poor hydrological conditions: Water is very vitalthe wellbeing of any people
or community, and so forestation is important tdev&ycle. There is no doubt
that deforestation also contributes in no smallsneato distortion in the water
cycle. Trees through their roots help in extracingundwater, which it releases
to the atmosphere for the atmosphere to maintaibidsphere stability. Thus,
reckless removal of trees rapidly reduces the ataiun
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groundwater emitted into the atmosphere by treed,the consequence of this
action (deforestation) is invocation of much deémate;

Loss of Soil Cohesion or erosion: Another adver8ece that deforestation
poses to any community or people is loss of soihe Treason is that
deforestation contributes in no small measure tesosion as it increases the
quantity of runoff and cuts down the protectiontttiae litter gives to soil. It is
worrisome the rate at which soil loss is engineeesdilting from deforestation,
and it is believed that “approximately 2 metricgqrer square kilometre” of soil
are lost due to rapid decimation of forest or destation
(:/len.wikipedia.org/wiki /Deforestation)Trees through their roots help to
encourage soil cohesion especially when the spkars to be shallow, the trees
“act to keep the soil in place by also binding withderlying bedrock” (ibid).
Deforestation can therefore lead to the loss dfcaiesion and where we have
shallow soil, the risk of landslides becomes maorminent;

Ecological Hazard: Deforestation is also known ® dne of the leading
contributors of decline in biodiversity (://www.actionbioscience.org/
environment/nilsson.html) Forestation helps to sustain biodiversity, as it
provides habitat for wildlife. Since tropical raamésts accommodate almost
80% of the world's biodiversity, decimation of tseean propel a rapid
reduction of biodiversity with attendant consequenof environmental
degradation.

Again, apart from the animals that are harboureth@nforests some of which
may go into extinction resulting from deforestatigloss of habitat) and
hunting, the medicinal conservation being engingdrg forests will become
diminished such that some plant species may bedagpé This situation can
also have a very negative effect on the wellbeifgn@an and his/her
environment; and

Economic Underdevelopment: Massive removal of t@edepletion of forests
can drastically reduce the living standards of camities as it has been argued
that if care is not taken deforestation will propeteduction of global GDP by
almost 7% by year 2050 (s€éen.wikipedia.org/wiki/Defore station).

3.2.2Predictability

Hazard mapping and global attention has increasegdawiew to mitigate the problem
of deforestation. Thus, deforestation is predigal@nd due to growing awareness
concerning the threat posed to global populationiéfprestation, more information is
emerging about those activities that promote theblem of deforestation. The
information has made it easy to identify the ratd acope of deforestation that takes
place in any community.

3.2.3.Vulnerability
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i. Population explosion: A rapid growth in the popigdatof any community is
one of the factors contributing to the vulnerapibif such community to the
problem of deforestation. One of the reasons isttiexe will be an increase
in the demand for wood for different purposes idaig furniture;

ii. Rapid urbanisation: A situation whereby a communmgtyrapidly urbanising,
there is tendency that there will be growing depieof forests especially by
converting many of the forests to residential qeraras being experienced in
many of the cities in Nigeria including Kano andjbas;

iii. Mass poverty: Where there is endemic poverty antbedarger segment of the
society, there is tendency that such a societyb@tlome more vulnerable to
deforestation. Many of the people who cannot afketsene and cooking
gas for their cooking often resort to using tree$fir@wood,;

iv. Unregulated removal of trees: Any community can opee much more
vulnerable if people recklessly cut-down trees withany attempt to replace
the lost trees through re-plantation of trees farestation; and

v. Economic dependence on wood: In communities whesaymely solely on
wood for income, deforestation is widely carried-omith very severe
consequences on the economy of those communities. ifStance,
exportation of timber by many West African courdrigas really hampered
the capacity of many of these countries to meeir tloeal demand for
timber with attendant adverse impact on their funei industry. Thus, many
of them have ended up importing furniture abroadaddress shortage in
furniture production on the home-front. This sitaatwill therefore have
more negative impact on their national economies.

3.2.4Risk reduction and prepar edness measur es

i. Conservation of forests can be encouraged to redbee incidence of
deforestation;

ii. Necessary legislations or laws should be formula@idd adequately
implemented to discourage those actions and desvihat promote rapid
removal of trees or deforestation;

iii. Provision of social amenities in rural areas caso aleduce the influx of
migrants to urban centres. By doing so, there balldrastic reduction in
accommodation requests in the cities which cangiropnversion of forests
into residential sites for the yearning urban restd;
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iv. Hazard mapping is also vital in mitigating the devb of deforestation.
Through hazard mapping, we may be able to idettigyrate at which in all
locations or areas trees are being decimated onptr mitigation response;

v. As you may know, population explosion is one of theses of deforestation, it
is therefore important to educate the masses oreteeance of birth control
in preserving their environment and reducing thebfam of deforestation;
and

vi. The government should also make kerosene and apgkis available and very
affordable to people such that the use of firewfmwdcooking will become
less attractive to them especially the downtrodden.

3.2.5.Impact assessment techniques

We can map the rate and scope of deforestationsing waerial or remote sensing or
ground surveys.

3.2.6.Individual safety measures
i. We should cultivate the habit of planting treesegular basis;

ii. The cutting down of trees for firewood to do ouokmg should be avoided.
Instead, we should use either kerosene or cookesy hough, many
people may argue that they cannot afford kerosersaoking gas but the
one fact that we cannot do away with is that thexseguences of
deforestation are very severe, and the poor usagpear to be the most
vulnerable.

For instance, where flooding is experienced rasgltrom deforestation,

and in worst-case scenario whereby massive stalcimd physical damage
is recorded like the collapse of buildings, it e tpoor that suffer more
because they may not afford any alternative accosatnan if their houses

are badly damaged. It is against this backgrouatiite should also educate
the downtrodden to take the issue of reforestamnomne seriously and avoid
actions that promote the problem of deforestation;

iii. There should be use of bricks instead of wood endbnstruction of buildings
or shelter;

iv. We should educate our household on the need ta aeakless removal of
trees; and

v. We should avoid engaging in bush-burning, whichriafszam contributing to
deforestation can also entrap the atmosphere aithoa dioxide (C@) that

121



CSS 244 Types and Analysis of Security Threats

propels climate change, capable of causing soner btdwards like drought
and desertification.

SELF ASSESSMENT EXERCISE
Discuss deforestation as an environmental threat.
4.0 CONCLUSION

Considering some facts that have emerged aboutmwalysis of desertification and
deforestation, you may agree with me that thesar@mwental threats are highly
preventable, provided that every people and comiywan pay greater attention to
conservation of environmental resources as welp@awviding effective mitigation
strategies to rapidly reduce any losses that oeouer of these threats can pose them. It
is worthy to note that these environmental thréwtge the capability of leading to
another set of threat types. For instance, defatiestcan generate drought (a climatic
threat), capable of shortening or reducing the ciapaf any community to feed itself
especially as a result of drastic reduction invtbleime of rainfall or levels of water. It
is therefore important for all stakeholders to tekeironmental issues more seriously
especially through development of viable framewotkrough which these
environmental threats can be mitigated.

5.0 SUMMARY

In this unit, we have been able to discuss two renwental threats (desertification
and deforestation). We began by explaining the megamf desertification and
subjected it to analytical scrutiny in exploringwhd constitutes a threat to any people
or community if it occurs. We also focused on otredevant issues that bother on its
predictability, what factors are responsible forlmemability of community etc.
Thereafter, we analysed deforestation as anothen fof environmental threat by
defining it, explaining its predictability amonghet issues relevant to the subject.

6.0 TUTOR-MARKED ASSIGNMENT

I. Define deforestation and desertification; and
ii. Briefly discuss any three mitigation measures the# these two

environmental threats.
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1.0. INTRODUCTION

In the last unit, our focus was centred on two ®rmh environmental security threat
including desertification and deforestation buthis unit we shall conclude our tasks
on the types of environmental threat by examinheglast two types of environmental
threat. These include environmental pollution ane@stp infestation. These
environmental threats like the other two alreadscdssed in the last unit, can also
pose enormous challenge and a huge threat to peogiemmunities. Environmental
pollution apart from mounting a huge threat oroitm to any people can also generate
some other hazards like drought, climate changefland that may also pose greater
security risk to the survival of communities or pko

On the other hand, apart from the threat posedelsy ipfestation to crops and human
beings, it can also undermine the economic survofapeople, and is capable of

mounting on any affected people environmental s$tyatbat can exacerbate existing

socio-economic tension. At this point, let us takglimpse at the various tasks that we
will accomplish in this unit. These tasks are entatezl in the following segment of

this unit.

2.0 OBJECTIVES

At the end of this unit, you should be able to:

e Explain the meaning of environmental pollution, aadalyse how it can
constitute a threat to people or communities; and

e Describe pest infestation as an environmental foirsecurity threat.

30 MAINBODY

3.1 Analysing Environmental Pollution as a Security Threat
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Environmental pollution is usually experienced wh#rmse contaminations or

anthropogenic blotting of the environment cannot swficiently processed and

neutralised by the environment "without any struafwr functional damage to its

system" (://www.tropical-rainforest-animals.com/EnvironntaiRPollution.html). It is

no surprise that environmental pollution is oftegarded by many people as silent
killer. People always engage in activities thatlygel the environment such as a
emission of gases into the atmosphere, trappingtime@sphere with carbon dioxide
that usually attracts significant variability iriroate.

Sometimes, people pollute their environment igntlyaespecially through some
cultural practices. For instance, in some commesitburning down of forests for
cultivation has become a normal practice withoutstdering the amount of damage it
can pose their environment. Apart from increasimg problem of climate change, it
can also lead to some other hazards like flooddradght among others. However, at
this point, it is important to explore some of tbemmon definitions of the term,
environmental pollution. As you may be aware, thst lof definitions of
environmental pollution is long, but we can define

...the introduction of contaminants into an envimnt that causes instability,
disorder, harm or discomfort to the ecosystef/en.wikipedia.org/wiki/
Environmental pollution).

...contamination of air, water and land from mandeawaste. Pollution leads to
depletion of the ozone layer, global warming arichate change. Air pollution is the
release of chemicals and particles into the atmesphWater pollution includes
surface runoff, leakage into groundwater, liquidillsp wastewater discharge and
littering. If toxins are spilled on the ground dran underground storage tank leaks,
soil can become contaminated. Well known contansnamclude herbicides and
pesticides. Toxic waste is waste material, ofteshamical form, which pollutes the
natural environment and contaminates groundwdgetor! Hyperlink reference not
valid.).

...the contamination of the physical and biologicalomponents of the
earth/atmosphere system to such an extent thatalaenvironmental processes are
adversely affecteKemp, 1998: 129).

...the addition of any substance or form of endryy., heat, sound, radioactivity) to
the environment at a rate faster than the envirommean accommodate it by
dispersion, breakdown, recycling, or storage in eomharmless form
(:/Nlibrary.eb.co.uk/eb/article-9109632).

...any use of natural resources at a rate higha@ntinature's capacity to restore itself
can result in pollution of air, water, and larf8antos, 1990: 44).

Considering the above definitions, there are varimums of environmental pollution,
and they can be basically classified as air paliytivater pollution and soil
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contamination. There is no doubt that the consempgf environmental pollution
can be so severe not only man but also to the geeeposystem. Meanwhile, the
adverse effects of pollution are many but in tm#,uve shall explain some of them.
This task shall be undertaken in the next parhisf segment of the unit.

3.1.1Effects of Environmental Pollution

Health risk: Environmental pollution can pose aagjreecurity risk to public
health. This is because it has the capacity to ecawsluction in lung
functioning, increase in cases of asthma attadspiratory disorder especially
in the form of coughing and wheezing, growing raftelisruption of endocrine,
reproductive and immune systems. It can also dmut&ito a drastic increase in
some other health problems like cancer; cardioMasalisorder; irritation of
eyes, nose, mouth and throat; as well as premdaath.

For instance, through pollution of water, peoplen gt cholera, typhoid,
hookworm etc. It is therefore very important foreoto treat his/her water
before drinking. Even, if one wants to use waterdfath, it is germane to treat
it with the use of disinfectants. The truth is thany people often get infected
with rashes, ear ache, hepatitis, gastroentediegarhea etc when they bathe
themselves with some contaminated watéf/www.tropical-rainforest-
animals.com/Environ mental-Pollution.html)n situations where there is
contamination of water through some chemicals Ikgdrocarbon and
pesticide, there is the possibility that a numbigpenple will be inflicted with
cancer, liver and kidney damage etc;

Destruction of crops and aquatic systems: Envirartatieoollution can cause
contamination of air and atmosphere, which can lresu destruction of
agricultural crops and forests. It can also leadh® destruction of aquatic
systems. For instance, through the emission ofnip@ese gases, we trap the
atmosphere with carbon dioxide (©QOwhich can provoke a rapid variability
in climate (climate change). Climate change cant®own mount a situation
whereby there will be drastic reduction in the wo&uof rainfall, which can
also lead to increasing reduction in the level atev in the river or sea;

Spread of pathogens and toxins: The pollution ofewaan reduce water
quality with attendant risk to the health of theopke and sealife. There is no
doubt that the problem of growing environmentallygan in the Niger Delta

region of Nigeria has really affected sealife instlrea. The effluents and
pollutants generated by oil exploration and sonmemindustrial activities have
damaged the aquatic systems in this area sucHishatg has become a non-
vibrant venture;

Environmental scarcity: Pollution can lead to acshiertage of food, livestock

and water resources including fishes. For instatiee,contamination of farm
lands can propel loss of farm yields or destructibarops, which can
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undermine the capacity of any community in the potin of food. Pollution
can also produce acid rain, which can kill treed damage the leaves of plants
as well as drastically reducing the quality of slming its potentials to produce
nutrients to plants; and

Global warming: Environmental pollution has an adee effect on the
atmosphere. It can attract a rapid rise in the w&¥atpre in the affected
community. It can also contribute to sea rise ditdate change (see UNDP &
UNDRO, 1992: 41).

3.1.2Predictability

Environmental pollution is a subject of per camitansumption. Through development
of any country or community, we can predict thecspsibility of such country or
community to the incidence of environmental pobuti

3.1.3.Vulnerability

Rapidly growing rate of industrialisation is onetbé factors that determine the
vulnerability of any community to the problem ofveoenmental pollution.
High industrialisation is capable of subjecting #e/ironment to all forms of
pollution. The effluence and the huge amount of gasssions produced by
several industrial activities often damage ecosysédd undermine the public
health of people or community especially when thene no adequate laws to
regulate how these industries dispose and managenhstes;

Absence of pollution control regulations can makg @dommunity vulnerable to
pollution because people or industries engage soals of actions that promote
environmental pollution with impunity. If there al@vs guiding people on how
they dispose their wastes, the anthropogenic #esvcan be minimised if not
curbed totally;

Lack of mitigation plans and risk education caroalemplicate the problem of
pollution in any community. The reason is that mosbple or industries will

not know the amount of risk that various pollutiorten pose to the general
wellbeing of their environment if there is absemderisk education. Also, if

there are no adequate mitigation plans, peoplensillbe able to identify those
action that they can undertake to reduce the edfiepoliution on their lives and

environment; and

Another factor that can make any community vulnkrato pollution is
widespread poverty or unequal distribution of ste#sources. Due to the
inability of many people in most developing couedrito afford modern farm
mechanisation, many farmers still engage in oldivation practices like bush
burning as they increase the amount of carbon de#at is emitted into the
atmosphere. In sub-Saharan Africa, there stillteseseral homes without
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toilets whereby people urinate and excrete thetlybwastes into the rivers,
from where people will still go and fetch water fdomestic use with very
severe consequences to public health.

3.1.4Risk reduction and prepar edness measur es

Vi.

Vil.

Establishment of laws to control all forms of paiun;

Risk education and mitigation plans;

Drastic reduction in the use of pesticide;

Hazard mapping is also essential to mitigate thablpm of environmental
pollution especially by identifying the level ancope of pollutions in each part

of the community;

There should be effective control of the use ofoser and disposal of
refrigerators (see UNDP & UNDRO, 1992: 41);

Invocation of initiatives that promote reforestatiand drastic reduction in the
incidence of deforestation; and

The production and use of chlorofluorocarbons (QFI®uld be discouraged
because of its potential in generating depletiothefozone layers.

3.1.5.Impact assessment techniques

According to UNDP & UNDRO (1992: 41), the technigudrough which we can
assess the impact of environmental pollution in @ma or community may include:

Aerial, remote sensing and ground surveys;

Application of air, water and soil testing to detéme the level and scope of
pollution in the affected area;

Comparative study of climatic data; and

Socio-economic surveys can also be useful to deterthe level of economic
vulnerability of the people, how much do poor seetmnomic conditions
exacerbate the problem of environmental pollutenmgy how much impact does
environmental pollution have on the socio-econonuondition of the
community at large.

3.1.6.Individual safety measures

Avoid dropping wastes into the canal,
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ii. Educate your household on the need to avoid engagiractivities that can
promote emission of greenhouse gases into the ptmos especially bush
burning or burning of refuse;

iii. Report any individual or organisation engaging gstdoying the sealife by
disposing effluents and pollutants into the seaver or stream;

iv. Avoid defecating in public places and ensure tbdets are available in your
houses. It is also important to report any housthouit toilet(s) to sanitary
authorities for appropriate punishment; and

v. Reckless removal of trees from forests should Beadiraged in strong terms
etc.

SELF ASSESSMENT EXERCISE

Analyse environmental pollution as a security threa

3.2  Analysing Pest Infestation as a Security Threat

Pest infestation can pose a huge security risknfocammunity owing to the rate at
which it can potentially undermine the capacitytlté community to produce food. A
source has argued that due to pest infestation:

It is estimated that 35% of world crop productienast in spite of pesticide and other
control programs. The primary pests are insectsedse and weeds. Losses due to

birds and wild animals are low compared to thegg/nidm.gov.in/Pest
Infestation.asp).

Considering the foregoing, infestation is basicalfused by such pests like insects
while some animals can also pose a great dangarcmmmunity. On farmlands, we
may also have human pests who usually keep a wlasgh on farmers with criminal
intent, to cart away the harvests and deprive dénedrs the opportunity to enjoy the
fruits of their labour.

Generally, insects and animals as pests pose a thugat to a community, as we
cannot also rule-out the potentials of ants andvigarto cause people severe damage
with very adverse impact on their public health amaterial resources. Conceptually,
for the sake of clarity, we shall attempt the défm of the term by separating the two
words (pest and infestation) that it consists.tFi& shall be considering the meaning
of pest. Thus, pest can be defined as:

...as any living organism or plant causing harmdamage to people, their animals,
crops or possessions. The important pests are tlvdsieh lead to loss of crop yield
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or quality, resulting in loss of profits to the faers and reduced stocks for subsistence
or export(://nidm.gov.in/Pest__Infestation.asp).

On the other hand, infestation can simply be defias

...the act of infesting or to overrun or haunt arde numbers, especially as to render
unpleasant or unsaf@unk & Wagnalls Standard Dictionary, 1962).

However, if we merge the two definitions above, eamnot be wrong to define pest
infestation as (destructive) overrunning or hauptof people, animals, crops or
possessions by any living organisms especiallycissgith the capacity to pose a huge
risk to the affected and undermine their safety sexlrity. Another definition of pest

infestation is that it is:

...the occurrence of one or more pest species ira@a or location where their
numbers and impact are currently or potentially tolerable levels (Error!
Hyperlink reference not valid.).

There is no doubt that pest infestation can undeerthe food production capacity of a
community because it can drastically reduce fareldgi by destroying the plants’
stems and root systems as well as infuse toxinh®rfarmlands (UNDP & UNDRO,
1992: 44). A number of ecological factors contréub the incidence of pest
infestation, and one of them is temperature. Teatpeg has become the chief
contributor to pest infestation. One reason is ti@ttemperature assists the pests to
develop and replicate much rapidly. Other factoes/ imclude mono-culture of crops;
migration, introduction of new plants to new looats, among others. The negative
impact that pest infestation may have on a commuwah be so severe owing to the
various adverse effects it manifests when it ocaui@y area. We shall explain these
effects in the next part of this segment.

3.2.1Effects of Environmental Pollution

I Propelling damage of crops: Pests may destroy plantcrops especially by
attacking their roots resulting in poor agriculluygelds and loss of profits for
the farmers;

ii. Food insecurity: The poor yields on agriculturatiates as mounted by pest
infestation can reduce the potential of any aff@ctommunity in food
production. Nonetheless, pest infestation has hkdentified as one of the
leading contributors of famine capable of subjerfieople to ravaging hunger
and starvation;

lii. Economic underdevelopment: Due to wide destruatioorops, the capacity of
any affected community to reserve crops for expuilt rapidly diminish,
meaning that a lot of foreign earnings will be lwsthe process;
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iv. Poverty: Pest infestation generates poverty eslheceanong agricultural
practitioners who lose the larger parts of thewdurctions to pests. Through
pest infestation, many agricultural workers mayorddigh profit loss, making
them economically vulnerable; and

v. Health Hazard: Pest infestation can also causealthheazard to any people or
communities. For instance, there is increasing ofkkassa fever where there
exists Natal Multimammate Mouse (Mastomys natagnsrhis disease is
usually caused by some rodents popularly callesalaats by defecating and
urinating on grains and other food items as wekiehen utensils. Any human
being that comes in contact with such feces oreugither by eating the infected
grains or food items or using any kitchen utensithout being treated may be
infected with lassa fever (an acute viral hemondégyer). This disease is very
fatal as it can result in many deaths in the adi@ciommunities.

3.2.2Predictability

Pest infestation is highly predictable as the dggest forecasting can be so helpful not
only in detecting the level and scope of infestatiat also in identifying the types of
pesticide that can be cost effective in mitigatihg infestation. Proper monitoring of
crops and/or livestock can also assist us to detettdetermine the types and amount
of pests that exist, which can cause damage torops and/or livestock.
3.2.3.Vulnerability

There are several factors that can make communitieserable to pest infestation,
and these include:

I. Existence of large number and variety of pests;

ii.  Existence of high temperature can foster a rapigld@ment of pests;

iii. Poor sanitary conditions can also assist the gestsplicate so fast because
they usually have access to food and other wastewell disposed. They feed
on these wastes and become multiplied. For instarats will always visit

places where they can easily have access to food,;

iv. Absence of adequate pest control which can makenanunity vulnerable;
and

v. Absence of advanced agricultural technologies.

3.2.4Risk reduction and preparedness measures
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Application of appropriate and effective pest cohineasures can be helpful in
reducing the incidence of pest attacks or damagg also important to examine
the side effects of every pesticide in order toagite public safety;

Cleanliness is usually regarded as next to godiinkss very germane to clean
our environment with the aim of controlling the s

Pest identification is also essential in reducimgimpact of pests on any area or
community. By identifying types of pest availabtean area, we can determine
the level and scope of the infestation as welloaam$ of pesticide that can be
applied to rapidly reduce their damage,;

Risk education is also vital to create awarenesengnthe people on those
factors that aid pest infestation and how theylmaaddressed. This may enable
them to act more creatively and effectively in r@dg the losses that pest
infestation can inflict on them; and

Existence of integrated pest management is veryitapt for pest infestation
mitigation through application of physical contralltural control, chemical
control, biological control, crop plant resistaneenong others (see UNDP &
UNDRO, 1992: 44).

3.2.5.Impact assessment techniques

There are various techniques through which we cssess the impact of pest
infestation on communities or people. These malde

Infestation incidence and severity assessment; and

Aerial and ground surveys of crops damage.

3.2.6.Individual safety measures

Application of pesticide for the control of pest shibe done with caution to
avoid the atmosphere with poisonous substanceésirtportant to check if the
(pesticide) products are registered and have rutesk

Ensure that your surrounding is always kept cleahtaly so that pests will not
find it as a good habitat;

Avoid activities that promote environmental poltutiwith the aim of reducing
depletion of ozone layer and highly warm tempegmtinat can engender rapid
development of some pests;

Cover your food properly and ensure that you alwagsh your plates, spoons
and other kitchen utensils with detergent and wiag¢éore use;
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v. Block all holes or passageway that rodents and @hgr pests can use to
navigate into your household, and carefully appéstigide whenever their
presence is noticed; and

vi. Educate members of your family on the need to cbpests.
SELF ASSESSMENT EXERCISE
How will you analyse pest infestation as a secuhtgat?
4.0 CONCLUSION

In the last two units, our focus had been enviramideorms of security threat. In this
unit, we have subjected environmental pollution past infestation as security threats
into analytical scrutiny. Environmental pollutioneaof different types, which include
air pollution, water pollution and soil contamirgati Air pollution is often generated
from emission of greenhouse gases into the atmos@ne one of its consequences is
invocation of significant variability in climate oditions (climate change). Climate
change also produces some contradictions that cagender the problem of
environmental scarcity. Air pollution can also putelly undermine the health safety
and security of people by inflicting them with ety of health problems including
neurobehavioural disorders, cardiovascular ailrmeming others.

Water pollution can also attract waterborne disedée cholera and typhoid. Soil
contamination is also associated with environmeptalution, capable of making
plants drastically lose yields while existence adroury in this soil can increase the
risk of kidney damage among the people that constimagood harvested from the
contaminated land. Considering the destructivecedfehat environmental pollution
may have on people, it is always pertinent to dgveltrategies through which it can
mitigated or reduce the loss that may accompangatsirrence in a community. Like
environmental pollution, pest infestation can g&se great danger to people. Apart
from irritation that is associated with pest inf&in, it can also lead to a rise in the
spread of bacterial, viral and parasitic infectiansong the people, capable of creating
a public health crisis. It is germane to develogigation approaches to arrest the
problem of pest infestation if meaningful develomtnand security are to be achieved
in any community.

5.0 SUMMARY

In this unit, we covered another set of environrakesecurity threat (environmental
pollution and pest infestation), which we were abte to study in the last unit due to
limited time and space. We began our analysis eféhvironmental threats under
focus by defining the term, environmental polluticend thereafter we analysed
various issues that bother on the risk its occueeportends to people or the
community. The second subject of discourse was ipésttation. We defined it and
analysed it as an environmental security threat.
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6.0 TUTOR-MARKED ASSIGNMENT
I. Define environmental pollution and pest infestatiand
ii. Explain three effects of each of the two environtakforms of security threat.
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1.0. INTRODUCTION

Security is a subject that has attracted a ramdbyving interest and concern among
social scientists whereby a wide spectrum of issuethe subject have been studied.
The subject (security) has nevertheless attractad studies, which have produced
new breakthroughs and findings in security appreachnd methodologies. The
importance of security cannot be overemphasiseasidering the adverse effects that
the absence of law and order can have on the dwdaélopment of any society or
nation. The fact that emanates from this intellakcosition is that security is very
strategic to actualising any meaningful developnagrat peace in a given community.

Meanwhile, in the next three units including thisepwe shall be discussing most of
the basic types of security that exist. Thoughtelere many types of security, which
we may not be able to cover but most of them gbalexplained in this course. The
first type of security that we shall discuss is poer security. Owing to the growing

relevance being enjoyed by computer in recent tirpating in place some measures
to protect our computers from malicious intrusiorglware and other forms of damage
IS very necessary and not debatable. It is ag#mstbackground that we shall beam
our searchlight on the subject (computer security).

2.0 OBJECTIVES

At the end of this unit, you should be able to:
e Define the term computer security;
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e Explain various key concepts of computer secusty
e Discuss approaches to computer security

3.0 MAINBODY

3.1 Meaning of Computer Security

We are beginning our journey on the discourse-foohsecurity with the subject
computer security. A layman may define computeusgcas all aspects of security,
which involves protecting our computing systemsnfranalicious attacks and
intrusion. Meanwhile, let us consider some othdind®ns of computer security.

Computer security is a branch of technology knowiméormation security as applied
to computers. The objective of computer securityustes protection of information
and property from theft, corruption, or natural dger, while allowing the
information and property to remain accessihle ://en.wikipedia.org/wiki/

Computer_security).

Computer can also be described as:

...the concept of attaining a secure computingremment (ie, an ideal state free from
risk or danger) by mitigating the vulnerabilitiessociated with i{Error! Hyperlink
reference not valid.).

...a general term relating to measures designecprimect computer assets in all
configurations(.securiguard.com/glossary.html)

Computer security can be described as an aspedbhfafmation security which
basically involves putting some measures in plazesdécure your computers and
networks, or simply protect them against infiltoati or illegitimate access or
corruption of data. In recent time, computers heamaced normal traditional paper
system where information is stored in physical sfilerou go into government
ministries, you often see files on the tables @haks or storage cabinets marked with
‘confidential’. In Nigeria, almost every file is mieed with ‘confidential’ label and the
irony of all, is that any stranger can have acdesany of these files because of the
carefree attitude of many public servants, offidatruption and absence of security
consciousness that characterize the nation’s baraey

It is most disheartening the way important and &kble files get missing, with no trace
of recovery. Several pensioners are losing themsio®m entitlements simply because
their files cannot be traced. Such a situation maye a security implication on the
State. For instance, a pensioner who has a nunibahildren in tertiary institutions,
and he is unable to have his entitlements becaigsi#ércannot be traced. Thus, that
poor retiree will not have any money, if he doeshave any other means
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of survival, to take care of his family. In thissea the children will need to fend for
themselves, and in the face of job drought, therthé tendency for (some of such)
children to be tempted to engage in anti-socialiets like ‘yahoo business’ (online

scam), street begging, stealing, to mention a teereby constituting a threat to the
security of the larger community.

Emotionally, the children of the deprived retiredl wend to develop hatred towards
the system that denies their father of his entidets, the problem that may have also
denied the poor retiree an opportunity to carry-bist financial obligations to the
family. It is only when these children have creatihinking and positive perception
that they will not develop negative emotions, whtdn sometimes lure them into
social vices. | can remember a colleague of mineumversity who always
complained of hunger and financial incapacitatiore do late and irregular payment
of the peanuts his father was receiving as pensldre abominable verification
exercise, which pensioners are often subject tpeafs to be a source of worry.
Coming to the story of the retiree’s son, consetlyeithe guy had to fend for
himself, and in the process due to his vulnerabhilgome of his peers in the
neighbourhood introduced him into armed robberywds later arrested but many of
his university colleagues were astonished and sjtmepia too because he was not
only homely but also academically brilliant.

The argument here is if someone could engage mecdue to the inability of his

father, to oblige him financially, resulting fronaté and irregular payment of his
father’'s pension by government, then what wouldHee fate of a dependant whose
father was not paid at all for the inability of tredevant authorities to trace the file that
contains his employment records? The foregoing tedirthe danger inherent in
ineffective storage and maladministration of infatian. There is no doubt that
absence of proper management of information camopm a security threat in any
State.

However, through the use of computer, the long quand frustration that attend
pensioners’ verification exercise would have figzsut, and every genuine pensioner
can collect his/her pension promptly and happiljhaut stress. The traditional means
of data management are becoming obsolete. Thetliggdill up a whole building can
be saved in a small and compact storage devicectkeputer hard disk or removable
disks whereby one can store or/and retrieve orfandnd any file timely and easily.
How much space do you think will be acquired, if plgysically have to open files for
ten million people? Here, it may involve occupyiagvery big building, which may
cost several millions of Naira to acquire but widss than five hundred thousand
Naira, we can get computers of high storage capédlcét can accommodate several
hundreds of millions of such files without takingyaspace beyond that space where
you mount your desk(s) that supports the compyteEfgen, one may not need a desk
at all, with the use of computing systems like dgost

If information is vital to the continued existengkany organization, it is pertinent to
put in place necessary structures and applicatmpsotect your computer(s) against
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any infiltration or damage. The emergent revolution Information and
communication technology has rendered the traditiomeans of storing information
like paper files moribund and computers have griguaplaced them. It is no surprise
that the management of many organizations in Nagkdve begun to mandate their
staff to undergo various computer trainings in oitderemain relevant in their various
work places. Many public workers can now use comwsuteffectively, as many
government jobs are carried-out electronically. Weatate governments especially
Lagos state have computerized their public senasemost services are now being
rendered through electronic means. Taxes are dlyrg@aid by individuals and
corporate bodies through electronic platforms.

Also, the Immigration Services in Nigeria has geoenputerized. The processing and
issuance of passport is now done electronicallye process appears to be faster and
more convenient. Now, let us consider a scenariera/lthe details of all those who
have applied for Nigerian passports in the last ywars got erased through malicious
attack from intruders or hackers. Another case sgumtion whereby the data system
of a commercial bank gets corrupted through virttesck. How do you think, the bank
will manage to get out of such crisis without argck-up? Considering these two
scenarios, it is important to provide adequate isgcior our computer system(s).

Therefore, essential measures and applications beigiut in place, to secure our
computer system especially as security experts. ffdtare of security profession
demands for adequate computer security, and weldshoake enough efforts to
protect our computer systems from malicious attilod corruption of data, theft,
intrusion, illegal access to data, and damage etimgn&tom natural disaster. In the
subsequent part of this segment, we shall discaissus ways to secure our computers
but before we do that, let us quickly explain kepeepts of computer security in order
to stimulate our better appreciation of the subject

SELF ASSESSMENT EXERCISE
Describe the term computer security.
3.1.1Key Conceptsin Computer Security

Anti-Virus Software: There has been a conflict among scholars on tiggnator of
anti-virus software but the history has shown tihat first public virus removal task
was performed by Bernt Fix in 1987 (see Wells, 199ti-virus software is used to
detect, prevent and destroy any malware like coarpatuses, worms as well as trojan
horses. Apart from protecting the computer agamalicious attacks, anti-virus also
helps to detect spyware or any other programmesvabsites that can constitute
security threats to the computer system like vatiack, intrusion and hacking. It also
assists the computer user to identify the sitesahanot secure, or those designed to
perpetrate scam online, through prompt alert anchivg of the imminent danger such
sites pose to the user and/or system, and it eiiis that the user should not
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give the details of his/her vital information orttee still to close the suspected sites
and avoid copying anything from such sites.

Anti-virus software is actually a set of computeogrammes designed purposely to
identify, block or destroy computer viruses and iolalls agents with the aim of

protecting the computer from information theft, rumtion, hardware damage, to
mention a few. There are various types of antis/software in the market today, and
the list may include Norton, AVG, McAfee among atheDue to the way new virus

are generated almost on a daily basis by maligm@aple for commercial, strategic or
any other reasons, it is very pertinent to upgrdde anti-virus software on one’s

computer from time to time, so that your computsygtem will be immune from any

malicious attack. Apart from virus attack, hackexsy try to break into your system to
steal, modify or delete some of the files in yoystem or the whole information

contained therein.

Before the advent of internet, computer virusesewgsually spread through floppy
disks (diskettes) but now computing systems getctefd with viruses and other forms
of malware through the internet. Before now, it wase for computer to be infected
with computer virus through the use of recordablesarritable discs but now the story
is different. Computers get attacked by virusesjair horse and worms if they are not
well protected. That is why, it is advisable totres access of people into your
computer and avoid the use of storage facilities MP3, Flash disk, diskette etc, that
have been used somewhere else especially commeytial centers without being

scanned properly. It is also important to note th& most appropriate to delete any
virus infected files that cannot be repaired by ryaumti-virus package on your

computer system.

Authentication: This involves a technique in which we createspasd to restrict
access of people to one’s computer. In this caseonly those with correct password
who can be allowed by the computer to gain entty i Authentication can also be
defined as:

...the process of identifying an individual, usydlased on a username and password.
In security systems, authentication is distinctrfrauthorisation, which is the process
of giving individuals access to system objects dase their identity. Authentication
merely ensures that the individual is who he or slams to be, but says nothing
about the access rights of the individugl :/www.webopedia.com/TERM
/a/authentication.html).

Sometimes, within the same system, there may beraleusers, each of whom will
create his/her username and password before hedshaccess his/her information on
the system but the computer will prevent every dsamn gaining access to another
user’s information, if he/she fails to provide ttw@rect username and password. There
are several ways computer authentication is iediaby the system, and these may
identify the users through username or/and passwdedtification cards, smart cards,
as well as biometric systems.
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Automated Theorem Provinghis is a verification tool which allows in secuagstem,
vital algorithms as well as code to be proven matecally through which the
specification of the computer can be met.

Backups: These are simply techniques that help us to semifoemation in our
computing systems by copying and keeping our ingmarfiles in another storage
locations like a more secure section in the conmpludéed drive (less reliable because
it goes with the computer in case of theft), MP@ragje device, i-pods, recordable
and/or rewritable discs, tapes, flash disk, extehaad drive and file hosting on the
web.

It is noteworthy to know that there are inheremgkas in keeping files on the web, if

adequate security cannot be guaranteed. Highlyrsdesackups are supposed to be
very safe and secure storage locations that areasily susceptible to theft, loss, or
destruction resulting from fire, heat, water, oeewnatural disasters. A good example
is a university that has been existing for morentfaty years, and experiences fire
outbreak that destroys all its academic recordgsh®it any backups, how do you

think it will be able to supply the academic recad those who have graduated from
the school? You answer may be as the same as mine.

Capability and Access Control LisThese techniques are often used to guarantee
privilege separation and compulsory access control.

Chain of TrustThis enables us to verify the authenticity of aoftware loaded on the
system, through which we can identify the softwaesified authentic by the system’s
designer.

Cryptographic Technique3hese techniques are applied basically to recueeisk of
interception or modification of data whenever data being exchanged between two
or more systems. These techniques involve changfogmation in such a way that it
will remain unreadable to any intruder when dathamg transmitted from one system
to another or from one place to another. In thsecd is only the genuine recipient of
the information that can unravel the content of iessage while anybody who gains
access to such message will not understand theroat the message unless he/she
can break the code to unscramble it, which may dyg difficult if the encryption is
done very securely.

Encryption: This tool is used to prevent any strange or unihke person from
comprehending the content of the message. It iegbscrambling of the information
in a way that it will be unreadable by anybody ottien the real recipient(s) whom
the information is meant for. It is the recipienhavhas the code to unlock the
unreadability of the information that can read tlglo the content of the message. This
approach can be used to send secret or very cotiilenformation to several people
irrespective of their number in as much as theyehewyptographic key, which will
enable them to decrypt it.
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Decryption: Decryption can be defined as the tool used withaim “...reversing an
encryption, i.e. the process which converts enegpdata into its original form”
(://len.wikipedia.org/wiki/decryption).

Firewall: This technique helps to protect your system againg malicious attack or
illegal access by hackers and intruders wheneueraye online. It alerts you whenever
it senses any intrusion, so that your computermaitibe vulnerable to bugs.

Honey potsThese are computing systems made vulnerablenigsioh and attacks by
hackers most times deliberately, to identify amefadefect or vulnerability to effect
fixing it.

Mandatory Access Control (MACMAC is used to “protect the network and file
systems, block users from accessing certain podsackets, and more”
(:/lwww.freebsd.org/doc/en/books/handbook/mac-ustdedlabel.html). It is
however advisable for optimum use of policy modutesload many security policy
modules at the same time with the aim of providingulti-layered security setting,
and thus “...a multi-layered security environmentltiple policy modules are in effect
to keep security in check’ibjd). The MAC application does not allow the users to
change their access codes indiscriminately becalisgecurity features are usually
controlled by the access rules presented by tieetsel security policy modules. Here,
it is the system administrator that (absolutely)tools the MAC access rules.

Secure Cryptoprocessol& secure cryptoprocessor can be said to be “acdsst
computer for carrying out cryptographic operatioesibedded in a packaging with
multiple physical security measures, which giveaidegree of tamper resistance”
(://[nechumanism.org/s/se/secure_cryptoprocessd}.htfihe essence of a secure
cryptoprocessor is to serve as the foundation ofirseg the system. It is a security
sub-system that ensures protection of the systemnstgany intrusion or malware.
Some of the examples of secure cryptoprocessardectmart cards and ATM cards.
The ways through which secure cryptoprocessor wiodtade:

tamper-detecting and tamper-evident containment;

automatic zeroization of secrets in the event wip@ring;

internal battery backup;

chain of trust boot-loader which authenticates terating system before

loading it;

e chain of trust operating system which authenticatggplication software
before loading it; and

e hardware-based capability registers, implementing oae-way privilege

separation model://nechumanism.org/s/se/secure_cryptoprocessdj.ht

Microkernels:Microkernel can be described as a computer kehaglenables relevant
mechanisms, which help to initiate an operatingesyslike low-level address space
management, thread management, and inter-procesauwaication. In a
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situation whereby multiple privilege levels are evfd by the hardware, “.the
microkernel is the only software executing at thesmprivileged level (generally
referred to as supervisor or kernel mode). Actymrating system services, such as
device drivers, protocol stacks, file systems asdrunterface code are contained in
user space” (Joe, 1996 cited dfen.wikipedia.org/wiki/Microkernel)ln securing the
computing system, microkernels are often used jmtesns designed to use high
security applications like KeyKOS, EROS and strategcurity systems.

3.1.2Approaches to Computer Security

a)

b)

Security Design: There are several ways through, which securistesys are
designed. It is paramount to mount effective seggtrategies that can ensure
adequate safety for computing systems. One of sways is to initiate the
principle of least privilege that “where an enthgs only the privileges that
are needed for its functiong™//en.wikipedia.org/wiki/Computer_securityih
this case, if an intruder gains access (illegalyy a part of the system, it will
be difficult for him/her to access the whole systdoe to the fine-grained
security.

It is therefore advisable to mount a security desltat breaks the system into
several smaller units whereby each of the unitdeisigned less complicated,
which may involve the application of automated tie®@o proving to verify the
exactness of key software subsystems. In a situatitere formal correctness is
missing, careful application of code review andt testing will be a best-effort
approach in securing the modules. Enough effortsulshalso be made to
discourage or eliminate security breaches by theteay users, and it is
therefore, important to create full audit trailstttwill assist us to detect and
determine the nature of breach, its degree andirte it occurs. Audit trials
should be stored very discretely in such a way thaill be difficult for the
intruder to track it to cover up every trace of tilegal entry;

Security Architecture: Security Architecture is also a very viable agmio to
computer and information security. It simply me#ms design artefacts explain
the state of existing security controls or securiiyntermeasures, showing how
they relay with the general information technolagghitecture. The security
controls basically focus on providing platform tohance the capacity of the
system to sustain quality attributes including odeftiality, integrity,
availability, accountability and assurance (&eor! Hyperlink reference not
valid.). Security Architecture assists us to identify #reas that demand much
security measure, and thus, “if the plan descr@specific solution then, prior
to building such a plan, one would make a risk ysial, but in a situation
where “the plan describes a generic high levelgiesgieference architecture)
then the plan should be based on a threat analf&isdr! Hyperlink reference
not valid.); and
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c) Secure Hardware: Computer security can be enhanced through hardoased
security because of the capacity of hardware-basedrity solutions to present
strong resistance against bugs and intrusion.nitdeay any intruder or hacker
the avenue to read and write access to data.

SELF ASSESSMENT EXERCISE
What are the approaches of computer security?
4.0 CONCLUSION

Introduction of computer to the world populationshaally affected the culture of
information generation, storage and amendment anttumgeople. People have now
found it more convenient and safer to use comptdedo all forms of activities
regarding their collection, collation and storagenell as amendment of information.
Computer systems, apart from convenience, help wotre a lot of information and
reduce the risk of data-loss through file-mishamgllifile-missing and destruction of
files by man-made and natural security threatsttacks. It is against the background
of the importance of computer systems to informmatimanagement that it is
mandatory on our own part, to secure our compuers protect them against any
malicious attack or hazard. In the subsequent uwigsshall be exploring other forms
of security.

5.0 SUMMARY

Due to the limited space and time that we haveamh ®f our lessons, in this unit, we
were only able to discuss one of the forms of ggecuoomputer security.

Notwithstanding, we began our discussion by examgirthe meaning of computer
security. Thereafter, we explained various conceptomputer security, and the third
and the last area of inquiry on the subject wasst df approaches to security
management. As stressed earlier, we shall contowre task of identifying and

discussing various forms of security subsequerflyank you very much for your
patience and drive for learning.

6.0 TUTOR-MARKED ASSINGMENT

a) What is computer security?
b) List any four concepts of computer security;

c) Discuss any two approaches of computer security.
7.0 REFERENCESAND FURTHER READING
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1.0INTRODUCTION
In this unit, we shall continue our search for basic existing forms of security. Do
not forget, in the last unit, time and space otnlgveed us to discuss the meaning and
key concepts of computer security (a form of séguras well as its various
approaches. In furtherance of our study on formseatrity, we shall introduce a new
set of forms of security to the reader. The tworferof security that we shall consider
in this unit for our study include information sety and physical security. In that
case, let us quickly highlight the various tasks shall undertake in this study unit.
These shall be found in the next segment of the uni
2.0 OBJECTIVES
At the end of this unit, you should be able to:

e Explain the meaning of information security;

e Identify and discuss various approaches to infoilonagecurity; and

e Define the concept of physical security; and

e Describe key approaches to physical security.

3.0 MAINBODY
3.1 Meaning of Information Security

Information security can be defined as a meansaiepting information systems from
any illegitimate access and use, theft, amendnoemhalicious attacks or
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penetration. Information security can also be dbedras “the process by which an
organization protects and secures its systems,anedd facilities that process and
maintain information vital to its operations://www.ffiec.gov/ffiecinfobase
/booklets/information_security/information_secustgf).

Conceptually, it is important to clarify the difearces in the meaning between the
terms information security and computer securitijol are often mistaken for each
other. There is no doubt that the two conceptsrdes-related because professionally
speaking, they aim to advance the protection armétion through the principles of
confidentiality, integrity and availability. Despithe similar goals they both articulate
or simply pursue, the two terms still have somdedinces. These differences are
fundamentally found in their approaches, methodekb@nd variability in their areas
of focus. Here, information security concentrates ways to provide adequate
confidentiality, integrity and availability of infmation but is less concerned on the
data form, be it electronic or print or any othemis of data. So, information security
goes beyond the use of computer to create, modé&ete or store information.
Therefore, its boundary goes beyond the mere el@ctmedium.

On the other hand, in computer security, the cefdgus is on the techniques that
enhance the availability and correct operation cb@puter system with little attention
on information stored and processed by the comp@ee thing to note from the
foregoing is the limited boundary that computerus#g acquires in information
discourse. The point is that computer is entirégcteonic, and there are other means
like print through which we generate, amend, stordiscard information. It is against
this background that we conclude that informati@cusity is wider in scope than
computer security, but they complement the funestiand operations of each other.

Away from conceptual differences between infornmatisecurity and computer
security, the experience of state and actors irctdmtemporary World has shown the
growing relevance of information security. The g&sing complexity of the modern
state and sophisticated nature of contemporarynbssienvironment and corporations
underscore the importance in mounting relevant mesims towards the protection of
information and information system. For instaneg,us look at the commercial banks
in Nigeria in the 28 century, by the close of that century, virtuallyne of the banks
could boast of having a capital base of US$ 1duilliAgain, during that period, online
financial transactions like the use of ATMs, onligkkopping etc, were either non-
existent or very limited.

Similarly, the period saw majority of the banks hatsing services that could enable
their customers to save and withdraw their moneynfany of their branches without
any geographic limitation, while most banks did hate up to one hundred thousand
customers. Due to the opportunities provided byrimftion technology revolution
and recapitalization agenda of the Nigerian govemtn the financial sector is
proactive in increasing their capital base and owprg on their information system.
The emergent information technology breakthrougégeeially the development of
groundbreaking computer software and electronichine@s like ATM have really
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helped in gradually fizzling-out long queues and tise of tally number as well as the
traditional way of counting money by the cashiemsw we have money counting
machines).

Nostalgically, | remember those days when customendd wake up as early as 4am
in order to reach their respective banks latesédy in order to be attended to early
enough due to heavy traffic of customers. Sometirore gets to the bank early and
finds some people already on the queue outsidbahk premises. Then one would be
asking himself if those met on the queue sleptoatdn Now, with the introduction of
ATM, people can withdraw money electronically amgi and anywhere, and the
interswitch nature of the ATM has further madeasefor people to cash their money.
The era of traditional restriction to one’s banlp@grs to be no more. A Wema Bank
customer with interswitch ATM can cash his/her mpmean ATM platform mounted
at any First Bank branch or other banks. Even,ntioelern information technology
allows one to transact business, trade and do sbwping online in a corner of your
home.

However, considering the opportunities provided tye modern information

technology, financial transactions, trading, infaton exchange, mailing,

communication etc, have been made so easy. Youdksinote that there are always
two sides to a coin. Though, there is so much colewee and fun derivable from
modern information system, it can be awful considethe amount of risk and danger
in it. For instance, if one wants to purchase itembBne and logs on a wrong web
platform hosted to perpetrate scam, and you igniyranovide your credit card details,
loss of money can occur.

For this reason, people are being alerted to bg wareful when doing online
transactions. One of the ways to reduce such gsto iinstall very strong security
software that can easily detect and inform youai yare on a malicious site. Many
organizations have gone into comatose or collapssuffering malicious attacks like
stealing, modifying, corrupting or deleting of Vitmformation. It is therefore very
important to put in place viable structures andgpronmes to protect your information.
Now, let us quickly explain some of the methods wan use to safeguard our
information systems and protect our information.

3.1.1Approachesto Information Security

A) Confidentiality: In securing information systems, it is very germao
mount necessary machineries to advance the cotnfdlgnof information.
It is very paramount for the management of any mgdion to enlighten its
staff on the need to take the issue of informasiorseriously. They need to
know that it is very essential to prevent the veital information of the
organization from disclosure to unauthorized pefspr system(s). Stiff
penalty should be applied against any erring $tatfeter others from doing
the same. By commission or omission, if confiddntiformation gets into
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wrong hands or unauthorized person(s) or systent(syjll amount to a
breach of confidentiality.

Let us use an ATM transaction as an example. Yoy agegide to procure a
standard international passports, for the reaseasknown to you, and you
are aware that you can do your application onlihen you log-on the
website of the Nigerian Immigration Services toibete process for your
e-passport application. After filling the necessémyms online, you are
requested to proceed with your payment, and heoe, are given two

options: offline or online payment. You may decitle do the payment
online with the use of your ATM card. In the progeshe system will

demand for your ATM details through ETRANSACT ptath, and you

provide it correctly. The gateway will debit youccaunt where the ATM

card domiciles, and consequently you will be alldvirto the next stage of
the application process after the confirmation ofiypayment, which will

be electronically receipted.

Here, you need to be careful by not allowing anybta peep into your
financial transaction to avoid an unauthorized per® have access to your
secret (pin) code, and if you allow such to happefore or during or after
the time of making the transaction, you have coneuita breach of
confidentiality. You should know that it is incunmiieon the organization(s)
you transact with online to uphold the principle obnfidentiality.
Expectedly, when you are making your transactiauy\credit card or ATM
card details including pin-code will be transmittdcbm you to the
organization/party with whom you transact businassl the details will also
be transmitted from the said organization to a daa@tion processing
network.

The system will ensure that confidentiality is eofd by encrypting your
ATM details especially the pin-code during the smrassion, and which are
stored in a very secure location with very highéstricted access. In a
situation whereby you confirm that unauthorizedspe(s) has access into
your financial details while the fault or criminaltent does not emanate
from you, you have right to institute a legal amtiagainst such erring
organization for a breach of confidentiality.

Again, if your spouse is allowed to access theestaht of your bank
account without being authorized, it is also tardant to a breach of
confidentiality, and the affected person can ingtita legal action or
warning to the bank management for the breach,ay close down his/her
account for lack of security necessitated by thefidentiality breach. For
one having the right to sue for a breach of comiii@dity involving his/her
own spouse, what justification does a stranger @is@nced person have in
having access to one’s information without authetran? This simply
shows that information security is very importdhtwill be baseless, if the

148



CSS 244 Types and Analysis of Security Threats

management of an organization argues that it willbe liable if an offence
of breach of confidentiality is committed by any itd staff without its
involvement against any customer especially imvolves loss of money.

Recently, due to the importance of information, #pproach otdue care
and due diligence has been adopted in information securibue care
involves measures and actions that are taken bgngpany not only to
protect its corporate image but also show liabildy all activities that take
place within it, and establish regulations thatlwiklp to protect the
company, its resources and employdese diligence means “continual
activities that make sure the protection mechanisane continually
maintained and operational” (Harris, 2003). Therefdf an organization
fails in its responsibilities to check the actiegtiof its staff, it will definitely
be liable for any misdeed perpetrated by any oftaff such as disclosure of
a customer’s information to an unauthorized pers$eaxding to a breach of
confidentiality;

B) Integrity : Integrity can be described as a way of protgctiformation by
restricting access permission to modification ofadaithout authorization.
Here, no amendment can be made on the data witngthorization. In
information security, efforts should be made tdrressactivities of users of
the systems from any data modification without geauithorized. There are
several ways through which the integrity of an infation system can be
violated. One of such ways is accidental or delileexposure of the system
to malicious attacks.

Undoubtedly, this kind of violation occurs in maoyganizations where
employees exhibit non-challant attitude or crimiir@tent to compromise

the integrity of the system. For instance, in sammganizations with large
network of information systems, family members lisigs or friends, even

neighbours visit some employees, and many of thesiors may be

allowed to use organisation’s computers especvatlign they are connected
to the internet. These persons use all sorts oagéofacilities to down load
information from the internet. This attitude isdll to violate the integrity

of the information system because apart from exmgpshe system to
malware or virus attack, it will also allow stramgeor visitors access to
information, which ordinarily they are not suppodedaccess in the first
instance;

C) Availability: Information system cannot be complete if there nis
availability of information. It is the availabilitgf information that makes
information system what it is. Therefore, it is iengtive to have a network
of actions functioning well. These actions inclutle computer system that
is tasked with the storing and processing of thrimation while the
security controls do the protection of the systamd the communication
channels enable the users to access that informatio
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If we consider this network of functions, it is fithilt to have ‘high
availability systems’ in countries like Nigeria wiehere is frequent power
outage that can easily disrupt the operation ofstretem. High availability
systems are those systems that are always avaikatdethey demand that
necessary mechanisms be brought to bear to prelmiptions that may
result from hardware failures, power outages, majsdestruction of the
information systems, to mention a few;

D) Authenticity: Information security demands that we can just eooll
information whether electronic or print for the eadf it, but we should
endeavour to clarify the authenticity or genuinsnessuch information. It
is through this way we can have reliable and gualiformation;

E) Risk Management Everything about life is a risk. There is risk the
relationship between two or more people, even withmeself. How do we
describe risk management? According to CISA ReWéamual (2006), risk
management can be described as:

...the process of identifying vulnerabilities ardeats to the information
resources used by an organization in achieving rms&s objectives, and
deciding what countermeasures, if any, to take educing risk to an
acceptable level, based on the value of the inftonaresource to the
organization

Risk is everyday business of every man. Sometimeg]ecide in the middle
of the road to see a loved one in his/her placeak, even after notifying
him/her of our intention, yet a conscious mind vatlll have a doubt in
meeting him/her at the office because every secsnalouded with
eventuality. It is possible that the receptionidt just inform us that he/she
had an emergency from the headquarters and heifgldetd get you on
phone to inform you about the new development (uirgall to report at the
headquarters) but he/she could not reach you ongyho

Considering that scenario, risk is the second eadfirman. The decision of
a man and a lady to get married is a risk: the isg@rmay succeed or fail. It
is against this background that many people adapbws approaches or
measures to manage risk in their relationshipsnfliormation security, risk
management is very essential because it deterrieepreparedness of an
organization against any threat as it relatesstsmfbrmation system.

Furthermore, in as much as information from itdemion, modification to
erasure involves risk, it is pertinent to devel@urttermeasures or controls
to manage the risks but it is more important taiket a balance between
productivity, cost, effectiveness of the countersugas, and the value of
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the informational asset being protected(://en.wikipedia.org/wiki/
Information_security)and

F) Information Classification There are different types of information in
information system, and there is a need to classifprding to their level of
importance and confidentiality. By doing this, wdlwe able identify the
amount of protection to be accorded to each ofetteesilable information.
For the purpose of engendering the culture of médron security, it is
imperative for organisations to adopt a classifiapolicy, so that it will be
able to determine the required security controlsewéry information in
accordance with its classification.

For instance, the head of an organization should®® himself as a ‘man of
God’ and a good husband while he has some extraainaffair with a
former female staff whom he communicates with friome to time. May be
because he is not exposed to good use of intermetha always asks his
male secretary to help him with the mails to halj}-friend’, and mandates
the secretary to classify the mailstaeg secret, giving more importance to it
than the very important information of the orgatima This example
reflects a clear case of misuse of office and ragsification because it is
abnormal to place private issues above those dmaiecn the organisation in
a work environment.

Within an organizational setting, we classify inf@tion based on the value
each of it has to the organization. In private argations, classification
model usually labels apublic, sensitive, private, confidential. But in big
security outfits and government organizations tasssfication labels used
include: unclassified, sensitive, but unclassified, restricted, confidential,
secret, top secret. These classification labels are listed accordinghi®
security controls needed in protecting them, amddlassification exercise
should be continually reviewed.

SELF ASSESSMENT EXERCISE
Explain approaches to information security.
3.2 Meaning of Physical Security

Physical security involves creating designs thaemdmalicious entry into the facility.
Here, the facility can be described within varicmentexts. It may mean office or
private apartment, information systems, safe, anaihgrs. Physical Security can also
be described as:

...the measures used to provide physical proteaifaesources against deliberate and
accidental threatg.tsl.state.tx.us/Id/pubs/compsecurity/glossamglht
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...protecting the system unit, system devices, bawtkup media from accidental or
deliberate damage (http://publib.boulder.ibm.com/infocenter/iseriesiiopic/rza
mv/rzamvbasicterm.html).

...the protection of personnel, hardware, programstworks, and data from physical
circumstances and events that could cause seromse$ or damage to an enterprise,
agency, or institution. This includes protectioorr fire, natural disasters, burglary,
theft, vandalism, and terrorism( ://searchsecurity.techtarget.com/sDefinition
/0,,sid14 gci1150976,00.html).

Due to revolution in modern technology, many inrtawzs have been made in
fortifying the security of facilities. For instancthere are some computers that will
demand for your biometric information before yoe granted access into it. When
we talk about biometrics, it is not actually abasername or password, the security
technology of biometric usually involves hi-teclcgety measures especially where
computer will request to take the finger-print aa(s) sample of the intending user
to know his/her permission status. If the specimsemot found to be among the list of
authorised users, you will not be able to gain secB8ome of these systems are made
in a way that if you make any attempt of forcefutfpining illegal access, the
machines will alert the relevant security guardghef intrusion attempt, and before
you know what is happening, the security guardsteeee to effect your arrest.

| know many of us may be wondering why AutomatedefreMachines (ATMs) are
not usually attacked to get the money loaded imth€he truth is that most times,
especially in developed countries, attempting tealstmnoney from the ATMs is
usually an effort in futility because, even, if aseable to gain entry into the machine,
the money will be destroyed. The machine may dgdtie money by making some
stamps on it, so that such money can be identdg&dtolen money from the ATMs.
And in this case, nobody will accept the money #redlaw enforcement agents will
also be alerted to arrest the culprit.

Meanwhile, | don't think we have orientation to ttlextent in Nigeria, which will

make the people to identify money stolen from ATNMease, be cautious not to
mistake breaking into ATMs to steal money loaded fior illegal ATM transactions

like the theft of someone's ATM card. Here, we digcussing a situation where
someone destroys the automated teller machinesetd e money loaded in it.
Notwithstanding, in Nigeria, the security measwealéter criminals from looting the
money from ATMs may be by automating the machiifethey suspect such illegal
entry, to destroy the money in it, so that they lbacome unspendable for the looters.

SELF ASSESSMENT EXERCISE

How will you describe physical security?

3.2.1Approachesto Physical Security
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In summary, physical security can be explained fthree different approaches, all of
which are interdependent in order to provide adeguahysical security for any
facility. These approaches include the following:

(a) The first approach is concerned with mounting atietor barriers that can
prevent the potential attackers or intruders oricials personalities from
gaining easy access into the facility. The attagkebe it accidents,
environmental disaster or human attackers willopeded by putting in place
some measures like multiple locks, fencing, wdilgproof safes, and water
sprinklers, to mention a few;

(b) The second perspective to physical security isallaion of surveillance and
notification, which will help us to optimise the csgity of the facility by
monitoring and detecting the activities of (potaltiattackers to the facility.
This involves the use of such security methods illstallation of lighting, heat
sensors, smoke detectors, intrusion detectorspaland cameras; and

(c) The third approach involves putting in place measuhat can help in effecting
the arrest of attackers or hazards. For instahese tshould be security guards
that will act promptly and effectively when aleftattack is raised to arrest the
attackers. Also, in fighting such fire incidentsisi expected for us to have fire-
fighting equipment or call professional fire-figlrgeto come to rescue in
guenching the fire. There is the need too, to havelace emergency workers
and disaster managers for hazard and disasteratmiig These and other
measures will help us to recover quickly from aeais, fires, or natural
disasters.

SELF ASSESSMENT EXERCISE
Explain the three basic approaches to physicalrggcu

4.0 CONCLUSION

Considering the various forms already discussethivithe last two units, security
profession is very versatile. This is because ed¢hese forms demands expertise in
the fields, and that is the reason why we havesbfit departments or divisions or
areas in security sector. In this case, it is etggeto do the placements to various
available departments according to their experiséhe relevant fields. It is only
when this is done that there can be optimal perdmee among the security
professionals. In the next unit, we shall comptaie task in explaining various forms
of security.

5.0 SUMMARY

In this unit, we continued our discussion on vasifarms of security. The first form of
security that attracted our attention was infororasecurity. Consequently, we
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explained the meaning of information security, asdts various approaches were also
explained. Thereafter, we beamed our search-lighthe second form of security in
this unit, as we described what physical securstyall about. Our final area of
discourse, however, was plotting an inquiry inte tist of approaches to physical
security. At this point, it is my belief that youave found this unit intellectually
stimulating.

6.0 TUTOR-MARKED ASSIGNMENT

Write a short note on:
a) The Meaning of information security and any thréédsapproaches; and

b) The meaning of physical security.
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1.0INTRODUCTION

In the two previous units, we have discussed sofmthe basic forms of security
including computer security, information securitydaphysical security. To complete
our task, we shall explain some other forms of ggcin this unit, which will include
infrastructure security, seaport security, airg®cturity, food security, and a host of
other forms of security. Before we go into theyagtitty of this unit, let us quickly
look at the objectives of the study. This, we sHalin the next segment of the unit.

2.0 OBJECTIVES
At the end of this unit, you should be able to:

e Describe the meaning of infrastructure security;

e Discuss what seaport security is all about;

e Elucidate on the meaning of airport security;

e Explain food security;

¢ Define health security;

e Clarify the meaning of economic security; and

e Examine what environmental security denotes.
3.0 MAINBODY

3.1 Infrastructure Security
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Infrastructure security can be described as thag¢&sof security designed purposely
to provide protection for specific infrastructurarpcularly those infrastructure
considered critical. The examples of critical istraicture may include airports, sea
ports, railway, network communications, hospitalSentral Bank, dams, oil
refineries among others. Highways and bridges ds® an aspect of critical
infrastructure (://www.tsa.gov/travelers/highway/index.htmPue to very high
importance that these infrastructures have onitles land overall wellbeing of the
people, it is paramount to provide adequate secdot them and immune them
against any threat or attack.

Take for instance, if the dams or water systemtssijaply water to all households in a
community is poisoned, so many lives will be lostedto that attack? So, every
government is expected to make efforts to equimagtfucture considered critical with
enough security in order to avoid disaster. Anothexmple is where the airport is not
well secured and there is no doubt that there estémdency that it can easily be
attacked by terrorists or saboteurs. Similarlyanf airport or seaport is considered
porous, it will be easy for enemies to bring inbe@ tcountry harmful and destructive
materials that can undermine the security of tbantry.

Nonetheless, this shows how important it is to mlevadequate security for the
infrastructure. it is a matter of fact that any @am intentionally or accidentally done
to the critical infrastructure will have far-reanpieffect on the economy and overall
security of the country. For instance, the contthakestruction of gas pipes often
disrupts level of power supply in the country wsttrious consequences for the power
generation capacity of the Power Holden Companyigeria (PHCN). The threats
that can damage infrastructure basically include tbllowing (which shall be
discussed extensively later in this course):

» Sabotage;

»Terrorism;

»Natural disaster; and

»Information warfare

SELF ASSESSMENT EXERCISE

What is infrastructure security?

3.2  Seaport Security
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Ports are simply passages that lead into any cpufipart from seaports, people also
use airports for the shipment of their cargos frome destination to the other.
Meanwhile, the quantity of loads will determine wahiof these two ports should be
used for the shipment. The seaports are where ns@jpping activities take place.
And they are also vulnerable to security threais.iistance, through seaports, some
(unsuspected) criminals can bring in hazardous gdi&d expired drugs, contraband
products, illegal arms and ammunitions, among sthét this point, how do you
describe seaport security? Seaport security caplygine described as:

...the defense, law and treaty enforcement, andteoierrorism activities that fall
within the port and maritime domain. It includesetlprotection of the seaports
themselves, the protection and inspection of thgacanoving through the ports, and
maritime security://en.wikipedia.org/wiki/Port_security).

There is no doubt that seaport security is vemgtagic to the political sovereignty and
security of any country, and that is why governraeott various countries take the
issue of fortifying their ports as a very importaome. The reason is that any
government that fails to secure its seaports casaiteto be on the verge of losing its
sovereign power because not only the governmenalsotthe public at large will be

vulnerable to threats especially if enemies brintp ithe country materials that are
harmful and destructive.

Take for instance, if there is no provision of giéint security at the seaports, there
may be a situation of proliferation of weapons a@ntkll arms in that country, and
terrorists can easily operate where there is naate security at the ports. Here,
enemies can easily hide destructive objects likenl® guns, chemical weapons
among others in the containers, which they may lage against the country. This
view is shared by Greenberj al, when they state “that whenever and wherever a
container is handled during movement represent®tanpal vulnerability for the
security and integrity of the cargo” (Greenbetgal, 2006 cited orkrror! Hyperlink
reference not valid.). There is no doubt that any poor security hamgdh cargo can
expose the country to security risk.

For instance, in a country where there is sharpcetkligious division like Nigeria,
circulation of such weapons can engineer insurgesag growing criminality as
experienced in the country in recent time. Thelle¥sophistication in armed robbery
operation and the weapons the bandits use in réosest calls for total restructuring of
our security sector and policy. It is a fact thatsinof these dangerous weapons are not
manufactured locally but come into the country tiyio the seaports and borders. The
attendant consequences that accompany arms pagberin Nigeria underscore the
strategic relevance of effective port security.

SELF ASSESSMENT EXERCISE
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Describe seaport security.
3.3 Airport Security

Airport is a place that involves an aspect of tpamtation. People travel either by road
or sea or rail or air. All these means of transgtayh deserve to be provided with

sufficient security. It is no exaggeration thatpam has continued to receive greater
attention due to very strategic reasons. One ofdhsons is that it is the most popular
means of transportation, it is the fastest. Andriafram being a means of moving

people from one destination to another, it is alsed in transporting goods. The
journey that may take a ship three weeks or monebeacovered by a plane in hours.
Airport accommodates a large number of people dioly the travellers, the crew and

management of various airliners present at theoeiig) as well as those who escort
travellers to departure lounge and those waitingeteive travellers on arrival. It is a

network of people having different motives andsitmportant to put in place adequate
security to protect lives and property at the airpo

Another reason is that airport has become oneeo¥éhitable avenues being exploited
by terrorists to carry-out their attacks. The uglgidents of terrorist attacks in many
airports have necessitated the need by varioustigesirto fortify the security in their
airports with the aim of making their airports legadgnerable to any enemy's attack.
Previously, less attention was paid on screeniegpissengers for the possession of
small arms and weapons which were usually hiddetineir hand bags Some of the
incidents may include arbitrary killing of innocealvilians by terrorists and those
disgruntled elements who often call themselvesimeefighters

The list of terrorist attacks through airportsasd. One of such terrible occasions was
a Cubana Flight 455 flying from Barbados to Jamaidaich was attacked by terrorists
on October 6, 1976 where seventy-three people merelered. Another case was Air
India Flight 182, which experienced bomb attack ted to the killing of 329 innocent
people. On 30 May 1972, a gang of three terrongte were linked to the Japanese
Red Army, shot and threw grenades at people spmiadiat Lod Airport (now Ben
Gurion International Airport) in Tel Aviv, IsraeBefore they were overpowered, they
had already killed twenty-four people as no lesmtkeventy-eight people sustained
various degrees of injury.

Again, in December 1985, the Rome and Vienna daspalso became targets of
terrorist attacks. The terrorists took advantagesesfurity lapses in these airports to
carry out their nefarious acts. They shot and thgeenades at people leading to the
killing of no less than 20 people. The most serioliall was the September 11, 2001
terrorist attack where some commercial planes \Wwgaeked by terrorists linked to Al-
Qaeda network that were deliberately crashed bytdtrerists into the World Trade
Centre and Pentagon while the one meant to be estash the White House was
forced down by the passengers on board, missintathet.

3.31Elements of Airport Security
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Due to the large number of people being accommddatea daily basis at airports
worldwide, various governments have began to ihdifierent security systems. The
infrastructure in most airports especially in th8 Bhd UK since the 9/11 incident are
being fortified with all sorts of security gadgeisd procedures, as dictated by the
kinds of security challenges being experiencedamowus airports. For example, before
now, the presence of touts and area boys was velgrég in major airports in Nigeria.
During that time, stealing of travellers' belongrand baggage was very rampant. The
new security measures put in place since the aiviladministration of Obasanjo
(1999-2007) has drastically reduced the presentauts in our airports. The incidence
of missing baggage is reducing fast by the day.usequickly discuss some of the
elements of effective airport security.

(a) Airport security personnel The enforcement authority in the airports vary
according to the class of each of the airportsr@iaee first class airports that
can serve as international airport to be used a&s/ emd exit point for
travellers coming or leaving the country. Convemdidy, an international
airport must definitely satisfy international awat safety standards and
should be equipped with facilities that can accomate big aircrafts. The
reason is that not all aircrafts can be accommaddayeevery airport. That is
why some airports are used for local travels, mamhywhich can only
accommodate relatively small aircrafts.

Apart from the class of airports, the amount ofusig threats being
experienced in an airport also determines the le/skecurity to be provided
in the place. By and large, most incidents of testoattack are usually
effected through international airports, and thigkes it pertinent to assign
enough security personnel there. Unlike countrige the United States
where state and local governments have highestatant the provision of
security personnel to the airports, in Nigeriapait law enforcement whether
in local or international airports is largely caited by federal law
enforcement agencies. Well, the type of securitg@anel arrangement, you
are likely to find at any international airport @gpls largely on the security
policy of each country. For instance in Nigerigrthis absence of state police
and no state government can provide security fgrlacal airports without
seeking assistance from the federal governmente@iy, in airports, the
security agencies that can be found may include:

»Policemen and officers specially attached to thpeaats;

»Situating a permanent police station at the airptrtked with adequate
equipment and competent personnel,

» Members of the Public Intelligence Community likeat® Security

Service (as in Nigeria) who will be stationed asatefgic locations
within and outside the airports to gather secumtgted information
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that can be used to prevent or reduce crime oortstrthreat at the
airports;

e » There must be the presence of some members of r{othe
paramilitary agencies like Immigration Service &wstoms Service
to identify illegal immigrants or immigrants coneréd a threat or
importers/exporters of harmful and banned produantsl, the culprits
should be arrested, investigated and if found wgntiecessary steps
should be taken to subject them to immediate prasetg

e » There must be the presence of emergency team airfiats that
can respond timely and effectively to events ofaslier like plane
crash or fire outbreak at the airports;

e » There must be the presence of anti-bomb expettseadirports to
detect concealed bomb items or detonate any expldeund at or
around the airports;

e :* Services of police dogs should also be securethédetection of
explosives, hard-drugs and dangerous objects;

e » Location of military barracks near the airportsstiuating a unit
consisting of the military forces within the airporto provide
complementary security services at the airportspiatecting the
nation’s airports against any internal or exteaggression;

e » The use of Private Guards: Private security persiooan play
complementary roles in providing security to thepait(s). For
instance in Spain, private security officials arkboveed by the
government to provide security services at theoairprhe airliners
can also be encouraged to contract private secuguigrds, the
practice which exists in some countries. Some ete¢hguards may
not able to conduct the main screening at the sorgepoints. They
can still use the method of “screening the passsnigye observation
techniques” (SPOT) that is already being used werse airports in
the United State&//wn.wikipwdia.org/wiki/Airport_security)and

(b) Installation of security equipmeriti recent times especially resulting from the
experience of the September 11 terrorist attackerlJS, most countries have
fortified their airports with sophisticated secyriequipment. With metal
detector, security officials can easily identifynsone with arms or weapons
even knife and other sharp objects that can be tsé@drm the passengers
and crew at any aircraft. In most internationalpait, it is illegal for
restaurant operators within specific locationshia &irports to use plates that
may be converted into weapons by terrorists. Iseh@staurants, the operator
use plastic to serve their customers. Technologideancement has
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brought about invention of very effective explosiwachines or gadgets like
X-ray machines, explosive trace detection (EDTY paoffer machines. These
machines are used to conduct screening of baggadeother travelling
materials to detect if any has any explosive sulggtgparticularly volatile
compounds that can make explosives using gas chognagphy. According
to Edward J. Staples (Ultrahigh-speed) gas chrognaphy (GC) can be
described as:

...a powerful method for analyzing odours, fragr@sicand chemical vapours
produced by explosives, chemical and biological pees, contraband, and
hazardous industrial materials. A new chemical-pirgj system directly

measures odour concentration and intensity withirdegrated GC sensor.
Using a solid-state surface- acoustic-wave (SAWsaewith electronically

variable sensitivity, it identifies the chemicalespes in the vapours inside
cargo containers and determines their concentration10 s with pictogram

sensitivity(see://www.aip.org/tip/ INPHFA/voI-10/iss-3/p22.html).

The invention of backscatter X-ray scanners mak@®ssible to detect any
hidden weapons and weapons any passenger may haventéher. Here,
passengers are asked to move close to a flat padein the process a high
resolution image is produced through which somewitie weapon(s) can be
identified and arrested immediately for furtheembgation.

SELF ASSESSMENT EXERCISE

What is Airport security?

3.4 Food security

The situation brought about by the introductionegtlusively crude-oil economy in
Nigeria in the 1970s has put the agricultural seabthe nation’s economy into
comatose. Nigeria that used to be one of the ggefied baskets and a major exporter
of agricultural products in the world has becompegpetual importer of food items,
meaning that, adequately feeding the masses waald Hifficult task. There is no
doubt that the agricultural sector has become madb More than 70% of urban
dwellers go about on empty stomachs. The pervasiveger that rents the air has
continued to make people more vulnerable by the @his situation has been one of
the major contributing factors to the increasinignerrate in the country especially the
urban centres. In order to make food available dhntly to the people, government
needs to adopt strategic and policy actions that e@gender food security in the
country. Then, what is food security? Food securdy be described as:

...the reliable availability of a sufficient quatytiand quality of nutritious food for a
population(.personal.umich.edu/~alandear/glossary/f.ntml).
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...the availability of food - in other words whetlhieis physically available and if so at
what price. The term is sometimes confused withdh#od safety which refers to the
extent to which food is safe to déattp://ec.europa.eu/agriculture/glossary/inder e

.htmm).

...having access at all times to enough food foraative, healthy life( .pbs.org/
wgbh/rxforsurvival/glossary.html.

Bearing in mind the foregoing definitions of fooelsrity, availability of food is very
germane to the maintenance of law and order insagyjety. It is therefore important
for every society or country to initiate policieshich can create the opportunity to
provide the people with food in qualitative and witative terms. However, food
security underscores the strategic importance gbkitsustenance in food production
has on the security of any nation. Though, therd#pendence that dominates
relations among nations also includes food. Thiseisause there are particular types
of agricultural items that cannot be grown in ooerry but which can be found in
another country. For the fact that food is not hyxiout necessity, a secure society will
always undertake activities that will enhance tlu@pacity to produce food locally,
and endeavour as much as it can, to avoid impottiegfood items it can produce
locally.

SELF ASSESSMENT EXERCISE

How will you explain food security?

3.5 Health Security

This involves safety against HIV-AIDS pandemics ater diseases. It is part of
government responsibilities to provide health siguor its citizens, knowing the
impact that good health condition(s) can have andhvelopment of any country.
That is why in advanced countries, government plesithe platform to promote
healthy living among the people. Health security visry crucial to national
development, and that is the reason countries thiee United States have created
opportunity for their people to access national ltheansurance scheme, where
everybody will make contribution (premium) to theheme. When they fall sick,
there is insurance cover that will take care oirthespital bills according to their

policy type(s).

In addition, most governments usually have somegeggic interventions to respond to
health crisis and pandemics. One of such intergerdi techniques is awareness
programme by educating the people about the dasfgbe outbreak of some diseases
particularly those that are infectious like HIV/AHE) SARS, and tuberculosis, to
mention a few. Enlightenment also helps to guidepjee against (reckless) lifestyles
and ignorance, which can aid the spread of disspsspecially those with high

contagion.
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Also, in most states, sanitation officers are apjgal by government to ensure strict
compliance of people to environmental and sanital@ovs. The reason is not only to
ensure good sanitation behaviour but also to gieeatme health security of the state.
Another way of providing health security is by pugtin place free health services for
the people. Though, this kind of programme is vewpensive, there are some
governments that still take up the responsibilifypooviding both qualitative and
guantitative health services to the people at lost.cThe purpose of doing this is to
provide health security for the people.

SELF ASSESSMENT EXERCISE

Define health security.

3.6 Economic Security

This can be described as a way of putting in plaeasures and strategies that will
ensure that every individual in the state is ndy antitled to employment but also
has the right to a living wage. In advanced coestrgovernment often puts in place
social security for citizens who are out of job wédtey stipends are provided for the
citizens to keep body and soul together. But, ifjiste unfortunate that in most
developing countries, unemployed people are lethéxr own fate, such that nothing
is provided by government to ameliorate the pligbtsunemployed citizens. The
people who have job do not have any job securitgea®ral employees are cheated
and underpaid by their employers. This situatios theerefore been one of the major
factors responsible for the increasing criminahtyd criminal activities among the
people especially the youth.

SELF ASSESSMENT EXERCISE

How will you define economic security?

3.7 Environment Security

The concept of environment has begun to dominaenational discourse. The issue
of environmental pollutions has continued to attettention among individuals, Non-
Governmental organizations (NGOs), nations as aflinternational organizations. It
is imperative, if we consider the adverse effebtd £nvironmental hazards may have
on the people, for government and the people taurenshe security of their
environment. Conceptually, environmental securéty be described as:

...ability of a nation or a society to withstandvennmental asset scarcity,
environmental risks or adverse changes, or enviemrnelated tensions or conflicts
(:/lwww.pacinst.org/reports/environment_and_security/eecurity _and_climate_ch

ange.pdf).
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...the total surrounding or external conditions huit which an organism or a
community existtAdeboyejo, 1994: 74).

Within the world body (the United Nations), efforese being made through its
(relevant) agency — the United Nations Environmeragram (UNEP), to monitor
environmental issues, and make reports and plantsuch issues and make reports
and plans for such issues and to act and promgé& ilestruments on the environment.
If we want to talk about environmental securityr fmcus shall be on the atmosphere,
lithosphere, hydrosphere and biosphere. Peopletatlabout issues like damage in
ozone layer, climate change, water pollution andirenmental degradation (to
mention a few). Environment has great impact ongesgeral wellbeing of the people,
and that is the reason why increasing interest tatesand non-state actors on
environmental protection and security has beconmeat. The growing interest since
1980s on environmental security has also attracechumber of international
agreements aimed at protecting the environment.

SELF ASSESSMENT EXERCISE
What is environmental security?
4.0 CONCLUSION

So far, in the last three units including this one have explored several forms of
security. One revelation about these forms of sgcus that security as a whole
usually involves a network of activities and actiageared towards hazard mitigation,
crime prevention and detection, threat mitigatiow @limination, risk reduction and

management among other objectives. It is, thergfongperative on security

practitioners to build synergy through differennhdtions they perform by working

collaboratively in the development of effective sty system and management.

5.0 SUMMARY

In this unit, we drew our attention to other forofssecurity not previously discussed.
And we began with the meaning of infrastructureusiég, and later went ahead to
describe seaport security, and subsequently weaigal airport security and its
elements. Also, we explained food security, hesdtturity, economic security and last
but not the least was environmental security.

6.0 TUTOR-MARKED ASSIGNMENT

Describe any five of the following forms of secwrit
Infrastructure Security

Seaport Security

Airport Security
Food security
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Health Security
Economic Security
Environment Security
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1.0 INTRODUCTION

The issue of security has been very germane tpdeheeful cohabitation of the people
in any given community or state. Security involvesveral activities that are
interconnected to the overall maintenance of lad@ arder in any given society. The
ultimate goal of security is to protect the livasdaproperty of the people, and this
corroborates the need to co-opt the public in #austy activities and planning (see
:/[portalnano.ru/files/20) Therefore, it is a truism to extend the particpatand
decision making processes to the people in ordackeeve the overall objectives of
securitisation.

As a matter of fact civil security appears to be thitimate solution to security
problems that may pervade any society. This is umeavith the desire to protect the
lives and property of the people against any nhamd man-made attacks or threats, it
is more pertinent to build the capacity of the pubd respond very appropriately and
effectively too, to hazardous events and securitgcks such as organised crime,
terrorism among others, by engaging in actions tat reduce losses from such
hazard or security threats.

In this unit, we shall discuss the meaning of caalcurity as well as other areas of
discourse pertaining to it. Due to the limited spatthis unit, we shall focus only on
risk education and its elements in examining theoua approaches to civil security,
and we shall explain other approaches in the suigsgqunit. Meanwhile, in the next
segment of this unit, we shall browse through thgous tasks we shall undertake on
the subject, in the objectives of the unit. | haaedoubt that you will find this unit
very interesting and intellectually stimulating.
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2.0 OBJECTIVES
At the end of this unit, you should be able to:
e Define civil security;
e Outline various approaches to civil security; and
e Explain risk education as an approach to civil siégcand its elements.
3.0 MAINBODY
3.1 Meaning of Civil Security

The experience of the world in recent time has shtvat security has evolved to a
new stage where the importance of the civil popahato security management cannot
be underestimated. There has been a shift in $gdhreat discourse where major
attacks and threats come from non-state actors:{seew.bmbf.de/en/6293.php)n
this case a handful of criminals may form a grompetrorise a whole nation thereby
posing greater threat to the general security ghtmere even beyond national
boundary. For instance, a group like Al-Qaeda netwposes a greater security risk to
the most powerful nation on earth (the US) than ainigs rival states like China and
Russia. If security involves initiatives, which nhagso “focus on the impact of natural
disasters or major accidents and the restricticshaofiage” Error! Hyperlink reference
not valid.), it is imperative to adopt civil security framesko which will enhance the
capacity of the public to act on their own in thme of emergency and hazardous
events.

How do you describe civil security? Civil securign be described as any conscious
measures taken by stakeholders aimed at reduciingrability to the security of the
public by enhancing the capacity of individualsritigate danger and security threats,
as well as recovering from any form of securityaelts whether those that are natural
(like hurricane, tornadoes, earth quake, tsunag), @r considered to be manmade
(arson, robbery, blackmail, etc). Civil securityse crucial because it “provides an
outlet for individual participation in and contritian to homeland security” (Dory,
2003b). The growing relevance of involving civil padation in security practice is
very evident in the contemporary world. This viesvsupported by President John F.
Kennedy several decades ago, at the height of awutllecat episode between the East
led by the defunct Soviet Union and the West bestlby the United States, according
to him:

To recognize the possibilities of nuclear war ie thissile age, without our citizens

knowing what they should do and where they shoald gombs begin to fall, would
be a failure of responsibilitfKennedy, 1961)
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Considering the foregoing, the essence of civiuggc is to redefine the traditional
security system and present a new paradigm in ggcliscourse such that attention is
now geared towards building the capacity of thdiaivs in responding to hazards and
security threats. The need to educate the massearmus aspects of security cannot
be over-emphasized because the goal of security il defeated if the main
stakeholders (the people) remain vulnerable tacldtand helpless in taking care of
themselves in the event of security threat.

Shalamanowet al (2005) present a different perspectives to thinitien of civil
security and according to them civil security caclude the following:

(@) Better interdepartmental coordination. If properiynplemented, the
broad interpretation of the Law on Crisis Managemenill lead to the
establishment of a civil security system that gally described as National
System for Crisis Response. In this respect, the ob the National Crisis
Management Center is crucial.

(b) Active civil society participation in the provisiaf security. The active
civil participation is the connecting link betwe#&naditional” civil protection
and civil security. Nowadays security cannot bevited by the state itself. The
engagement of the civil society becomes indispéas@ivil society structures,
NGOs, voluntary local formations as well as businesganizations and the
scientific community are the potential resource tfeg establishment of a third
pillar of the security sector;

(© Good governance and effective democratic civil mdrdver the security
sector. Participation is the best opportunity faoactive control,

(d) New strategic culture of civil society. The estsitninent of a civil security
element of the security sector is a challenge éontfaturity of civil society. The
ability of civil society to fill in the vacuum lelfity the diminishing traditional
state fast before organized crime is vital.

SELF ASSESSMENT EXERCISE
How will you describe the concept of civil secufity
3.2  Approachesto Civil Security:
In this segment, we shall simply list the four lsaspproaches to civil security to make
judicious use of space. These approaches shaktbastvely discussed subsequently.
So, what are these approaches? They include tlosving:

a) Risk education;

b) Preparedness;
c¢) (Public) Warning; and
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d) Protective Actions

Civil security involves a network of activities, iemands connecting various
approaches that are brought into bear at diffelerdls of security management. In
security planning and management, we are oftenlitamvith two environmentspre-
incident (pre-hazard or attack) anlroughout incident (post hazard and attack). The
through incident environment features various #&adty of intervention during the
incident of security threat and its aftermath, peaee figure 1.1.

Figure 1.1 Integrated Civil Security Approaches
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Source: Dory, A.J. (2003a)Civil Security: Americans and the Challenges of
Homeland SecurityWashington DC: CSIS.

Civil security involves drawing a framework thatepents us with diverse strategic
initiatives and activities that enable the puble have adequate knowledge of
incidence of risk through the process of risk etiocain the pre incident stage. The
security sector mostly performs this function bynoounicating (risk communication)

with the public through several forums and platferhike the web, television, radio,

newsletter, among others.

And having educated on risks that underlie poteéssaurity threats or attacks, people
can then be prepared against such threats. Inuatisit whereby a security threat
occurs, the security sector communicates the publissue warnings by alerting or
notifying them of the occurrence of a hazard, desteps they should take to forestall
the disaster that may result in huge loss of laras property.

Also, in a situation whereby a hazard or attack uckc the security sector

communicates the public, warning them through asertl notification about the
security threat happening or about to occur. THexedhe public needs to be given
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additional (professional) advice on steps to takeeduce losses and or be assisted
with further necessary protective actions, to redihe effect of the attack or hazard
on the wellbeing of the public. For instance, iérd is an outbreak of bird flu in a
community, the government may reasonably decideqt@arantine or restrict
everybody coming from such a community to anothemmunity until essential
medical tests have been performed on the affeateple to know their health status
before allowing them into another community. Thi®tpctive action is taken to
reduce the spread of the disease, which is comrgideapable of undermining the
health security of the public. In the next, we slEgin our analytical task of the
various approaches to civil security by discussisk education and its elements.

SELF ASSESSMENT EXERCISE

List various approaches to civil security.

3.3 Risk education

From time immemorial, risk has been part of humda IRisk that pervaded the
Hobessian state of nature resulting from inseclethpbedded in that situation where
no Sovereign power existed to regulate the affafrsnen mandated the people to
surrender their individual sovereign rights to antca& Sovereign authority

(government). Meanwhile, that contractual agreem@ought unto people another
risk- the possibility of the emergent Sovereign powo fail in meeting the

expectations of the people or its failure to perfawvell its functions or involve in

oppressive and repressive actions against the @agprgued by J.J. Rousseau.

The foregoing is illuminated by Holton (2004) whmaes that there are two issues
that determine the existence of risk. The firstuiscertainty about the potential

outcomes from an experiment. The second issue éscaa how materials are the
outcomes in providing utility. Thomas Hobbes coniexh people’s resolve to take the
risk of surrendering their sovereign power to atidrSovereign entity because of the
brutish and nasty nature of the Hobessian stateudi, uncertain of whether their

lots would be better or not under the new arrangerdee to perpetual absence of
security of lives and property that existed priorcbnvocation of sovereign political

authority in a state, they still found it a goodeadto concede their individual

sovereignty to a central authority, which they é&eéid could provide them safety and
guarantee their wellbeing.

Here, despite the uncertainty, people still belietteat it was better to take a risk in
convocation of new Sovereign power than perpetgatiremselves in the risk that
triggered the lawlessness and disorder that clarsetl the state of nature as
presented by Hobbes. The anticipation of the pewgale that the potential outcomes
would provide utility. This can be said to meanttpaople hoped that their action
would help them to have a new situation throughcWitheir safety and security of
their lives and properties could be safeguardethéySovereign authority.
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At this point, it is pertinent to look at some bktexisting definitions of the term risk
for our better appreciation of the subject. Wedc@ding to Niklas Luhmann, risk can
be defined as:

....the threat or probability that an action or exewill adversely or beneficially affect
an organisation's ability to achieve its objectiyeshmann, 1996).

Some of the other definitions of risk may inclutie following:

Risk is the probability that a hazard will turn an& disaster. Vulnerability and hazards
are not dangerous, taken separately. But if thapedogether, they become a risk or,
in  other words, the probabilty that a disaster Iwil happen
(://Iwww.unisdr.org/eng/public_aware/world _camp/2@@bklet-eng  /Pagina _ 9ing

-pdf).

Risk is a concept that denotes the precise proiybdf specific eventualities.
Technically, the notion of risk is independent frre notion of value and, as such,
eventualities may have both beneficial and adveossequences. However, in general
usage the convention is to focus only on potentiagative impact to some
characteristic of value that may arise from a fetw@ventiError! Hyperlink reference
not valid..).

From the above definitions, one thing that come®uo mind is that risk may be

summarised as uncertainty in the outcomes of evantctions. Risk colours every

aspect of human activities and relations becaugheopossibility that the outcomes
may be partially or absolutely at variance with eMpectations. A good example is a
case of a retiree who due to the unpredictable @oanclimate of Nigeria and not

wanting to risk investing in just any business,ides to use his/her gratuity to build a
house with the aim of letting it out to make monlys/her desire is to use the money
got from the property to take care of his/her neaad for the security of life after

service, so that he/she can still have somethirfglkdack on, even when pension is
not (promptly) paid.

Here, we may see ingenuity in this retiree’s ideastdering the plights of pensioners
in Nigeria who are always maltreated by succesgwernments, but such a plan is
not also devoid of risk. Let us put it this wayteafthe retiree in question has let out the
house, one of the tenants through his/her caredesdeft a candle on the table and in
the twinkle of an eye, the house is engulfed im#a Then, the question that would
likely come to our minds is- how can the retireélagck his lost fortunes?

Nonetheless, this scenario underscores the impmmtah getting sufficient education
of risk in carrying out specific activities and wnthking a particular project or the
other. Mandating the careless tenant to build ardtlbuse for the poor retiree may be
a fruitless effort especially when he/she does hrate the financial capacity to do
such. Even, if taken to court, little can be dom@revail on the careless tenant except
he/she has the means to provide the landlord-estin®@ther house. Above all, the
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action of the tenant may not be considered as abewmause the damage was not
intentional but he/she may be penalised for beargless.

In the worse-case scenario, if the offender (theleas tenant) dies in the inferno,
what will be the fate of the landlord-retiree? Yanswer is as the same as mine- total
loss on the part of the landlord. Meanwhile, ifrh@vas adequate risk education on
the part of the landlord-retiree he/she would hiaken steps to avoid such a loss and
the steps may include insuring the property andipggg the house with fire-
fighting facilities like fire extinguisher. Availality of fire-fighting equipments will
help in mitigating or reducing the losses resultiram the incident of inferno. There
is no doubt that educating people on risk is vesgeatial in providing them
opportunities for safety in their businesses, atiy, and overall security of their
lives and property.

Risk education and communication is a fundamengahent of civil security. It is the
foundation of civil security (Dory, 2003a: vi). A®u may be aware, risk adorns every
aspect of the life of man. Man and woman go intelationship but only hope that
things will work out fine for them. In some situats, courtship may lead to marriage
while among some lovers the relationships will fdile to one reason or the other.
Even, where the relationship leads to marriage,esanexpected circumstances may
come up, which can have adverse effect on the aggari

For instance, in the beginning a couple may loveheather very dearly but if the
marriage is not blessed with babies, the couple dexide to search for solutions,
and in the process, the security of the marriagg bethreatened if no legitimate
solutions seem to work in their favour. Thereafssguments and counter-arguments
as well as accusations and counter-accusations enaye that may lead to the
eventual collapse of the marriage. This, no dosbbws the existence of risk in the
relationship not only between a man and woman buirg the people in general.
According to Weyman and Shearn (2004: 6), the dbjes of risk education can be
summarised into three, which include the following:

(&) Awareness raising - strategies designed to dissammirknowledge and
understanding of sources of harm;

(b) Transferable skills - progressive approaches that & develop transferable
life skills (relating to the risk assessment andtoal); and

(c) Behaviour modification - approaches that aim to ueel risk taking
behaviour.

We do certain things sometimes without having alisotontrol over their outcomes,

yet we still take the risk in undertaking them. Evevhere we have absolute control
over the events, it is possible for some thingsrtgp-up to change the course of the
events, which may make the outcomes of such eghiois of our expectations.

SELF ASSESSMENT EXERCISE
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How will you describe risk education as an appradactivil

security? 3.3Elements of Risk Education

a)

Development of unclassified national intelligence There is need for
government at the center to create mechanisms airmgelveloping unclassified
national intelligence estimate on various threatssecurity i.e banditry, all
forms of terrorism, ethno-religious violence, to mtien a few. It is very
ridiculous that various intelligence agencies hawatinued to play down the
inherent risk involved in the way the political ¢eaship in Nigeria continually
plunders the resources of the nation with impuriftyhe political office holders
are educated on the risks such as political turtmele increasing criminality,
violence, and other negativities, that the nat®axposed to, due to the growing
incidence of corruption that pervades Nigeria, mafythese government
officials may have a rethink to continue to staablc funds.

The fact is that they themselves as culprits wgbabe victims of their own

actions. A good example is the problem of incesgaiitical assassination
where some political elites contract some of th@sasses) they oppress to kill
their fellow political actors for one political adgtive or the other. This
development corroborates the adage of Wwmruba people of south-west
Nigeria, which says that ‘a bird perches on thesrdpe rope is unsteady while
the bird itself that is on the rope not at ease’.

It is important for intelligence agencies to edectte political actors on the
implications of their policies especially the riskuch policies may pose to the
overall security of the nation. For instance, ie tNiger Delta, many of the
political elites in and outside the region have rbexcused of using the
vulnerable youths as party thugs armed with weapi®s guns, cutlasses
among others, to win elections and in the afternmditblections, these youths
were abandoned by their former patrons with no reffdy these callous
politicians to retrieve the weapons from thugs.

Unfortunately, the youth, after being abandoned tbgir former masters

became frustrated, and began to devise means &nsiives to survive

especially when they have understood the dynamicsh® economics of

violence. So, many of them became armed robbedsiakpers, saboteurs, to
mention a few. The elites and their relations hae® become the main targets
of kidnappers, a situation, which speaks volumehef risk inherent in the

attitudes of maladministration and corruption;

Scenario-building in risk educatioBnough efforts should be made in building
scenarios to educate the public on risk, so they ttan understand the nature
and degree of possible security threats. It is werfprtunate, in Nigeria, despite
the existence of various regulatory, security anelligence agencies,
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the citizens are continually exposed to differergidable threats. For instance,
the damage done by ‘wonder banks’ could have beevepted if the Central

Bank of Nigeria (CBN) was alive to its responsilgilnot only to prevent such

institutions but also to provide adequate educatmrihe public on the risk

involved in transacting business with such frauduiestitutions.

Sadly, it took the CBN more than two years of tlkestence of such financial
institutions before it could advise the public one tinherent danger in
transacting any business with those institutiohss Imore pathetic that those
institutions were registered by the government aithconsidering the risks
underlying their operations. The public intelligenafficials that is supposed to
provide guidance to government and the public ow bee activities of these
wonder banks posed a great risk to the securitythef public failed in
discharging its duties in this respect. It is laaigle that many government
officers were also found patronizing those finahamstitutions due to their
thirst for making quick money;

c) Interactiveness in risk educatianlt is imperative to make risk education
interactive, so that the process will be partiapgtIn this case, the government
should provide various fora through which indivibuand respective security
agencies can meet to discuss and brain-storm assvi enlighten one another
on different threats and appreciate the risks stichats pose to security
management of their communities. These fora malydectown halls, radio or
television programmes and web casts, to mentioeva The importance of
creating interactive platforms in risk educatiommat be over-emphasized. For
instance the Nigeria Police has adopted the siraikfridging the gap between
her and the public through its community relations;

Gladly, police officers now have meetings with gheople in communities,

especially to educate the masses on the risks\adoin their attitudes to

security and to assist them understand possibleathirto security of the

community at large. For instance, in many commasijtipeople are ignorant
of the risk of mounting high fence in their houdes security reason. For

instance, if someone is being robbed, how can #ssqrs-by know that he/she
is in distress? Meanwhile, if it is a low fence s of the neighbours may
detect and call the Police for rescue. The samerate applies to the
neighbourhoods blanketed by fortified gates, whdehies the security rescue
teams i.e. Police to gain easy access in situajmf(distress;

d) Massification of Risk educatiodluch emphasis should be placed on educating
the general public on security risks. Risk eduecatibould be incorporated into
the school curriculum from primary level to terjidevel. It should be taught in
places of worship, community associations, work cgéa professional
organizations among others; and
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e) Active Participation of individuals in risk edion : individuals should
endeavour to participate actively in the processrisk education such as
attending police-community meetings, seeking fdorimation from relevant
security agencies whenever the need arises, anlriexp other interactive
forums like asking questions on any aspect of sgctirat you desire to have
knowledge of by participating on security talk shespecially when relevant
security experts are invited to the radio or tedmn programme. It is worthy to
note that, not every security information can baret with the public.

It is, therefore, incumbent on the concerned secwfficers either public or
private to enlighten the public on the importanée&eeping such information
secret. Take for instance, if a Police chief isasomdio programme, and a caller
seeks to inquire from him/her on the number of amitians each Police
man/officer on patrol can have. Here, it will beglily unethical for such a
Police chief to disclose such information becaude ite capability to
undermining the overall operation of the Polices@turity management.

However, an experienced security officer will edecthe caller and general
public on the risk in disclosing such informatioot only to the security of the
Police personnel but also the general public. Redipg creatively to questions
by security officers will allow security agenciesnjoy increasing confidence
from the public, which will aid the active partieifpon of the public in security
management.

SELF ASSESSMENT EXERCISE

What is Risk Education?
Explain any four elements of risk education?

4.0 CONCLUSION

Civil security can be described as any consciouasones, taken by stakeholders with
the aim of reducing and addressing vulnerabilityheir security. It helps to educate
the people on risks pertaining to any potentiabiggcthreats or hazards and enhance
their capacity to prepare against any potentiakdts. This will afford them
opportunity to respond effectively on their own lwatit waiting for intervention from
emergency or law-enforcement agents, as a waydiaceslosses or the impact of the
attack or hazard on their lives or/and property.

There is no doubt that modern securitisation depgradually from the traditional
approach of security that entirely alienated thal siociety or civilians to play active
roles in security planning and management. Thigruots the concept of community
policing that has been articulated by the policéhauities in the country but in
practice, Nigeria still has a long way to go conguiio European countries. One of the
reasons is poor implementation of the programmd, aarother factor responsible for
the poor credential of community policing in theuntry can be blamed on the
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negative perception people still have towards tbkce resulting from the nefarious
activities of most of its personnel and lack of ae for the public. Against this
background, the Nigeria police needs to undergmgereforms to show to the world
that it is not only effective but also independentischarging its functions. The law-
enforcement agents have been continuously of bamgnstrument in the hands of
some politicians to rig elections and repress thidip that it is supposed to serve.

5.0 SUMMARY

In this unit, we began our academic journey by @rarg the meaning of civil security
by looking at some of the existing definition okttleoncept. Though, the concept is
new in security studies and practice but a morelack are gradually attracted to
conduct research on this new concept of basic ggclWve continued our study by
highlighting various approaches to civil securityhereafter, we beamed our
searchlight on the meaning of risk education as anthe basic approaches to civil
security, and we completed our task in this unidiscussing various elements of risk
education. | hope you have found this lesson vetgrésting and thought-provoking
too. In the unit, we shall discuss other three appnes to civil security. Please, never
hesitate to consult your tutorial facilitator, riyaaspect of this study is not clear to you
or reach your course coordinator to link you uphwttte writer of this instructional
material only if it is very necessary. Good luck.

6.0 TUTOR-MARKED ASSINGMENT
a) What do you understand by the term civil security?

b) Write a short note on the meaning of risk educatiand any three of its
elements.
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UNIT 5
CIVIL SECURITY APPROACHESTO THREAT MITIGATION I
CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Body
3.1 Preparedness
3.2 Public Warning
3.3 Protective Actions
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References / Further Reading

1.0INTRODUCTION
In the last unit, we began our task on the meanimd) aspects of civil security. The
rationale behind invocation of the concept of csécurity underscores the need to
have the public in playing complementary rolesinatecurity planning but also in the
management of security. In as much as the publitndothe nucleus of the
stakeholding in the business of security, they khbe involved in security activities
so that they can care for themselves in the eviesgaurity attack. In this unit, we shall
complete our task on the subject- civil securityl as aspects. We have previously
treated the meaning and one of the aspects (riséagidn) of civil security. Now, we
shall discuss the remaining three aspects noeealikcussed.
2.0 OBJECTIVES
At the end of this unit, you should be able to:

e Explain other three aspects of civil security meaited in the last unit;

e Discuss the meaning and elements of preparedness;

e Examine the meaning and elements of public warniagd

e Describe protective actions and its elements.
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3.0 MAINBODY
3.1 Preparedness

Preparedness is another key element or componervibSecurity. Sometimes, one
may be sceptical in supporting the view that st#tes for any community to prevent
violence (war), it is incumbent on it to always paee for violence (war). Here, the
term violence or war is used to denote any (pa®nthreats or attacks from the
enemies such as armed robbers, kidnappers, safoteurorists, election riggers,
computer hackers, assassins, militants, frauddiezsputbreak and accidents, among
others.

It is always important to prepare oneself agaifs& tnexpected because it will
enhance one’s capacity to prevent such securigathio occur, and in a situation of its
occurrence, the rate of damage will be minimal. iRstance, Nigeria’s Federal Road
Safety Corps usually campaigns for compulsory dsseat belt in order to reduce the
fatality of accidents on our roads.

Again, some new automobiles now come with air baggrovide safety for the
occupants of the vehicle in a situation of seriaasident but the vehicles equipped
with air bags still have seat belts because theufaaturers feel that the air bag
system may fail to activate, and the seat beltstivarefore provide a security back-up
for the occupants of the vehicle when a seriousdaot occurs. The foregoing
scenario demonstrates how important it is, to abvayepare oneself against any
hazardous situation. Now, what is preparedness?ordioy to Amanda Dory,
preparedness can be described as:

...a method by which awareness and understandungp(@ted by risk education) can
be translated into action...,and it can include ange of activities: developing
contingency plans (e.g. communications, evacuatgirelter-in-place0, practicing

contingency plans, participating in education amdaaeness activities, and stockpiling
emergency supplig®ory, 2003: 35).

Preparedness can also be described as:

...a comprehensive plan (that) provides a rangesa#narios with clearly defined,

detailed processes and responsibilities. A criticaimponent of a business continuity
plan is a secure access plan to ensure remote aatesd emergency workers can
continue working during and after a disastér/www.juniper.net/us/en/solutions/

public-sector/state-local-government/emergency-gmegness).

Conducting a surgical analysis on the foregoinginidein, you may agree that
preparedness is very fundamental to safety andrisecobanagement. We cannot but
agree with the Boy Scout in their motto, which &ways be prepared’. Thus,
preparedness enables the public to take active mlesk management and effective
participation in the process of security manageni@rgparedness helps security
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agencies and the public, if not to absolutely pnéagtacks but at least to reduce the
fear and anxiety associated with security threatsan assist in reducing the fatality

rate in the consequences of any security threglhysical, psychological and economic

terms (see Dory, 2003: 35).

In addition, preparedness enables individuals $pard creatively to any situation of
security attack, even without seeking for extermatervention. Here, prepared
individuals engage in activities to protect themssl and react very effectively to
security threats by taking good control of the aiton. This will limit the burden of
security intervention by relevant government agesciFor instance, in some
communities, people watch the activities of onetl@overy closely and whenever
any member is suspected of constituting a secthityat to the whole people, the
people act swiftly by asking the fellow to vacdte place or he will be handed-over
to the police.

In situation of an armed robbery attack, the pegpigtly put-up a strong resistance
against the attackers whether or not the attackersat a particular target. One of the
ways to achieve this, is to adorn the communityhwiireet lights, and where or when
there is no electricity supply from the energy age(PHCN), some of the people can
volunteer to use their generating sets to powesdlstreet lights unilaterally or on
rotational basis.

Also, when the presence of strangers is noticeoplpeneed to humbly accost them to
know their mission. Caution should be exercisedamg this, they should make sure
the strangers are not equipped with dangerous vmsapefore approaching them. In a
situation where they are not sure, they should #ierPolice promptly.

In furtherance of our understanding of this subjésitus discuss various elements of
preparedness. Before we do that let us have arfiuate break. Break over!

Elements of Preparedness

a) Adoption of ‘dual use’ approach: The state aodal governments due to
nearness or proximity to people should endeavoluit the capacity of the
security sector and public not only in the areag ttoncern man-made attacks
(i.e. terrorism, armed robbery, computer virus citacomputing system
hacking, sabotage, corruption, spills, accident} letit also those that relate to
threats that are natural such as hurricane, flgpdiornadoes, drought, heart-
quake among others.

It is very unfortunate that in Nigeria, neither tbecurity sector nor the civil
public is adequately trained to respond promptlg efiectively to incidence of
terrorism within and without. One of the factorsthds strategic deficiency can
be traced to the lackadaisical and inept natureaabus intelligence agencies.
The moribund nature of our security infrastructiseanother factor. Most
countries in Europe have closed circuit Televisi@&TVs) and surveillance
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b)

d)

cameras installed in every nooke and cranny ofr themelands not only to
detect (perpetrators of) crime but also to prevant/or reduce criminal
activities. Even, if CCTVs are to be installed gwenere in Nigeria, the regular
power outages will render these security matekes functional.

On reacting to natural disasters, the public carsdid to have no adequate
knowledge on how to manage the situation when ahtisaster occurs. Even,
experience has shown that the Emergency Manageagenties in the country
both at federal and state levels have appearecetweby incompetent and

impotent in disaster management. For instance te tive lkeja Bomb blast

episode was handled rubbished the efficacy or irti# preparedness of the
security sector in Nigeria and Emergency Managemerihorities in disaster

management.

This incident occurred on January 27, 2002 in Lagbgre “several bombs
exploded at the lkeja Military Cantonment in whisbores of thousands of
people died during the stampede that followed tkplosion particularly
children that drowned in a chemically contaminatethal called Oke-Afa
Canal in Isolo, Ejigbo Local Government Area (LGEfror! Hyperlink
reference not valid.). Ridiculously, it took the intervention of foreigbomb
experts to detonate other bombs scattered alltbeemeighbourhoods;

Development of emergency preparedness material® dbvernment in
collaboration with the public and private sectogspuld establish local offices
throughout the nation where people can easily acep®ergency materials like
swimming jackets in case of flood, vaccines and ioa&sl in situations like
disease outbreaks or epidemics, among others;

Development and maintenance of sophisticated emeygeresponse
procedures, training and working tools for emergenorkers. For instance, in
ensuring the quick response of the Police to angtreis call, the
communication systems and vehicles must be in goabkr. Also, it is
paramount to provide security personnel with byetof vests and other
equipment that will make their job an easy one.

Thus, compared to police personnel in developedtci@s, men and officers of
the Nigeria Police are poorly equipped. This igruneental to their poor state
of preparedness activities. It is most disturbihg tvay police stations are
being attacked in recent time. This situation shtagk of preparedness by the
police against any attack. If the police fails totpct itself, then, how can it
protect the public? This leads to the followingrgar condition;

Regular conduct of simulation: Simulation is vesgential to preparedness. It
assists to present to the security personnel rtleereflection or state of their
preparedness to various security threats. Theme idoubt, regular conduct of
simulation will enhance the capacity of securityseanel to identify their
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areas of vulnerability, through which they can fathways to address it and
improve their preparedness; and

e) Educating the Public: Educating the public otusiéy issues is a key element to
risk education, which will increase their awarenespossible security threats,
so that they can prepare themselves against thereoce of security attacks.
And when a security attack happens, they can ehsilgn top of the situation
by refusing to be overwhelmed by fear and anxiEty. example, had it been
there had been public enlightenment on securityeatisr and disaster
management, the casualty rate from the lkeja Camtomh bomb blast episode,
would have been minimal. The fact is that peoplauldchave had enough
awareness to avoid panic in situations like thaeréfore, many of the victims
would not have jumped into the Canal for safety.

SELF ASSESSMENT EXERCISE

How will you define preparedness?
Explain the elements of preparedness.

3.2 PublicWarning

The importance of prompt and effective public wags in responding to natural
and/or man-made disasters or security threats tdm@nover-emphasized. The truth of
the matter is that public warnings assist the pulgitake actions that can save lives,
reduce fatality and enhance their recovery capagéitgording to the Partnership for
Public Warning in its report titled “Developing anlfled All-Hazard Public Warning
System”, , warning can be described as a ‘prodbss’

...consists of people with information communiaatmith people at risk, and others
such as emergency responders, in advance of ongl@aihazardous event, with the
intent that those at risk will take appropriate iact to reduce casualties and losses.
The goal of warning is to prevent hazards from Ipeiog disasters. The success of a
warning is measured by what actions people téRartnership for Public Warning
(2002: 3).

Warning can also be described as:

a communication and acknowledgment of dangers amjgii a wide spectrum of
activities by potential opponents ranging from inatdefense measures to substantial
increases in readiness and force preparedness@agdts of terrorism or political,
economic, or military provocatiofDictionary of Military and Associated Terms
2005.).

...something that serves to warn, give notice, aution (Error! Hyperlink reference
not valid.).
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...admonition, notice, or pointing out an existiogpotential danger, especially to one
who would otherwise would not be aware ¢Eitror! Hyperlink reference not valid.).

Public warnings involve activities designed to aldre public on the impending
danger. The foreign ministries of several counttese it as a matter of priority to
alert their citizens of the inherent danger of &léimg to some countries through the
media and internet. Even, if some of the citizenB still wish to travel to the
countries considered as unsafe, the alert willshgeem to prepare themselves, and
plot ways to mitigate the effect of fear and anxiand building their capacity to
responding to security attacks or threats. Thisataeast help them reduce losses in
the event of experiencing attack.

During a hazardous event, people can be notifieth whe aim of alleviating or
forestalling further losses. This is done to engid®ple to take proper actions to
mitigate the risk that underlies a security thrdair instance, in a situation of fire-
outbreak in a business building, the people inlib#ding are to be notified of the
incident, and they should be advised not to parhereafter, they should be guided on
how to exit the building. The basis of public wawgs is to prevent hazards from
leading to disasters. You should know that disasteolves huge loss of lives and
property, which should be avoided as much as plesdithat determines the success
of any warning initiative are promptness of theemention and appropriate actions. If
any public warning lacks any of these two elemeititsyill be difficult for such
warning to attain the desired goals.

Elements of Public Warning

a) Data collection, analysis, and decision makingstué a warning: Evidence of a
hazard must be developed through data collectiod,the collected data must
be analysed. After the analysis, we can therefake & decision in issuing a
warning. The procedure is very necessary to obsargeder to avoid raising an
unnecessary and false alarm that may affect peoplesponse to future
warnings. For instance, if the farmers in a paltéicsettlement are warned of
the impending drought in a particular year, manyhese farmers may relocate
to another area for cultivation or not to engagé&amming activities at all during
that period. If it is found at the end of the dagtta situation of drought never
occurs against the earlier public warning, it viié difficult to convince the
affected people of an impending security thredtiiare warnings. In a situation
like this, people will disregard the warnings urtkiey begin to experience the
hazards, and if no appropriate measures of intéreare taken, such hazards
like earthquake may lead to disasters resultinghuige loss of lives and
property, where the effect of the hazards couldeha@en minimized if there
had been adequate preparedness by the victime ifirglh instance (see Mileti
& Sorensen, 1990).

b) Framing a warning: it is also important to identihe right words and digitally
coded warning message that involve the applicatfestandards for
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terminology but also by putting into consideratitie@ most effective ways to
communicate warnings to the target audience. Ifanimg is meant to be
communicated to civilians, it is appropriate to i@vaising codes but to
communicate in the language format that they willerstand.

This may be difficult in a multi-lingual societykk Nigeria where there are
several ethnic groups with different languagess ihore problematic because it
is not everybody that understands the official leagge (English), and it will be
necessary to translate the warnings into the |d@agjuages of the target
population. Where some people can neither undetdtaglish nor any of the
translated languages, it will be up to the peopl®wnderstand to pass the
information to the affected people;

c) Use of Secure Sources: Getting inputs from depdedain authorised sources
is very germane to public warning apparatus. Tlaegkorised sources help not
only in the collection of objects of warning bukethalso assist in delivering
warning to various targets;

d) Transmission of warnings: Transmission of warnispgsuld be handled very
professionally, and it demands the use of a wideetyaof distribution systems
such as telephone, internet and public addresgmysb mention a few. The
arrival of GSM in Nigeria has been helpful in prdivig warnings to the public
in case of any security threat or hazard. For msgaif bank robbery is taking
place in a particular location, one can easily leeted through a voice call or
short messages (SMS) of the risk of being in theation at that particular time
because of the possibility to be hit by bullet. Me&ile, one great obstacle to
the use of most of the warning facilities is theag#c nature of power supply in
Nigeria; and

e) Human Attitude to warnings: it is one thing to issuarnings to people against
a security threat or hazard but it is another eageely for the people to whom
the warnings are issued, to respond appropriatetly temely to the warnings.
Undoubtedly, warning has no relevance or importahpeople fail to ‘hear and
respond’ ( Dory, 2003: 55). For instance, in mamigam centres in Nigeria,
people often turn deaf ears to government warnit@svacate buildings
considered to be a threat to the security of theupants because of the risk
involved in staying there. The reason may be dudigh cost of securing
another accommodation. Therefore, it is importanthee part of government to
provide cheaper accommodation for the people thrdbg development of low

cost housing scheme as well as drastic reductiothén cost of building
materials.

SELF ASSESSMENT EXERCISE

Briefly describe public warning and its elements.
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2.3 Protective Actions

Protective actions are the most critical comporantvell as the climax of the civil
security agenda. It involves the steps, which thielip can take to alleviate or reduce
the adverse effects that any natural or/and marensadurity threats or hazards can
have on them. This component of civil security cenadter exploring other three
elements of civil security including risk educatiand communication, preparedness
and public warning. In order to have a greater Kedge of the subject matter, it is
pertinent at this juncture to explain its fundana¢etements.

Elements of Protective Actions

a) Evacuation: This is usually a popular practiceiotective action. Apart from
natural and man-made threats that are premedisaigltl as assassination, arson
among others, there are other man-made threatsatbadccidental. Accidents
occur almost on daily basis. On the roads, accded occur sometimes
through carelessness or recklessness as the cgseemar human error. For
instance, some people are found in the habits ef-epeeding when driving
despite the regular campaign by the Federal Ro&tySG@orps (FRSC), calling
on road users to avoid reckless driving and oveedmg. In industries,
accidents do occur ranging from fire-outbreak, @tdtion, spilling of harmful
chemicals, to mention a few. Many industrial woskérave had their hands
amputated by machines resulting from human erréatayue.

The industrial inferno episode that occurred inaatdry located in lkorodu,
Lagos state still lingers in the memory of many étigns especially the
families, friends and close relations of the vidiwhere the fire-outbreak
claimed the lives of the workers working in thetéag. The death toll would
have been reduced if there was prompt or timelyceaton response, and it
was most pathetic that the victims were unable $oape because the
management allegedly locked them up in the factmganing there was no exit
point for safety.

Sadly, that phenomenon speaks volume of the stagmsiavement that most
Nigerian employees are subjected to by their ‘miastén order to forestall the
repeat of such an incident, it is important for gevernment to criminalise all
dehumanising policies of employers or managemegtEnat their staff or
employees, and adequate punishment should be nogtesiring employers
including life imprisonment.

Again, the issue of terrorism should be given jiyoattention by Nigerian

government. If incidence of terrorism is less euitdar not existing at all in the
country now it does not depict that Nigeria is immauto terrorist attacks
considering the presence of anarchist ethno-reiggygroups in the country. No
one could believe that Kenya and Tanzania couldiecargets of attack by
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b)

d)

terrorists until it happened. Here, the terroriptanted bombs at the US
embassies in those two countries, which later @gaokilling and injuring
hundreds of people most of whom were Africans. Riesu from those
bombing incidents, one cannot say that since Nagexinot a party to the
Middle-ease crisis, so it cannot be a target ofbArsurgents. Therefore, it is
very important for the security sector to develofraamework through which
they can respond promptly and adequately with gppate evacuation actions
in the event of a terrorist attack;

Sheltering or Shelter-in-Place: This element of tggbve action can be
described as “practice of remaining indoors in Hite home, school or other
structure; or if outside, taking refuge in a neapoylding in order to minimize
the effect of a hazard” (Dory, 2003: 68). Sheltgris a crucial protective
action that involves a variety of withdrawal acson

It is easier to facilitate sheltering than evaamathecause it does not take much
time to undertake, as few studies have shown tigitiduals would need “five
to ten minutes to take shelter after they recdieeatert or notification to do so”
(Dory, 2003: 69). If the findings of Rogers et ate anything to go by, any
expedient sheltering actions like sealing of windpwoors as well as other
opening should take between three and thirty-ninautes but seventeen
minutes on the average to undertake (Rogead.cited in Dory, 2003: 70);

Quarantine and Shielding: Let us begin our con@pliwmination of the two
terms by defining quarantine. Quarantine can beplyirdefined as officially
imposed isolation or a way of separating an infiégterson from the rest of the
people with the aim of curbing the possibility betspread of the disease due
to the efficacy of such ailment to pose a greatsscthreat to public health.
For instance, it is incumbent on the governmerguarantine a member of the
community infected with laser fever because of vir@lent and infectious
nature of the disease;

Medical Counter Measures (MCM): These are also wial element of
protective actions. They usually involve a wide @pen of medical
interventions and treatments that can be appliethenevent of a hazard or
security attack. This element of protective actisnso vital because it provides
an opportunity to counter or mitigate the adverféecethat any security attack
may have on the people especially through avaitglof drugs and medical
treatment. For instance, in some of the homes gefia, families have first-aid
equipment because they are aware that accidentagmen anytime at home,
so that they can give first-aid treatment to pesson medical need before
taking him/her to the hospital for further treatmerhis can help to reduce the
damage from any incident of security threat or héiza

As a matter of protective engagement, governmergxected to develop
Strategic National Stockpiles (SNS) for medical eumeasures. The SNS
should have been stocked with vaccines, antivieal;toxins, anti-snake
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venom (particularly there is regular incidence ofalsee bites, notable in
northern Nigeria), anti-malaria drugs, among oth&NS should have centres
in all the local governments in the country for yeagcess by the public
especially in the event of epidemics like cholsraall-pox and polio; and

e) Individual Protective Equipment: As discussedova) some individuals
appreciate the need to pay priority attention ®ifsue concerning their safety
and security. For instance, in Nigeria, many pedplee died when the boats
they were travelling in capsized in the middle loé triver or sea. Meanwhile,
many of the victim-passengers would have survivedhey had life-saving
jackets, which could still make them float on watiédrrescue would come to
them. Nevertheless, security and personal safehadds that it is important to
purchase necessary protective equipment for privage It is very funny that
most road users in Nigeria drive their vehiclesheitt having fire-extinguisher.
Some do not even have extra tyre(s).

SELF ASSESSMENT EXERCISE
Define protective actions, and write short noteaog four of its elements.
4.0 CONCLUSION

It is popularly believed that the end product oémgvsecurity activity is supposed to
be towards meeting the security needs of the pedpls pertinent to engage the
public to active roles in the security of their aoomities, not by carrying out jungle
justice against any crime suspect(s) but by progdiseful assistance to the law
enforcement agents and emergency workers. More riamity, through active
participation, people learn ways to take care @ifribelves to reduce losses in the
occurrence of hazards or security attacks. Peopteave familiar with all the aspects
of civil security will always have capacity to haadiny emergency or hazard more
creatively and effectively too than any persons Wduk knowledge of civil security
activities. The good news is that there has beereasing participation of the public
in security decision-making process, as securitpasmore seen as the exclusive
function of the government. People now take mote/@agoles in security planning
and management, and the springing-up of privatergglayers is very evident as
well.

5.0 SUMMARY

In this unit, we studied various other approacloesitil security that we were unable
to treat in the last unit. We began our task bycdemg preparedness as an approach
to civil security. Thereafter, we examined the niegnof two other approaches
including public warning and protective actionsaadl as their different elements.

6.0 TUTOR-MARKED ASSIGNMENT

Write short notes on any of the following:
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1) Preparedness and any four of its elements
2) Public warning and any four of its elements.
3) Protective actions and any four of its components.
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UNIT 1
RISK: MEANING, PSYCHOLOGY & ANALYSIS
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1.0INTRODUCTION

Risk features in every aspect of human relationsvals as various fields of human
occupation. When we talk about risk, we need tovktimat it is a concept that is not
limited to any specific actions or professiongslagainst this background that the Red
Cross (2000: 6-7) contends that:

Risk is defined differently by people in differsittiations. Risk, as perceived by the
politician or the disaster manager, is differenbrr risk as understood by a scientist,
or by an insurance company salesman, or by a fafivigg in an earthquake zone
(Red Cross, 2000: 6-7).

Despite conceptual differences and in as much asanweot do away completely with,

it is pertinent to put in place measures and agbres through which we cannot only
analyse the risk but also assess it in identifyimogv much capacity we have as a
people or professionals to mitigate the effectrof hazardous events. Thus, the lower
our vulnerability to any particular hazards or #isethe lesser the risk we may
encounter in case we experience such hazards eatshrin security profession, we

face quite a number of risks in the discharge ofdudies.

For instance, one may be leading an anti-riot sgctegam mandated to arrest any
breakdown of law and order that can result fronr@gst. At a point, one may find

himself/herself in a dilemma in his/her choice n$tructions to be given to his/her
team in arresting the riot situation. It is incumben the security team leaders to
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exercise caution in issuing instructions becaus¢hefrisk that may pervade every
action of his /her team in quelling the riot. Tmsll therefore necessitate putting
available options to risk analysis before finallyiang at the actions that might be
considered most appropriate to arrest the situatBmmetimes, simply cajoling the
rioters may be the better option rather than appba of force. In this unit, we shall
focus on the meaning of the concept of risk ancotimportant issues of discourse
including risk psychology, risk analysis and rislakiation.

2.0 OBJECTIVES

At the end of this unit, you should be able to:
e Define the term risk;
e Explain risk psychology; and
e Discuss risk analysis.

3.0 MAINBODY

3.1 Meaning of Risk

Risk can be simply described as any possible eftéca loss resulting from a
hazardous event or an attack, which “can be expdesss a product of the
consequences of an event and the probability obétsurrence” (Dory, 2003: 23).
Politically, there is national security risk in cdties where ethnic flag or religious
association is used as a platform to secure emm@oy@ind any other state resources.
As you may be aware, African countries includinga®da, Burundi, Nigeria, Kenya
among others where the incidence of ethnicity reenbvery evident, have continued
to be on the brink of state collapse due to intdemi ethnic violence as nation-
building appears to be a scarce commaodity.

The overall problems that may emerge from such sglyations may include risks

that involve breakdown of law and order, civil &ri coups and countercoups,
continued underdevelopment, poverty and starvatiamemployment, and

maladministration, to mention a few. There is nalaothat the incidence of risk

becomes increasingly imminent as the consequentesn chazardous event are
increasingly experienced with (very) little or napacity to mitigate such threat or
hazard or attack. A good example is the problengmiwing rate of crime and

criminality among youth resulting from job-drougfrassive unemployment) in

Nigeria. Undoubtedly, since the 1980s, Nigeria hasn experiencing abominable
rate of violent crimes and intermittent ethno-ridigs violence, and the reasons for
these problems are not farfetched.

One major reason is economic quagmire occasionadabgdministration, paradox of
the monolithic oil economy as well as corruptioth€ factors may include the
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endemic culture of patron-client network in ouripcél life, religious fundamentalism,
ethnic and tribal intolerance, among others. Néwatess, all these factors constitute a
great security risk to the survival of the Nigerstate as the country often experiences
ethno-religious tension with high casualty rate dndye generation of internally
displaced persons. Also, the crime situation in ¢bantry, is worrisome as blood-
sucking phenomenon bank robbery, kidnapping anitigadly-motivated assassinations
has been most visible in the last ten years in figélow do you describe the term
risk? Although, there are several definitions ekrbut we shall consider some of these
available definitions. Simply put, risk can be désed as:

...the expected or anticipated losses (lives lostple injured, property damaged, and
economic activities or livelihoods disrupted) frdhe impact of a given hazard on a
given element at risk over a specific period okt{Red Cross, 2000: 6).

...a concept that denotes the precise probabilitgpecific eventualities. Technically,
the notion of risk is independent from the notidrvalue and, as such, eventualities
may have both beneficial and adverse consequehtmsever, in general usage the
convention is to focus only on potential negatmeact to some characteristic of value
that may arise from a future eveirror! Hyperlink reference not valid.).

...a measure of the expected losses due to a hmraelent of a particular magnitude
occurring in a given area over a specific time peti Risk is a function of the
probability of particular occurrences and the losseach would causéError!
Hyperlink reference not valid.).

...the threat or probability that an action or evemll adversely or beneficially affect
an organization's ability to achieve its objectijeshmann, 1996 o&rror! Hyperlink
reference not valid.)

...the probability that a hazard will turn into asadster. Vulnerability and hazards are
not dangerous, taken separately. But if they coogether, they become a risk
(://www.unisdr.org/eng/public_aware/world_camp/20i»klet-eng/Pagina

9ing.pdf).

...the expected lives lost, persons injured, propetamaged, economic activity
disrupted due to a particular hazard. Risk is threlqability of a disaster occurring
and resulting in a particular level of lo§§NDP & UNDRO, 1992: 74).

Considering all the foregoing definitions of thenterisk, we can summarise risk as
follows:

Risk = Consequences of events x Probability of Occurrence

Meanwhile in disaster management, risk involving tinansition of hazard into a
disaster can be summarised as follows:
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Risk = Hazard x Vulner ability
Again, in engineering, risk is defined simply as:
Risk = Probability of an Accident x losses per accident

As we have rightly argued in the introductory segtred this unit, there is no way we
can absolutely or totally do away with risk, evéme try to avoid risk, we are at the
same time, taking a risk in our choice of actionslecision to do away with the risk.
Therefore, we can only reduce or manage the incelesf risk in our relations,
businesses as well as actions. For instance, ogedew@de to fortify the security of
his/her house with very high fence to prevent kangland any other attackers from
jumping into his/her compound through the fence mmaist times, people forget to
consider the risks that are involved in mountingphhiences.

Apart from preventing passers-by to know if the wgants of such high fenced
buildings are under any attack by enemies like eohbthese high fences also
constitute a high security risk because of the mi@k danger they pose to the
occupants and even passers-by in case these feoltagsse. As you may have heard,
quite a number of people have been killed or ijutae to the collapse of high fences,
which fell on them. The simple risk arithmetic hesehat the more fortified a security
fence, the more harm it can potentially causet dollapses on any person(s). This
brings us to the subject oifsk probability.

Risk probability is often regarded as a way of difiging the intensity of a risk in
generalised way. For instance, we can generalesetie probability of having youth
posing huge risk to the national security will beghh where there is massive
unemployment. The fact is that due to adolescergemnyouth express more
aggression than the elderly (see Fuller & ForrE390; Goldstone, 2002; Urdal, 2004).
Another example is that there is probability thadbut of 200 smokers that take (on
average) 10 cigarettes a day will die of smokingtesl ailment(s) like lung cancer.
We can also argue that in Nigeria, 10 out of 30licpmen on patrol without wearing
bullet-proof vests face the risk of being killed démyned robbers or any other malicious
attackers. There is no doubt that such gross rsknates can be very helpful for
comparative reasons but it mostly covers-up hugeidtions in the risk to individuals
or different regions” (UNDP & UNDRO, 1992: 74).

SELF ASSESSMENT EXERCISE
How will you describe risk?
3.2 Risk Psychology

With a view to find answer to why a number of p&isaisually derive satisfaction
from always engaging themselves in actions andvide8 that involve high risks,
psychologists have carried out a lot of researghines but virtually none of the
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existing studies has shown “...how a risk takingumse arises from within or what
role is played by environmental factors, from upfmg to the culture at large”
(:/lwww.psychologytoday.com/articles/199411/risk) is always very surprising to
still see quite a number of technicians or engsé@eNigeria’s National Power Holden
Company working on faulty transformers without trs® of any protective equipment
like hand-gloves despite the fact that many staffehdied through electrocution
resulting from unnecessary risk taking by not wegrany protective materials like
gloves to mitigate electric hazard.

Similarly, many people buy new cars without havarg consideration for insuring
their new vehicles against any incident of theftaocident despite the fact that they
know that vehicles are reported stolen almost daily basis in Nigeria. If you advise
such people to do the right things like having masie policy for their vehicles, many
of them may say that it is not in their portionebgperience such hazard or threats like
car theft or accident. The question is: whose poris the experience of such hazards
or threats? With the growing false religious consshess among the people, people
now take, with impunity, high risks without consiilg the consequences that such
risky behaviour may have on them. It is very sadwlay some of the policemen in the
country risk their lives and career by engagingharp practices even when they are
not on official duty.

A good example was a bloody robbery incident tloaktplace somewhere in Oyo
state in 2009 where it was alleged that the polerethat were escorting a bullion van
carrying money for an organisation were contractedfficially and the security team
was ambushed by the armed robbers. At the endeoddly, more than five policemen
were killed as the robbers carted the money awayas$ very pathetic that the families
of those slain policemen would not be entitled ty dinancial benefits from the
government because the policemen were not on duitydding their private (brisk)
business at the time, they were killed, so themili@s will be entitled to nothing.
Considering the foregoing instance, you will appte the high risk involved in
engaging in actions, as security practitioners, éixpose us to danger. At this point, let
us quickly look at the definition of risk psychologAccording to Amanda Dory, risk
psychology can be described as:

...the ways in which individuals process and resptm risk information based on
beliefs and emotion®ory, 2003: 21).

...far more than a simple “death wish”. Studies nowlicate that the inclination to
take high risks may be hard-wired into the braintimately linked to arousal and
pleasure mechanisms, and may offer such a thrt thfunctions like an addiction
(://lwww.psychologytoday.com/articles/199411/risk).

...the branch of psychology studying perceptiotisiudes, decisions and behaviours
towards risk and how humans and animals take rigks.or! Hyperlink reference not
valid.).
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Security attacks like kidnapping, terrorism, armellbery among others are usually
psychological in nature owing to the fact that @tt&as often use instruments of
coercion and dangerous weapons to carry-out tipgrations. They tend to intimidate
their victims and attempt to do same to securigcptioners or operatives especially
the police with a view to perpetrate their evilsdaacts of criminality without
hindrance, and these violent attacks can cause@mbproblems like fear, anger and
sorrow among the victims and security practitioners

The very violent nature of crime in recent timeNigeria and elsewhere has become a
source of worry not only among the security pramiers or personnel but also among
the civilian population at large due to the palpabécurity risk that such criminal
activities constitute to the wellbeing of the gextgrublic. For instance, bank robbery
occurs more frequently in recent time than eveoteefvith equalled level of fatality
and bloodshed. The frequent attack on membersedNiheria Police has forced many
policemen to always be in mufti due to the riskoassted with wearing of uniform in
the public.

The psychological problem emanating from the pesgetisk that dominates police
job today has created a culture of jingoism andeggion among policemen whereby
they often pull the triggers whenever and wheraaene individual(s) is perceived as a
threat without trying to find out if the personfs)actually a threat. In the process of
doing this, many innocent civilians have been Hilley trigger-happy policemen in a
situation that has further damaged the image ofptilze among the general public.
Psychologically, in taking any risks, we need tmsider the following by weighing
them against each other:

Elements of Risk Psychology

a) Gain vs. LossAs security practitioners, we need to always abersiveighing
how much gain we hope to achieve against the lessnay encounter in the
concerning action(s) we are about to take. Aseaniarrated, the story of some
policemen who were killed by the robbers when tiveye making some brisk
business, had it been that these fellows weighed#mefits (gain) they would
derive from their illegal duties against the eatitent they would lose as well as
other potential losses like loss of lives, | stignbelieve that some of them
would have decided not to partake in such illegdied;

b) Cost vs. BenefitAgain, before we undertake any risky situation, sheuld
endeavour to measure the size of the cost of dimnscagainst the benefits
that we hope to derive from such actions. For msta Nigerian government
always fails to conduct cost and benefit analysefote embarking on
humanitarian interventions in Africa and elsewheviast times, we usually
consider our position as a leading nation on th&igent and with a view to
tell the world that we are sisterly to the pligltather African nations, we
often spend huge amount of resources in human aatéri@ terms in
peacekeeping on the continent (cost).
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There is no doubt that Nigeria through its humaiata activities is being

regarded as regional power (benefits) but thesesfliendon’t translate into

economic fortunes for the country as it continuesgtapple with growing

unemployment, youth restiveness, incessant ethigpengs violence, violent

crimes, rituals, human trafficking among otherse3éd problems are largely
economically-motivated and rather than using thgea part of the money
being wasted on humanitarian intervention to additssinternal problems, the
government of Nigeria usually squanders it on peaeging.

It is no exaggeration that in the last two decabtlégeria has spent more than
US$ 2b in human and material terms on peacekeépWest Africa, and due
to its inability to effectively handle its internalisis and endemic
underdevelopment, she is often seen as a laugtonl ® the comity of
nations. There is a general saying that Nigerisomspwhat she has and exports
what she lacks, and it is most pathetic that mb#tebeneficiaries of
Nigeria’s philanthropy on the continent have appddo be challenging its
relevance in international diplomacy. For instaragggrt from mounting some
stringent conditions for the procurement of visaoagNigerians, South-
African government also fails to safeguard the sgcof lives and property of
Nigerian nationals staying in South-Africa despite huge resources that
Nigeria committed to its anti-apartheid strugglaeTcountry is also one of the
challengers of Nigeria for the permanent seat®fUN Security Council seat;

Threat vs. Opportunity It is also important to ensure that adequateresffare
made to measure those external conditions thatheanper our objectives
(threat) against those conditions, which can assish meeting our objectives
(opportunities). It is by doing this that we wilke able to know the amount of
risk involved in our choice of actions. As securactitioners, some of us
who are in the military may be mandated to undemgpeace enforcement
exercise in a warring community.

Here, the opportunity we have may be our militargparedness and superior
skills and equipment (opportunities) that makeaibdve a strategic advantage
over the combatants (parties in dispute) but timh tof the matter is that having
little knowledge about the topography and terrdithe warring zone (threat)
may undermine our capacity to achieve our overatl ia the affected place
and the loss of battle (risk);

Risk vs. Reward:Before we adopt any actions as regards our busines
relationship and operations, we need to weigh tble involved against the
reward we expect from such actions. For instanm@escriminal security-men
or officers who are fond of renting out arms to adrrobbers for monetary
reasons (reward) actually fail to realise that¢hedbers may decide to use the
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same weapons to kill them (the erring security raed officers) or their close
relations for any reasons which may include denisip the robber wishing not
to return the weapons to the lenders (risk); and

e) Short-term vs. Long-term It is also germane to weigh the short-term risk
involved in our choice of actions against the pbo&rnong-term security risk
that such actions may portend before we conclud@kmg any actions. For
instance, successive administrations in Nigeriaehpaid a lip-service to the
problems of environmental degradation and acuteend®velopment of the
Niger-Delta region of Nigeria. The struggle whichgan in a peaceful or less
violent way was largely mismanaged by the Nigegavernments especially
the military regimes in the last thirty years irethame of natural security
(short-term risk).

The government repression of the agitating groupsthe region led to
militancy, kidnapping and hostage-taking, which évdnad spill- over effect on
the larger Nigerian society. The problem of kidnagphat was peculiar to the
Niger-Delta has become a great security risk towthele country as virtually
all other regions are now grappling with the pheanon of kidnapping and
economic terrorism, which the nation’s securityteedas not been able to
address as more criminal persons are going intpeheeived lucrative business
of kidnapping (long-term risk).

SELF ASSESSMENT EXERCISE

Explain risk psychology and its elements.
3.3 Risk analysis

Risk analysis is very fundamental to effective sggumanagement. In the conduct of
security business, security practitioners encouatet of risks not only from enemies’
attacks but also in our operations. And in as maglwe cannot do away entirely with
risk, it is pertinent to perform risk analysis. Suarily, risk analysis can be divided
into two: quantitative or qualitative.

In quantitative risk analysis;, we make effort to numerically determine the
probabilities of a range of hazardous events aedlitely extent of the losses if a
particular event occurs. On the other hamehlitative risk analysis does not actually
involve determining any numerical probabilities ltuts a function of identifying “the
various threats, determining the extent of vulnditeds and devising countermeasures
should an attack occur” (://searchmidmarketsecurity.techtarget.com/sDidini
/0,,sid198 @ci1182538,00.htmpperationally, there are various conceptual dedins

of the term risk analysis. The list of these défomis is long, and we cannot be wrong to
concur that risk analysis can be defined as a nietn:
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...involves analyzing target software for vulnefiieis and characterizing their nature
and potential impact. Microsoft calls this “threatodelling.” Risk analysis attempts to
identify, prioritize, and plan appropriate mitigat for the risks facing a piece of
software( ://buildsecurityin.us-cert.gov/daisy/bsi/590-B8mnl).

Risk analysis can also be described as

...the process of defining and analyzing the dasider individuals, businesses and
government agencies posed by potential natural lamechan-caused adverse events
(://[searchmidmarketsecurity.techtarget.com/sDefini0,,sid198 ¢ci1182538,00.htm

).

A risk analysis involves identifying the most proleathreats to an organization and
analyzing the related vulnerabilities of the orgeation to these threat@Nold &
Shriver, 1997 on//www.drj.com/new2dr/w3_030.htm).

...the systematic method of identifying the natame causes of risks to which an
organisation could be exposed and assessing thly liknpact and probability of those
risks occurring (.etpconsulting.co.uk/Business%20Continuity/busires#inui  ty-

glossary.ht m)

....the process of identifying security risks,tedmining their magnitude, and
identifying areas needing safeguardse.oulu.fi/research/ouspg/sage/glossary)

Elements of Risk Analysis

a. Investigating the reqularity of particular types thireats: It is part of risk
analytical tasks to conduct inquiry into the poi&nthreats to security that are
often experienced against the one that occur lesgiéntly within a specific
time and space. In Nigeria, it is often believedtttowards festive periods
especially Christmas the incidence of robbery uUguatreases posing greater
risk to security of lives and property;

=

Classification of threatsThere is also a need to classify the nature @athin
our risk analysis. The potential threats or hazaads be categorised as natural
(flooding, seismic activity like earthquake, volaaneruption, hurricane,
tornado, to mention a few), technical (computing stegn failure,
telecommunication failure, power failure, air cdiwhing failure, to mention a
few), and human threats (assassination, bomb #Hireamputer crime, traffic
homicide, chemical spill, industrial strike actionprruption, civil unrest,
kidnapping, to mention a few).
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C.
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Determining the level of predictability of the seity threat: In identifying the
risk involved in the occurrence of a threat, weuwdti@etermine this by seeking
to know how accurately we can predict its occureedtus, the more accurate
prediction we can make as regards its experieheemiore we may be able to
prepare towards mitigating it or reducing its impan us, and consequently
reduce the risk such threat may portend to us @esgQ

Analysing the Speed of the onset of the threata@ald:In analysing the risk
that characterises one particular threat/hazardther other, we need to
determine the swiftness or speed of the threat vaeenrring. There are some
threats that happen very sudden, and these maydmatarthquake, floods,
tsunami, and volcanic eruptions, to mention a f8ame threats may also be
considered gradual in their occurrence, and thaskide drought, famine,
environmental degradation, pest infestation, totroam few. Thus, the speed
at which the threat occurs determines its levabK, as those threats that occur
suddenly pose more security risk than those watv €ir gradual onset;

Determining the degree of warning or notificatiohs part of risk analysis
process, we should determine the amount of earlgnimg and notification

given by the threat or hazard before it occurs. iRstance, it is generally
believed that where there is lack of opportunityoamthe people to peacefully
seek redress, violent settlement of disputes \eitidmne imminent;

Estimating the length of time in the occurrencéhoéat or hazardn analysing
the inherent risk of any threat, it is pertinentdim an estimate of the average
time or the interval the threat or hazard usuatigurs. By doing this, we will
be able to determine the amount of risk that ehatat poses to the security of
a people or community;

Impact Analysisin analysing risk, we are also expected to agbessnpact of
any given threat to general security atmospherangfgiven community. We
should be able to identify the amount of advergecefthat the occurrence of
such threat or hazard may have on the general eweglof the people or /and
infrastructure and/or community in general. Consadly, we will be able to
measure if the impact of the threat will pose nolaw or high risk to the
security of the people or community. Thus, the gmethe impact that a threat
will have on the infrastructure or system or pedple greater the risk it will
pose to the security of the people or communitynfvastructure;
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h. Discovering the consequences of a thréatconducting risk analysis, we are
obliged to discover the potential consequences timatthreat will have on
people or community and these consequences maydmcinfrastructural
damage or/and loss of property or/and slight iegior/and permanent injuries
or/and deaths. The gravity of the possible conserpe that the threat will
produce largely deduce the amount of risk that shidrat pose to security;

. Determining the level of vulnerability to threatVe should identify the level of
our vulnerability to a hazardous event or threatieétermine the amount of risk
that such hazardous event or threat or attackikaly bose to security; and

. ldentifying potential risk mitigation factorsThis is a critical element of risk
analysis. It involves identifying various ideaspemaches and methodologies
that help in reducing the impact of security th@apossible ways to prevent its
(re)occurrence.

SELF ASSESSMENT EXERCISE
Explain risk analysis and its elements.
4.0 CONCLUSION

Risk can be said to be part of human nature. Weaeknbn one action (project or

business or operation) or the other not withoWk ris. probability of it succeeding or

failing. Newly married men often strive to get theiives impregnated with the aim

of having the fruits of wedding, which are childrént not without the risk that

characterises child birth. Even, when the childaee born safely, the parents face
another risk of having means to provide for theibaseeds of these children

especially among families with little or no socicemomic fortunes. Professionally,

as security practitioners, we encounter risks ftome to time due to the nature of
our job, and these risks can exhibit themselves faifferent dimensions like attacks
from enemies (robbers, terrorists, arsonists ecgjdental discharge, blackmail, to
mention a few.

For instance, there was a case of a security manwels mandated by his employer to
shoot at someone who was thought to be a robbarifgmnto the compound through
the fence, and the fellow never bothered to sulijextinstruction to risk analysis due
to the mentality of most security men to obey sigpasrders without trying to know
the rationale behind such orders (risk psycholomgidentally, that security man shot
the person mistaken for a robber and it was latend that it was the employer’s son.
Swiftly, the employer denied ordering the secunign to shoot at the victim, and after
a long judicial battle, the poor security man wastenced to a long jail term after
being convicted for manslaughter.
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The fact is that many security men usually discenahce the possibility of being
made liable to the actions taken by them despiiagberdered to do so by their
superior officers. The act of carelessly obeying shperior order without considering
the risk involved in such orders is frowned at byernational criminal law,
recommending punishments for individuals who cauy-any inhuman acts for their
“obedience to superior orders” (Bassiouni, 1992)348 is therefore advisable to
always subject all potential risks that we may emter in our actions, relations and
professions to analysis, and it is when we do @hek analysis) that we are likely to
identify ways to mitigate the risks.

5.0 SUMMARY

In this unit, our central subject of discourse wiak and other related issues like risk
psychology and risk analysis. We began our taslexplaining the meaning of the
term risk. Thereafter, we described the issuesif psychology especially as it relates
to security. The last area of inquiry was risk gs@El where we defined the concept
(risk analysis) and discussed its basic elements.

6.0 TUTOR-MARKED ASSIGNMENT

i. Define the terms risk, risk probability, risk pspdébgy and risk analysis; and

ii. Briefly discuss any three elements of risk analysis
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1.0INTRODUCTION

The function of responding to disasters is a vasking one. Such a task involves
adequate training and knowledge of various actigitand action about disaster
management. Due to the risk posed to the contisuedval of every community in
human and material terms, the subject of disastanagement and emergency
response is gaining more space within intellecoc@hmunity. Quite a number of
community-based efforts and initiatives are beimglartaken by several local and
international humanitarian organization especidtly Red Cross and United Nations
Disaster Relief Organization (UNDRO). The reasores reot farfetched, considering
the degree of destruction in human and materiadlgghat accompany any situation of
disaster.

Take for instance, incident of inferno in privatgldings, which is usually considered
as minor disaster, is capable of destroying all thak an individual almost five
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decades to attain, just in few hours. In an occoweeof serious fire-outbreak, the

occupants of the building may not have time to reentheir valuable items and

important documents like school results/certifisatanong other items, and within

twinkle of an eye, all labour for several years barconsumed by fire. Considering the
losses that may be recorded at domestic level ¢fir@an outbreak of disaster, one
cannot imagine the magnitude of losses that magro®untered in a major disaster
like earthquake or tsunami, which effect goes bdyaisingle house but may affect the
whole community or even several communities. Hgainst this background that it is

pertinent to always conduct vulnerability and cagyaeassessment with the aim of

identifying threats that can constitute a disasser,that we can further build our

capacity to prevent or mitigate (the effect of) Isuisaster(s) as well as reduce the
people’s vulnerability to hazards. In this unity etudy interest shall be centred on the
concept of vulnerable and capacity assessment (VCA)

2.0 OBJECTIVES
At the end of this unit, you should be able to:
e Describe the term vulnerability and capacity assess (VCA);

e Explain how VCA builds people’s capacity to disastetigation and
management through its objectives; and

e Discuss the importance of vulnerability and capyaagsessment.
3.0 MAINBODY
3.1 Definition of Vulnerability and Capacity Assessment

It is the aim of simplifying the concept of vulnbla and capacity assessment that we
begin to delve into the conceptual task beforeyusdparating the terms vulnerability
and capacity, so that we can have better undeistmd the subject under scrutiny.
However, most times people and even humanitarieamviention practitioners mistake
the concept- vulnerability for vulnerable groupseTregular misapplication of this
concept (vulnerability) underscores the need taagdrsubject the term to conceptual
elaboration. The reason is that the term is wideitd meaning than to be defined
parochially or narrowly.

Therefore, when defining the term, it is importemtlarify within what context we are
applying it. Though, in terms of economic distribat poor people may be said to be
vulnerable. Thus, this is not usually the caseisaster (management) discourse. This
Is because most times it is everybody, irrespeaifv@ne’s socio-economic status, that
will be affected directly or indirectly when disasis experienced (Raphael, 1986), but
the poor appear to be affected more than their cmimterparts. For instance, in a
disaster where people’s houses are washed awdpdgy it will be easier for the rich
to get another shelter than the poor becausedhéave the money
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to get themselves alternative accommodation. Tiei& ¥s corroborated by Chambers
(1989), who contends that it would amount to misemtion if we mistake
defencelessness or insecurity for lack of want,aswbrding to him:

The contrast is clearer when different dimensiohdeprivation are distinguished, for
example, physical weakness, isolation, poverty, godverlessness as well as
vulnerability. Of these, physical weakness, isolatiand poverty are quite well
recognised, and many programmes seek to alleiai® t powerlessness is crucial but
it is rare for direct action against it to be patially acceptable; and vulnerability has
remained curiously neglected in analysis and polpgrhaps because of its confusion
with poverty. Yet vulnerability, and its oppositecurity, stand out as recurrent
concerns of poor people which professional debngiof poverty overloofChambers,
1989: 2).

The term, vulnerability can therefore be defined as

...a perception of the lack of capacity to defegdiast injury, harm or damage from a
threat or a hazardKuban & MacKenzie-Carey, 2001: 4).

...insecurity, the reverse of securityit reflects "the characteristics of a person or
group in terms of their capacity to anticipate, eopith, resist, and recover from the
impact of a natural hazard. It involves a combioatiof factors that determine the
degree to which someone's life and livelihood i$ aurisk by a discrete and
identifiable event in nature or in socig®laikie et al 1994).

....the weakness in your safeguards to protect geaet§US National Institute of
Standards and Technology cited by Kuban & MacKeQaeey, 2001: 4).

On the other hand, capacity can be said to be:

...based on specific requirements or needs andlitenct ability at that time to either
employ or access needed resources. The assesshoapiacity level is also a function
of time and is typically modified over time, follogr changes to the operational
environment or personal circumstand&siban & MacKenzie-Carey, 2001: 4).

From the foregoing definitions of the two termstedability and capacity, the former
involves level of exposure of an individual or coomity to security threat or hazards
while the latter deals with how much ability an iidual or community have in
mitigating the effect of a hazard and reducing ltheses that accompany a threat or
hazard, and more importantly the capacity to prevka hazard from leading to a
disaster.

At this juncture, let us see some of the existiafinitions of vulnerability and capacity
assessment (VCA). VCA as you are expected to kneans vulnerable and capacity
assessment. So, if you come across that acronymseguéntly in this course or
elsewhere, you should know what it means. And emtiestion of the definition of
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VCA, it can be described as a systematic and giatway of measuring level of
susceptibility to threats as against amount ofitgkalvailable to counter such threats or
hazard or at least to reduce losses, and the soll i®to show if:

...individuals, households, communities and natioange resources that can resist the
impact of a hazard and/or recover quickly from thefnhazard does not cause a
disaster unless there are people affected by wpfeewho do not have the capacity to
resist. For example, all countries of the world ®&hd possess something very
dangerous: a system of roads with fast moving VehidBut because we have some
education and knowledge as well as faculties dfitsamd hearing we are not very
vulnerable to this potentially serious threat. Tiaet that relatively few people get
killed by walking across these roads shows the tagél of training implicit in our up-
bringing to avoid this hazard(see ://reliefweb.int/rw/lib.nsf/db900sid/LGEL-
5G8F5Q/$file/ifrc-Toolbox-0ct96.pdf?openelement

VCA can also be defined as a set of disaster mamageprocedures:

...concerned with collecting, analysing and syst#smay information on a given

community’s vulnerability to hazards in a structreand meaningful way. This
information is then used to diagnose the key rigkd existing capacities of the
community, ultimately leading to activities aimeédeducing people’s vulnerability

to potential disasters and increasing their capadit survive them and resume their
lives (IFRC, 2006: 4-5).

In addition, vulnerability and capacity assessnrt be described as an approach,
which reveals:

the extent to which a community, structure, sep\acel/or geographic area is likely to
be damaged or disrupted by the impact of particlhazard, on account of their
nature, construction and proximity to hazardousrder or a disaster prone area
(Error! Hyperlink reference not valid.).

In summary, the rationale behind VCA is to enaldeta detect how much we are
vulnerable to specific threats or hazards and wghtite level of preparedness and how
much resources we have to prevent the hazard feitimg to disaster level.

SELF ASSESSMENT EXERCISE

How will you describe vulnerability and capacitysassment?

3.2 VCA: Building Capacity of the Massesto Disaster Management

In the last section, we revealed the misconceptiat most people have in the
definition of the term vulnerability. This is besuquite a number of people often use
the concept exclusively to convene the pitiablaadions that poor people are usually

found. The meaning of the term transcends conditodnpoverty. In disaster
management, it is not only the poor that may bectéid by hazard or disaster as the
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case may be. This view is reflected in the wordsPoésident Carlos Flores of
Honduras in his reaction to the very destructiieatfof Hurricane Mitch that occurred
in Central America in 1998, and according to hime“lost in 72 hours what we have
taken more than 50 years to build, bit by bit.tgdiin 1FRC, 2006).

Meanwhile, one conclusion that can be drawn froengbrrowful comment expressed
by Flores is that it is not the poor that are a#dcby the occurrence of disaster(s).
The rich also cry, and the basis of this argumenhat apart from loss of lives, most
of the houses and structures destroyed by the damei were owned by the rich.
Therefore, in material matters, the rich suffer entinan the poor when disaster is
experienced but the recovery capacity of the rglalivays greater than that of the
poor.

The reason is that the poor are already vulnerahle to socio-economic
incapacitation, and they become more vulnerablthénincidence of disaster. They
hardly have enough resources to take care of basic needs let alone having extra
to use in the purchase of individual protective ipoqents to build their response
capacity to hazard or threat. It is nothing but theh that the level of vulnerability
among the poor to security threat or disaster agpeabe very high in developing
countries like Nigeria. This situation is capabfaundermining ability of the country
to actualise the vision that behind the Millennilavelopment Goals (MDGSs) (see
ISDR, 2005).

Sadly, experience still shows that the country ionmilly records avoidable deaths
resulting from malaria and other common ailmenthisTshows that the poor are
extremely incapacitated to mitigate losses fromahdz and are also incapable of
preventing hazard from getting to disaster. Thip batween the ‘haves’ (rich) and
‘haves-not’ (downtrodden or poor) in their capadityhandle threats and managing
disaster is one of the factors responsible for ittieoduction of vulnerability and
capacity assessment by several emergency and hanemiagencies notably the Red
Cross.

Noteworthy, is the activities of such organizatitrave really attracted the attention of
the international community, and the world bodye(ttN) through some of its
specialised agencies especially the United NatiDmsaster Relief Organisation
(UNDRO). VCA is designed to reduce people’s vulbdity and builds their capacity
to disaster preparedness and mitigation througlfolleving objectives:

a) Reduction of the impact of threatsne of the objectives of VCA is to assist
people to reduce the impact or effect of securitack or hazards through
mitigation, prediction and warning, and preparedr(sse IFRC, 2006);

b) Capacity building:Efforts are made to enhance the capacity of thaplpe
towards reduction of vulnerability especially thgbu risk education,
preparedness, warning and protective actions;
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c)

Advocating for good governanceBy advocating for good governance and
abolition of all discriminatory policies and pronwot of social justice and if
the decision-makers begin to act creatively by rgjvithe wellbeing of the
people a priority attention, people will therefdr@ve more self confidence and
greater capacity to take care of themselves to cediosses that may
accompany any hazard or security attack.

For instance, if more employment opportunities @n@vided and living wages
are introduced, people will definitely have morsaerces, some of which they
can use to increase their ability to respond taatdsm more creatively through
risk education and by buying themselves some imporndividual protective
equipment. For instance, a poorly paid worker whzzedoes not have a spare
tire, upon having a substantial salary increase dexyde to get a spared tire
for his/her car. In doing so, he/she has improvsthar potentials towards risk
reduction;

Addressing the structural causes of vulnerabil®overty remains a factor that
makes people to be more vulnerable resulting ecanamecapacitation. For

instance, in most urban centres in Nigeria, manyroercial motor cyclists

still go about doing their business without the agerash helmets in defiance
of the traffic rule by the Federal Road Safety GoffRSC), which mandates
everybody riding motor cycle to always crash helnfégtough, one may say
that the culture of deviance to traffic rules amammgd users is a factor
responsible for the non-compliance by most motalisis because they are
willing, they can still manage to buy it but theiqtove are making here, is that
the situation has been further compounded by thepsinflation in the cost of

crash helmets since the implementation of the faiNigeria.

No doubt, this situation captures the challengegdaby the masses where
every law for risk mitigation by the government adwvays used to take
advantage of the poor with the aim of making mucbfip The prevailing
circumstance in which the cost of purchasing atchedmet has risen by about
300% has deepened the vulnerability of the motoligtg. Here, they face risks
of possible fatality from accident(s) and also ridkarrest and prosecution by
the law enforcement agents for failing to obeyrbes law.

It is very sad that the government that is enfay¢ire use of crash helmets has
nevertheless failed in its responsibility, to regelthe prices of these helmets.
Even, in the leading capitalist nations, the prioksery essential products are
still being regulated by government let alone & lespitalist state like Nigeria.
We should still acknowledge the efforts made by s@tate governments to get
these helmets for the commercial cyclists but ntdtaut political undertone.

Knowing the adverse impact that poor political @ednomic policies can have

on the masses, VCA usually involves empoweringoi@ple and alleviating the
incidence of impoverishment and poverty among thegause they can
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easily affect “...people’s level of vulnerabilityé the strength of their capacity
to resist, cope and recover” (IFRC, 2006). It isiagt this background that one
of the objectives of VCA is to work towards povergduction and economic
empowerment; and

Aiding development Another objective of vulnerable and capacity asseent
is to engender and promote development in any goeenmunity. One of the
reasons is the capability of disaster to wipe bt development that people
have laboured for in a given community for sever@ars in hours or even
minutes. In order to aid further development, amwptof VCA is targeted
towards improved alertness and preparedness ofl@emainst any massive
losses that hazards or threats may bring into lagngaging in such activities
like risk education, risk reduction, appreciatioh early warnings, disaster
mitigation, preparedness, protective actions, tatioa a few.

SELF ASSESSMENT EXERCISE

Explain the objectives of vulnerable and capacityeasment as a framework for
building the capacity of the masses towards disasitégation.

3.3

Importance of Vulnerable and Capacity Assessment

a) Mitigating the impact of hazard/CA plays great roles in the reduction or

mitigation of the impact that incident of hazardtlereat can have on people or
any community. It creates opportunity for people participate in disaster
management processes, and gain knowledge andetrablef skills on ways to
manage hazard or threat, so that they can takeo€#nemselves whenever they
experience any hazard or attack;

b) Address of fundamental socio-economic issulsassists to address issues by

drawing the attention of both the ruled and ruleyssome issues that can
undermine the overall security of any given comrur®dne of the factors that
promote vulnerability is poverty, and VCA advocates drastic poverty
reduction, if it cannot be eliminated completely.id not an exaggeration to
contend that it has a tendency of engendering ke @fcvulnerability because
“...today’s poverty is yesterday’s unaddressed emdhility” (Yamin et al,
2005). What we mean is that if issues of povergyrast adequately addressed it
can generate another set of vulnerabilities, whigh also lead to another
incidence of poverty, as the situation keeps nogatin circular form and
culminating in disaster. Sémure 1.1:

FIGURE 1.1 The Progression of Vulnerability
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It is however advisable to call for reforms if taas deficiency in the existing
policies by government especially if they fail aké care of the basic needs of
the people. This is because the risk that depdamatan pose to the security of
any state as evident in the Niger-Delta region afeNa is enormous.
Successive governments have failed to do enouglddmnessing the problem of
environmental degradation and the agelong deponadbeing suffered by the
people of this region. It was not surprising tHag¢ tyouth of the area had to
resolve to take up arms against the Nigerian gaowen. The situation of
militancy, sabotage and hostage-taking in the regms almost reached a point
of disaster. We cannot but pray that the currergiceanaking arrangement
including the granting of amnesty to the militabis government would yield
the long-desired peace in the region;

c)_Early warning mechanisnit can also serve as an early warning mechanism to

alert the government or the people on the impediagger that specific
activities may portend to the (entire) securitylieé and property in the state.
As security experts or professionals, we can aé&fopm this function through
intelligence reporting. For instance, there is ampending risk to public
security where the political elite recruit youtts political thuggery. This is
because there is the tendency that some of thesgtesl youth if dumped by
their former patrons or in a situation of the desn their masters, will
become very vulnerable. And their vulnerable stagkes them to seek for
alternative means to survive, no doubt that manytheim become armed
robbers, kidnappers, car snatchers, etc.

Early warning can also be applied for private ségurThrough security

education and knowledge of hazard (disaster) ntiigaand prevention, people
become aware of the risk involved in the speciBpexts of their lifestyles or
private activities to their personal safety. Fatamce, many NGOs visit
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schools to educate students on the danger of empagi premarital sex,

sharing of sharp objects and unprotected sex. @ason is to alert them on the
possible contraction of deadly infections like tHB/-AIDS, so that they can

prepare themselves to avoid engaging in such hdbisn, in a situation that
such a student wants to engage in sex, he/sheviseddto use condom. This
process of alertness and advice can constitute warhing;

Promotion of developmentlit helps in the promotion by encouraging further
developmental projects and activities among thekestalders in any
community, and increases the consciousness oféabplg and policy makers
on how to achieve further development in their idiage community. It also
raises hazard preparedness and disaster mitigasorm way of avoiding
disruption of their personal and community develepirby incidence of threat
and disaster.

The issues of development are very strategic tcépacity of communities to
manage their security. The costly nature of puttimg place various
developmental facilities has adversely affected thwentials of several
developing or poor countries to develop like tremunterparts in Europe and
elsewhere. For instance, one cannot imagine howhrtuwill cost Nigeria to
install surveillance camera in every nooks and myaof the country but the
truth of the matter is that the resources (humahnaaterial) being lost through
armed robbery alone is unquantifiable. This viewalso shared by Mr. Kofi
Annan, the erstwhile Secretary-General of the UWnidations (UN), and
according to him:

More effective prevention strategies would saveonbt tens of billions of
dollars, but save tens of thousands of lives.RBui)ding a culture of
prevention is not easy. While the costs of prewartiave to be paid in the
present, its benefits lie in a distant future. Mworer, the benefits are not
tangible; they are the disasters that did NOT hapf@enan, 1999).

In as much as development takes a lot of time twmaplish, there is no
amount of money that is too much to protect it @amdure that disaster is
prevented from destroying it. For instance, itesywlaughable for an individual
to use millions of Naira to purchase a car anddirdvery difficult to spend

little money on the purchase of fire extinguisheeptit in his/her. In the case of
fire outbreak, the car may likely burn down comelgtexcept there is timely
and adequate response to quench the fire. Tholighsdenario may look like a
farce but it is something that happens in Nigeriaerge poor habits of risk
taking has remained prevalent among the people; and

Detection of possible threats or hazardshelps us to gather information on
potential security threats through the applicabérseveral participatory tools,
which will enable us to identify the degree to whi&ach individual is exposed
to threats or hazards. For instance, in a familgmtone of its members is
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infected with tuberculosis and the house they &agirsg is poorly ventilated.

Through VCA, professional advice can be timely aagquately provided to
reduce the possibility of the disease spreadingher members of the family as
well as providing medical countermeasures espgciallthe treatment of the
affected person. The grassroot nature of VCA makesvhole process a very
interactive one, so that the public can be encagag participate actively in

the issues that bother on their own security aatidhthe community at large.

SELF ASSESSEMENT EXERCISE

Discuss the importance of VCA in disaster mitigatio

4.0 CONCLUSION

The development that took a whole community ovity fyears to accomplish can be

destroyed within minutes as a result of disastesafler can express itself in natural or
human forms. Some natural disasters like flood wash away most of the social

infrastructure in any community, and this phenonmein® capable of distorting the

process of development of any community. Even, @amestic front, many people have
virtually lost everything they had worked for ineth life-time to disasters such as
inferno. Vulnerability and capacity assessment ive® a process in which sustainable
development activities are integrated with disasteanagement and mitigation

practices. It provides a grassroot forum to thelipub acquire transferable skills and

knowledge about the ways through which they capaed effectively to reduce losses
from hazards and attacks.

5.0 SUMMARY

In this unit, we started our study by describing term vulnerability and capacity
assessment. Thereafter, our attention centred writ® objectives of the vulnerability
and capacity assessment can help in building thacity people especially those who
are economically vulnerable to discuss aspecth@flives or other things or issues
they consider can make them vulnerable to hazardbkreats, as we also discussed
some of the ways people can take care of themselhesn they experience hazards
and mitigate the effect that such hazard can havéhem. The last but not the least
area of discourse in this unit was the importanteéhis concept, VCA to prevent
incidence of disaster. Thank you for your patience.

6.0 TUTOR-MARKED ASIGNMENT
Write a short note on the meaning of vulnerable @hcity assessment, and any four

of its objectives.
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1.0INTRODUCTION

Simulation can be applied in different ways, andsth may include modelling of
natural systems aimed at having an idea of possibleerability of the system to
specific threats or attacks. It can also be appghbeldlave an insight on the performance
of (security) technology for optimization and eftigeness, safety engineering and
training. Simply, simulation assists us to idenpiytential shortcomings or failures in
operation that we may later encounter in the digghaf our duties as security experts
or professional.

It is important to note that we must be very cdrafwour choice of information source
to be selected for the simulation process. Seleatibrelevant information is very
strategic in arriving at decision on the cruciahecteristics and behaviours to select
for the process. It is essential to use simplifyagproximations and assumptions in
simulation activities. In this unit, the readerfiuat shall be exposed to the meaning
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and various types of simulation, and show how tbay be applied as well as their
relevance to security planning and management.

2.0 OBJECTIVES

At the end of this unit, you should be able to:
e Describe the concept of simulation;
¢ |dentify types of simulation; and

e Explain the identified types of simulation.

3.0 MAINBODY
3.1 Meaning of Simulation

Simulation is not a new concept and practice iusc In traditional African society,
simulation was often applied by the guards and iarr For instance, in traditional
lla-Orangun in present day Osun state, Nigeri&r atseries of simulation exercise by
the community guards, they discovered that offensittacks may come from enemies
without any prior notice especially in the middletiee night. Therefore, they decided
to make a very big hole to surround the entire comity, as a booby trap against the
enemy(ies) who may wish to launch an offensiveciitand avoid being caught
unaware by enemies’ attacks. At this junctureuketiraw our attention to the task of
this segment of the unit, which is to expose oweselto some of the existing
definitions of the term simulation. Simulation da@ defined as

...the imitation of some real thing, state of affaior process. The act of simulating
something generally entails representing certain &earacteristics or behaviours of a
selected physical or abstract systefWen.wikipedia.org/wiki/simulation).

...the act of imitating the behavior of some siwator some process by means of
something suitably analogous (especially for theppse of studyjError! Hyperlink
reference not valid.).

...something which simulates a system or envirohnrerorder to predict actual
behaviour(://en.wiktionary.org/wiki/simulation).

...the process of creating a model (i.e., an alustrapresentation or facsimile) of an
existing or proposed system (e.g., a project, anass, a mine, a watershed, a forest,
the organs in your body) in order to identify andderstand those factors which
control the system and/or to predict (forecast) fbaure behaviour of the system.
Almost any system which can be quantitatively desdrusing equations and/or rules
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can be simulated. The underlying purpose of simarais to shed light on the
underlying mechanisms that control the behaviouraotystem. More practically,
simulation can be used to predict (forecast) theiri behaviour of a system, and
determine what you can do to influence that futuebaviour. That is, simulation can
be used to predict the way in which the system ewlthlve and respond to its
surroundings, so that you can identify any necesshanges that will help make the
system perform the way that you want it (t6www.goldsim.com/ Content.asp?

PagelD=91)

a broad collection of methods used to study andyaeahe behavior and performance
of actual or theoretical systems. Simulation stadaee performed, not on the real-
world system, but on a (usually computer-based)ahotithe system created for the
purpose of studying certain system dynamics andackexistics. The purpose of any
model is to enable its users to draw conclusiornsualhe real system by studying and
analyzing the model. The major reasons for devepp model, as opposed to
analyzing the real system, include economics, utability of a “real” system, and
the goal of achieving a deeper understanding ofrétetionships between the elements
of the systent//www.answers.com/topic/simulation).

If we subject the foregoing definitions to operatbdissection, simulation can be used
differently by various professions or for differgnirposes. But, at the beginning of the
20th century, the introduction of computer to therlid population and the emerging
appreciation of systems theory and cybernetic studinified to a large extent the
processes of simulation in various fields. For anse, relevant officials in an
Examination body like the West African ExaminatiGouncil (WAEC) can conduct
simulation to test the reliability of various meeesiput in place by the examination
body to curb or reduce examination malpracticeseigency workers can also engage
in simulation to examine the effectiveness or eficy of their emergency systems
and level of preparedness to responding to emeygghamtions.

In addition, the police can conduct simulation eiss to put their preparedness to
test on how timely and effectively they can respagdinst any security threats. They
act the simulating scripts as if the situationaalr Frankly, it is no exaggeration that
Nigeria police lacks absolutely the culture of sggusimulation. Had the authorities
of the nation's police promote regular conduct iofudation exercise, the way the
men and officers of the police are being killedregular basis from attacks in police
stations, armed robbers' bullets or any other tefieazards would have been very
minimal. It is not surprising that police personraays fail to respond very
appropriately and effectively to emergency. Thisows that their level of
preparedness is very far below the average. Thamésof the factors responsible for
the call being made by concerned citizens, forittieoduction of joint patrol that
would be composed of members of the police andatieed forces especially the
Army.

The growing popularity being enjoyed by computes teal to the use of computer as a
platform through which any kind of simulation caaflacilitated be it health-care
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simulation or military simulation or education silation or any other forms of
simulation. A lot of simulation software has alseeh invented and it is left for the
user to decide on which one will fit into the puspdor which the simulation is to be
carried-out.

SELF ASSESSMENT EXERCISE

What is simulation?

3.2 Typesof Simulation

The importance of simulation in strategic secupignning and management cannot be
over-emphasised, especially as it concerns idemgifany weakness in our systems
and operation through which we can develop altereatleas and policies to address
such weakness and vulnerability to mitigate th& K system or/and operational
failure. As we have rightly pointed out, simulatioan be used for numerous purposes
depending on the problem we aim to unravel andyaggution to.

The complexity of the problem we are working on meaguire simulation package or

exercise that will demand from us, a very soundwkadge on how to apply the

tool(s). In this case, the services of experts f@yequired to guide the simulation
process if the application is a (very) technicag.obet us go back to the basis of this
segment of the unit, which involves explaining vas types of simulation. Basically,

types of simulation may include the following:

(a) Education and Training SimulatianSecurity profession requires sufficient
mental alertness and physical strength, and thahisit is not everybody that
can do a security job. The nature of security msifen underscores the need by
professionals to always engage themselves in pertcaining. For instance, it
is very sad to hear such situations where the @gliorsue armed robbers and
fail to pin-down the bandits despite the numeristilength and strategic
advantage the police has over them. Someone atigaiesiost times the bandits
appear to be more equipped than the police asstison for operational failure
on the part of the police. Situations like theselarmine the relevance of the
public security personnel's capacity to maintaum &nd order as well as check
any acts of criminality.

Also, the problem of police teams being overpowdrgdhe sophistication of
the weapons that robbers carry can be easily askhias the men and officers
of the police can undergo simulation exercise frime to time. Even,

members of every patrol team should simulate befmieg out to discharge
their duties, so that they can weigh their vulngitgagainst their capacity for
optimal performance. If they can identify areas \wafinerability in their

operations, then they can map out strategies tetaobuild their capacity
towards preventing the threats from happening digating the effect, that
such threats can have on them or their operatia@revtihey occur.
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For instance, a security patrol team that recedvsiginal that a bank robbery is
going on in a place will be expected to act immtsdyato foil the robbery.
Most times, police patrol (rescue) teams are fomnithe habits of announcing
to the robbers of their (the police) coming througleir blowing of sirens.
Unfortunately, before they could reach the locatdrere the robbery is taking
place, the robbers would have laid ambush for theerd,within a twinkle of an
eye, robbers that are well positioned and equippitd sophisticated riffles,
would have decimated the ranks of the police teaypa(situation which often
forces the lucky policemen to retreat, as they gdasand it difficult to recover
promptly due to lack of preparedness in hazard gadibn and strategic
planning.

Where security practitioners simulate, their prepaess level in acting
against any attack will be very high because yould/thave projected into the
future and identify potential threats or challengesi may encounter in the
course of discharging your duties as a securitygssional. And in doing this,
you will prepare yourself before hand, and in tiverg that such hazard or
attack occurs the losses that will be recorded beliminimal. | feel it is more
appropriate for the police not to alert the robbefstheir coming by the
blowing of siren. This is because the daring natfrenost armed robbers in
the country has made the blowing of siren by lawoer®ment agents
obsolete. They are brave and always willing to lelmgle the law enforcement
agents in gun battles. Strategically, for the fihett the rescue team may not
know the identities of the bandits, it is betteattlhhey send an intelligence
team to do some collation of vital information abdbe happening in the
affected area for situation analysis.

After conducting situation analysis, we need to deant risk analysis and
assessment to know if it is most appropriate to enstraight into where
robbery is taking place or it is most reasonabléltxk all roads that lead to
the affected location where a bank robbery is @kptace, and wait for the
robbers to come out. The reason for this proced¢e mvoid fatality or high

losses of lives especially the civilians that mayhitt by bullets in the course of
engaging the bandits.

After conducting a risk assessment, it may be abteat a team should be sent
to the scene, all of whom should be in plain-clpths that they cannot be
easily identified by the robbers. And as you mayabere, robbers hit the
police easily because they can identify them thhotingir uniform. But, if it is
considered that the robbers will do more harm byndallowed to complete
their operation before attacking them, may be wisporadic killing of
customers or bank staff is noticed, a team of egpeed officers and men may
be sent in.
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Caution should be exercised here, there is a nreedjuip the policemen and
officers with bullet-proof vests because peoplelypg for security jobs not

with the ultimate desire to suffer avoidable dedtbar-gas may be useful to
make the enemies lose their balance and destalfilesa. | feel, here is the
most convenient place to stop our discussion onswayfoil or liquidate a

robbery incident. As you may know, we cannot exhaillsaspects of security
discourse in a forum. Security requires continuedearch and intellectual
probing.

By and large, education simulation helps us to kribe most appropriate
training (academic or fitness) we need to undertdke optimise our
performance in the discharge of our duties as #gcuexperts and
professionals. There is no doubt that the secuymidfession is a very tasking
one considering the hazards and work-overload ¢hatacterise it. Security
personnel work long hours, even sometimes theylyhayet time to attend to
family issues. It is pertinent for the policy makéo see education simulation
as an important element of security sector ref@®R).

There are three types of education and trainingilsition. The first one isive
simulation. In live simulation, it is expected that traineese simulated or
mannequin equipment in the real world. As you mayalware, it is not all
security trainings that can be undertaken withrtéred equipment. For instance,
if a training is going to be conducted in knowingnheffectively, each of your
security officers can act in the face of hazardnoshoot-outs with enemies
(terrorists, militants, armed robbers etc), onencarexpect that these trainees
should be equipped with live ammunitions becausth@frisk involved in such
action.

It will be irrational to allow the use of dangerowgapons for training due to
the possibility of recording avoidable deaths amtirggtrainees. It is, therefore,
advisable to use live simulation through which vea still know the level of
competence of each trainee without putting themartioecessary risk of killing
themselves. In the process, the trainees will iflertheir individual and
collective areas of vulnerability and subsequedtyelop ways through which
they can improve on their capacity for optimal periance.

It is unfortunate that in Nigeria, security persehhrmost times, are posted to
specific positions without considering their lewélcompetence for the job or
assignment. For instance, many men and officeteeofirmed forces lobby to
be included on peacekeeping contingent without Etmg or being able to
build scenarios, which can help in making them awaf the inherent risk
involved in undertaking peacekeeping mission inr@ultled zone(s), and
which can help them prepare psychologically, phaiic emotionally and
strategically. Many soldiers lost their lives aftexing trapped with ladies by
the enemies. Live simulation is also known as “higtelity”. This
demonstrates the samples of the (possible) re&dnpeance of the trainees
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compared to the “low fidelity” simulation that is&ed on the use of pencil and
paper that can only show “signs of performande’r ¢r! Hyperlink reference
not valid.) rather than the real performance of the trainee(s

The second type of simulation Mrtual simulation. Virtual simulation
actually involves the use of real people using $atad tools in a simulated
world. In virtual simulation, the process often ahwes the use of computer
simulation by the trainees in undergoing traininghe third type is
Constructive simulation. Constructive simulation usually involves a process
whereby simulated people use simulated tools innaulated world. This
simulation type is also known as war-gaming. It beandescribed as a form of
simulation whereby “players command armies of sskliand equipment that
move around on a board(://en.wikipedia.org/wiki/simulation).We shall
discuss this type of simulation extensively subsedy (see military
simulation);

(b) Health Care SimulatioThe form of simulation is also in security andesgf it
affords the health care providers an opportunityexamine their capacity to
respond to emergency situations. Simulation hetpsetiuce the situation of
crisis in patients because, as stressed by Edet-\ak (2004):

A health care provider's ability to react so prutlgnn an unexpected situation
is one of the most critical factors in creating piege outcome in medical
emergency, regardless of whether it occurs on thtldiield, freeway, or
hospital emergency roofeited on://en.wikipedia.org/wiki/simulation).

Eder-Van Hook stressed further, saying that medtaalrs or lack of adequate
medical attention to patients by health care prendchave led to almost ninety-
eight thousand (98,000) deaths, with a lot of fei@himplications as well,
which amounts to between US$37 and US$50 milliommmual basis. It is very
unfortunately the way health-care providers in K@eespond to emergency
cases. For instance, somebody who is shot by gogobuobbers will hardly
survive the bullet wounds he/she sustains frombhedits. The issue is not
basically because he/she has been shot in paftfhe dody that he/she can
hardly survive but the poor handling of the sitoatalways result in recording
high rate of avoidable deaths in our hospitals.

It is a very abnormal situation where some patiemteeaching hospitals are
given referral to private clinics for treatment,dathe reason always given is
lack of competent medical hands that can managengtical needs of these
poor patients. What a situation like this denoteghat our teaching hospitals
can no longer be considered as tertiary health-oesttutions as they have
relegated their responsibilities (in the name ofkimg money) and transfer
such to private clinics many of which can hardlyasbof having qualified

medical staff. In this kind of messy situation, bieaare simulation will make

no sense to the health practitioners because matlyem have found more
importance in making brisk business than savingsiPAnd the decision
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makers that are supposed to caution them are Ebered because they get
their treatment abroad, even when they have comneawaache. It is a spoilt
system!

Bringing our attention back to the subject undescdurse, health-care
simulation has been demonstrating growing relevameeodern medical world.

Several medical simulators usually involve conmegtcomputer to a plastic
simulation of related anatomy, and some of thesaulsitors can be applied
through the use of dummy that reacts to injectedgslrand can also be
automated to generate simulations of life-threaigremergency situations or
cases. In some instances, the simulation procedares captioned and
reproduced by computer graphics tools. Health-sarailation has often been
found useful in training medical practitioners dmetways to build their

individual and collective capacities in respondieffectively and timely to

emergency situations especially as regards theeisfusaving lives and
management of health crisis; and

(c) Military simulation is also known as war-gaminfj involves an act of
simulating with the intention of putting variousetiries of war into test and if
need be, be refined without undergoing the realtiliigsof warfare. The
rationale behind military simulation is to faciliéaa process through which we
can arrive at tactical, strategic and doctrinamaars to problems that bother on
defence and warfare. War-gaming can be describedf@sn of game or hobby
that showcases various activities of military opiera in a simulated
environment.

War-gaming can be used for relaxation or game-ptayand this is known as
conflict simulations or consims. But, if we desiceengage in war-gaming for
the purpose of warfare, the process is usually knew war-game or military
exercise. Meanwhile, those that engage in war-ggraga hobby don't usually
draw any distinction between the two aspects ofmiag earlier mentioned
because they always contend that whether for waingaor relaxation, any
war game should demonstrate to a large extent ciesistics of human
behaviour as it would have been in the real worhgmvwar is being conducted
(see.alanemrich.com/PGD/Week 03/PGD_what _is_a_War damg

However, war-game can be classified as historicghothetical, fantasy, or
science fictionHistorical war-games are often modelled after real events and
putting into simulation reasonable approximatiohthe actual forces, terrain as
well important factors that represent the real epee of the real players or
participants. For instance, those who usually hexgerience of Play Station
(game) especially the soccer, you will notice tleich of the players
demonstrates the real capacity of the model play.er(

In Play Station 2, the scoring ability of ChristiarRonaldo (formerly of
Manchester United FC of England, but now of ReatlMAFC of Spain)
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cannot be compared with his scoring ability in P&tation 3, the fact is that
there was tremendous improvement in his scorinifyald?lay Station 3 reflects
the improvement in his scoring ability, showing tthlae simulated Christian
Ronaldo demonstrates the actual ability of the R@ahaldo as at the time the
programme or application was being written. Heistony of the performance
and experience of players is considered in detengithe capacity of the
simulated players.

Hypothetical war-games are actually those games that involve drawing
simulating materials about wars that did not hapgeantasy and science
fiction war-games usually involve developing games from wars gener&i@m
works of fiction or (creative) imagination. Finallghere are more types of
simulation but the three we have discussed inuhiscan be considered as the
basic types of simulation for security planning andnagement. The reason is
that they cover virtually all aspects of securiima namely disaster
management, law enforcement, defence, warfaregtdion a few.

SELF ASSESSMENT EXERCISE
Explain types of simulation.
4.0 CONCLUSION

In the final submission of our discourse on theosm of simulation, the concept can
be described as an essential instrument of deciamalysis. It affords us a great
opportunity as security experts or practitioner&riow the various areas of deficiency
in our service delivery operations as well as pidérthreats. The relevance of

simulation in modern security planning and managenm® enormous owing to the

nature of the uncertainty that characterises tmeige affairs including security issues
in recent time. For instance, since the end ofGbkl War, state actors constitute less
threat to national and international security coragato the destructive attitude

portrayed by some non-state actors, which absglutetlermine the potentials of the

security sector to maintain law and order.

The September 11 2001 terrorist attack in the US dt@wn the very destructive
dimension, which threat emanating from non-stat®rachas assumed. Prior to that
ugly incident, nobody would believe that commergeénes could be used as a
weapon of mass destruction. There is no doubt, lalion assists us to appraise and
compare among alternative designs, plans and ps)iso that we can choose the ones
that will enable us achieve optimal performance ldest results. Simulation is very
vital in security planning due to its capacity toravel secrets of uncertainties and
guide us in mounting solutions to the problem otenminty that can affect our
operations and policy-actions as security profesd®in a quantifiable way. Above
all, simulation provides us an avenue to explorgsmairough which we can improve
on our preparedness for risk and hazard mitigadiodh high recovery capacity in the
event of any hazards or threats.
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5.0 SUMMARY

In this unit we explored some of the existing déifams of the concept, simulation.
One fact that appeared from the various definitipresented, is that simulation can
be applied in various fields or disciplines and ddferent purposes. It is against that
background, we thought it necessary to discuss sirttee basic types of simulation
that we can employ in security planning and managegrm order to safeguard the
security of the people. | hope that you have fotimsl unit as interesting as you have
expected it to be. Well, if you have any questionamy aspect of this unit or the
course in general, please feel free to get in tamith your instructional and tutorial
facilitator or get in touch with the writer throughe coordinator of the course. Good
luck.

6.0 TUTOR-MARKED ASSIGNMENT

What is simulation? Write short note on three typesimulation.

7.0 REFERENCESAND FURTHER READING
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UNIT 4
CRIME ANALYSIS: MEANING AND IMPORTANCE IN THREAT MITIGATION
CONTENTS
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1.0 INTRODUCTION

Professionally, crime analysis as a subfield inm@tology and Security Studies
became popular in the 1960s but some of the at#&sbof crime analysis could be
found in ancient security practice. Due to the gnmmrelevance being enjoyed by
information and communication technology, crimelgsia in the 1990s underwent a
reform and sophistication. There is no doubt tleahputer revolution has contributed
greatly to the advanced state that crime analysas fitself in recent time. In practical
terms, crime analysis is often applied at varioesels of law enforcement in any
community to have an understanding of the situatioincrime and their types as well
as ways through which they can be reduced if reddieated.
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In Nigeria, absence of necessary modern technadms undermined the capacity of
law enforcement agencies in the country to conedffeictive analysis of crime. It is
very pathetic in this age of information and conggutvolution to still have a police
institution without any viable computing systemsdtwcument types of crime in each
community, record of arrests made and the profile arested people.
Notwithstanding, the Nigeria Police still on regukmsis analyses incidence of crime
through its reports, bulletin and information pred to the media and people in
general.

In several countries, civilians who are professioma the field of security are usually
tasked to conduct crime analysis while some otbantries leave the job of analysing
crime entirely in the hands of the police or anyeotrelevant law enforcement
agencies. In most states in the United Statespdiiee usually has special units for
crime analysis where officers with expert knowleddehe crime analysis are tasked
to analyse crime in their locality from time to 8min this unit, we shall beam our
searchlight on the subject- crime analysis, andshadl show its importance to crime
prevention and control.

2.0 OBJECTIVES

At the end of this unit, you should be able to:
e Define the term crime analysis;
e Explain the importance of crime analysis; and
e Discuss the components of crime analysis.

3.0 MAINBODY

3.1 Definition of Crime Analysis

Crime analysis can be defined as:

...a law enforcement function that involves systeamanalysis for identifying and
analyzing patterns and trends in crime and disordeven.wikipedia.org/wiki/
Crime_Analysis).

...the act of analyzing crime. More specificallyime analysis is the breaking up of
acts committed in violation of laws into their marto find out their nature and
reporting statements of these findings. The ohjeatif most crime analysis is to find
meaningful information in vast amounts of data alisseminate this information to
officers and investigators in the field to assisttheir efforts to apprehend criminals
and suppress criminal activity. Assessing crimeulgh analysis also helps in crime
prevention efforts. Preventing crime costs lesa tinging to apprehend criminals after
crimes occul(Osborne & Wernicke, 2003: 1).
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...the individual or unit in a police departmentacged with processing data and
providing information that the agency can use tduee, prevent, and solve crime,
disorder, and quality of life issueé ://www.macrimeanalysts.com/articles/whatis
crimeanalysis.pdf

...a set of systematic, analytical processes dak@t providing timely and pertinent
information relative to crime patterns and trendmedations to assist operational and
administrative personnel in planning the deploymehtesources for the prevention
and suppression of criminal activities, aiding theestigative process, and increasing
apprehensions and the clearance of cases. Witlsncthntext, crime analysis supports
a number of department functions including patrepldyment, special operations and
tactical units, investigations, planning and resgar crime prevention, and
administrative servicegbudgeting and program planning). (Gottlieb, Aremgheand
Singh 1994, 13).

SELF ASSESSMENT EXERCISE

Define the term crime analysis.

3.2 Importanceof Crime Analysis

I. Crime analysis can be conducted at various levalsi¢al, operational, and
strategic). One of its purposes is to assist thedaforcement agents to study
crime report, reports concerning the biodata aradilps of those arrested, as
well as a comprehensive report of all cases ofcpointerventions aimed at
identifying the patterns, frequency level, and dg®rof crimes in any given
community;

ii.  Another purpose of crime analysis is to enable sisecurity operatives to
analyse incidents and types of crime in any giveaiety with the aim of
identifying their causes and how frequently theguwc By doing this, we shall
be able to predict or forecast the future occumsenof these crimes. For
instance, in Nigeria, many security reports andlifigs have shown that
incidences of robbery, burglary and road accidentsur more in the last three
months of each year. Whenever we are approachentash three months of the
year, the relevant security authorities usually cadiel the people about the
impeding risk that growing crime rate during thagripd portend to the
community at large.

Apart from raising the consciousness of the peaplaut the growing incidence
of hazard and threat with the aim of increasingy feeparedness towards crime
mitigation, the law enforcement agencies mobilibentselves to combat
potential growing crimes and hazards that oftenratttarise the months of
October, November and December in Nigeria throutgcive deployment of
relevant tactical and strategic measures. As youbeaaware, in Nigeria,
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during the “ember period” including September, ®@eto November and
December, the Federal Road Safety Corps (FRSCputigls often mobilise
their men and officers to step-up their activiilegnsuring strict compliance of
road users to the traffic rules with the aim ofueidg avoidable accidents on
our roads.

Crime analysis allows for statistical evaluation vasll as drawing of data
gueries or/and maps in analysing the patterns esmtls in every location
within a country. With the availability of data qies, we shall be able to
identify particular criminal activities that are tef experienced by each
community, so that we can develop mitigation teghas to arrest the
situation(s) of crime and criminality.

Through statistical evaluation, we determine nuoaly the trend and patterns
of crime in any society. For instance, statistiagsehshown that the incidents of
rape takes place in quick succession more durirsgivie and celebration
periods than any other time. For instance, thedemce of rape is mostly
reported in ljebu-Ode (of Ogun State, South Westdigeria) during the
period ofOju de Obacelebration. The celebration event that is usuadiyually
observed among the indigenes of ljebu-Ode drawglpeoom far and near.
Due to the influx of people, situations of crime tlee ancient town rapidly
increases and rape is usually one of the mostlprtegd cases of crime that
often characterise this festive period.

Perhaps, the incidents of rape increases the rislspoead of sexually

transmitted diseases including HIV-AIDS in the ctiynand it is therefore,

germane to increase the presence of law enforceawgarits when such a big
fiesta is taking place. The use of statistics alflo afford us the opportunity to
determine whether any particular crime(s) is insmeg or reducing. We can
also use our findings to compare trends and pattefrcrime(s) between two
communities or more.

Crime analysis can also serve the purpose of emaldw enforcement agents
to provide valuable and vital information or repaliout criminal incidents in
various communities to the people but also asaisténforcement agents in
preparing criminal intelligence for court preseim@as aimed at prosecuting
offenders.

Crime analysis is very essential in determininggbeio-demographics of
crime. It affords us the opportunity of having attedge about social and
demographic causes and graphical interpretati@niiofe in any given locality

or society or within the jurisdiction of respectisecurity agencies (Boba, 2005:
6-7).

SELF ASSESSMENT EXERCISE
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Explain the importance of Crime Analysis.

3.3

Componentsof Crime Analysis

In crime analysis, security professionals and laorement agents apply various
tools that are basic components of crime analysisgss, and these include:

3.3.1Data Mining

Data mining is an essential tool of crime analyisisan be described as:

...the process of extracting patterns from datanfse data is gathered, with
the amount of data doubling..., data mining is berw an increasingly

important tool to transform this data into inforn@t. It is commonly used in a
wide range of profiling practices, such as markgtirsurveillance, fraud

detection, and scientific discovefy/en.wikipedia.org/wiki/Data_mining).

Data mining is usually employed in the analysiscdfme to have a better
understanding of the incidence of crime throughghuely of pattern and trends
of crime with the use of intelligence and infornoatigathered from different
sources. In the following unit, we shall be sheddmore light on the subject-
data mining and its relevance to crime detectiahmaitigation.

3.3.2Crime M apping

Crime mapping is another vital tool being employsdsecurity experts or law
enforcement agents to analyse crime in any givennaonity. Crime mapping
can be defined as a method:

...used by analysts in law enforcement agenciesdp, visualize, and analyze
crime incident patterns. It is a key component dfme analyse(Error!
Hyperlink reference not valid.).

It can also be defined as:

...the direct application that comes from considgrthe inherent geography in
crime (://www.jdi.ucl.ac.uk/crime_mapping/index.php).

Crime mapping assists us as security practitioteifsave a clearer picture on
the patterns and trends of crime in any communiity Whe aim of arrival at
decisions that are effective in developing straegind mitigation interventions
for crime control.

3.3.2.1Elements of Crime mapping

227



CSS 244 Types and Analysis of Security Threats

Crime mapping is also essential to tactical analysecessary for crime
forecasting and geographic profiling. In forecagtiorime, we predict the
occurrence of a particular crime type or anotheang given place through the
available data we have been able to gather thrahghprocess of crime

mapping.

For instance, we can forecast that there is higibadility that most of the
youths used for political thuggery who are equippath dangerous weapons
by some political elite will use the weapons to caitndifferent types of crime
in the society, and if their nefarious activitiesdahose of their patrons are not
effectively checked, they can become menace tcstleety at large. It is no
news in Nigeria that many former political thugfeabeing dumped by their
patrons, are using the weapons given to them bgetlpmtrons to perpetrate
various forms of crime including armed robbery &mthapping.

Geographic Information Systems (GIS) is a very lvdamponent of crime

mapping, which assist crime analysts to locate dpatts or locations where
particular crime(s) often take place (Chainey & dR#e, 2005). In crime

mapping, we may deploy GIS to develop datasets dikesus demographics
that are essential to locating spots where spedfimes are frequently
experienced. With the use of GIS in crime mapps®ggurity practitioners or
law enforcement agents do identify where emergewperations and
interventions are most needed. The elements ofecnmapping include the
following:

i. The use of sophisticated information gatheriggtesms for emergency response
In advanced countries, the law enforcement agerespscially the Police are
equipped with comprehensive gazetteers of addresséslocations through
computer mapping. The application of computer nmgpiassists law
enforcement agents to identify where an emergeespanse of the security
officers is being sought. Apart from making it eador the emergency security
officers to identify the location that experien@tack or security threat, it also
enhances the capacity of the law enforcement agenfgepare against any
geographic impediments that topography of the &dfb@area may pose to their
intervention.

For instance, in many poorly planned urban centrééigeria, the Fire Fighters
often encounter mammoth challenge whenever they rasponding to
emergency call resulting from an outbreak of infermany location. It is not all
the time that these fire fighters intervene toe led combat the inferno but
many of these affected places impede easy accessodine disgusting way
people put up their structures such that the igating vehicles will find it

extremely difficult to reach the affected place.

However, a visit to Ooje and Bere in the anciety of Ibadan (Oyo State,
Nigeria) will marvel any security-conscious persjrgwing to very abnormal

228



CSS 244 Types and Analysis of Security Threats

I<

way buildings were erected such that if there i @utbreak of fire in a house,
there is high possibility that the inferno will sjad to some other houses.
Modern technology has enhanced the capacity of rmostmunities in the
world towards crime mitigation. For instance, th@roduction of mobile
computing with global positioning system (GPS) tealbgies has made it very
easy for any community to detect any incidenceawfdalism;

Information Systems and Crime AlerResulting from the inability of the law
enforcement agents especially the Police to hawaigin personnel that will

cover all nooks and crannies of any community amtxy at all time, the use
of information technology is overlooked. In manye®ping countries like

Nigeria, the number of police personnel is verydeguate to provide any
meaningful security to the country as a whole.ddigon, the police personnel
are poorly motivated and trained, as they have rnecpawns in the hands of
corrupt political elite. It is not surprising thatany policemen and officers
have been accused to be anti-people and unpraf@ésimany of whom have
forgotten that their main objective is to protelee tives and property of the
masses rather than only the rich men.

In as much as police patrol cannot cover everywhetbe same time, the use
of the COMPSTAT process using crime mapping carvdrg helpful to the
Police to have a better understanding and adequdtemation about
happenings on the streets. This will also assesntto identify where the police
authorities can mobilise the presence of their fogncrime prevention and
mitigation;

Identification of Crime hotspotshe use of crime mapping through installation
of security gadgets like Closed Circuit TelevisioftSCTVs) and Secret
Cameras can also be strategically helpful in comfatriminal activities in any
community. The use of CCTVs or secret cameras edm Uis to monitor the
activities and movement of people in any locatiand enable us to have the
opportunity of detecting any occurrence of crimenal as the location where
any criminal activity is taking place with the awhimproving our capacity to
respond timely and adequately in arresting therttalpr offenders;

Pattern AnalysisCrime mapping enables us to have a clearer picitithe
patterns of criminal activities that are experighee our local community.
Thus, through it, we have a better understandingiofe distribution, and with
the use of crime maps and other information on imgysKlemography etc, we
shall be able to create a strategic framework éwgmt or/and mitigate crime in
our neighbourhoods;

Geographic Profiling: In crime mapping, the application of geographic
profiling enables the law enforcement agents totifle the most probable
residential locations that (notorious) criminabgeli In major cities of Nigeria,
there are some locations that are marked as thenkaf dangerous criminals
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in the country, and law enforcement agents patoilz those areas from time
to time. In Lagos, places like Akala in Mushin, gimle, Okokomaiko. Iba,
ljora-Badia etc are mapped by law enforcement agastsome of the most
probable places where most criminals live;

Vi. Assessing the impact of existing crime reductioprapchesCrime mapping
can also help us to evaluate the impact of vargrime mitigation techniques
we have put in place to combat incidence of critheill enable us to identify
those of such measures that have actually workededoice or curb the
incidence of crime (as well as which types of crithey have worked to
mitigate) and those other crime reduction measthras have failed to work;
and

vii. The use of maps to communicate to the Public amecituations In some
advanced countries like the United Kingdom, magsumed in form of media
to inform the people about crime situations antheritypes that exist in their
various places through crime statistics that isdmaitted on the internet. This
will assist the people to have up-to-date repoodscerning amount criminal
incidents being recorded in their localities andewlhere. It will afford the
opportunity to know if the criminal activities thexperience in their areas are
increasing or reducing.

3.3.3Statistics

Statistics is another component of crime analysiss a vital tool of numerically
determining the patterns and trends of crime in @mymunity or in comparing the
crime situations between two or more communitiesaMvhile, let us quickly define
the term statistics but before we undergo the quined task, it is important to note
that statistics can also be described as an acadbsaipline rather than only as a set
of methods for scientific inquiry and evaluationdafta. Here, we refer to statistics as
a method through which we analyse crime. Thusissitss can be described as:

...application of methods to collect, analyze anteripret data. Modern statistical

methods involve the design and analysis of expetsneand surveys, the

quantification of biological, social and scientifghenomenon and the application of
statistical principles to understand more about therld around us. Since data are
used in most areas of human endeavour, the themtyngethods of modern statistics
have been applied to a wide variety of figldstatistics.unl.edu/whatis.shtml).

In crime analysis, statistics plays a very impadrtaole. It enables security
practitioners to put observable crime data to sifienesting through the processes of
data collection, analysis and interpretation witlview to solving any problem of
crime or criminal investigation. A crime analystgapposed a good knowledge of
statistics to be able to function well professibnaApart from problem-solving
objectives, the use of statistics in crime analgsiists the public to know the crime
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situations in their various domains as well as kimgwthe major threats to their
security.

As reiterated earlier, some countries like the Uiswre that people have access to
statistical details of crime situations in theircd environments, which the law
enforcement agents often place on the internetoudlir this information, people will
be able to know if crime is actually increasingreducing as well as know types of
major crime that frequently occur in their neighideaod. In having access to all this
information, the level of preparedness of the pedplvards the mitigation of such
crimes will be improved. Similarly, by identifyinthe level of vulnerability of any
community to any crimes, it will afford the law enfement agents the opportunity to
prepare themselves towards capacity building fonemitigation.

3.3.4Critical Thinking

Critical thinking is an essential component of @ianalysis. The subject of criminal
investigation and other types of investigation isgthat security practitioners or law
enforcement agents need to carefully interpretrifegmation he/she has gathered for
his/her investigation. Here, we consider the logiaesponse of the suspect in the
course of interrogation, evidence sources or na$ericontextualisation of issues,
observable facts, and consistency of the answersngby the suspects during
interrogation session(s) before we come to our gualent about the innocence or
culpability of the suspect(s) or persons under stigation in connection with a crime
perpetrated.

Now, how do you define the term critical thinkinghe available definitions of

critical thinking as a concept are many but we Ishal considering some of these
definitions in our conceptual description of thente Therefore, critical thinking can

be described as:

...Skilled, active, interpretation and evaluatiorf observations, communications,
information, and argumentatiaffFrisher & Scriven, 1997: 20).

Critical thinking is assumed to be the purposeiudl aeflective judgement about what
to believe or what to do in response to observatiexperience, verbal or written

expressions, or arguments. Critical thinking mayoinve determining the meaning and
significance of what is observed or expressed,concerning a given inference or
argument, determining whether there is adequattfietion to accept the conclusion

as true(://en.wikipedia.org/wiki/Critical_thinking).

In security profession we face huge challenge faditampting to make rational and
logical conclusions and decisions about issues sugects of investigation. It is

incumbent on every conscientious security practéroor law enforcement to validate
the information at his/her disposal when carryimg-a criminal investigation, so that
innocent persons will not be punished. Many pedylee accused the Nigeria Police
of poor credentials particularly in the area ofastigation. The reason is not far-
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fetched, most policemen and officers lack good Kedge of critical thinking, which
is an important element of crime analysis.

Many times, law enforcement agents are accusedtiigathe scripts of the plaintiffs
without verifying the reliability of the accusati®ievelled against the suspects before
they conclude on the suspects’ culpability of theged crime. For instance, there was
a case of a man who reported to the police thawd® suspecting that his younger
brother had become a criminal owing to the typdriehds he was keeping. Swiftly,
the police acted on the information given to it amd&earch was conducted on the
suspect’s premise. In the process, some guns wenel f and consequently the suspect
and his friends were arrested.

Sadly, rather than employing critical thinking metanalysis of the alleged crime, the
suspects were shot dead by the police. Here, theecoed policemen apart from
disobeying the law which says a suspect cannotaizkte be guilty of a crime (an
offence) until proved to be guilty by the competeourt, but also failed to apply
critical thinking in analysing the alleged crimey Bsing critical thinking, they should
have carefully put the information supplied to theynthe chief suspect’s elder brother
into analytic and logic validation to determine thecuracy, credibility and precision
of the allegation (information) as well as its k&ace to truth before coming into
judgement on whether the accused were actuallyablédpof armed robbery or it was a
case of a set-up. Due to non-deployment of crititéthking by law enforcement
agents, many innocent people have hastily been noagiedergo some punishment for
the crimes they did not actually commit.

SELF ASSESSMENT EXERCISE

Discuss the components of crime analysis.

4.0 CONCLUSION

Crime analysis remains a vital tool of security ag@&ment. It helps law enforcement
agents especially the police to have a good urateistg and knowledge of the
patterns and trends of crime within their jurisdint It also assists the law
enforcement agents to mobilise their resources muaovductively for effective crime
management and enhances their capacity in idemgiffand arresting the crime
suspects. In recent time, the use of spatial dabysis is gaining growing relevance in
crime mapping, assisting the law enforcement agenstudy crime data with a view
to have a greater understanding of why crime isiwo rather than focusing only on
where crime occurs.

By and large, crime mapping is an essential compiooiecrime analysis, as it can also
be applied for research purposes. It can assish bswve a greater knowledge of the
patterns of incarceration and recidivism, targetotgces and programmes, crime
prevention evaluation etc. The other componentErohe analysis including data
mining, statistics and critical thinking are alsgrmane not only to the analysis of
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crime situations but also to vulnerability and aapaassessment through which we
can develop strategies and measures towards cremergion and reduction.

5.0 SUMMARY

In this unit, our subject of discourse was crimalgsis and how it can contribute to
the prevention and mitigation of crime. We beganlesson by explain the conceptual
meaning of the term crime analysis. Thereafter,fa@issed on the importance of
crime to crime prevention and mitigation. The tharga of inquiry was the explanation
of the basic components of crime analysis includiata mining, crime mapping (and
its elements), statistics and critical thinking.

6.0 TUTOR-MARKED ASSIGNMENT
Define crime analysis and explain any four its comgnts.
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1.0INTRODUCTION

In this unit, we shall beam our search light onghbject, data mining and automated
analysis in furtherance of our study on basic sgcwools and applications. These
concepts are relatively new in security studies pwadttice. They are inter-related and
complementary because they are two sides of thee sewin. Data mining and
automated data analysis have continued to attodetst acceptance and appreciation
not only among security practitioners but also oocsions or commercial ventures
that often use these tools to improve their busiees You will find this unit
intellectually rewarding. Meanwhile, in the followg segment of this unit, we shall
quickly go through the various tasks we hope tmagdish in this unit.

2.0 OBJECTIVES
At the end of this unit, you should be able to:

e Explain the meaning of data mining;

e Describe automated data analysis; and
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e Discuss the application processes for data minmbaaitomated data analysis.
3.0 MAINBODY
3.1 Meaningof Data Mining

As earlier stated in the introductory section ds thnit, data mining and automated
data analysis are inter-related as the two of th@ay complementary roles in

intelligence reporting as well as in security invgation. No doubt, they are very
effective tools and applications in crime prevemtend detection. They can help to
unravel secrets in organised crimes like terroriaggassination, computer intrusion,
theft, financial fraud, armed robbery, electoral l|pnactices, money laundering,

among others.

These two concepts can be less effective or almdpludefective, if we fail to

understand effectively their guidelines and comstrdt is therefore advisable for
security professionals and policy makers to alwaysacquire an understanding of
data mining and automated data analysis tools ab ttiley can craft policy that
encourages responsible use and sets parameténatfaise” (DeRosa, 2004: v).

At this juncture, let us subject the concepts taceptual illumination, but in this

segment, we shall begin with data mining. So, vidhdiaita mining? It is worthy to note
that data mining is also known as Knowledge-Discpvie Databases (KDD) (see
:lIwww.wisegeek.com/what-is-data-mining.htn@ne of the major features of Social
Sciences and other related fields is the absenaeniwersal definition of any term

among scholars. Social scientists define concegitemy according to their respective
disciples but also from individual choice of persipees. For this reason, we shall
consider different definitions of the term data mn

Data mining (sometimes called data or knowledgecadisry) is the process of
analyzing data from different perspectives and sanmimg it into useful information

...Data mining software is one of a number of atiedy tools for analyzing data. It
allows users to analyze data from many differemtadisions or angles, categorize it,
and summarize the relationships identified. Tedhhicdata mining is the process of
finding correlations or patterns among dozens @fif in large relational databases
(://Iwww.anderson.ucla.edu/faculty/jason.frand/teatbchnologies/palace/datam

ining.htm).

Data mining can also be described as:

...the process of extracting patterns from data.mi@&e data is gathered, with the
amount of data doubling..., data mining is becormangncreasingly important tool to
transform this data into information. It is commynised in a wide range of profiling
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practice, such as marketing, surveillance, fraudedeon and scientific discovery
(://len.wikipedia.org/wiki/Data_mining).

Data mining can also make use of:

...automated statistical analysis techniques.scaWering new trends and patterns of
behavior that previously went unnoticed. Once theyuncovered this vital
intelligence, it can be used in a predictive manf@r a variety of applicationg
://databases.about.com/od/datamining/a/datamirtimy.h

We can also contend that:

Data mining is usually defined as searching, analyzand sifting through large
amounts of data to find relationships, patterns, any significant statistical
correlations. With the advent of computers, larggatbases and the internet, it is
easier than ever to collect millions, billions aeden trillions of pieces of data that can
then be systematically analyzed to help look féati@nships and to seek solutions to
difficult problemg(://www.tech-fag.com/data-mining.shtml)

Data mining is also an application that:

...uses a relatively large amount of computing poggerating on a large set of data
to determine regularities and connections betweama dpoints. Algorithms that
employ techniques from statistics, machine learmingd pattern recognition are used
to search large databases automaticallf//www.wisegeek.com/what-is-data-

mining.htm).
SELF ASSESSMENT EXERCISE

What is data-mining?
3.2 Meaning of Automated Data Analysis
Automated data analysis can be described as aésaned to:

...find previously unknown knowledge through lirdssociations, and patterns in data
(DeRosa, 2004: 3; Jensen, 2003).

Additionally, automated data analysis involves:

...the use of large databases containing identifyinformation. It assists in the
important task of accurate identificati¢PpeRosa, 2004: 6).

Automated data analysis can be applied in two wapsch include:

The use of subject-based queries; and
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ThreatsThe use of pattern-based queries.

Subject-based queries. In subject-based queries, we begin data analysiis a
particular and known subject, and continue the ¢gscby searching for more
information about the subject. In this case, thbjextt can be a crime suspect, a
religious leader, a security officer, a suspeckaege, a bank official, a politician, to
mention a few. In seeking to get more informatidowt the subject, then we may
decide to probe into his/her various contacts beopeople, places, even telephone
or/and communication facilities and other thingatttan assist us in our investigation,
especially as it involves getting clues that calp hes unravel some facts about the
subject.

A subject-based query assists us in our analydisiaf to have more information about
the subject and gives us a clearer picture of wmatsubject is up-to especially as it
concerns his/her activities. This opportunity itaised through provision of (useful)

link between the subject and other elements ofilmustigative scrutiny. Again, the

beauty about this model is that it affords us apoofunity to identify other subjects

that we will need to include in our investigati@ne vital element of the subject-based
query is link analysis. It helps to draw a conmattbetween the subject and other
subjects or places and things we will need to engiat a decision in our investigation

and analysis. Link analysis is popular among pubkcurity practitioners like the

Police and intelligence agencies.

Meanwhile, in Nigeria, the application of subjeetslbd queries is very inadequate
and ineffective because of the poor informationrasfructure in public security
sector. It is absolutely ridiculous in a countrgeliNigeria to have a police institution
that does not have any computing system network tbanects all its various
stations and posts, area offices and state commasdsell as zonal/regional offices
to the headquarters for proper record keeping @i thctivities and crime files. The
existence of a central information system will deadll its offices to access and
make informative contributions to the database wspscts-profiling, prompt crime
situation reporting, staff information and auditimgtelligence gathering and sharing,
among others.

However, lack of technological innovation has nealhdermined the capacity of the
police to perform its functions in Nigeria, a stioa which has attracted the decision
of most state governors in the country to calltfe introduction of Joint Task Force
(patrol team consisting of the police and men efdhmed forces). Painfully, this is an
indictment on the police authorities, for the fe@luof the police to live up to its

responsibilities.

Also, many people have claimed that several of dismissed policemen have
continued to find their ways back into the forcethout being detected by police
authorities. For instance, a dismissed policemaghtrtiave been previously recruited
in Lagos, and after his dismissal, he may procee®ndo state in an effort to be
recruited into the Police again. The question toates to one’s mind here is- if the
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Nigeria Police fails to keep proper records ofpé&ssonnel, how can it have adequate
record of crime suspects? That means the policehaadly identify who is or not a
first time offender except the suspect is well knoly the officer in charge of the
investigation.

Coming back to the subject matter, subject-basestiegl are potentially useful as
forms of inquiries that characterise intelligencel daw enforcement practice, which
involve conducting a further search on the actgitand relationships of the subject
(someone under investigation) with other peoplethi® course of investigation, we
may identify other people whose presence will bguired to provide us a

breakthrough and opportunity to have a successwalstigation of the subject.

On the other handyattern-based queries involve conducting our investigation by
moving from unknown to known. Here, we don’t aclpdlave any subject on our
minds but through pattern of activity, we may decid probe further into the activity
that we suspect may constitute act of criminalityadhreat to security. For instance,
we may detect that through bank money transfersnesactivities involving
importation of expensive goods into the countryrasgced.

And if this same pattern of activity is noticed lde taking place from time to time,
then, we can beam our searchlight to know the psrgovolved in such transactions.
After identifying the persons, we may probe furtteeknow if the subjects have strong
and genuine businesses to have such big money dfieg transfer to purchase
expensive goods abroad. Then, our pattern-basategueill change to subject-based
gueries because through the pattern of activityheaxe identified some persons who
were not previously on our mind to be subjectefilitther scrutiny.

Thereatfter, the suspected persons will become uhjests (those we investigate) and
we conduct further search on their activities agldtionships. After a thorough search
and analysis, we may find out that the suspectesiops are fronting for some public
office holders who embezzle public funds and uderitheir personal aggrandisement.
Knowing that they cannot lodge such money into rthpgivate accounts, corrupt

leaders tend to use some unsuspected personsitddrahem through whom they use
the money for all sorts of investment or propedygtasitions.

SELF ASSESSMENT EXERCISE

How will you describe automated data-mining?
What are the two basic ways through which automdégd analysis can be applied?

3.3 Application Processes for Data-Mining and Automated Data Analysis
Data-mining and automated data analysis are veppitant tools of security threat
management as well as intelligence collection amalygis. Meanwhile, they require

proper application and administration of variousgaisses pertaining to their usage. It
is therefore essential to have proper understarafitigese processes in order to avoid
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making errors and information abuse. It is agath& background that we shall be
explaining in this segment, the steps to be takethé effective usage of these two
concepts: data mining and automated data analysis.

a) Collection and Processing of DataCollecting relevant data and useful
information is a very big task. The reason is tha& more difficult to identify
information useful for our task than the challenges may encounter in the
collection of data. It is always advisable to haveur minds before we set out
for the gathering of data, what we seek to achiaveur analysis, so that we
will be able to conclude appropriately well on #ied of information that will
be useful to achieve the purpose of our invesbgati

There is no doubt that innovations in technologyehaade it easy to mine

data (see Mostashari, 2003). Introduction of commgusystems has really

impacted positively on the task of data mining.serely, through computer,

we can develop a large database through which weatso create a single

database for our data mining. The process is knasvdata warehouse or data
mart. We can also conduct our data mining by usinvgriety of database. For
instance, if we are investigating a political ofibolder accused of corruption,
we may collate information through several meaks tionducting a search on
all his/her official transactions and his/her catsaand relationships as well as
financial transactions made by those with whom #espect has one

relationship or the other especially his/her fanmilgmbers.

Also, we can conduct a search on the private corapaswned by the suspect
including their various business and financial s@ctions as well as the
activities of their respective management amongrsthif we consider the
foregoing example, then data mining process idfecdt task that may involve
the use of different databases in the collectiothefneeded information. After
collating the information considered useful for @malysis, it is important to
consider the standardisation and cleansing of tleated data so that we can
identify which among the data that can be mostuldefour analysis task. By
doing this, we shall be avoiding misuse of inforiomt

According to DeRosa (2004: 10), the last step irs throcess involves
“transforming the data to make them useful”. Thigpsis usually known as
“data aggregation”. It enables us to remove unirtgmdror unusable data by
cleaning them, and the data are standardised faracy in our searches. By
following these steps, we would reduce data ertioas may mar our analysis
especially errors like false positives and falsgatiwes.

False positives errors are those errors that bother on the possibility of
wrongfully labelling an innocent person as a criswspect/criminal due to
mistakes in the result of our automated data aizalyhis error is usually
associated with collection of wrong data or misagpion of data through
imperfect search models (see DeRosa, 2004: 10)ll be improper to accuse
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innocent persons because they have relationshimetime or the other with
any crime suspects or convicts due to inaccurata daning or defective
automated data analysis procedure.

On the other hand, in computer security, when amspgnail is wrongly
classified as non-spam email, we can thereforeladacthat afalse negative
error has been committed (see//www.cgisecurity.com/questions/false
negative.shtml)Another example is if the result of our automadeth analysis
confirms a real crime suspect not culpable, meathiagour investigation effort
is entirely faulty due to wrong check and defectilada mining process and/or
wrong procedure of analysis;

b) Finding Search Modelsin carrying-out our data analysis, we need a $earc
model. For instance, if we want to use pattern-tbasearching, it will be
cumbersome to get perfect models that help us lieeae good results in our
automated data analysis. Meanwhile, we can addjmodom up” approach,
using data mining to develop a model such that esrch for anomalies or
patterns that surround a behaviour or activity. ¢&m also use “top-down
approach” in analysing our data by beginning thecess of analysis with a
hypothesis “...about the model and determining tuetit exists in data”
(DeRosa, 2004: 11). By and large, models develapadt be predictive and
relevant to investigation. We should avoid runnintp the problem of data-
dredging, resulting from models that are poorlyigiesd; and

c) Decision making The decision making process is also very sigaifian the
application of data-mining and automated data amalyt is the climax of the
data-mining and automated data analysis. Decisiaking comes after
exploring other processes such as gathering of tatarrying-out of searches,
through interpretation of results to making decision the most effectively
ways to utilise the results of our analysis. Thaligqy of the decision we make
after our automated analysis largely determinesatheunt of success that we
will likely record in the course of our investigati.

SELF ASSESSMENT EXERCISE

What are the steps to the application of data-rgiaind automated data analysis?
4.0 CONCLUSION

Advancing effective security management and thneiéigation is an enormous task,
which often demands adequate use of informatiorhniglogy and systemised
information gathering tools or techniques. Inforimatis very vital to the security

sector, without which security practitioners wille blackadaisical and highly
incapacitated in the discharge of their duties.

240



CSS 244 Types and Analysis of Security Threats

It is not a surprise that in many developed coestiike the US and Britain, the
government and security sector continues to undeejorms, appreciating the
strategic importance of information to the openagioof various security agencies.
Information plays a great role in hazard managemenelligence collection and
analysis, threat mitigation, counter-terrorismwaedl as overall security planning and
management.

If the importance of information in security managmt cannot be over-emphasised,
therefore, the use of data-mining and automated daalysis is very significant and
useful to securitisation. The relevance of thesdstbas been evident in the way they
have continued to enjoy growing acceptance amomgrig practitioners in most
developed countries of the world and elsewheres&heols are powerful not only in
security management and threat mitigation but they used by several commercial
institutions or corporations to improve their biesises. It is very essential to promote
the use of the tools in our various places of wéok efficiency and optimal
performance through which we can easily achieve dterall objectives of our
organisations.

5.0 SUMMARY
In this unit, our study focused on the conceptwdinition of data-mining, and we also
described the meaning of automated data analys$is. third and the last area of

inquiry was the list of processes that we underiakihe application of data-mining
and automated data analysis to crime management.

6.0 TUTOR-MARKED ASSIGNMENT
Define data-mining and automated data analysis; and

Explain the basic processes to the application ath-thining and automated data
analysis.
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