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Introduction

This course is a three-credit unit course for ugdtuate students in the arts and social sciences.
The materials have been developed within the Nagecontext. It serves as an overview of what
you will be taught and also provides you with imh@tion on the organization and requirements
of the course.

Course Aims

The aims are to help you to understand the natuceroe, theories of crime and crime control
and the practical implications of crime in socidtyalso empowers you in understanding of the
preventive mechanism put in place by governmentawitisociety in combating crime as well
as to appreciate the sophisticated trends of cpireeention strategies from a global perspective.
These broad aims will be achieved by:

(1) Introducing you to the general concept of crimed dats crucial precursors,
consequences (cause and effect), cost implicatidrpeevention mechanisms.

(i) Expatiating on the theories of crime and crime aant

(i)  Extrapolating the trends in crime theorisationrione reduction.
Course Objectives
To achieve the aims set out above, CSS 246: LeghlSacial Framework of Private Security
Services in Nigeria has been divided in severdbediht modules, each with its own specific
objectives. It is advisable that you read them k&efmu start working through the unit. You may
want to refer to them during your study of the uaitheck your progress).

Here are the wider objectives for the course ahalev By meeting the objectives, you count
yourself as having met the aims of the course. otessful completion of the course, you
should be able to:

a) Define the term security
b) Appreciate the place of crime in society

C) List the attributes of the criminal justice system
d) Explain some theories of crime and crime control
e) Identify sources of crime and their consequences
f) Differentiate between different types of crime

0) Be able to apply crime theories to reality
h) Know the crime preventive methods used in Nigenid @ther countries

i) Differentiate between psychological and sociololilaories of crime

)] Discuss the shortcomings of crime theorising

K) Discuss the future of crime theorizing

) Have a broad understanding of crime control metlodigeria and other countries.



Working through this Course

To complete the course, you are required to readtindy units and other related materials. You
will also need to undertake practical exercisesmioich you need a pen, a note — book, and other
materials listed below. The exercises are to aid yo understanding the concepts being
presented. At the end of each unit, you will beuremfl to submit written assignments for
assessment purposes. At the end of the courseyiltourrite a final examination.

Course Materials

The major materials you will need for this course a

0] Course guide.

(i) Study units.

(i)  Assignments file.

(iv)  Relevant textbooks including the ones listed umdeh unit

(v) You may also need to visit the varied arms of thmioal justice system.

(vi)  As a beginner, you need to read newspapers an@déhteith other mass media as often
as possible.

Study Units

In this course there are twenty units, divided iioiar modules, (five in each module). Below are
the units:

Module 1

Unit 1: Definition of Security

Unit 2: Types of Security

Unit 3: Meaning of Types of Private Security

Unit 4: Origin and Development of Private Security
Unit 5: Reasons for the growth of Private SecuBi&gtor

Module 2
Units 1: Legal framework of Private Security Compan
Units 2: Organisation of Private Security Company
Units 3: Prospect and Limitations of the Privatea@uCompanies Act (1986) To the Effective
Operations of Private Security Companies In Nigeria
Units 4: Training and Development
Units 5: Equipments and Other Accessories

Module 3

Unit 1: Functions of Private Security

Unit 2: Risk Analysis and the Security Survey

Unit 3: Challenges and Problems of Private Sec@éyice

Unit 4. Computer and Information Security

Unit 5: Nigerian Security and Civil Defence CorpsSCDC ) ACT NO 2 of 2003
Module 4

Unit 1: List of Private Security Companies in Niger

Unit 2: Conflict Management in Private Security \See

Unit 3: Relationship between Police and PrivateuggcOperatives in Nigeria
Unit 4: Regulation and Recommendation of Privateuiey Service in Nigeria
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Unit 5: Specific Security threat

Textbooks and References
Certain books have been recommended in the coviosemay wish to purchase them for further
reading.

Assessment File

An assessment file and a marking scheme have bede available to you. In the assessment
file, you will find details of the assignments yowst submit to your tutor for marking. There
are two aspects of the assessment of this courseutor marked assignment (TMA) and the
written examination. The marks you obtain in these areas will make up your final marks.
The assignment must be submitted to your tutorfdonal assessment in accordance with the
deadline stated in the presentation schedule amdh#isignment file. The work you submit to
your tutor for assessment will count for 30% of ytmtal score.

Tutor Marked Assignments (TMAS)

You will have to submit a specified number of thetdr Marked AssignmentSTMAS). Every
unit in this course has a tutor marked assignnéou. will be assessed on four of them but the
best three performances from the Tutor Marked Assents(TMAS) will be used for your
continuous assessments (C/A) which is 30%. Wherhgwe completed each assignment, send it
together with a Tutor Marked Assignment form, touydutor. Make sure each assignment
reaches your tutor on or before the deadline famsssions. If for any reason, you cannot
complete your work on time, contact your tutor fordiscussion on the possibility of an
extension. Extensions will not be granted afterdbe date unless in exceptional circumstances.

Final Examination and Grading

The final examination will be a test of three houk areas of the course will be examined. Find
time to read the unit all over before your examoratThe final examination will attract 70% of
the total course grade. The examination will cdnsigjuestions, which reflects the kinds of self
assessment exercises and tutor marked assignmertaye@ previously encountered. And all
aspects of the course will be assessed. You shuséldhe time between completing the last unit,
and taking the examination to revise the entirasmu

Course Marking Scheme
This table shows how the actual course markingakdn down.
Assessment Marks

Assignments (Best Three Assignments out of Four) = 30%



Final Examination

Total

Presentation Scheme

The dates for submission of all assignments wiltbemunicated to you. You will also be told

the date for the examinations.
Course Overview and Presentation Schedule

Unit

Course Guide

Unit 1

2

3

Title of work
Module 1
What is Security
Types of Security
Meaning and Types of private Security

Origin and Development of Private
Security

Reasons for the growth of Private
Security sector

Module 2
Legal framework of Private Security
Company
Organisation of  Private  Security
Company
Training and Development
Equipments and Accessories

Module 3

Functions of Private Security

Risk Analysis and the Security survey

70%

100%

Weeks Activity

Week 1
Week 1
Week 2

Week 2

Week 3

Week 4

Week 4

Week 5
Week 6

Week 7

Week 7

Week 8

Assignment 1
Assignment 2
Assignment 3

Assignment 4

Assignment 5

Assignment 1

Assignment 2

Assignment 3
Assignment 4

Assignment 5

Assignment 1

Assignment 2



Challenges and Problems of Private
Security Service

Computer and information security

Nigerian Security and Civil Defence
Corps ( NSCDC) Act No 2 of 2003.

Module 4

List of Private Security Companies of
Nigeria

The Conflict and Conflict Management
in of Private Security Service

Relationship between Police and of
Private Security Service in Nigeria

Regulation and Recommendation of
Private Security Service in Nigeria

Specific security threat
Revision

Examination

Week 8

Week 9

Week 9

Week 10

Week 10

Week 11

Week 11

Week 12

Week 13

Week 14

Assignment 3

Assignment 4

Assignment 5

Assignment 1

Assignment 2

Assignment 3

Assignment 4

Assignment 1

Assignment 2



How to Get the most from This Course

In distance learning, the study units replace th&varsity lecture. This is one of the great
advantages of distance learning; you can read amll through the designed study materials at
your own pace, and at a time and place that soitshest. Think of it as reading the lecture
instead of listening to the lecturer. In the sanag & lecturer might give you some reading to do,
the study units tell you where to read, and whigh yoour text materials or set books. You are
provided exercises to do at appropriate points, fssa lecturer might give you an in-class
exercise. Each of the study units follows a comrwmat. The first item is an introduction to
the subject matter of the unit, and how a particutat is integrated with the other units and the
course as a whole. Next to this is a set of legroinjectives. These objectives let you know what
you should be able to do by the time you have cetadlthe unit. These learning objectives are
meant to guide your study. The moment a unit isfied, you must go back and check whether
you have achieved the objectives. If this is madehit, then you will significantly improve
your chances of passing the course. The main bbttyeaunit guides you through the required
reading from other sources. This will usually bthei from your set books or from a reading
section. The following is a practical strategy ¥avrking through the course. If you run into any
trouble, do not hesitate to call and ask your tidothelp. Always remember that your tutor’s job
is to help you when you are in need of assistance.

1. Read this Course Guide thoroughly, it is your fassignment.

2. Organize a Study Schedule. Design a ‘Course Owsht@guide you through the course.
Note the time you are expected to spend on eadhandihow the assignments relate to
the units. Whatever method you choose to use, kould decide and write in your own
dates and schedule of work for each unit.

3. Once you have created your own study scheduleyething to stay faithful to it. The
major reason why students fail is that they getirimblvith their course work. If you get
into difficulties with your schedule, please, lety tutor know before it is too late to help.

4. Turn to Unit |, and read the introduction and tigectives for the unit.

5.  Assemble the study materials. You will need your®®ks and the unit you are studying
at any point in time. As you work through the ugiy will know what sources to consult
for further information.

6. Keep in touch with your study centre. Up-to-datarse information will be continuously
available there.

7. Well before the relevant due dates (about 4 weeksr® due dates), keep in mind that you
will learn a lot by doing the assignment carefulljney have been designed to help you
meet the objectives of the course and, therefoilk,h&lp you pass the examination.
Submit all assignments not later than the due date.

8. Review the objectives for each study unit to confthat you have achieved them. If you
feel unsure about any of the objectives, reviewstihdy materials or consult your tutor.

9.  When you are confident that you have achieved #suobjectives, you can start on the
next unit. Proceed unit by unit through the cowasd try to pace your study so that you
keep yourself on schedule.

10. When you have submitted an assignment to your fistomarking, do not wait for its
return before starting on the next unit. Keep taryschedule. When the assignment is
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returned, pay particular attention to your tutot@mments, both on the tutor-marked
assignment form and also the written comments ermttinary assignments.

11. After completing the last unit, review the coursed gorepare yourself for the final
examination. Check that you have achieved the abjéctives (listed at the beginning of
each unit) and the course objectives (listed inGharses Guide).

Facilitators/Tutors and Tutorials

Information relating to the tutorials will be proldd at the appropriate time. Your tutor will mark

and comment on your assignments, keep a close watglour progress and on any difficulties

you might encounter and provide assistance to ywing the course. You must take your tutor-

marked assignments to the study centre well baéferedue date (at least two working days are
required). They will be marked by your tutor antlireed to you as soon as possible.

Do not hesitate to contact your tutor if you neetbhContact your tutor if:

* You do not understand any part of the study unith® assigned readings

* You have difficulty with the exercises

* You have a question or problem with an assignmemtith your tutor's comments on an
assignment or with the grading of an assignment.

You should try your best to attend the tutorialkisTis the only chance to have face-to-face
contact with your tutor and ask questions which amewered instantly. You can raise any
problem encountered in the course of your study.gdim the maximum benefit from course
tutorials, prepare a question list before attendimgm. You will learn a lot from participating in
discussion actively.

Summary

The course guide gives you an overview of whatxjzeet in the course of this study. The course
teaches you the basic principles of news repouimd) writing, and how these principles can be
applied. It also acquaints you with the legal atidical rules guiding your job as a reporter.

We wish you success with the course and hope thatwll find it both interesting and useful.
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MODULE 1

Unit 1: What is Security?

Unit 2: Types of Security

Unit 3: Meaning and Types of private Security

Unit 4: Origin and Development of Private Security

Unit 5: Reasons for the growth of Private Security sector

UNIT 1: WHAT IS SECURITY?
1.0Introduction

2.00bjectives

3.0Main Content
4.0Conclusion

5.0Summary

6.0 Tutor Marked Assignment

7.0References / Further Reading

1.0 Introduction

The issue of security remains important to the iooletd socio-economic survival of any people
(Hyden, 1995). It is for this reason that there endeen different efforts by stakeholders
especially government to develop frameworks in adiray the security of people and mitigating
various threats both human and non-human that ndermine the wellbeing of the people in
any community. The issue of security managemennbkasrtheless experienced a shift from its
traditional conception as an exclusive function ga@vernment (Hobbes, 1962) to a more
accommodating security sector that encouragescypation of private security organization and

citizens in security planning and practice.

2.00bjectives
At the end of this unit, you should be able to:

» Define the term security
» Examine concepts in security

» Discuss importance of security
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3.0Main Content

3.1 Definition of Security

The word security emanated from the Greek wordusa;aneaning to be in a state of no fear.
Security is the protection of life and property @fperson. The concept of security keeps
changing from its original conceptualization. Ttaxhally, the state is the custodian and ultimate
beneficiary of the monopoly use of violence esdbciawe consider the intellectual view(s) of
some theorists like Thomas Hobbes (1962), Max WebzrThomas Hobbes (1962) argued that
the essence of a state is to guarantee the seofitities and property and ensure law and order
through its political sovereignty and monopoly ablence. Security is the degree of protection
against danger, damage, loss, and criminal acti@&gurity as forms of protection sguctures

and processes that provide or improve security as a condition. The Institute for Security and
Open Methodologies (ISECOMn the OSSTMM defines security as "a form of protection
where a separation is created between the asskthathreat”. This includes but is not limited
to the elimination of either the asset or the thr8acurity as a national condition was defined in
a United Nations study (1986), so that countries davelop and progress safely. But in
contemporary times, the definition of security gdesyond the traditional military ways of
protecting the state against internal and exteaggtession. The fact is that since the end of the

cold war, security management has assumed a neandiam.

External threat to security resulting from interoasl hostilities and aggression that
characterized the cold war era has been replac#u man-traditional security threats like
information warfare, drug trafficking, nuclear pdlbns, disease epidemics like HIV-AIDS,
corruption, human trafficking (internal) insurgen@mong others (Kasah, 2009). Although the
term security has been used in previous pages wmitieestion, there is no universal agreement
on a definition. But there is basic meaning of s&guamong them, simply denoting the

protection of lives and property. The following mhions of security considered important:

(1) Itis an all-encompassing condition in which indwal citizens live in freedom, peace and
safety; participate fully in the process of goverte enjoy the protection of fundamental rights;
have access to resources and the basic necesdities and inhabit an environment which is

not detrimental to their health and well being (BoAfrica while Paper on Defence, 1996).
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(2) Itis also the degree of protection against datags and criminals.

(3) It is the protection of a person, property or oigation from an attack. There are people

who have distorted motivations to perform such ckda The types of protection include

prevention, response and pre-emptive attacks.

Security concepts

Certain concepts recur throughout different fiedéisecurity:

Assurance - assurance is the level of guarant¢e tbecurity system will behave as
expected

Countermeasure - a countermeasure is a way tadtmeat from triggering a risk event
Defence in depth - never rely on one single securgasure alone

Exploit - a vulnerability that has been triggergdabithreat - a risk of 1.0 (100%)

Risk - a risk is a possible event which could caugess

Threat - a threat is a method of triggering a @sknt that is dangerous

Vulnerability - a weakness in a target that careptiélly be exploited by a threat security

THE IMPORTANCES OF SECURITY

. The objective of human security is to protect thalwore of all human lives. (instead of

the word ‘protect’ we can also use shield, guagrdefend, maintain, uphold, preserve,

secure, safeguard, etc).

. The objective of human security is to protect thal\core of all human lives from critical

pervasive threats in a way that is consistent Wotig-term human fulfillment.igitial

definition was this).

. The objective of human security is to guaramatset of vital rights and freedoms to all

people, without unduly compromising their abilitygursue other goals.

. The objective of human security is to createtigal, economic, social, cultural, and

environmental conditions in which people live knogithat their vital rights and

freedoms are secure.

14



5. The objective of human security is to keep eaitpervasive threats from invading the vital
core of human lives (Alkire, 2003).

40 CONCLUSION

From this unit, student of criminology should havbroader knowledge of what is Security. The
concept of security has undergone a change froorigsal conceptualization. Traditionally, the
state is the custodian and ultimate beneficiarthefmonopoly and usage of violence as a form
of security. The use of violence by the state hawelhas proved less effective in the
management of security, as focus in now beingeshitd providing empowerment for the people
as an alternative strategy which guarantees a wéatgye of security.

5.0 SUMMARY

We have been able to explain the meaning of sgcuie highlighted various definitions of
security as given by different scholars and bothcepts and importance of security were
explained.

6.0 Tutor- Marked Assignment
Explain three of the following security concepts:
a) Assurance,
b) Risk,
c) Exploit,
d) Vulnerability,
e) Threat,

f) Counter measure.

7.0 References / Further Reading
Wikipedia, the free encyclopedia last modified oAgil 2011
Alkire, S. (2003) A Conceptual Framework for Hum&ecurity Centre for Research on

Inequality, Human Security and Ethnicity, CRISE @ué&lizabeth House, University of Oxford
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UNIT 2: TYPES OF SECURITY

1.0 Introduction
2.0 Objectives
3.0 Main Content

4.0 Conclusion

5.0Summary

6.0 Tutor Marked Assignment

7.0References / Further Reading

1.0 INTRODUCTION

Security is the requirement to maintain the sudvoafathe state through the use of economic,
military and political power and the exercise gbldmacy. The concept developed mostly after
World War Il. Initially focusing on military mightit now encompasses a broad range of facets,
all of which impinge on the military or economiagaety of the state and the values espoused by
the society. In order to possess national secuityation needs to possess economic security,
energy security, environmental security, etc. Sectireats involve not only conventional foes
such as nation-states but also non-state actohsasuterrorist organizations, narcotic cartels and
multi-national organizations; some authorities ulthg natural disasters and events causing

severe environmental damage are in this category.

2.0

OBJECTIVES

At the end of this unit you should be able to:

Understand the various types security.

There are different types of security as listed bew:

IT realm

Application security
Computing security
Data security

Information security

Network security
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Physical realm
« Airport security
« Port security/Supply chain security
« Food security
+ Home security
« Hospital security
« Physical security
« School security
« Shopping centre security
+ Infrastructure security
Political
- Homeland security
« Human security
« International security
- National security
« Public security
Monetary
« Financial security

1.  Physical Security

Physical security concerns itself with those mdan/hich a given facility protects itself against
theft, vandalism, sabotage, unauthorized entrgsfiaccidents and natural disaster. A faculty
means a plant, building, office, institution or amgmmercial or industrial structures and
functions that are part of integrated operationss ldefined as the measures used to provide
physical protection of resources against delibesiateaccidental threats. It can be defined as the
protection of personnel, hardware, programs, néésvand data from physical circumstances and
events that could cause serious losses or damage &mterprise, agency or institution. This
includes protection from fire, natural disastersigtary theft, vandalism and terrorism. In this
century, it is very clear that old devices may bectional but the use of the burglar alarm and
padlocks may not be enough in a good security pragGood systems combine access controls

with advanced security technologies such as irdrudietection, video monitoring, smart cards
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and biometrics which are integrated systems wighgompany’s computer network. These give
an excellent total asset protection program.

Physical security planning includes protection of

(1) the grounds around the building

(2) the buildings perimeter

(3) the building’s interior and

(4) its contents.

2.  Information Security

Information security can be defined as a meansrofepting information systems from any
illegitimate access and use, theft, amendment dicimas attacks or penetration. It can also be
described as the process by which an organizatiotegs and secures its systems, made and
facilities that process and maintain informatiotahio its operations.

The increasing complexity of the modern state aophsticated nature of contemporary
business environment and corporations underscoee intiportance in mounting relevant

mechanisms towards the protection of informatiodh iaformation system.

3. Infrastructure Security

Infrastructure security can be described as tha¢c@sof security designed purposely to provide
protection for specific infrastructure particuladijose infrastructure considered critical. The
examples of critical infrastructure may include pants, seaports, railways, network

communications, general hospitals, banks, centaik®, armoires, dams, oil refineries,

highways and bridge. It is important to note that damage done to these critical infrastructures
will have far-reaching effects on the economy awmdrall security of a country. Threats which

can damage infrastructure are (1) sabotage, (®rien (3) natural disaster (4) information

warfare.

With the events of September 11, 2011, the U.S.vamdd community became aware of the
power of terrorism as a tool of war. The magnitefi¢he attack on the world trade Centre has
proved that there is need for protection of crlticdrastructure. In the Niger- Delta areas of
Nigeria, adequate infrastructural security providedthe pipeline and refineries by the federal

government have reduced subsequent threats acd.atta
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4. Computer System Security
Along with computer software, the security of haatlevand its components is also essential for
overall data protection. Even if the computer i$ inouse or plugged into a network, as anyone
can access the hard disk, which can later be usedme other computer for the theft of data

5. Economic security
Assured basic income: access to employment andneesn

6. Food security
Physical and economic access to food for all peapkdl times: Hundreds of millions of people
in the world remain hungry either through local veatability of food or, more often, through
lack of entitlements or resources to purchase food.

7. Health security
Access to medical treatment and improved healtlditions: Poor people in general have less
health security and in developing countries, thgomzauses of death are infectious and parasitic
diseases.

8. Environmental security
Living in a healthy physical environment, sparednirdesertification, deforestation and other
environmental threats that endanger people’s sakviv

9. Personal security
Individual security from physical violence: Threan take several forms, for example: threats
from the State, foreign states, other groups ofpfgedethnic tension), individuals or gangs;
threats directed against women or children basethein vulnerability and dependence; threats
to self (e.g. suicide, drug use, etc.).

10. Community security
Most people derive their security from membershipaosocial group (family, community,
organisation, political and ethnic group, etc.)n3iens often arise between these groups due to
competition over limited access to opportunitied essources.

11.Political security
Living in a society that guarantees basic humamtsignd freedom of expression.
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4.0 CONCLUSION

From this unit, students of criminology are expddie know the types of Security. During the
cold war, majority of war at that time were interoaal but now political strife, insurgencies and
civil wars plague most of the countries. The tristhhat most of these internal wars are created
by economic deprivation; inter religious violenagthnic rivalry, maladministration among

others.

5.0 SUMMARY

From this unit, students of criminology should b®eato know the various types of Security
ranging from Computing security, Data securityomfation security, Network security, Airport
security, Port security/Supply chain security, Feedurity, Home security, Hospital security,
Physical security, School security, Shopping cesgeurity, Infrastructure security, Homeland
security, Human security, International securitgtibinal security, Public security, and Financial
security.

6.0 Tutor- Marked Assignment

List all types of Security and discuss only fouttoém.

7.0 References / Further Reading
http://lwww.suite101.com/content/different-typeseasimputer-security-
a293034#ixzz1J09yNMXxi
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UNIT 3 MEANING AND TYPES OF PRIVATE SECURITY
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References / Further Reading

1.0 Introduction

The private security industry comprises those acwwho provide security for people and
property under contract and for profit. Worldwidlee industry is experiencing a period of rapid
growth, with valuable contribution to the provisiohsecurity. It is important to understand the

term private security and the different types there

2.0 Objectives
At the end of this unit, you should be able to:
Define the term Private security

Mention types of Private Security companies

3.0 Main Content

There is no universal agreement on the definitibprivate security, although several attempts
have been made to give acceptable definitions.aRrigecurity includes those self-employed
individuals and privately funded business entia@sl organizations providing security-related
services to specific clientele for a fee, for thdividual or entity that retains or employs them, o
for themselves, in order to protect their persgms$yate property or interests from varied
hazards. It is argued that the profit motives d@sources of profits are basic element of private

security but it hardly seems acceptable as a gedefiaition.

Private security according to Howe (1998) is a dogmouping. It is an industry that operates

only on a global market, organized along corpoliats and showing signs of growth rather than
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contraction (Small, 2006). In other words, privatrurity is an industry that operates along
corporate lines and provides security services dnatlargely independent of the state. Private
security seeks to protect against hazards whichcaremonly divided into man-made and
natural. Natural hazards may include fire, windstoflood, earthquake and other acts of nature
that could result in building collapse, equipmeailure, accidents and safety hazard. It should be
noted that fire is also quite often man-made, inbd@ally or unintentionally, while man-made
hazards may include crimes against the personefample, robbery or rape) or crimes against
property (theft and pilferage, fraud and embezzinén addition, man also creates problems
through espionage and sabotage, civil disturbartmasp threats, fire and accidents. The term
private security refers to security services predido clients by non-state agencies. It is a new
concept in Africa and its growth has been fac#itaby the desire to reduce the burden on state
agencies of protecting their citizens. Inadequaseurces to equip state organs for their principal
role of protecting the security of their citizenavie also been a major decision driver in the
growth of the sector. Another reason has beemitrease in numbers of the propertied class that

need a secure environment in order to continueshmg

An examination of the circumstances of the growththe private security sector reveals that
private security has benefited only wealthy pe@pld business that can afford to pay the bills of
the forms or personnel that provide the securigode in rural area are still exposed to the
security dangers and risk that prevailed beforgritgatization. The privatization of security has
now become a global phenomenon. From the beginafnthe 21st century the world has
witnessed an accelerated break down of the natiate smnonopoly on violence and the
emergence of market place purveyors of armed fo(B&seier and Caparin, 2005). This is
owning to a number of factors, including generainn insecurity, the end of the cold war, the
globalization phenomenon, the marketisation of pilic sphere, the downsizing of armed
forces, the professionalization of armed and pdicee, the drive for profit maximization, the
liberalization of the arms trade, the general umgndrfrican conflicts and the events of 9/11. In
the contemporary world, the privatization of setgutias swept throughout the globe to an

unprecedented magnitude that is no longer poswhbinore, let alone comprehend.
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Types of Private Security

The Private Security Sector is divided into twoegatries Private Military Companies (PMCs),
sometimes referred to as Privatized Military Fir(ViIFs) and Private Security Companies
(PSCs). According to Small (2006:14), PMCs and P&fpsesent the contemporary forms of
private security. Schreier and Caparini (2005:XjnéePSCs as ‘companies that specialize in
providing security and protection of personnel gmwperty including humanitarian and
industrial assets. To Small (2004:7), PSCs may dfened as having the ability to provide a
proximate capacity for violence, that is, they pdevdefensive security service, equipment and
training to (mostly) Multinational Corporations, dmesses humanitarian agencies and
individuals. Singer (2003:8) who prefers to calérth ‘Corporate Warriors’ defines PMFs as
‘business organizations that trade in professiosatsices intricately linked to warfare’. PMFs
therefore constitute private business-oriented @mdit driven warriors who offer diversified
professional services bordering on security iss@etreier and Caparini (2005:2), PMCs are
private companies that specialize in military skilincluding combat operations strategies
planning, intelligence collection, operational sogp logistics, training, procurement and
maintenance of arms and equipment. Small (200&i8hdr argues that PMCs ‘possess an’
immediate capacity for violence, that is, they offeore active offensive or tactical military and
security service, equipment, advice and trainingsttfermore, they are more combat oriented
and are contracted mainly by states or recognipedrgments to augment their national military

capabilities and specialization.

Wairagu et al (2004:17) state that PMCs are beliscribed as private mercenary contractors,
which are corporate entities comprising militarydantelligence entrepreneurs whose activities
incorporate the provision of multi-purpose securélated products and services. PSCs are
sometimes subsidiaries of PMCs, and the relatipng@tween firms is interwoven. Small

(2006:8) contends that the division between theices offered by PCSs and PMCs is somewhat
flexible because they are often affiliates of omether. For the reason PSCs and PMCs are
frequent treated as one grouping, the private ggdadustry, which is capable of operating at

domestic and international level independent ofdtate. Therefore PSCs cannot be treated in
isolation from PMCs. What determines their speaifeanetag is their level of engagement and

the common dominator remains the promotion of sgcuBy the same token, as soon as the
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common denominator ‘flips” they become somethirtgee as the promotion of security is no

longer present. The private security sector is alsracterized by what many writers refer to as
private policing. In an attempt to shed some lightwhat private policing entail. John (2005:

378-279) divides it into four categories: proteetipolicing; intelligence policing; publicly

contracted policing and corporate policing.

Mercenaries

This is another type of private security. A mereggna a person who takes part in an armed
conflict or hostilities essentially by the desior private. It is defined as anyone who, not being
national of the state against which his actionsdarected; is employed, enrols or links himself

willingly to a person, group or organization.

Contract and Proprietary Services

Private security can also be divided into conteaud proprietary services. Proprietary security
operations are those that are “in-house” or colelokentirely by the company establishing
security for its operations. For example, mostestatd federal government corporations operate
private security services. Contract security se&wjoon the other hand, are those operations
provided by a professional security company thaitrects its services to a company. For
example, banks enter agreement with the privatersgcompanies to provide specific security

services.

There is another type of private security calledrid/systems. Hybrid system is the combination
of propriety management and contractual line sesri¢-or hybrid programme to be successful
according to Fischer and Green (2004), all pattdhe contract must be willing to communicate
openly with each other. A good hybrid security @pen consists of four components. (1)

incorporation (2) consistent contract managemeippaeu (3) periodic reviews (4) accurate

guality measurements.

The choice between the first two types of servigegeprietary security operations and contract

security services) can be made by consideringdliardages of each of them.
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Advantages of Contract Services

1. Cost

It is economical compare with proprietary secusgyvices. Liability insurance, payroll taxes,
uniforms and equipment and the time involved imtray, sick leave and vacations are all extra
cost factors that must be considered in decidingvbether to establish a proprietary force.
Contract guards generally received fewer fringesfien

2. Administration

Hiring contract guards helps in the developmenttaedadministration of a recruitment program,
personnel screening procedures and training pragesnHence there is little question that the
administration chores are substantially decreadezhva contract services is employed.

3. Staffing

In-house forces rarely have flexible staffing. Buéasier to have contract guards and lay them
off when the need arises.

4. Unions

Contract guards do not have union and not likelgdmut on strike, are less apt to sympathize
with or support striking employees but most uniediguards are proprietary personnel.

5. Impartiality

It is often suggested that contract guards can mesglily and more effectively enforce
regulations than in-house personnel. Hence it presla more consistent and impartial services.
6. Expertise

When clients hire a guard service, they also tieemhanagement of that service to guide them in

their overall security program, thereby providingertise advice to the management.

Advantages of Propriety Guards

1. Quality of Personnel

Proponents of proprietary guards systems argudtibdtigher pay and fringe benefits offered by
employers as well as the higher status of in-hguseds attracts higher-quality personnel.

2. Control

Managers have much greater degree of control ogesopnel of in-house guards especially
when they are directly on the firm’'s payroll. Theegence of contract supervisors between
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guards and client management can interfere withrdpel, accurate flow of information either

up or down.

3. Loyalty

It is argued that in-house guards develop a kessrese of loyalty to the firm they are protecting
than do contract guards.

4, Prestige

Many managers simply prefer to have their own peaopl the job. They feel that the firm gains
prestige by building its own security force to @&n specifications rather than by renting one
from outside.

4.0 CONCLUSION

Inability of the government to adequately provide the security of all and sundry brought

about the development and the growth of privateirsigccompanies. Although the main motive

of Private Security Companies like other businesstwres is to make profit. It has become a
global phenomenon although its growth revealsitias benefited only the wealthy people and
business empires that can afford to pay the bilh® personnel or companies that provide the

security.

5.0 SUMMARY

In this unit we have been able to define the term private secUNy also mentioned the types
of private security companies. Attention was gitethe advantages of the contract services and
that of propriety guards.

6.0 Tutor-Marked Assignment

Mention and explain some types of private security.
7.0 References/Further Readings

Richards A and Smith, H. (2007) the role of privageurity companies with Security Sector

Reform Programmes Journal of Security Sector Mamagé
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Shreier, F and Caparini, M (2005) Privatising S#gutaw, Practice and Governance of Private
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UNIT 4 ORIGIN AND DEVELOPMENT OF PRIVATE SECURITY S ERVICE
1.0Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References / Further Reading

1.0 INTRODUCTION

“Security is now the second largest money-spinneNigeria, surpassed only by oil and gas”.
This statement by a long-standing observer of Nagepolitics is striking, especially given that
Nigeria is Africa’s most populous country and therld’s seventh largest oil producers. While a
lack of statistics and information make this clampossible to verify completely, there is no
doubt that the private security industry has grompidly in recent years. Private security
personnel are highly visible around the countrygrding businesses, homes and neighbourhoods
and advising transnational companies and embassigisks and dangers to their assets and
employees. Security has thus become a major patieohation’s economy (Abrahamsen and
Williams 2005).

2.0 OBJECTIVES

At the end of this unit, you should be able to gwéef history and development of private
Security Service in Nigeria.

3.0 Main Content

The Development of Private Security Service in Niga..

The involvement of private players in the managenoésecurity locally and internationally has
become phenomena in recent times. Considering isfterical development of private security
companies in Nigeria, one will not agree that thespnce and activities of private security
guards laid the foundation for the emergence ofgbei security companies in Nigeria. The use of
guards working individually or those commissiongdumregistered private security companies
had been in existence prior to the nation’s inddpapne. The use of thugs or some party

members for private security became noticeabladgpendence and this habit has continued till
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date in Nigeria. Nigeria Investigation and Secu@ympany (NISCO), the first private security
outfit providing uniformed guards in Nigeria canméa being in 1965, and since then the number
of existing private security firms has drasticalhgcreased. The recruitment of party thugs as
personal security by politicians prior to 1966 collgd by Major Kuduna) and their brutal
operations ( excessive use of force) necessitaeedlamour to dissolve them. Ohonbamu (1962)
describes the situation thus “in the Western Regi@me were mass recruitment into the local
force of party thugs and stalwarts for securitygle@gainst the police whom were supposed to
be giving protection to law abiding citizen”.

The expansion of private property in Nigeria andigsin generally is a key factor in the growth
of private security in both size and profile, asgarty owners have recognized the commercial
benefits of employing their own security forceseyhare not only able to specify the functions
performed by the security staff, but to empowemthe uphold conditions of access to their
properties and to exclude any unwanted visitorss Tpermitted in common law countries as
the law bestows on property owners the right odkeetho may have access to their properties or
premises. For the mass private property ownergiefft use of private security services can be
made due to economies of scale and a relative intyntma free rider effect in their investment
in security. Apart from this, as Stemming (1988yues, for the commercial user of private
security, any policing strategy must be proven -effgctive, since a business will not adopt a
security solution more costly than the problemgémeral, therefore, corporations will seek to
prevent a loss rather than try to recover the &t it has occurred and to change the situation
in which any problems occur rather than to dravttenslow and costly criminal justice process
in pursuit of sanctions. Thus, private securityspanel and the security hardware that they have
at their disposal (such as radio communication@osked circuit television (CCTV) technology),
have become fundamental to the successful govesnahauch territories, enabling a pre-

emptive approach to security in contrast with #ective style of state police agencies.

The demand for security and inability of the puldécurity agents to meet the security needs of
various segments of the public have necessitatedgtbwing acceptance being enjoyed by
private security guards in the country. The sewigkprivate security guards have continued to

be sought by individuals and corporate bodies tfegssmrd the security of their lives and
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properties. Paucity of funds has made it diffidaftgovernment in Nigeria to have adequate size
of police and armed forces. The size of police @amgl is highly insufficient to meet the

security needs of the people. This situation hdgdethe privatization of public security agents
especially the police. The commoditization of peliservices in the country has further
complicated the problem of inefficiency of the peliin the discharge of their duties. This
situation reinforces the disconnection betweenipudafety and policing in Nigeria. The interest
and security of the elite, a few wealthy individiiand organizations have remained basic

preoccupations of Nigeria police.

It is worrisome that despite government ban ontiigroups, they have continued to be popular
among several ethnic groups especially in Southt®vedNigeria; proving for the security needs
of the people. Many wealthy individuals, organiaat and communities often seek the services
of Oodua Peoples Congress (OPC) guards to pralidenative security for them when the
public security sector has failed to live up to esations. It was even an indictment on Nigerian
Police and Federal Government by a former Lagote Savernor, Bola Tinubu. In reacting to
the armed robbery attack of retired Justice Fatdiams, declared that ‘if Nigeria Police Could
not address the problem of rising incidences ofevibcrime, particularly armed robbery and
assassination, he would have no choice other thaploging the services of Odua Peoples
Congress to Mitigate various activities of Crimsél'he Post Express, June 14, 2000).
Nevertheless, security has thus become a majoop#re Nigerian economy and it is estimated
that there are currently between 1500 and 200(ateri8ecurity Companies (PSCS) in Nigeria,
with more than 100,000 on their pay roll servinggasrds (Abrahamsen and Williams, 2005).
As it were, there is no adequate official recorcha@ning the number of Private Security
Companies existing in the country till date. Thasen is that many of the existing private

security outfits are not registered and their dotis are not regulated.

Statistically, the major private security comparniedigeria include prudential security (having
almost 9000 guards with operation covering theremountry). Halogen security (having nearly
4, 000 guards) as well as few other companiesBigmil security and Corporate Guards. The
largest non-indigenous or foreign Private Secu@itynpany in the country is group 4 securicor's

partner Outsourcing Services Ltd (OSL) having peration in all states of the federation with
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staff strength of about 3, 000 guards. Apart fréma karge retinue of police and armed forces,
many oil companies often contract the servicesumhlver of private security guards from both
within and outside the country to argument thevaats of public security agents, with the aim
of adequately reducing the impact of the risks thay emanate from any unforeseen attack that
can pose a threat to the general security of themmpanies. The importance of the
complementary roles being played by private seggutards is emphasized by many of these oil
companies. For instance, oil companies like Exxabil® and Shell usually employ a sizeable
number of private guards who are trained by theeNggPolice as Spy police (Abrahamsen and
Williams 2005). Apart from intelligence activitieBained guards may be mandated to perform
some other tasks including security of infrastrealtuacilitates of their employers. The spy

police in Shell, Exxon Mobile and Chevron Texaaona are more than two thousand.

Due to non-permission of private security guardsaoy arms like gun in Nigeria, a number of
clients often employ the services of public seguaigents to the relevant authorities, so that they
can have armed-unit that will fortify the activaieof private security. Many embassies, oil
companies and other organizations complement tiveces of private security guards (which do
not involve the use of arms) with that of the peli©ften they also seek the services of mobile
police to provide armed support for the generaliggcoperations. For instance, in Shell alone,
there is nothing less than 600 Mobile Policemartsnoperations to complement activities of
private security guards on its pay-roll (Abrahamaad Williams, 2005). The growth of Private
Security Companies as well as the number of pesdherein is very much evident not only in
Nigeria but also in other part of the globe patacly in Eastern Europe, Middle-East and other
Africa countries (Howe, 1998).
4.0 CONCLUSION
It has been agreed globally that the developmeptivéte security companies in world has been
beneficial to most people, corporate bodies anill @bcieties. This is not to say that the security
situation has improved drastically. Security igéfiere a continuous process.
5.0 SUMMARY

From this unit, students of criminology should bleleato give brief history and

development of private Security Service in Nigefiae development started with use of guards
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working with individual to the current status ofjyigtered private security companies in Nigeria

today.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the development of private security sesvineNigeria.

7.0 REFERENCES/FURTHER READINGS

Abrahamsen R. and Williams, M. C. (2005), The Glidagion of Private Security. A Country
Report of Nigeria. Globalisation of Security ResdarProject (Department of
International Politics, University of Wales, Abewgh) and the New Security Challenge
Programme (ESRC, U. K.).

Keku, P. and Akingbade, T. (200B8)dustrial Security in Nigeria, Challenges and Prospects for
the 21st Century, (Lagos).

Ohonbamu, O. (1972) The Dilemma of Police Orgaimsainder a Federal System: The Nigeria
Example The Nigeria Law Journal (6): 73-87 The Fogiress, June 14, 2000.
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UNIT 5: REASONS FOR THE GROWTH OF PRIVATE SECURITY SECTORS
1.0 Introduction

2.0 Objectives

3.0Main Content

4.0Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0References / Further Reading

1.0 INTRODUCTION

In the last decade, commercially organized secy#ysonnel have become an increasingly
common sight around the world, from protecting ghing malls, to providing convoy security
for banks and other financial companies. They aoeeasingly visible in major companies in
urban centres. They form a complex web of commkngiaviders of protection services,
operational support in combat, intelligence, irdgation. In this unit we will deal with special
aspect of private security service, the reasortfergrowth and increasing expansion of private

security.

2.00BJECTIVES
At the end of this unit, you should be able to:
Give reasons for the growth of private Securityvi®erin Nigeria

3.0MAIN CONTENT

3.1 Reasons for the Growth of Private Security Sear

The forces behind the growth of the private segundustry are many. The following are the
factors responsible for the rapid growth of thevgi® security sector:

(1) Human Insecurity

General human insecurity has been one of the nfagbors that have been a serious threat to
Africa society. A lot of threats have always reraderAfrican society insecure such as

colonialism, tribal conflicts, border conflict, gistes over mineral resources, terrorism genocide,
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wars, foreign domination, post-colonialism, apadhetc. General insecurity at the domestic
level is usually in the terrain of PSCS while thd@®S addresses insecurity at the international

level.

(2)  The End of The Cold War

Human insecurity was intensified after the endhaf told war. Many shared the sentiment that
the dramatic growth of the private security sedtoAfrica is an aftermath of the cold war.
Singer (2003:9) declared that “the resultant efacthe supply and demand of military services
created a ‘security gap’ that the private markehed in to fill.

(3)  Globalization

Globalization according to Tyetzlaff (1998) is wiglseen as the expansionist takeover of the
present-day developing countries by the Westernk&tdviodel in the course of which
traditional cultures disappear, the systems aswmCiwith a capitalist market-economy and
formal democracy are disseminated and the lesdaj@a economies are forcibly integrated into
a world market dominated by the industrial coustri@lobalization allows the rich nations and
corporation to get richer because they have théatagand power to enforce trade agreements
that favour their interest and which further theeegence of a new order from which many
countries in Sub-Sahara Africa are excluded bec#usg cannot compete effectively. Hence
capital, power and the need for profit maximizatibat characterize the notion of globalization
apply equally to the unprecedented growth withe Bivate Security Sector.

(4)  The Marketization of the Public Sphere

In the contemporary climate, there is a growingdréor marketization of the public sphere.
Many governments opt to outsource some of thepaesibilities for a number of reasons. For
instance, learner governments engendered by poliagsociated with World Bank and
International Monetary Fund, find themselves oldige adopt a marketization of public sphere
approach. Further, governmental departments mawdapable of undertaking some of their
responsibilities or they may opt to outsource beeanf economic viability. By marketing their
responsibilities in this way, governments are steehe ineffective in terms of the delivery of
services to their citizens. The private securitgradses the ability or neglect of the state to
provide protection for its citizens.

(5)  The Downsizing of Armed Forces

34



Schveler and Caparini (2005:4) stated that, owingnancial constraints, many western forces
have focused on redefining and maintaining onlyecommpetencies and resort to outsourcing
non-core activities to the private security sectbhis trend has been followed in Africa
especially where the state lack the technical khow-so far as security matters are concerned.
The practice of outsourcing services meritably $etalthe armed forces being downsized. The
downsizing of the armed forces to a large extestihavitably affected the military structure in
some countries. In the South African Defence FQi$ADF), for instance, a considerable
number of white defence personnel were left uneyguoand were later absorbed into the
private security sector.

(6) Profit Maximisation

The private sector is organized along the capitatiede of production. The purpose of any
private security company or any private institutisrfirst and foremost the concern on how to
ensure profit maximisation. But public security hsisarp contrast, from Private Security
Company, which is normally paid through the coittof income tax, among other things.
Zedner (2006:84) notes, ‘vast security companiek $e exploit market opportunities, expand
their turnover and maximize returns to their shaléérs. For this reason, some Marxian
approaches have focused on the private securityorses an industry that provides ‘a
legitimating’ or “buffer” function for the bourgesistate and the fiscal crisis of the state is thus
considered to result in recrudescence of policorgpfofit. Jones and Newburn (2002:129) refer
to the private sector as commercial policing sithe®r activities are strictly commercialised, as
opposed to mainstream policing. Rigado and Gre€p@00:150) note that large corporate
entities thus become legally responsible for thHetgand security of “denizens” passing through
their particular “bubbles of governance”. If thdagge corporations did not provide security to
their customers, business would crumble. The mecarg their premises the more business they
get. The use of the Private Security Sector thesefmnsiderably increases their profit margins.
(7)  The Liberation of the Arms Trade

Another important reason for the growth of Priv&ecurity Sector is that of arms trade
liberation. International arms trade has openetbugn increasing number of buyers and sellers,
which has not only permitted a larger number arwhtber variety of actors to access weaponry,
but has also provided more and easier ways for BNICprofit from conflicts through their

involvement in the arms trade, thus facilitatingnarproliferation.
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Private security industries have often been acco$etipplying weapons to African countries,
participates and takes sides in conflicts (as supm of state government or rebels in
opposition). Others, participates in rendering homaaian assistance to the victims, participates
in the peacekeeping process and also readily atlg@imselves in the disarmament,
demobilization and reintegration processes. Thelirmment of the private security industry in
conflict zones thus become a vicious circle witlm faaching implications as a force of

destruction or rather fostering insecurity in masguntries i n Africa and other developing
countries.

(8) Insecurity for humanitarian aiVorkers

The private security industry provides servicesitionerous organizations, one of which is aid.
PSCs plays a major role in giving support to hut@ei@n aid workers in conflict zones. The
greater the involvement of aid workers in humanatacrisis situations (which are seldom safe),
the greater the need for private security compatoegnsure the security of humanitarian
personnel and their property. The security thrieat &id workers normally face in conflict zones
has led public and private aid organizations arel iN organizations such as UNCHCR
UNICEF, UNDP and WFP to have PMCs and PSCs to err protection of their operations
and personnel in unstable areas.
(9) Events of 9/11

The events of 9/11 not only changed the world Isd fuelled the growth of the Private Security
Sector in general. Within the discourse initiatgdte US on foreign policy and the consequent
campaign against terrorism, brought about the reedhe reinforcement of the Us military
forces in fighting wars in the name of combatingdesm. As a result of this, private security
organisations are partnered with to enhance theefft8t in combating terrorism as well as
governmental-militated operations.

(10) Weak State Capacity

One of the most important enabling factors for &mergence of Private Security Sector is
supposedly weak state capacity and the Conconfiaatirity Vacuum in large parts of Africa.
This means that PSCs can be seen as to produrigtérm historical development rather than a
phenomenon of relatively recent origin. Weak stapacity is due largely to both indigenous

and colonial project of territorial statehood. TiMeberian model of the modern, territorial
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nation-state with its monopoly over the legitimate of force has not always proved to be an
appropriate way of providing security to the citigeof African states.

Further reasons for weak state capacity and itdingedrom the late 1980s onward and
throughout the 1990s are the failure of economiperilization and structural adjustment
programmes that were imposed by international dosoch as the World Bank and International
Monetary Fund (IMF) on developing countries. Wheates capacity is lacking and country’s
legitimate security forces are unable to provideusgy, alternative security structures must be
put in place.

(11)0il Boom

With oil boom in 1970s, a lot of private propertiegre acquired by individuals and private
organizations. Since then, many people have bedowmdved in economic activities. Crime
increased in such an environment and the needteqtriives and properties intensified. Fear of
crime has driven the demand for private securityises. Analysis has proved that companies
using the services of PCSs have a lesser chandiny victims of burglary. The police
population ratio remains very low.

(12)The Police

It has been seen that numbers of the police andlgtgn ratio is below the international ratio
which is 1:400. With such a ratio coupled with iagdate resources in the police force, crisis of
police inefficiency and ineffectiveness were riéspecially from the property owners. It was
therefore necessary to relinquish some police fanstto private security organizations as one
way of addressing the problem.

(13 )Supply and Demand Dynamics

Supply and demand dynamics are fuelling the grooftthe private security sector. As crime
remains a high priority issue, many turn to PSQstleir protection. PSCs currently protect
private homes, airports, harbours, banks, transpmtems, industries and other critical areas.

Given its growing dependence on the sector, asnbination can survive without it.

4.0 CONCLUSION
Recent years have seen growing concern over thiéepation and growth of the private security
sector. Africa was familiar with isolated colonialercenaries who were hired by colonial

regimes to fight against liberation movements. Plost-Cold War era has awaken the reality of
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highly organised, corporate type companies thavigeomilitary and police services to any
entity with the financial muscle to pay for theargices. This reality dawned in tandem with the
post-Cold War liberalisation and privatisation psses. African states, like any other state, had
enjoyed a degree of control over the means andires® of violence hence are now challenged
directly by the proliferation and growth of the \@ie security sector. As a result of this
development that has caught Africa napping andawitla functional legal framework to curtail
it, serious efforts are being made to determinectheses of this proliferation and growth as well
as innovative ways to regulate it. The presentystadused on how weak states and their rulers
have deliberately invited the private security se¢d be part of their innovative strategies for

survival and compensation for weakness.

5.0 SUMMARY
This chapter looks at the reasons for the prolifensand expansion of the private security sector
in Africa. It focuses on general human insecutityg end of the cold war, globalization, and the

commercialization of the public sphere.

6.0 TUTOR- MARKED ASSIGNMENT
Give reasons with examples for the growth of pev@ecurity Service in Nigeria.

7.0 REFERENCES/FURTHER READINGS
Abrahamsen, R and Williams, W C (200&puntry report: Serra Leone: the globalisation of
private security.Project on the globalisation of Private Securiepartment of

International Relations, University of Aberystwyth.

Sabelo J Ndlovu-Gatsheni (2007) Weak states amdytbwth of the private security sector in

Africa: Whither the African state? Monograph No 139: Private Security in Africa,

Manifestation, Challenges and Regulatidnstitute for Security Studies
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1.0 INTRODUCTION

This module examines the extent to which PrivateuBg Companies (PSCs) are currently
controlled by national regulation. In Nigeria thdras been disregard for the Private Guard
Companies (PGCs) Act (Cap 367) of 1986 which guidles licensing, control and
administration, and Prohibited Activities, Offen@sl Penalties regarding PGCs. More than two
decades ago, the government of Nigeria set in aomoand passed an Act that regulates the
establishment of the private guard company. Vargaments of the current Act concerning the
licensing process, staff identification, the weaparsed and general requirements for PSC

owners and staff. are obsolete and have not begwed.

2.0  Objectives
On completion of this unit students should be able:
. To examine legal framework guiding the licensindP&Cs

. To develop an understanding of the features oPBEs Act
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3.0  Main Content

Most private security companies are like any otherpotration, they have conventional
corporate structures, operate as legal entitied, raaintain Registered Office Address(es),
Internet sites and corporate ties. The frequency wihich concerns are raised about the
legitimacy of PSC operations signals a seemingdyinative reluctance to relinquish the state’s
role as the provider of security. In the wordsairier UN Secretary-General, Kofi Annan, ‘the
world may not yet be ready to privatise peace’. Toats of that scepticism cannot, however,
simply be reduced to knee-jerk protectiveness abetdte power and sovereignty.
Apprehensiveness about the provision of privateursigcservices relates in principle to two
legitimate and interrelated concerns. First, st@deninance of security relations has been
challenged by a variety of non-state actors, theaith of private security actors on the state’s
primacy in the provision and guaranteeing of ségurdises new questions. States have not
recognize and increasingly accept that they arethbnly actors to address international and
national security threats; nor is it perhaps fulifor them to retain a monopoly in this realm.
Efforts to tackle ‘new threats'—such as transnaloorime, environmental hazards or the
proliferation of weapons of mass destruction—regjstates to act largely through or with
international or regional organizations and NGOghiwi a broader structure of security
governance. This has taken place without a fundtaherdefinition of state capacity. States still
enjoy the leading role in the national/internatiosigstem and are seen as the sole source (if no

longer the sole object) of legally binding inteinatl regulation.

In the realm of security affairs, states still olahe prerogative of creating and judging political
legitimacy. If the state is undercut or marginalize this respect, there is a risk that one of the
traditional cores of security governance—statefiective as well as general control of the use
of force—will be destabilized, affecting not onlyetstate actor but also the international system
itself. For the role of the state in security afato be maintained in the face of ongoing
‘privatization of security’, the use of private seity providers needs to take place within agreed
structures and processes designed to safeguatiini@gy and accountability in security affairs.
Multinational Companies (MNCs) such as Shell an@&wbn have contracted private security

firms in Nigeria. At present the legal structures aot effective and efficient; this is visible in
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the disregard of the PGCs Act Cap 367 laws of dderfation by Multinational Companies in the
restive Niger Delta Region and other parts of thentry.

Second, the private provision of security sectarctions strikes at the core of the debate about
security sector reform (SSR). In striving to uphdihe role of the state as the guarantor of
security, the question of what kind of securitytasbe upheld is crucial? The establishment of
functioning law-and-order and security institutiofmsilitary, police and intelligence) is often
cited as a minimum requirement for stability inteta However, when the objective is broadened
to ensuring an equitable distribution of securitile democratic credentials of security
institutions becomes central, recognising thatusiég is not merely a question of protecting the
state but also of protecting its citizens. In gesise, the use of private sector actors for pnogidi
security services represents a particular challeR§Es are responsible to shareholders rather
than to voters and making fundamentally apolitieators contribute constructively to the
establishment of democratic and accountable sgdustitutions is a tough circle to square. The
extent to which private security providers carirftb new forms of national security governance
will ultimately depend on the extent to which theapacities can be directed towards a higher,

long-term goal—one that is governed by politics &awd rather than simple economics.

The crux of the private security sector's capatitype a legitimate actor on the national scene
thus lies in the relative capacity of states to aggnthe use of private companies and to ensure
that it is compatible with the promotion of good vgmance, both domestically and
internationally. The effective use of private sé@yucompanies remains partially blocked as long
as this challenge is unresolved. The need to tekeuat of the context in which private security
actors operate also arises from the basic, sigmfipoint that the ultimate consumers of the
services at the end may not be the actual cortti@ders or clients of private security firms, but
rather the local populations. The consequencelBeoptovision of security by the private sector

are global, involving the formulation of basic piises of international security politics.

3.1 Understanding what constitute a private securjt company
Private Security Company (PSC) is taken to refecampanies offering defensive services,

intended mainly to protect individuals and propestiPrivate security services fall into two
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categories: (1) proprietary or corporate securdggd (2) contract or private security firms.
Corporate security generally refers to the secut@gpartments that exist within businesses or
corporations. Contract security firms by contrasli ¢heir services to the public, including
businesses, homeowners, and banks. Private sedarityot a monolithic entity. Just as
differences exist between state and local law eefoent, private security performs functions
that are differ considerably. IACP’s (2004) summ&port notes that “A security practitioner
could be an experienced director of security atagommultinational corporation, a manager of
contract security officers at a client site, a Iskil computer crime investigator, an armed

protector at a nuclear power plant, or an entrgllguard at a retail store.

However the legitimacy of any private security camyp is defined by the Private Guards
Companies Act Cap 367 of 1986 Laws of the FedeegduRlic of NigeriaSection 1(1) of the
Private Guard Companies Actwhich states that:
As from the commencement of this Act, no organisashall perform the service of watching,
guarding, patrolling or carrying of money for therpose of providing protection against crime
unless the organisation concerned —
(a) is registered as a company under or pursuant tGonepanies and Allied Matters Act;
(b) has applied for and has been granted a licencendyMinister in accordance with the
provision of this Act; and
(c) is wholly owned by Nigerians in accordance with 8ehedule to the Nigerian Enterprises
Promotion Act.
This implies that any organisation which perforine services of watching, guarding, patrolling
or carrying of money for the purpose of providingtpction against crime and meets with the
requirements of subsection of the Act is free terafe. However, the statue of a private security
companies is further clarified by thrart IV — Supplementary Section 36 subsection ®hich
states that:
(1) This Act shall not be construed as requiring antheffollowing persons to hold a licence
under or to observe any of the conditions of this, #hat is to say —
(a) any legal practitioner while acting in the ordinagurse of his profession or any of his

employees while acting in the ordinary course efdmployer’s profession;
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(b)  any inspector, guard, watchman or other person @redl to do inspecting, guarding,

watching or inquiring work for one employer onlyuéh employer not being a private guard
company) in respect of inspecting, guarding, watghor inquiry, work done for that employer

for the protection of persons or property arising of the function or business exercised or
carried on by the employer; or

(c) any person whose duties when employed by a priy@ed company consist of no more
than clerical or secretarial work, the giving oformation over the telephone on request on

matters obtained from existing records of the camgpa the receipt in the office

The “proprietary or corporate security” has beeansgted bysubsection 1bof the Act for the
definition of “Corporate security generally refdosthe security departments that exist within
businesses or corporations” matches the criterexemmption in the subsection 1b.

It should be noted however that new security stimest and legal regimes are potentially
evolving, yet traditional structures are slow toapid The security framework is more
sophisticated today than in the past. It has bésereed that the Nigerian Police Force could not
always guarantee Nigerians security as an impogarttof proactive crime prevention because
of inadequate manpower, advanced technologicalpaogrammatic means for fear reduction;
therefore the continuous agitation for Corporatevé®e Security Organisations to assist the
Nigeria Police in safety business (Ekhomu, 20048ad®ns are not farfetched as evidences are
bound showing the technological means under théy for proactive crime control such as
intruder alarms, close circuit monitors, accesgrobmo mention just a few. There is the need to

review the legal framework of the Private Secu@tympanies.

3.2 Legal framework guiding licensing of PSCs

Currently, the Act regulating the licensing of Ritie Security Companies (PSC) in Nigeria is the
Private Guard Companies Act Cap 367 Laws of theefabn 1986. The Act is divided into
four sections namely:

+ Part | — Licensing of Private Guard Companies

+ Part Il — Control and Administration

+ Part 11l — Prohibited, Offences and Penalties etc.

+ Part IV — Supplementary
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The regulation and licensing of PSC fall under pihesdiction of the Ministry of Interior.
However, the recommendation of licensing of PSCthase made by the Nigeria Security and
Civil Defence Corps as stated in its Mission byehactment of the Act called “the Corps” to:
a) recommend to the Minister the registration of pievguard companies;
b) inspect the premises of private guard companiesy thaining facilities and appliance
designed for their use;
c) supervise and monitor the activities of all privgteard companies and keep a register for
that purpose;
The stipulated requirement for the licensing ov&e Guard Companies is statedSection 1
subsection (1) and (2) of the Private Guard Compagas Actthat:
1. (1) As from the commencement of this Act, noamigation shall perform the service of
watching, guarding, patrolling or carrying of monfy the purpose of providing protection
against crime unless the organisation concerned —
(a) is registered as a company under or pursuaghet€ompanies and Allied Matters Act;
(b) has applied for and has been granted a licéycéhe Minister in accordance with the
provision of this Act; and
(c) is wholly owned by Nigerians in accordance wiile Schedule to the Nigerian Enterprises
Promotion Act.

(2) Notwithstanding subsection (1) of this Sectiamere on the coming into operation of this
Act, any company in carrying on private guard bassin Nigeria, such company may apply
within 6 months thereafter to be licensed but stedise to carry on private guard business of any
description in Nigeria after the expiration of 12mths from the coming into operation of this
Act unless, prior to the expiration of the saidipérsuch company, being a registered company,
is licensed to continue the particular class oss#a of private guard business in respect of which
application had been made by the company concerned.

The core of the application for licensing is elaied inSection 2 subsection (1), (2), (3) and
(4) which states that:

2. (1) An application for licence shall be madeninting through the licensing authority to the
Minister in the manner and giving such particulassspecified in Form A in Schedule of this
Act.
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(2) The Minister may, before considering any sugpligation require from the applicant —

(@) further evidence, as the Minister may specify, esning the good character, competence
and integrity of any director or other person reslole for or in charge of the operation of the
company concerned,;

(b)  where Alsatian or other guard dogs are to be eneploy the services of the company,
sufficient evidence that all existing regulatiodatang to animal health and certification have
been complied with; and

(c) such further information as the Minister may specif

(3) An application for licence shall be accomparbgduch fee as the Minister may prescribe.
(4) An application for a licence shall be accompdridy a statement setting out the conditions of
service (including salaries) of the employees aspective employees of the company making
the application.

3.3  To develop an understanding of the features 8fGCs Act

The last quarter of this century is characterisgd lwidespread outsourcing of many policing
activities. Many policing tasks have been pickedbypprivatised ‘policing’ agencies, a world-
wide phenomenon that has attracted no little acadattention in recent years. Today, private
sector employees are globally recognised as vitayeps in preventing, detecting and
investigating crime. The commercial demand for g contract security specifically, and
private policing more generally, thus grows steadjppwards, and there is no part of the globe
that has not been affected. This aspect of thal iegmework of Private Security Companies
examines the present and the future issues to \seremb in Private Guard Companies laws in
order to encourage and sustain an integrated, iesfticand workable security system
management. Given the rapid expansion of the peesef private personnel in policing
activities, one might assume that careful attentwonild have been paid to the legal framework

within which these cooperative activities take pla8adly, this has not been the case.

The consequence of this neglect is that the legfhloaity, rights and powers of private security
providers is determined more by a piecemeal arfdggal privileges and assumptions than by
clear law. True, there has been legislation passmtterning the registration, licensing,

identification and training of private legal perseh However, the main aim of this legislation is
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to regulate those who operate within the industng to check those who wish to enter it against
certain criteria and minimum training standardse Tégislation does not deal with powers per
se. There is very little in Nigerian legislatiomdaeven less in the common law, that permits
security guards, even licensed guards, to wieldiBpgowers. Indeed, in two jurisdictions this
fact is specifically mentioned in security licengitegislation. Section 1 of the Private Guard
Companies Act 1986 (PGC) says that the holder gf lax@nce can carry out the functions

authorised by the licence.

The lack of legislation is confusing for securitgrponnel and the public alike. Nowhere do
specific ‘policing’ laws directly and consistenfiycus on the way that private security personnel
are empowered to act or to be given immunity framl suit or criminal charges. Moreover,
there are few legal decisions and precedents engefgim the courts. Hence it is difficult for
anyone to find a satisfactory body of law on thbjsct. In contrast, public police have coercive
and intrusive powers that are delineated ‘in maréess clearly defined circumstances.” These
delineations reveal distinct differences between obwers of public and private officers and
agents. For example, public police are given stagummunity from civil suit in circumstances
where their beliefs and acts are ‘reasonable.’ @ipersonnel are afforded no such luxury.
Indeed, private security remain vulnerable and t@only run the risk of being sued in the torts
of assault, false imprisonment, intentional infbct of mental distress, defamation, nuisance and
trespass to land and to person. This is not tatfsatypolice do not run these risks, but because
they have immunities in place, the police are ézsllikely to find themselves on the losing end
of a civil suit brought by an aggrieved person. &torer, public police may act to prevent the
commission of an offence before it actually happ@tsing upon a suspicion). This concession
is not granted to private security personnel (goale else for that matter). Public police powers,
duties, rights, responsibilities and immunities daéeen so often debated in the courts that there
is now a large and continually expanding body of tm these issues. The same cannot be said
for private security law.

Legal Authority
The legal powers, rights and immunities of privaecurity personnel are obscurely and

confusingly located across a range of fields: theioal law; the law of property; the law of
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contract (both in terms of contracts of employmemid the contracts that apply to paying
customers whenever they enter a private sportsi@rtainment venue); and employment law.
The consequence of this is that there are manyahispieces of common law, general law and
legislation that come together to form what coudsely be referred to as ‘the law of private
security.” The law of property, for example, gratighe owner of private property the power to
require visitors to leave the premises (using neale force if necessary), or to subject visitors
to stipulations (such as a search) prescribed aveértsed by the property owner. Similar
powers exist for employers over employees. Eacthefe powers can be delegated to agents
(private security) who are entitled to wear unifsfrand even to carry a firearm if they have the
correct training and licence. Other possibiliti@ tonfusion emerge from the common law
rights of persons to sue others for breach of thegints of liberty. For example, store detectives
who detain shoplifters and thieves upon reasoralgpicion of theft have had damages awarded
against them (paid to wrongly accused suspect)nme cases, but not in others. The outcome, it
seems, depends upon the level of restraint, thgtheof time involved, and the extent to which
the accused person was given an opportunity tg allapicion. Sometimes the courts protect the
public against invasions of privacy by private sectecurity personnel, but in other

circumstances they do not. The legal reasoninfiés ainclear.

The confusion generally stems from the fact thatl#ws that apply to private personnel have
developed over the years to apply not to thosegdsimilar work to the police but to private
citizens, landowners and employers. They transtatesomething potentially quite different in
the hands of the agents of these individuals. There¢hus some justifiable concerns such as ‘If
private security personnel are in reality no défgrfrom ordinary citizens, a law which treats
them alike seems most appropriate. But if in rgdhey are not, and the law still treats them as
they are, it becomes inappropriate.’ Private ségyrersonnel are different from the public in
general. On a daily basis they search bags, fabid/, bar exits, ask probing questions, detain
people, confiscate property, carry out inquiried aperate covert surveillance equipment, most
significantly CCTV. Yet the powers under which thegerate were designed for other purposes.

Is there another way forward that can remedy thiaise? These are questions for thought.
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Manifestations of Empowerment

There has been, in the past decade or so, sonmptdtdy governments to grant powers to
persons other than to the sworn officers. Somehe$éd may be able to provide a model of
legislation that could settle some ambiguities. @&mmon manifestation of empowerment is
where a parliament or legislative body creates ifipdegislation giving the right to certain
trained operatives, who have been employed forispeasks, to engage in a particular state-
sponsored task or role. These tasks carry with thieecific, albeit limited, powers. There are a

number of current examples that come to mind irttgonally as well as nationally.

4.0 Conclusion

As policing moves more and more into private has,traditional legal powers that apply to
‘policing’ are becoming outdated. The powers andimities of private security personnel are
often unclear and inconsistent, dependent upon dis@inctions and differ remarkably from
those of the public police even though they areroftarrying out many of the same tasks. What
should be done to remedy this situation? There ge@l argument to continue to explore the
development of private security laws with specfiowers and immunities granted to certain
personnel who have been suitably trained, whetlmanr@unity Support Officers or Contracted
Protective Security Officers. Whatever path is @mghe exercise in making the choices and
debating the required legislation would, arguabfy,the profile of private operators and their
associations, bolster training standards and adabilities, improve public confidence, and

enhance policing effectiveness and cooperationrgéye

5.0 Summary

Private security personnel and private operatives reow undertaking some of the roles
previously and solely in the realm of public patigj but the laws that apply to empower and
restrict them are not in the same league. Theyfarethe most part, vague and inconsistent.
Private security/ legal issues rarely come beftwe dourts and there is little legislation that
applies. This situation creates a rather opaqudicipg’ world. There is no broadly based

legislation giving specific powers to all licensgdards. Parliaments have avoided legislation
other than to set up licensing regimes. They hatespecifically set out immunities, preferring

to infer that they apply once the powers underslagion have been exercised appropriately. It is
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a difficult task to specify private guard powersass the board, given the many forms and
varieties of private operatives and the multitudedivities in which they may be engaged at
any one time or over a period of time. The most m@m option for private guards is the ‘do
nothing’ option. There are common law provisions aad hoc legislation that applies to issues
such as use of force, trespass to land, defengeopierty, search and seizure, and breach of
privacy which apply now to all people including gaty personnel. Leaving these areas legally
ambiguous encourages fewer suits against ‘priyadéte, forcing those aggrieved to negotiate
more and litigate less.

6.0  Tutor-marked assignment

a. The Control and Administration of Private Guadsmpanies lies with the Ministry of
Interior. Define and Examine the Sections of thévd®e Guards Companies Act that
empowers it.

b. Examine the licensing procedure of the Privatear@ Companies vis-a-viz the role of
National Security and Civil Defence Corps (NSCDC).

c. Discuss issues in the present features of RriGtard Companies and propose the way
forward.
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UNIT 2: ORGANIZATION OF PRIVATE SECURITY COMPANY
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References / Further Reading

1.0 Introduction

Private security is different from public securityseveral significant ways. Private security is
provided to clients for a fee, and except in sgedraumstances, has its jurisdiction limited to
the property owned by the client. Rather than seryrovided in the interests of the public,
security is provided to protect the interests @f ¢hient. Traditionally, legislation in Nigeria has
recognized these differences and has not exterdedame powers of detention, arrest, search
and seizure to security service providers as thiegodPrivate security includes measures taken
by individuals, partnerships and corporations desilgto protect their interests. Generally
speaking, these measures involve the protectigoragerty (such as the things produced by the
client and the facilities and equipment used inpitsduction), personnel (including both the
people that work on the site and members of thdipliaving access to it), and information
about the products, property, facilities, process so on (industrial security is rapidly becoming

one of the most important aspects of private sgquri

Companies wishing to have private security withth@ costs associated with developing their
own security unit will often choose to contract #exvices of an outside security company. By
contracting the services of these agencies, a coyngeoids incurring the costs associated with
managing and administering the function. For examible costs associated with monitoring the
performance of individual security guards, trainipgoviding benefit packages, and so on, are
avoided. These administrative and other costs iareedl among all of the clients of the security
firm, decreasing the cost of providing these sewito any one client. Companies choosing to

employ contract security also can avoid any diffies that may be encountered through union
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and employee contract negotiations. These conaemsin with the owners of the private

security firms.

Private security firms also operate independeritiyhe politics of the host company. Employees
may feel that they can trust a security guard fromtside the company, and therefore the
employee may be more cooperative during investgatthan they would be if internal agents
were used. Finally, independent security compamiag be able to develop expertise beyond the
range of experiences usually associated with irs@cgecurity operations. Depending on the
nature of the security needs of the host companmgaly be more beneficial to go to the experts
rather than use in-house or general contract peetormhe organisation and category of Private
Security differs from organisation to organisation.

2.0  Objectives

The aim of this unit is for student to:

. Understand the structural organisation of PSCs
. Understand the job specialisation
. Understand Staff Overturn and Job Equalities

3.0  Main Content

Organizing is the process of structuring human pimgsical resources in order to accomplish
organizational objectives, which involves dividitgsks into jobs, specifying the appropriate
department for each job, determining the optimurminer of jobs in each department, and
delegating authority within and among departme®ise of the most critical challenges facing
security managers today is the development of poresve organizational structure that is
committed to quality. The framework of jobs and al@ments that make up any organization
must be directed toward achieving the organizasiafjectives. In other words, the structure of
a security business must be consistent with ittesjly. Managers give structure to a security
firm through job specialization, organization, aslablishment of patterns of authority and span
of control.

The Organizational chart describes the commandatsitel and responsibilities of officers of a
limited-service security firm. As their client gvan size, security managers are faced with the

need to specialised jobs in order to ensure effia@ordination and control of activities. These
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job groupings are usually called departments. Inegd, departments might be grouped as
Office (those departments in which employees hawsact with client, such as supervisory
staff), and field (where employees have little mlieontact, such as mechanical and electronic
unit). However, separating departments by funcisothe most common method of organizing a
security business. Figure 1la and 1b outlines thmarti®mental structures of a limited-service
security firm and a multi-service security firm twimore than 500 operational staff. There may

be as few as 2 or as many as 50 employees iniayartdepartment.

Chairman/ Managing

Director
Secretary / Supervisory Operations Unitary Subordinate
Records Keeping Department Department Staff Staff

Figure 1a: Limited-Security Service Firm Structure

The Wage Structure of the Private Guard

The wage structure of the private guard is detezthiby the company they work for. The
minimum wage has not been adhered to in the sgdadustry. However, since the NSCDC
took control of regulating the sector a structufeNd0,000 minimum wage is currently been
worked on, no matter how low the client compangaging. Besides bonuses for time spent with
the company, a further series of additional paysiant expected to be added to the basic salary
package:

+ Danger

Escort bonus

Armoured car bonus

Bonus for surveillance or transport team leader

Bonus for night work

Additional overtime

-+ F F &

Bonus for weekends and public holidays.
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Chairman/Chief Executive
Officer

Managing Director

Director
Administrative
Department

Head, Human
Resource
Department

Head, Marketing
and Sales
Department

Head,
accounting
Department

Recruitment
Training

Labour relations

Payroll
Benefits

Director Director Director M&E Unitary Subordinate
Supervisory Operations Security Staff Staff
Department Department Department

Monitoring Guarding
Scheduling Patrolling _
Response E ti Head, Technical
P Scor_mg and Maintenance
SUFVEI”anCG Department

Figure 1b: Multi-Security Service Firm Structure
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There are also provisions made for transport aoiticlg maintenance of. In this way, for the

categories mentioned, the total salary packagebasic wage plus adjustments for danger,

armoured vehicle, activity, transport and clotharg:

Health and Safety

+ Uniforms are compulsory.

+ The carrying of arms is not authorised. It is resdrfor public police in certain cash or
valuables in transit operations and for surveillaand protection of high-risk facilities.

+ Shooting practice is compulsory for public police.

3.1  Structural Organisation of Private Security Conpanies

The structural organisation of security firms candbassified depending on service/function
in 7 categories.

a) Administrative Department

Coordination is bedrock of the Administrative ddpsent. The administrative department has
subunits such as Human Resources, Marketing anes,Sahd AccountingThe human
resources departmentserves no customers, guard no post, and preparpsoposal, yet it
plays a vital role in a security firm’s efficienperation. As shown in Figure 1b, the three
functions of the human resources department are logeg recruitment, benefits
administration, and training. The head of humaoueses is also expected to be an expert on
federal and state labour laws and to advise masageother departments on these topics.
The human resources department’s major challengén ists interactions with other
departments. Although the human resources depatrtmeeruits, interviews, and screens
prospective employees, the final hiring decisiostgewithin the department in which the
potential employee will be working. The same isetraf promotion and disciplinary
decisions; the human resources department’s irgpuhimost cases, limited to advice and
interpretation of legal questions. The human resssidepartment’s effectiveness depends on

its head’s ability to form effective working relatiships with heads of other departments.

The primary responsibility of the heads that magehemarketing and sales departmenis

sales, or the selling of the security equipment serices to individuals and groups. Sales
managers sell equipment and services to potenigdts through advertising, attendance at
association and conference meetings, and directactsn The marketing and sales
department is also removed from most of the dagiaip-operational problems faced by other

departments.
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In many security firms, theccounting department combines staff functions and line
functions, or those functions directly responsilide servicing clients. The accounting
department’s traditional role is recording finahdi@nsactions, preparing and interpreting
financial statements, and providing the managesitodr departments with timely reports of
operating results (line functions). Other respoaitisés, carried out by the assistant controller
for finance, include payroll preparation, accourgseivable, and accounts payable (staff
functions). Another dimension of the accounting atepent’s responsibilities deals with
various aspects of operations, cost accountingcasticontrol throughout the firm.
b) Supervisory Department
Typically, the supervisory Staff in a limited-seituifirm includes principally Chairman and
a team. Responsibilities of the supervisor includenitoring, staffing and recruitment,
training and orientation. However, in multi-secyservice firm the sole responsibility of the
supervisory department is to monitor the fieldedusdy guards as well as electronic
surveillance unit. The department has subunits sscimonitoring, scheduling and response
unit. The heads of these units need a good interaaiith the heads of operations department
to effectively function.
c) Operations Department
The operations department carries the core redmbtysof a security firm. The operation of
the guards is their key function. Their main respbittity is to field specialized and trained
guards for all purposes including general guardpegyolling, escorting, surveillance and
responses to alarm breaking and entering. Othgronssbilities are to draft a detailed
operation and scheduling/duty shift for fielded glsa and to liaise with the public police
whenever the need arises.
d) Mechanical and Electronic Security Department
Typically, the mechanical and electronic securitgpatment’s responsibilities include
preventive maintenance; repair; replacement; imgmeant and modification to equipment;
and ensuring uninterrupted provision of alarm aratking system. Other responsibility
includes the notification of the operations deparimin events of alarm breaking and
entering as well as GPS tracking of propertiesess@ns and CCTV monitoring.

Unitary Staff (Staff with various positions)
This includes secretaries and other generally sthff do not belong to specific department

but assist in the day-to-day running of the orgatios. They are labelled secretaries,
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personal assistant and public relations officetsi responsibilities are diverse; however,
they usually assist the top management with se@gkteecords and communication issues.

f) Subordinate staff

The primary function of subordinate staff is clatiand cleaning jobs.

g) Managing Director

In addition to being in charge of overseeing althe departments that have been discussed,
the Managing Director (MD) is responsible for defop and interpreting the policies
established by top management i.e. the Owner/Chaitl@hief Executive Officer. The
general manager serves as a liaison to the ownasrporate parent, sets (or communicates)
the overall strategic course of the firm, sets gjoabordinates activities between departments,
and arbitrates interdepartmental disputes. The N$D has corporate-level responsibilities,
participates on civic boards and committees, aga@es in industry-related activities such as
serving on the association. In addition to possessi high level technical skill (i.e., a
thorough understanding of each operating departethie firm), the general manager must
also be decisive, analytical, and skilled with botmputers and people. He or she must be
able to see the big picture and ensure all of thdspof the firm fit into the overall
organization.

3.2  Job Description and Specialisation

There are as many degrees of job specializatidmmihe security industry as there are types
of organizations. This ensures total control ovg@r@ect from beginning to end, and many
people find it motivating to see the results ofittefforts. However, as the demand for
additional services increases (i.e., if additiocle@nts are added or another area of security
service), it becomes more and more difficult forimasividual to do his or her job well. One
benefit of the increased workload is increasedmege

As a general rule, specialization increases worgesductivity and efficiency. On the other
hand, delegating jobs increases the need for maahgentrol and coordination. A crucial
element of security management is coordinatingntla@y specialized functions within and
outside the firm so that the organization runs dimgo

Specialization has its own set of problems; it esult in workers performing the same tasks
over and over again. A point can be reached wheredegree of specialization narrows a
job’s scope that the worker finds little or no skction in it. Signs of overspecialization

include workers’ loss of interest, lowered moralgreasing error rate, and reduction in

service and product quality. One solution to thigbtem is to modify jobs so that teams can
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perform them. Instead of a single security postratant being assigned to a post, a work
team might be assigned to the post. Some estaldisisnnse teams regularly throughout the
organization; others use teams more selectivelsgmBecan be directed by a head or can be
self-headed. The idea behind self-headed work teanfisr workers to become their own
managers, which increases their self-reliance dsasedevelops a talent pool. This brings
about the concept called ‘quality circle’-which dmagizes the belief that the people, who
actually do the work, rather than their managers, the ones who are well informed in
identifying, analyzing, and correcting problems time course of operation. The idea
originated in Japan in 1962. The quality circleaigroup of employees, usually fewer than
ten, who perform similar jobs and meet once perkwie discuss their work, identify
problems, and present possible solutions to thosblgms. For example, a quality circle
might be formed among front desk agents. The gfonpards its findings and proposals to
management for evaluation and action. Quality eg@re most successful when they are part
of an organization-wide improvement effort. Nigeriausiness organisations picked up on
the quality circle concept in the mid-1990s.

3.3 Pattern of Authority

The delegation of authority creates a chain of camuin which is the formal channel that
defines the lines of authority from the top to thatom of an organization. The chain of
command consists of a series of relationships fiteerhighest position in the organization to
the lowest. The chain of command specifies a aleporting relationship for each person in
the organization and should be followed in both dward and upward communication.
Following the chain of command enables new emplogeematter what his or her position,
to know exactly for whom and to whom he or sheeasponsible. Managers consider the
distribution of authority in this manner. Authoritefined simply, is the organizationally
sanctioned right to make a decision. Authority bardistributed throughout an organization
or held in the hands of a few selected employeescebtralization is the process of
distributing authority throughout an organizatiolm a decentralized organization, an
organization member has the right to make a detisithout obtaining approval from a
higher-level manager. Centralization is the retentf decision-making authority by a high-

level manager.

Traditionally, security management has been ventrabzed, probably due to its roots in
small, owner-operate management style. In recemirsyeas the security industry has

expanded, decentralization has become a more negtye of operation. Decentralization
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has several advantages. Managers are encourageyetop decision-making skills, which
help them advance in their careers. The autonoroydad by this style of operation also
increases job satisfaction and motivation, espigciahen employees are encouraged with
free hands to perform their duties. In this caseptofitability of the organization is bound to
increase. Many security organizations have begupower employees and supervisors to
make decisions that typically have been made byagens. Additional challenges, control of
the process, and quality assessment become pasteoyone’s job, and each employee is
given the authority to take positive actions thall vead to high quality and improved
performance.

Span of Control

Span of control refers to the number of people wdport to one manager or supervisor. A
wide span of control results in a flat organizatierihat is, a large number of employees
reporting to one supervisor. A narrow span of adrnisults in a tall organization, in which a
small number of employees report to a supervis@cessitating a larger number of
supervisors. Note that these different controls lmammplemented with the same number of
employees. No formula exists for determining theaidspan of control. The following factors
determine the most appropriate span of controk samilarity, training and professionalism,
task certainty, frequency of interaction, task gnétion, and physical dispersion.

When a large number of employees perform similakgathe span of control can be
increased. When the employees perform very diftet@sks, the supervisor must give each
subordinate more individual attention in order &ef in touch with the different types of
tasks; this requires a narrower span of control. &ample, the supervisory department
manager might easily manage the electronic suaral# agents and fielded operational staff
until the increase in complexity and the standdodshe various types of services provided
increase. At this time, the supervisory departmes@nager's span of control must be
narrowed. The better trained and more skilled aoslibate is, the less supervision is
required. Task certainty refers to the predictapdif a task. Routine tasks allow management
to devise standard procedures for subordinateslitmnf, minimizing questions about the job
and widening the span of control. On the other hatase supervision is called for when
tasks are ambiguous and uncertainty is great.

4.0 Conclusion

The most important strength of a functional orgatian is efficiency. The performance of
common tasks allows for work specialization, whilcbreases overall productivity. Workers

develop specialized skills and knowledge more tgpidraining is easier because of the
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similarity of tasks and the resulting opportunitfes inexperienced workers to learn from
experienced workers. This helps new employees ittkiyuearn the skills and behaviour that

lead to success and promotion in an organisation.

Coordination of activities within functional depasnts is easier than in more broad and
complex organizations. A functional organizationstéos efficiency, teamwork, and
coordination of activities within individual unitddowever, the functional organization’s
most important strength is also the source ofrigaigst shortcoming. The success of security
provision as a business is measured by its oveealbormance and not by the performance of
any one department. It is sometimes difficult facte department to fully appreciate its role
in the overall success of the organization. Somansianust be found to coordinate the
activities of functional departments and to seatsgfies and goals. This suggests that a
functional organization demands strong leadership.

5.0 Summary

The four basic components of organizational stmectunclude job specialization,
departmentalization, patterns of authority, andnsphcontrol. Job specialization includes
increased workers productivity and efficiency, theed for managerial control and
coordination. Work teams can be used to alleviaerdutine caused by job specialization. A
similar concept, the quality circle, can also erd@gaamployee productivity. The department
heads report directly to the managing directorsmmaller security firms, all departments
might report directly to the Chairman. While patteof authority remain centralized in many
security businesses, increasingly employees hasentie empowered to make decisions that
typically have been made by managers. Decentraizas the distribution of authority
throughout an organization. Centralization is themtion of decision-making authority by a
high-level manager. Span of control refers to tlhwniber of people who report to one
manager or supervisor. In a narrow span of confeker subordinates report to each
supervisor, resulting in a tall organization. Invade span of control, a larger number of
subordinates report to each supervisor, resultirg flat organization. Staffing is an ongoing
challenge in the security industry because of tigh Ipercentage of employee turnover.
Successful staffing depends on providing adequate ¢lescriptions, including job
specifications, as well as realizing that job dggmms must be flexible. In some cases, it
becomes necessary to redesign jobs; this can ievlv rotation, job enlargement, job
enrichment, and flex-time. Employees must be pilgpeained; effective training includes

problem solving, problem analysis, quality measumetnfeedback, and team building.
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6.0  Tutor-marked assignment
1. Compare and contrast the concepts of centrimizatnd decentralization in a security

organisation.

2. Examine the relationship between span of contra enain of command a security

organization?

3. List the principal functions of each departmen&iNlulti-service Security firm.

4. A customer notifies the management that the siycafficers are not at their post and
during which a force entry was made and goodsstdlist the departments to which this

information must be conveyed and the actions thegtrake.
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UNIT 3: HUMAN RIGHT AND PRIVATE SECURITY COMPANY
1.0 Introduction
2.0 Objectives
3.0 Main Content
Fundamental Human Rights & Its Abuse
4.0 Conclusion
5.0 Summary
6.0  Tutor-marked Assignment

7.0  References/further readings

1.0 INTRODUCTION

Traditionally, state has monopoly and the legitenase of force. But sometimes beyond the
state’s control of particular circumstances, pevaecurity organisations become more
helpful especially when it comes to providing sé@gufor corporate persons or entity.
Because these private security are big business@métimes it becomes easier for state to
give up those responsibilities. The implications tbis proliferation of private security
companies for international law and human rights @nly beginning to be appreciated, as
potential violations and misconduct of their emgey have come to light in Africa. This
Unit examines risk posed by private security conyfsgactivity with respect to violation of

human rights.

2.0 OBJECTIVES
At the end of this Unit, you should be able to :
* explain the term Human Rights
» describe the types of Human Rights
* explain various ways in which human rights are atetl by private security

companies.
3.0 MAIN CONTENT
3.1 HUMAN RIGHTS
There is no definite definition of Human rights bwe shall consider some of them.

According to Prof. Osira Eze, “Human right représgemands or claims which individuals
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or group made on society, some of which are pretediy law, while others remain
aspirations to be attained in future. It also methesfreedoms, immunities and benefits that
according to modern values, all human beings shbeldble to claim as a matter of right in
the society in which they live. Human rights meansmore than that:
a) All states have a duty to respect the fundamemgaks and freedom of all persons
within their territories.
b) States have a duty not to permit discriminatiorrdgson of sex, ethnicity, religion or
language and
c) States have a duty to promote universal respechdonan rights and to cooperate

with each other to achieve this objective.

The struggle for fundamental human rights dated ba¢he period of the great Magna Carta
of England (1215) the United State Declaration dfdependence (1776), the French
Declaration of the Rights of man and the citizen8d) and the American Bills of Rights of
1791, Universal Declaration of Human Rights (1948)e essence of these is the revolution
against authoritarianism, tyranny, slavery, disanation and all other ways by which rights,

which are innate to all human beings have beenrssped.

In Nigeria, the rights recognized by the constitutin Chapter IV are:

1. Right to life: Every person has a right to life and no one shalldeprived
intentionally of his life, save execution of thensmnce of a court in respect of a
criminal offence of which he has been found guittjNigeria — Section 33

2. Right to dignity of human person: Every individual is entitled to respect for the
dignity of his person and accordingly:-

a. No person shall be subjected to torture or to huarategrading treatment

b. No person shall be held in slavery or servitude and

C. No person shall be required to perform forced ongolsory labour — Section
34.

3. Right to personal liberty: Every person shall be entitled to his persoradrty and
no person shall be deprived of such liberty savehim following cases and in
accordance with a procedure permitted by law -@e&5.

4. Right to fair hearing: In the determination of his civil rights and igfations,
including any question or determination by or agaamy government or authority, a

person shall be entitled to a fair hearing withireasonable time by a court or other
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10.

11.

12.

tribunal established by law and constituted in suohnner as to secure its
independence and impartiality — section 36.
Right to private and family life: The privacy of citizens, their homes,
correspondence, telephone conversations and aeleigr communications is
hereby guaranteed and protected — section 37.
Right to freedom of thought, conscience and religim Every person shall be
entitled to freedom of thought, conscience andyi@t, including freedom to change
his religion or belief and freedom (either aloneimicommunity with others and in
public or in private) to manifest and propagaterblgyion or belief in worship,
teaching, practice and observance — Section 38.
Right to freedom of expression and the press Every person shall be entitled to
freedom of expression including freedom to holdnapis and to receive and impact
ideas and information without interference — sec88.
Right to peaceful assembly and association Every person shall be entitled to
assemble freely and associate with other persosisnaparticular s/he may form or
belong to any political party, trade union or arlyes association for the protection of
his interests — section 40.
Right to freedom of movement:Every citizen of Nigeria is entitled to move freel
throughout Nigeria and to reside in any part tbkend no citizen of Nigeria
shall be expelled from Nigeria or refused entryré¢h® or exist there from — section
41.
Right to freedom from discrimination: A citizen of Nigeria of a particular
community, ethnic group, place of origin, sex,gi&ln or political opinion shall not,
by reason only that he is such a person — secfion 4
Right to acquire and own immovable property anywhee in Nigeriaz  Subject to
the provisions of this constitution, every citiz&nNigeria shall have the right to
acquire and own immovable property anywhere in Nége section 43.
Protection from compulsory acquisition of private poperty: No movable
property or any interest in an immovable propeiftpllsbe taken possession of
compulsorily and no right over or interest in amcts property shall be acquired
compulsorily in any part of Nigeria except in theaimer and for the purposes
prescribed by a law that among other things (alireg that prompt payment of

compensation therefore and (b) gives to any pect@ming such compensation a
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right of access for the amount of compensation towrt of law or tribunal or body

having jurisdiction in that part of Nigeria - siect 44

Types of Private security companies

Private Security companies rivate Military Companies
Industrial/Commercial site protection 1. Mitgaraining
Humanitarian aid protector 2. Rdity intelligence
Embassy/Mission protection 3. Offensive comba

VIP/close protection

Surveillance and investigation

Risk assessment and analysis

In Nigeria, the private Guards Act of 1986 prolslptrivate security companies from carrying

firearms. But private security companies are néebess able to provide an armed

component to their services through various arrareges with the Nigeria Police and most

PSCs of any size and standard have a number oferudlice officers (Mopol) permanently

seconded to their operations. Mopol Officers araigmpd with fully automatic weapons

usually AK-47s or FNs.The reliance on Mopol for adrprivate security raises a number of

operational and ethnical challenges.

1.

Right to life: The use of armed guards present particular imsksrms of legitimate
(i.e. in lawful self defence), illegitimate (e.gsauof excessive force and accidental
(e.g. negligent discharge), killing of local peopled/or employees.

Right not to be subjected to torture, cruel, inhuma and/or degrading treatment

or punishment: Many private security companies have poor humdnt rigcords;

they run a serious risk that they may be compiitiaicts of inhuman treatment or
torture. Often times personnel of private securaynpanies have been found wanting
in detaining and subjecting criminal suspects ttute before they are handed over to
the police.

Right to a fair treatment: Private security companies are likely to detathividuals

in the course of carrying out their duties. Somesnthe detainee’s rights are likely to
be violated if they are held and placed in an inaaranvironment or condition, for
example without food or water, or in extreme heatald environment.

Right to freedom of movement In some cases, security companies may infringe on

people’s right to free movement. For example, itletately obstructing access roads
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using check points and road-blocks, thereby makamgl inaccessible to the local
population. This could constitute an infringemenhuman rights.

5. Right not to be subjected to slavery, servitude oforce labour (including sexual
and economic exploitation): In extreme case, private security companies may
forcibly enlist the local people, either for theswn purposes (for example the
provision of food, domestic services or sex) orgarposes that indirectly benefit a
company (for example land clearance and other favfngnskilled labour). Private
security companies may also be posted to ensuredhgpany’s employee are unable

to leave the factory, creating a situation of fartabour.

4.0 CONCLUSION

This Unit sees fundamental human right as the twedimmunities, and benefits that

according to modern values, all human beings shbeldble to claim as a matter of right in

the society they live. Hence government has a tltsespect the fundamental rights and
freedom of all persons within their territories.dAno person or persons have right to violate
these rights.

5.0 SUMMARY
In this unit we have discussed the meaning oféhm Human Rights as well as the various
types of rights and how not to violate this rigassenshrined in the nation’s constitution.

6.0 TUTOR-MARKED ASSIGNMENT
1. Discuss the relevance of fundamental humangighprivate security.

2. How best can these rights be ensured by seamitypanies?

7.0 REFERENCES
Brooks, D. (2002) Protecting People. The PMC P@krdomments and suggestions for the
UK Green paper on Regulating Private Military Seeg (Alexandria International

Peace Operations Association).
Constitution of Federal Republic of Nigeria
Sokefun et al (2008)Human Rights Law Lagos: National open University of Nigeria
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UNIT 4: TRAINING AND DEVELOPMENT

1.0 Introduction
2.0 Objectives
3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References / Further Reading

1.0

INTRODUCTION

Training is intended to provide persons with theupational and behavioural skills and

attitudes necessary to professionally function a&g@urity guard as required by provincial

acts, regulations and in accordance with otherslagon. Successful completion of basic

training should provide security guards with thena@gpts and knowledge that they may

function effectively and efficiently as securityaft The subjects covered should be intended

to provide security guards with a sound basis orthvto deal with a myriad of on-the-job-

responsibilities in an appropriate manner. Mankdgserformed are quasi law enforcement

in nature, where good public relations and awarenéshe limits of legal powers and the use

of force are extremely important. On the success@uhpletion of training, security guard

candidates should be able to properly:

a.
b.

=~ o o o
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deal with the public in a professional and ethioahner;

arrest/detain people within the limits specifieddenthe Criminal Code (Nigeria),
and be aware of the rights and freedoms of indaisiu

communicate effectively, both verbally and in wrgj

present verbal and material evidence in Court;

write reports, protect evidence and conduct thevesehppropriately in court;
direct traffic;

detect or prevent thefts and vandalism;

report and deal appropriately with perimeter prisdec systems, intrusion, fire,
carbon dioxide, water, smoke, alarms, etc.;

react and take appropriate measures in all emeygetuations;

respond to bomb threats; and

perform other duties as required of security guards
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2.0  Objectives
This unit will help the students:

» Understand the training criteria in security operat

* Understand terminologies and content of trainingrse for private security guards

* Examine the importance of basic training for prevaécurity guards in general
3.0  Main Content
In Nigeria, private security legislation is in péadefining several criteria which must be
fulfilled before an individual is allowed to perfarguarding activities and private security
services. Once these criteria are fulfilled, thmglividual is officially authorised by a
competent authority to perform such activities. @h¢hese prerequisites is basic training for
private security guards, exclusively conducted hy#icially licensed or recognised training
institute. This basic guard training covers chaptelated to the basic legal framework,
security procedures, health and safety provisionsflict management, customer care and

communication, quality, first aid and other indispable information and skills.

A second prerequisite includes a background samgeaf criminal records. Both criteria
ensure that private security staff performing pevaecurity services are equipped with the
relevant skills and know-how and to be familiariwihe basic ‘rules of engagement’ when
accessing the profession. They also ensure theatprsecurity guards comply with public
expectation of how they should serve society av@ev In addition to basic guard training, a
great number of additional specialised trainingureaments exist, depending on the specific
environment in which a private security guard @arout his/her duties, e.g. shopping
centres, alarm receiving centres, airports, paxs le order to be able to perform private
security services in these specific areas (oftehgfanational critical infrastructure) most of
these additional specialised training courses @ @bligatory by law. The reasons thereof
can be multiple. Accordingly, the national legakt®yns, ‘regular’ private security guards
operate under the governance of the Ministry ofitiberior. In the same way, the Ministry of
the Interior, is responsible for ‘regular’ privadecurity services, which may decide that the
basic guard training does not apply to those setgradrthe security industry that are already
governed by specific and detailed Regulations.

3.1  Training Criteria
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In addition to providing the framework for effeatly selecting private security officers, the
Ministry of Interior and NSCDC on Guidelines cafty a formal mechanism to establish
minimum training requirements certified by a redgoitg body. Although the regulatory body
should mandate the minimum training requiremeriisret should be cooperative efforts by
these companies to mandate consistent requirem@fitentities or persons providing
security officers training should also be certifieg a regulatory body. Training Criteria are
the proposed training topics considered essermtigifoprietary or contract security agency to
consider in the training of their private securifficers. This guideline prescribes specific
recommended hours of training and acknowledgesreéifit ways in which a security officer
may receive this training or demonstrate proficiemo perform the duties of a private
security officer. For example, training may be comep based, classroom, self-study, or other
methods of delivery. Consideration should be git@providing the appropriate length and
content of pre-and-post assignment training depgnaglgon each officer’'s assignment. It is
further recommended that all training be accompmhiig an appropriate assessment and
evaluation to measure the security officer's knalgke of the training subject. Further, testing
should be appropriate to subject matter, that isttemm or performance. The following
outlines are some of the envisaged criteria:

* Entry qualifications

For security guards:

— Primary education certificate, Secondary Educat©@ertificate, Vocational Training
Certificate Level 1, or other equivalent or higherel qualifications.

— Meet the necessary requirements for carryingusire firearms.

For security supervisors:

— Secondary Education Certificate, completion ofesels, Vocational Training Level 2,
professional technician qualifications, or any dficgtions which might be required, or
equivalent or of a higher level.

» Basic training

Both theoretical and practical is compulsory focws@y guards. They must work through a
series of vocational training modules in cyclesc®©they have passed official knowledge
and skill tests, the relevant regulatory bodiedeothe correct authorisation.

Continuing Vocational Training

The law sets down the provision whereby securitynganies have to guarantee the

organisation of refresher courses and the attemdahtheir staff in areas which have been
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modified or substantially changed, or those in Whéc greater degree of specialisation is
advisable.

In-house vocational training or through registeredtraining centres

For security guards, refresher or specialisationrsgs must be 20 study hours minimum.
Every security guard must do at least one courseypar. This regulation is still to be
approved by the Ministry of Interior.

* Training bodies

Training centres (which can be set up by securigmanies themselves) must have the
necessary authorisation from the Ministry of Inderand State Security Department. The
centres must meet a series of requirements in tedmafrastructure and teaching staff
qualifications.

Vocational training during or outside working hours

Private security companies are obliged to pay #teiff for hours spent on vocational training
outside working hours and these may not be compashshrough reductions in the number
of hours worked.

* Financing training

Prior training is usually organised and financedcbynpanies in the sector. In the case of
training carried out in registered training centtbe costs of training are met by the trainee.

» Training recognition/evaluation

There are official titles of security guard andwsé@y manager.

3.2  The content of training course for private seaity guards

There is need for private guards to know the basichat they can work safely and carry out
duties in a professional way. The law in Nigeriata$ that they must receive adequate
training. This unit outlines all the important asel@eeded for this basic training. Training
courses are designed to help private guards pagzévincial exam and earn security guard
certificate. The course is written directly to treg¢s, the user. This means that trainees should
actively work with their books. Feel free to undw®elimportant ideas, write comments in the
white spaces, and answer questions right in thek.bddis will help remember the
information better than if it is just read for teake of it. The course workbook should be
written in plain language, have a number of studg éhat will help trainees learn faster and
absorb the content in the material.

Before the content of each unit:
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» a list of the objectives for the unit should belimed. These are the main things that
will be learnt in the unit;
* in some chapters a pre-test is designed so thaeés can already know about the
material in the unit;

* an outline of what's coming up in the unit.
At the end of each unit:

* areview of the important points from the unit.
Content Outline and Proficiency Certification
For the various personnel to be properly certifiedorder to be enhanced in terms of
promotion and elevation, certificates, diplomas dedrees have to be awarded to trainees.
Researchers recommend the award of a bachelorejegrenaster degree or even a doctor of
philosophy for anyone who occupies the positiorDokctor of Security Management and
Head of Planning and Coordination division. Iniéidd to these the award of a diploma and
certificate to any of the above personnel, throlggty-term courses and short-term courses
may be an added advantage. Conversely, privatedguiar law enforcement section,
patrolling, traffic control, monitoring units, sah@e planning, design coordination and
customer care unit may have a bachelor degree &welevant discipline or its equivalent.
Additional certificates and diplomas from long-teamd short-term training courses may be
added advantage.
The Security Guard and the Legal System
An Introduction to Criminal Law
The Common Law and the Charter of Rights and Frnesdo
Powers of Arrest
Use of Force

Common Offences

= &k k&

Common Defences

Access Control and Alarm Systems

Access Control Systems

Technology Used to Control access and Egress
Materials Access

Alarm Systems

L S

General Operating Procedures

Traffic Control
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+ Legal Authority to Control Traffic

+ Principles of Traffic Control

+ Correct Hand Signals

Note Taking, Reports and Evidence

Observation Skills of the Professional Security @ua
Powers of observation

How to Improve your Senses

Taking Notes

Introduction to Reports

Evidence

- &k F &8

Protecting a Crime scene
Response to Immediate Crisis
Fire Safety

Fire Classification Symbols
Fire Extinguishers

Methods of Alarm Activation
Bomb Threats

Bomb Threats by Telephone
Written Bomb Threats

-k E e

Evacuation

General Patrol Tactics and Techniques

+ Patrolling

+ What to watch for while on patrol

+ Liability for breach of duty

Labour Disputes

+ What is Labour Dispute?

+ Duties of a Security Guard During a Strike

Common Terminologies in Security Operations
Armed — As used in this guideline, armed refers to agbe security officer who is equipped
with a weapon (firearm), such as a pistol or riftem which a shot can be discharged

when necessary.
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Armoured Car Company — A company which, for itself or under contractttwanother,
transports currency, securities, valuables, jewelli®od stamps, or any other item that
requires secured and insured delivery from oneggl@a@nother with armed personnel.

Armoured Car Personnel— An armed employee of an armoured car company isho
engaged exclusively by that company, and is lidniehe safe transportation, care, and
custody of valuables.

Background Verification/Check — The process of checking an individual's chamacte
general reputation, personal characteristics, odanof living for consideration of
employment, promotion, access to sensitive asseth (as national information), or for
continued employment. Elements of a backgroundigation/check can vary widely,
and may include information from credit bureaus,urt® records repositories,
departments of motor vehicles, past or present @ep and educational institutions,
governmental, occupational licensing or registratientities, business or personal
references, and any other source required to varffyrmation that was voluntarily
supplied.

Computer Based Training — Any training that uses a computer as the foahtpof
instructional delivery. Training is provided thrduthe use of computer hardware and
software that guides the learner through an inteatearning program.

Contract Security Service— Protective services provided by one entity, gheag in such
services, to another entity on a compensated basis.

Criteria — The individual (criterion) or collective stateglalifications (criteria) to be
compared with an applicant’s or employee’s actoadlentials, experience, or history in
determining suitability for an employment decis{tiring or otherwise).

Critical Infrastructures — The sophisticated facilities, systems, and fonst which include
human assets, physical and cyber systems, that tegether in processes that are
highly interdependent to provide the foundation fational security, governance,
economic vitality.

Electronic Medium Based Training — Any training that uses an electronic technolagya
method of effectively conveying instruction andiieformation. Electronic technology
includes but is not limited to video or audiocasssetind video conferencing.

Homeland Security — often referred to as internal security. Thishis federal government
efforts, in partnership with state, local governtseand the private sector, to develop,

coordinate, fund and implement the programs anitipslnecessary to detect, prepare

74



for, prevent, protect against, respond to, andwexcdrom terrorist or other attacks
within Nigeria.

Private Security — An independent or proprietary commercial orgaiman whose activities
include safeguarding the employing party’s asseasging from human lives to
physical property (the premises and contents), oredipg to emergency incidents,
performing other functions as outlined by the P8Cis

Private Security Officer — An individual, other than armoured car persororeh public
employee (federal, state, or local government),leyaal part or full time, in uniform,
hired to protect the employing party’'s assets, irmpdgrom human lives to physical
property (the premises and contents). The defmiércludes individuals who are not
employed in the capacity of a private securitycaffi

Public Safety — Support mechanisms that sustain the life analityitof a community’s
health, safety, and social stability by performswugh services as law enforcement, fire
prevention, personal and facility security, disaspgeparedness, and emergency
medical assistance. In some instances, public ysafety refer to law enforcement
officers, fire-fighters, rescue squads, and amlmdacrews. In other instances, public
safety properly encompasses private security offjces well.

Regulatory Body — Any state board, commission, department, oceffexcept those in the
legislative or judicial branches, authorized by f@maconduct adjudicative proceedings,
issue permits, registrations, licenses, or othengoof authorization to offer or perform
private security officer services, or to control aifect the interests of identified
persons.

Selection— The act or process of choosing individuals whssess certain characteristics or
gualities.

Threat — An indication of something impending that cortédult in damage or injury.

Training — An act, method, or process of instruction; &cteso as to make fit, qualified, or

proficient.

3.3 Underlining the Importance of Basic Training fo Private Security Guards In
General

From the outset, private security training has baeoentral concern for Civil defence.

Continuously training is one of the key componentrising workers’ performance, quality

standards, professionalism and also employmerttemptivate security industry. The Federal

Government is determined to continue to build afgssional service industry, providing
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high-quality services to customers and high-quaityployment to private security guards. It
is particularly crucial for an industry committeald high level of quality that all entrants into
the private security profession receive at leashisimum level of basic training, which

provides them with the relevant skills requirecattequately carry out their function. These
minimum training standards must be made compulandyintegrated into a sound regulatory
and licensing framework at the national level thgrensuring that all private security

companies and employees meet acceptable qualitgastds.

Specialised training courses allow private secyséysonnel having already acquired a solid
basic skill set to further fine-tune and expandrtkeowledge and expertise. In the interest of
fair competition, based not solely on price, buiadly on considerations of professionalism
and the right level of service, it is also vitahtlthe same rules and thus the same costs in
relation to high-quality training apply to all coanues active in the private security industry
within a single national market. High-quality traig standards must be safeguarded against
‘free riders’ benefiting from the investments mdxeothers in private security training, but
refraining from investing in training themselvesheT Government therefore calls upon the
Association of Private Security Practitioners ofj@lia (APSPN) and Security Institutions to
take these elements into consideration and redteaatl support the essential role of basic

guard training in general and for private secugiiards operating in the country.

4.0 Conclusion

Effective security today requires workers who aaeifiar with all aspects of a facility’s
security system for assessing and containing patethteats. Security officers are required
to be well versed in emergency procedures andtabieork with an organization to ensure
that emergency procedures can be implemented sicltesThey are also required to be
able to work closely and effectively with publicfety and police personnel. The ability of
Nigeria companies to protect the nation’s criticdfastructure and contribute to homeland
security efforts depends largely on the competasicprivate security officers. Therefore,
private security officers and applicants for prevagecurity officer positions should be
thoroughly screened and trained, in accordance autlined courses.

5.0 Summary

Private security officer selection and trainingeria vary from company to company ranging
from comprehensive training requirements for ey@iyate security officer to basic training.

One of the main goals of the private security @ffiselection and training is to develop and
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encourage the adoption of minimal national selectiviteria for security officers. The

development of such minimum criteria has becomereig for enabling the private security

industry to effective perform their duties to cliemas well as meeting the demands associated

with new ever changing security initiatives.

6.0  Tutor-marked assignment

a. List and explain five core aspects of the privaeusity guards training curriculum.
b. Examine the role of National Security and Civil Bete Corps (NSCDC) in the

training of Private Security Guards.
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UNIT 5: EQUIPMENT AND ACCESSORIES
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References / Further Reading

1.0 INTRODUCTION

The demand for safety and the security industrgnost urban centres, remains strong with
the increasing levels of insecurity by the popolaind the priority of improving commercial

and public safety. On the same vein demand forrgg@and safety equipments in industrial

plants, commercial buildings, public facilities)/gas fields and mining operations, airports
and seaports has increased substantially.

2.0 OBJECTIVES

At the end of this unit you should be able to knthe types of security equipment and

accessories in demand.

3.0 MAIN CONTENT

3.1 TYPES OFPRIVATE SECURITY EQUIPMENT AND ACCESSORIES

There are many different types of private secweguipment, and the equipment carried by a
particular officer depends on the policies of th#icer's agency and his or her role within
the organisation. A security officer often carribasic equipment such as a handgun,
handcuffs, a flashlight, handcuff keys, other @sing devices, pepper spray, a baton, and
other basic gear such as tape for roping off aesoene and a radio for communicating with
other officers. More specialized security equipmenght be carried by a tactical officer
(MoPol) and can include more powerful firearms, yoadmour and a battering ram. Security
equipment carried by a particular officer oftenigsy and includes items that he or she is
required to carry due to agency policies, as wekmy items he or she may find helpful. One
of the most basic pieces of security equipmentiotstl by law is the firearm that a police
officer carries. This is usually worn on the hiptleé officer, though some officers may wear

a firearm in a shoulder holster.
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The specific gun used by an officer depends orstéedard practices and policies of a police
department and the preferences of the officer. Commsecurity officer equipment also
includes various types of restraining devices,udtlg handcuffs and zip ties, as well as
handcuff keys and a pocket knife. This is usuallplding knife that requires only a single
hand to use. Private security officers also weacary a badge that identifies them as
officers of the law, and the officer may be reqdite wear a standard uniform as well. Many
officers that are in multi-national companies ogamisation also have secondary weapons
such as batons, often collapsible batons, and peggray.There are also pieces of security
equipment that officers might not carry on theirgo®, but which many officers have in their
vehicle. This includes equipment for maintainingrime scene, such as tape, road flares, and
portable barricades. Private security officers alsoally carry radios to communicate with

other officers, often worn on the shoulder or belt.

Equipment Restricted to Private Security

Some pieces of police equipment are more speaiblne typically worn or utilized only by
tactical officers. These include body armour, hefrngarms such as automatic rifles and tear
gas guns, and shields used for pacifying particgpan a riot. Battering rams are also
frequently used by tactical officers, and these lsarsingle or two-person rams. Such police
equipment is typically utilized by officers in sp&cunits such as the special weapons and
tactics (SWAT) team. The Nigeria private securitynpanies are not allow to use, some of
these sophisticated weapons but they are usuatigngzanied by law enforcement agents

that are equipped.

Category and Descriptions of Equipment and Accessms Used by Private Security
Companies in Nigeria.

Accessories:Includes Batteries, Battery Packs, AC Chargers, Citargers, SD Cards,

Camera Clamps, Camera Mounts, Little Jo-Mount, @otors, Power Supplies,

Replacement PV500 buttons and Remote Controls,pfiefe Audio Cord Splitter, and

Adapters.

Audio Equipment: Includes Analog and Digital Recorders, Phone RemrgrdDictation

Pens, Watch Recorders, Audio Device AccessoriegitdDi MP3 Players Recorders,
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Listening Devices and Microphones, Voice Changeasd White Noise Generators.

Cameras:Includes Body Worn Cameras, Bullet Cameras, Cdvarmeras, Infrared, Internet
Cameras, Low Light Cameras, Nanny Cams, Night Viisiameras, Photographic Cameras,

Pinhole Cameras, Security and Dome Cameras, aneléd% Cameras.

Detection Devices:ncludes Bug Detection, Debugging Kits, Telephonealzer, Hidden
Camera Detectors, Metal Detectors, RF Signal DetectTSCM Equipment, Wire Tap

Detectors and Phone Security.

Personal Protection:Includes Detection Kits, Drug Test Kits, Infidelifyest Kits, Diversion
and Hidden Safes, Self Defence, M2 Flashcam, annd=M$hcam.

Pl Kits: Includes DVR Kits, Surveillance Kits, Sunglass Kitéidden Camera Kits, and

Camera Detection Kits.

Phone Security Includes Telephone Accessories, Telephone Rerxrdére Tap Detection,

PI Audio, Voice Changers, and two-way Caller ID

Recorders: Includes Audio Recorders, DVRs, Digital Video Retans, Phone Recorders,
VCRs, Video Tape Recorders, and Time Lapse Recarder

Spy Gear: Includes Novelty Gadgets, Specialty Items, Spy @&sjgComputer Monitoring,
and Reverse Peep Hole Viewer

GPS Trackers & Tracking Devices:
Includes Live GPS Trackers, Real time GPS Track&assive GPS Trackers, GPS
Datalogger, Waterproof cases, Extended batterySCasel GPS Antenna.

Hidden Video Systems:

Includes DVRs, Digital Video Recorders, Video Man#, Motion Activated Recorders,
Quads, Multiplexers, Security Systems, Video Trattem and Video Receivers.
Wireless: Includes Wireless Cameras, Wireless Npicomes, Wireless Video Transmitters,

and Wireless Video Recorders.
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GPS Tracker, Passive GPS Logging, iTrail w/ Magneti Case

Introducing the Sleuth Gear iTrail:. A passive GB§ger, simply place the small iTrail unit
wherever you like - your car, children backpackiually anywhere! At only 1.5"x1.5" small,
the logger records location, speed, time, and ayspkhis information on an easy-to-use

interface powered by Google Maps and Google Earth.

The H6001 includes both the iTrail and the MagneticCar Case (Item #PGE1060)
Simply turn on the unit, and place it where you lddike. The unit will constantly record up
to 120 hours of data. To retrieve the informatiplug the unit into your computer via the
included USB charging cable. You can then downlibedinformation to a detailed printable
report and view in Google Maps or Google Earthe iTrail is water resistant, meaning it can be
mounted outside as well. Strong magnetic box iailavie for vehicle mounting. When not in use, an
on-board motion sensor puts the unit to "sleeptdnserve battery power. LED status lights also
indicate when the unit is powered on, when itaking, and when the battery is low or the memory

is full.

Features:

* SMALL size (only 1.5" x 1.5")

» Motion detection to conserve battery life

» Up to 120 hours of data

» Multiple report formats (HTML, PDF, MS-Word, CS¥ind more)

» Water resistant for outdoor use
System Requirements:

* PC with Windows 2000, XP, Vista, or 7
*«USB1.10r2.0
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Specifications:

* Built-in motion detection

* 64MB memory

* Built-in rechargeable 750mAh Li-ion battery
* Cold start satellite acquisition time: <35 sec
* USB 1.1 and 2.0 compatible

» 2 LED indicators for power/status notifications
* Product size: 1.5" x 1.5" x 0.5"

* Product weight: 1.30z

» Package size: 8.8" x 6.5" x 0.7"

» Package weight: 5.10z

Includes:

* iTrail GPS Logger

* Magnetic Car Case

* Installation Mini-CD

» USB charge/transfer cable

Cell Phone Spy, Record Text Messages, Cell Phone Mioring Device

The Cell phone Recon software allows you to coyertbnitor all of the activities on your
cell phone. Log incoming and outgoing calls, incogiutgoing text messages and emails,
and track phone location.

Features:

* Record all incoming/outgoing SMS messages

* Record incoming/outgoing/missed call log

» Record and track location of cell phone

* Record all incoming/outgoing emails

* Easy to install

* Secure control panel
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* Possible to monitor multiple phones

The software has been designed to provide 100%dwmorifality and to ensure that nobody
discovers that you are monitoring them.

Specifications:

* Cell Phone Recon is compatible with most smanelspincluding phones using following
operating systems:

- Symbian OS 9.x

- Symbian OS 8.x

- Windows Mobile 6.x

- Windows Mobile 5.x/2003SE

- Android

- Blackberry

4.0 CONCLUSION

This unit shows that private security personneldnessential equipments to function
effectively. It includes simple equipment suaha handgun, handcuffs, a flashlight, handcuff
keys, other restraining devices, pepper spray,tanband other basic gear such as tape for
roping off a crime scene and a radio for commumgatwith other officers. Hence with

equipments the duties of providing securing liveg properties can be more efficient.

5.0 SUMMARY
We have been able to discuss the types and dimrepsidifferent security equipments and

accessories that are useful to private securitg.types discussed here are not exhaustive.

6.0 TUTOR-MARKED ASSIGNMENT

List and discuss 10 security equipment mainly ysedate security guards.
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MODULE 3

Unit 1: Functions of Private Security

Unit 2: Risk Analysis and the Security Survey

Unit 3: Challenges and Problems And Private Security Servi
Unit 4: Computer and Information Security

Unit 5: Nigerian Security and Civil Defence Corps ( NSCDC)

UNIT 1 FUNCTIONS OF PRIVATE SECURITY
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor-Marked Assignment

7.0 References/ Further Readings

1.0 INTRODUCTION

Private security firms are hardly likely to disappeand have secured a substantial role, they
will need to be accommodated. Indeed, most secprdgtitioners expect the role of private
companies to grow overtime. More thoughtful memimdrhe industry argue that it needs to
prepare for these changes by providing better sea all communities. From the statement
above, if we all agreed that the private securdyg bome to stay and in fact growing rapidly,
therefore it is important that we focus our attemtiat the functions, advantages and

disadvantages of private security companies.

2.0 OBJECTIVES
At the end of this unit, you should be able to:
Discuss the functions of the private security conigs

Explain the advantages and disadvantages of proemigrity companies.

3.0 MAIN CONTENT

3.1 FUNCTIONS AND DUTIES OF PSCs

1. Security officers are not required to make arrdsis have the authority to make a
citizen’s arrest or otherwise act as an agentwfdaforcement at the request of a police.

Security personnel enforce company rules and cato gerotect lives and property.\
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2. Security officers are often trained to perform strand control procedures (including
handcuffing and restraints), operate emergency peggnts, perform first aid, take
accurate notes, write detailed report and perfotinerotask as required by the contract
they are serving.

Many trained security officers carry weapons sukhatons, firearms and pepper spray.
Many security officers are required to have bonmedhtraining and/or emergency crisis
training especially those located in soft targeaarsuch as shopping malls, schools, and
any other area where the general public congregate.

5. The presence of security personnel tends to dimitheft, employee misconduct and
safety rule violation, property damage or even i

6. Security personnel also perform access controludtlihg entrances and vehicle gates,
meaning they ensure that employees and visitoayigproper possess or identification
before entering the faculty.

7. Security officers are often called upon to resptmdninor emergencies (lost persons,
lockouts, dead vehicle batteries etc) and to assigterious emergences by guiding
emergency responders to the scene of the incideling to redirect foot traffic to safe
locations and by documenting what happened on@dent report.

8. Armed security officers are frequently contracteddspond as law enforcement until a
given situation at a client location is under cohtr

9. Patrolling is usually a large part of a securitfics’s duties. However, regular patrols
are, less accepted as an industry standard, asvidps predictability for the would-be
criminal, as well as monotony for the security cdfi on duty. Random patrols are easily
programmed into these systems, allowing greateedben of movement and
unpredictability.

10. Armoured car guards (usually wear bullet prooftseprotect money and valuables
during transit. They pick up money or other valeabfrom businesses to transport to
another location.

Advantages of the Private Security Industry

a. It is an additional crucial resource in the figgamnst crime.
b It is possibly more efficient than the police.

C It has access to superior equipment.

d. It is a source of foreign direct investment.

e It is an employer and therefore indirectly alleggtoverty.
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The flow of skills transfer and skills upgradingdaexpertise can be transferred to
the local market.

They can indirectly be a source of intelligencengang.

It has enhanced public security service especiallyere close working
relationships, formal or informal have been esgdiad.

PSCs have possibly assisted in stabilizing if matucing, crime levels, though
empirical data is difficult to find.

PSCs have created another sector of the econormgntiees a taxable turnover of
close to billions of naira per annum.

PSCs and PMCs as sources of employment generatignwell have helped

lowering the unemployment rate in the country.

Disadvantages of the Private Security Industry

a.
b.

Dependence on private security, industries bressteé somplacency.

It can withdraw at any moment if profit margins dot favour its existence in

business, which could leave a security vacuum.

Private security companies contribute to the indisioate use of force and

availability of firearms in a society.

Criminal networks can penetrate the PSCs sectanéae easily than state sector,
which has government intelligence vetting procedure

Sometimes, PSCs take law into the hands and civil@ulations are vulnerable
to any use of force.

The reputation of the country may be at risk fréwiit activities.

Sometimes, their involvement in certain operatiomsy contravene the foreign
policy position of the country.

There may be complete disregard for legal provssiortheir day to day affairs in

certain contexts.

PSCs have enhanced a sense of profit maximizatibey lack sense of public

safety, in real sense but they are concern withrtbves of profit making.

Functions and Roles of PMCs

They provides specialized services that includeitamyl advice and training, arms

procurement, intelligence gathering, logistical amédical support, combat and military

support and humanitarian action.

List of other services that PSCs and PMCs provide
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1. Security guards (industrial and commercial)
2. Security guards (cash in transit)

3. Bodyguards

4, Security consultants

5. Reaction services/response for business
6. Venue control/special events

7. Manufacture of security equipment

8. Private investigators

9. Training

10.  Security equipment installation

11. Locksmith/key cutters

12.  Security control room

13. Rendering security services

14.  Car watch

15. Insurance

16.  Security and loss control

17.  Fire prevention and detection

18.  Consulting engineer

19.  Alarm installation

20. In-house security

PMC Services include

a. Military advice and training

b. Operational support

C. Logistical support

d. Site/personal/personnel security

e. Crime prevention/intelligence

f. More direct mercenary-style operations

4.0 CONCLUSION
The future of the private security companies igliti The more efficient private security

companies are in performance of their functions dotes, the greater the professional
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development of the occupation since it is obvichet the state law enforcement agencies

cannot solely provide all the security needed itiedy.

5.0 SUMMARY
In this unit, we have been able to discuss thetfong of private security companies. We
explained advantages of private security comparitsy which we critically examined the

disadvantages.

6.0 TUTOR-MARKED ASSIGNMENT
a. Discuss the functions of private security compamdsigeria.
b. Explain the advantages and disadvantages of prbest@rity companies.
C.
7.0 REFERENCES/ FURTHER READINGS
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Report of Nigeria. Globalisation of Security ResdaProject (Dept of International
Politics, University of Wales, Aberystwyth) and thdew Security Challenges
Programme (ESRC, UK).

Gumedze, S. (2007). The Private Security Sectdyfiita: The 2£' Century’s Major Cause
for Concern. Institute for Security Studies Occaald?aper 131 (December).
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UNIT 2: RISK ANALYSIS AND THE SECURITY SURVEY
1.0 INTRODUCTION

2.0 OBJECTIVES

3.0 MAIN CONTENT

40 CONCLUSION

5.0 SUMMARY

6.0 TUTOR-MARKED ASSIGNEMNT

7.0 REFERENCES/FURTHER READINGS

1.0 INTRODUCTION

Among the hierarchical structure of a company esd@curity director. As a security director,

the responsibilities of protecting properties omgany lie on him. Before the security master
plan is created, it is important to identify poiahtareas of loss and to develop and install
appropriate security counter measure. In this U ,will explain the need for security risk

assessment and security survey.

2.0 OBJECTIVES

At the end of this unit, you should be able to:
Explain Risks Management

Discuss Security Survey

Analyse Security Risk

Explain Security check list

3.0 RISK MANAGEMENT

Risk management are principally concerned withpitaéection and conservation of corporate
assets and resources. Risk management may thiefibed as making the most before the
lost arrangement for an after the loss continuatibhusiness (Fisher and Green 2004). The
concept of risk management presents a sensibleoagprto this complicated problem. It
allows risks to be handled in a logical manner gisiong-held management principles.
Insurance in and of itself is no longer able to trtee security challenges faced by major
corporations. The task of protection continues éoabmere single complex one in a time
when technology is creating new products at anasipd rate aggravated by domestic and

international terrorism (Broder 2006).
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A good risk management program involves four bakaps:

1. Identification of risks or specific vulnerabigs.

2. Analysis and study of risk, which includes tikelihood and degree of danger of or at
an event.

3. Operationalization of risk-management alterresiv
a) Risk avoidance

b) Risk reduction
C) Risk spreading
d) Risk Transfer

e) Self-assumption of risk
f) Any combination of the above
4. Ongoing study of security programs

THE SECURITY SURVEY

A security survey is essentially an exhaustive maysxamination of the premises and a
thorough inspection of all operational systems @andcedures. Such an examination or
survey has as its overall objective the analysia tdcility to determine the existing state of
its defences, to determine the degree of protectemuired and ultimately to lead to
recommendation for establishing a total securitygptmme. The survey may be conducted
by staff security personnel or by qualified seguspecialists employed for this purpose.
Some experts suggest that outside security peopldd capproach the job with more
objectively and would have less of a tendency ke tzertain areas or practices for granted,
thus providing a more complex appraisal of existogditions. It is also important at least
some members of the survey team be totally famiah the facility and its operation.
Without such familiarity, it would be difficult ttormulate the survey plan. There is need for

check list by survey team in preparation for thisalinspection.

Risk is defined as (1) the possibility of sufferifigrm or loss and (2) the danger or
probability of loss occurring to one’s insured assklost of the risks affecting a given
enterprise or organization can be readily iderditand therefore predicted. Risk should not
be confused with perils which are the causes & #ssuch things as fire, flood and
earthquake. Nor should risk be confused with a ftaza&hich is a contributing factor to a

peril. While risk analysis is a management took #tandards which are determined by
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whatever management decides it wants to accemrimst of actual loss. To proceed in a
logical manner to perform a risk analysis, it istfinecessary to accomplish some basis tasks:
1. Identify the assets in need of protection (pepmioney, manufactured products and
industrial process, to name a few).
2. Identify the kinds of risks that may affect tiesets involved (internal theft, fire,
external theft).
Determine the probability of risk occurrence.
Determine the impact or effect on the organ@rain monetary values when possible
if a given loss does occur.
Risk assessment analysis is a rational and ordsspyroach, as well as comprehensive
solution to problem identification and probabilitletermination. It is also a method for
estimating the expected loss from the occurrenceamf adverse event. It provides
management with information on which to base denii The goal of risk analysis is to
strike an economic balance between the impactsif on the enterprise and the cost of

implementing prevention and protective measures.

The benefits of risk analysis according to Brod04) are as follows:

1. It shows the current security posture profiléhaf organization.

2. It will highlight areas in which greater (or $&$) security is needed.

3. It will help to assemble some of the facts nedde the development and
justifications of cost effective countermeasusedféguards).

4, It will increase security awareness by assessmugthen reporting the strengths and

weaknesses of security to all organizational lefrels# management to operations.

Risk analysis is not a task to be accomplished awd for all, it must be performed
periodically. The major resources required for gering a risk analysis is trained man
power. The time allocated to accomplish the risklgsis should be compatible with its

objectives.
RISK IDENTIFICATION

Risk identification is to make the task of risk Bisés more manageable by establishing a

base from which to proceed. When the risks asstiatith the various systems and
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subsystems within a given enterprise are known, @lecation of countermeasures

(resources) can be more carefully planned.

SECURITY CHECKLIST

Security checklists are used to facilitate the gatly of pertinent information. It takes

different forms: (1) Simple lists of Yes or No, gtiens (2) Open and questions (3) Narrowly
focused on the specific operations or activity. B¥pader in scope and cover security
concerns common to all the company’s operation. direxklist is usually the backbone of

the security survey.

According to Momboisse (1977), “A security survesya critical, on-site examination to
ascertain the present security status, identiticitleor excess, determine the protection need
and make recommendations to improve the overalirggof the operation”. Sennewald also
defined security survey as “The primary vehicledusea security assessment is the survey.
The survey is the process whereby one gathersthiztaeflects the who, what, how, where,
when and why of the client's existing operation.eT$urvey is the fact-finding process”.
Enlightened student of criminology have come tarldhat the most predominant and most
costly form of business crime is employee or iraértheft in its various forms. Asset
misappropriation accounts for the majority of enygle theft, bribery (corruption) and
fraudulent statements, although not as frequentseecond and third.

FACILITY EVALUATION
When analyzing security risks according to Fiscied Green (2004) the security manager
should look at a number of aspects of the compgining consideration as potential security

problems to the following:

(1) The perimeter (2)The parking lot (3)All adjaténilding windows and roof tops (4) All
doors and windows less than 18 feet above growra (B) The roof (6)The issuance of main
entrance keys to all tenants in a building (7) Ahgred occupancy, as in office building (8)
All areas containing valuables (9) The off-hoursewlthe facility is not in operation and all
nighttimes hours (10) The control and supervisibardry into the facility (11) keys and key
control (traditional or electronic) (12) Fire (18pmputer access (14) video surveillance (15)

Computer systems.
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The above list should contain some of sample questihat must be asked when conducting

a survey of any facility.

GENERAL DEPARTMENTAL EVALUATIONS
It is the duty of security manger, to evaluate edgbartment in the organization separately in
terms of its potentials for loss. These departmeualuations will eventually be considered
into the master survey for final recommendatiord aaction where particular risk
predominate, special attention must be paid twigiog some counteraction to remove
them. The following questions might be asked:

1. Is the departmental function such that is vulnerablembezzlement?
Does the department have cash funds or negotiastieiments on hand?
Does the department house confidential records?
Does the department have heavy external and/onadtgaffic?

Does the department have target items in it suchags, jewelleries or furs?

S o

What is the special fire hazard in the departmeifitoon adjacent areas?

A typical company has the following departments:
a) Personnel Department
b) Accounting Department
c) Data Processing Department
d) Purchasing Department

e) Shipping and Receiving Department

REPORT OF THE SURVEY

The report of the survey is important before a sgcplan can be drawn up. The report of
the survey should indicate those areas that ark imesecurity and recommend measures that
might reasonably bring the security of the facilify to acceptable standards. It is important
to the security directors, that they may not getredy need to do their work, when they are
denied extra personnel, they must find hardwaré whé help to replace people, where a
request for more coverage by closed-circuit telemiCCTV) is turned down, they must
develop inspection procedures or barriers that saye a similar purpose. If at any point
they feel that security costs have been cut toiat pghere the stated objective cannot be
achieved, they are obliged to communicate thatiopino management who will then

determine whether to diminish the original objeetior to authorize more money. It is
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important, however, that security directors exhaastry alternative method of coverage
before going to management with an opinion thatireg this kind of decision (Fischer and
Green 2004).

4.0 CONCLUSION

Security managers or directors must be adequattdymed about risk management. It is the
basis upon which the security plan is developeredtices the money spent in the protection
of company assets. Assets which are vulnerableestruttion, theft or other vulnerabilities

are taken into consideration during the processskfanalysis and the security survey.

5.0 SUMMARY

From this Unit, we have learned that risk analysighn management tool, the standard for
which are determined by whatever management dedidemnts to accept in terms of actual
loss. While a security survey is essentially amagstive physical examination of the
premises and thorough inspections of all operatisystems and procedures. We also learnt
what risk identification, security checklist is ahdw a security director can evaluate facility

and departments in terms of security risks.

6.0 TUTOR-MARKED ASSIGNMENT
Explain the following concepts (a) Risk Managem@tSecurity survey (c) Risk analysis
(d) Risk identification (e) Security checkilist.

7.0 REFERENCES
Broder, J. F. (2006) Risk Analysis and Securitpw®y, Butterworth Heinnemann.

Momboisse R. M. (1977) Industrial security for ls#ts, Riots and Disasters, Charles C.
Thomas Publisher

Sennewald, C. A. (2004) Security Consulting BosMnA. Butterworth — Heinemann
Elservier.
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UNIT 3: CHALLENGES AND PROBLEMS OF PRIVATE SECURITY SERVICE
1.0 INTRODUCTION

2.0 OBJECTIVES
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5.0 SUMMARY
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7.0 REFERENCES/ FURTHER READINGS

1.0 INTRODUCTION

Inability of the state to adequately provide segufor all and sundry and the global

economic crisis as brought about the witnessingighificant growth in private security

companies. Private Security industry is considerssl of the fastest growing industries in the
world, with an expected growth rate of 17 percen016 according to the U.S Department
of labour and crime. Despite its growth and prdility, private security companies are
facing many challenges such lask of adequate training, the problem of poor vgaged

working conditions, the cost of registration amanigers.

2.0 OBJECTIVE
At the end of this unit, you should be able to dsscthe challenges and problems facing

private security services.

3.0MAIN CONTENT

3.1 Challenges Confronting PrivateSecurity Guards in Nigeria

There are numerous challenges facing Private SgcGuards in Nigeria. Some of these

problems are discussed below:

a. Lack of Adequate Training
One of the challenges of private security guardsligieria is lack of adequate training.
Most private security companies are always in thleite of recruiting people as guards
with very little or no training. Many of the privasecurity guards undergo only physical
fithess as training while they have no knowledgese¥eral other aspects of security
training including intelligence collection and aysmb, martial arts, crowd control, riot
control, data mining and automated data analys@ime mitigation, to mention a few.

This problem is not peculiar to unregistered pevaecurity firms but also many
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registered and big security outfits show littleersst in periodical training of their
guards all they care for is profit maximization.i§ problem has been responsible for the
incompetence and inefficiency in the activitiesy@ny private guards in Nigeria.

The Problem of Poor Wages and Working Conditions

It appears to be one of the leading factors miitaagainst efficiency in private security
activities in the country. In spite of high costliefng, many private security guards earn
salaries as low as N6,000 per month (Abrahamendifichms, 2005). It is unfortunate
that government has not considered in its regulatib private security activities the
importance of prioritizing the welfare of guardsnuuoissioned by various private
security companies in the country. Though, one chbnt agree with government if it
argues that it can prevail on all private secufityns to improve the welfare of their
guards because it is not all of them that are teigid, but the truth of the matter is that
both unregistered and registered companies areitsutf pauperization of guards. The
decisions of most unregistered private firms toy‘maiards according to the value of
individual contracts, so that in effect guards la same level and with the same
experience earn different wages depending on whieeecompany deploys them”
(Abrahamen and Williams; 2005). Poor working coiatis confronting a large number
of private security guards in the country are mgkmany of them having low job
satisfaction, which has led to low job performamacel lack of commitment of the job

among them.

The Cost of Registration

The cost of registration is another challenge f@eiot only the private security guards
but also quite a number of private security comganAccording to the NSCDC Act

2003 as amended in 2007, which has authorizes $@&OC as the regulatory agency; to
perform functions of registering private securignpanies operating in Nigeria. The
Act mandates every private security firm wishingb® registered to have a minimum
capital of N10 million (Nigeria Security and Ciblefence Corps Act No. 2 of 2003 and
Amendment Act of 2007). The high cost of gettingPavate Security Company has
made many private security providers to be opegatithout being registered, making it
difficult for government to regulate the operatiasfsall private security outfits in the

country. Thus, inadequate regulation of all exgtprivate security companies may
attract some risk because the activities of varigusrds commissioned by the

unregistered firms cannot be adequately monitofed. in a situation where a security
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guard commissioned by unregistered private secfintgs errs, it will be difficult for the
regulatory agency to communicate with such orgdioiza

Risk of Violent Attacks

This is another challenges being experienced bxatgisecurity guards in Nigeria. The
Private Guard Companies Act (1986) has made tmel sthgovernment known on non-
permission of private security guards to provideed services in the country. Private
security guards are not permitted to carry speevié@apons like guns in Nigeria and in
performing their duties; the lives of many of thane usually at risk. This is because the
criminals are often equipped with more dangerousipeas like Ak47 raffles and
grenades thus the private guards face the rislosihg their lives in confronting the
armed criminals. This situation has led to untimdbaths of many private security
guards in Nigeria.

Politics of Dichotomy

Politics of dichotomy that exists between the loeeld foreign private security
companies in Nigeria is another challenge worth4memg. There is rivalry between
indigenous private security firms and the foreigivgte security companies due to the
belief by the former that their guards are undeyaged because of the preference that
most multinational corporations have for the latier seeking for private security
services. This problem rages on as many local frisecurity players have continued to
call on government to deregister all existing fgreiPrivate Security Companies
operating in the country as a way of developingitizigenous private security firms. If
the wish of the local private security players cemte fruition, security guards
commissioned by these foreign firms face the thoé&ising their jobs.

The Problem of Overzealousness and Brutality

It poses a huge challenge to private security dietsvin Nigeria. There have been cases
where activities of some private security guardgehbeen criticized especially where
guards infringe on the fundamental rights of inmaagvilians in providing the security
needs of their clients. This problem is more visibimong guards commissioned by
unregistered companies particularly the ethnictiadli The habits of brutality among
some OPC guards have become a subject of natiatetal in recent times. Many
innocent citizens have been killed with charms andluns and other dangerous weapon
by some guards, situation which has led to pulgpudiation and criminalization of the

private security activities of this militia group.
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Similarly the unlawful activities of Bakassi Boys the eastern part of the country have
made the public acceptance of their role in seguakitindle, making the public to doubt
its relevance in the management of people’s sgcurliere is no doubt that when this
group first emerged it had good intentions but tpaation of the group has led to the
disbarment of its activities and it has no longejoged any popular support in the
country. The guards working for registered comparii@ave been accused of being
reckless in the discharge of their duties. Foransg, many commuters and innocent
civilians have either been injured or killed by tteekless driving and overzealousness
of bullion van drivers and policemen attached tmad°rivate Security Companies.
4.0 CONCLUSION
In conclusion, there are ways to solve or redueedtallenges facing the private security
companies. Probably one of the ways to go wouldhlaé private security companies start
minding other people’s business for a change aadeléheir own non security business to
professionals while taking security more seriousyyraising the hiring criteria, initiating
communication with clients and employee and proygjeemployees with proper training and
adequate working conditions.

5.0 SUMMARY

In this unit, we have been able to discuss chadleraf private security companies. Various
challenges such as lack of adequate training, tioblgm of poor wages and working
conditions, the cost of registration, risk of viede attacks, politics of dichotomy, the

problem of overzealousness and brutality were aatetyuexplained.

6.0 TUTOR-MARKED ASSIGNMENT
There are several challenges facing private sgcadimpanies in Nigeria, one of which is

inadequate training among others. Discuss others
7.0 REFERENCES/ FURTHER READINGS
Grant, B.D. (1998) U.S Military Expartise for salprivate Military Consultants as a tool of

Foreigh Policy. Strategy Essay. Institute for Nadibstrategy

Taulbee, J.L. (2000) Mercenaries, Private Armies &acurity Companies in Contemporary

Policy, Internal Politics
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1.0 INTRODUCTION

The essence of computer and information securitg grevent and detect the unauthorized
use of computer. It goes beyond this, computerg maade possible video monitoring in the
area of facial recognition, fire and smoke detectad advanced alarm monitoring. In recent
times computers are used to process and store avastints of increasingly important
information. Hence there is need for computer gadéection, which is of greater importance

for the security professional.

2.0 OBJECTIVES

At the end of this unit, you should be able to:
Explain the concept of computer security and sygteotection
Discuss the need for computer security

Examine methods of computer crimes

3.0 MAIN CONTENT
COMPUTER SECURITY

Computer security is the protection of informatiand property from theft, corruption, or
natural disaster, while allowing the informationdaproperty to remain accessible and
productive to its users. The term computer systecnriy means the collective processes and
mechanisms by which sensitive and valuable infolonaand services are protected from
publication, tempering or collapse by unauthoriaetivities or untrustworthy individuals and
unplanned events respectively. (Wikipedia). Theam&gchnical areas of computer security
are usually represented by the initials CIA: Coaffitiality, Integrity, and Authentication or
Avalilability. Confidentiality means that informatiocannot be accessed by unauthorized

parties. Confidentiality is also known as secrecprivacy. Integrity means that information
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is protected against unauthorized changes thatnatedetectable to authorized users;
Authentication means that users are who they daibe. While confidentiality, integrity and
authenticity are the most important concerns ofomputer security manager, privacy is

perhaps the most important aspects of computerigetar everyday internet users.

Chief Information Officer (CIO) is saddled with pesibility of managing and controlling
of information but it is the Chief Security Offic@€SO) who is concerned about the integrity
of the information disseminated throughout the canypsystem. Cooperation between these
two key positions is critical for adequate protectiof company intellectual property.
Examples of cooperation between IT and securityadegent are many. New electronic
surveillance systems require technology elemeriisddll for technical expertise beyond that
of most security managers, such as computers aathates, Local Area Networks (LANS)
Wireless Local Area Network (WLANS), Wide Area Nettks (WANS) and the internet. The
CSO has little choice but to learn the IT indusiperations. The need for increased security
and safety while containing costs is obvious. Reecksecurity threats such as terrorism,
personal safety, asset protection and risk reductmnot be ignored.
THE NEED FOR COMPUTER SECURITY

1. Computer security not only to protect computers iafmrmation from some type of
theft but also deal with natural disaster likedjrBoods, accidents and so forth.

2. It protects the company internet services from begkfrom disgruntled employees
or competitors (The number of hacks in 2002 rea@¥d00 worldwide with the
United States being the biggest target, followedumber of attacks is Brazil, Britain,
Germany and Italy (Fischer and Green 2004).

3. It secures thefts of proprietary information, irsi@dbuse of computing systems,
sabotage of data networks, denial of service adtagkus, system penetration and
telecom fraud.

4. E-Commerce online retailers also suffered lossas the cost of purchases made
with stolen credit cards (ldentity theft).

METHODS OF COMPUTER CRIME
The following are the wide range of methods avé@ab disrupt system activity or to
observe, steal or destroy information:

1. Data Manipulation or theft
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Anyone associated with or having access to data@oomputer can change the data.
Changing of data during or after operation intoomputer system is the simplest,
safest and most common method of committing comprtee. Sometimes, insider
often sells data files to an individual who theesuthe information to steal identities.
Salami Technique

This descriptive term implies trimming off small aomt of money from many
sources and diverting these slices into one’s owarmbaccomplice’s account. This
form of crime is most common in banking environtsemwith a large number of
savings and/or checking accounts and automateddiaaprocessing. By creating a
new program or altering an existing one, an emmogan randomly deduct one to
five kobo from a few thousand different individwadcounts. The accumulated sums
can then be withdrawn by normal methods from hisesrreceiving account.
Computer Viruses

They are computer programs that can replicate teles and harm the computer
system on a network without the knowledge of thr@eay. They are sets of unwanted
instructions executed on computers. Presentlyethe appropriately 500 core virus
and about 3,000 variations (Fischer and Green 200#uses spread to other
computers through network file system, throughrteéevork, internet or by the means
of removable devices like USB drives and CDs. Campuiruses are all forms of
malicious codes written with an aim to harm a cotapwsystem and destroy
information. There are four categories of virussslfnocuous viruses (b) Humorous
virus (c) Altering viruses (d) catastrophic virusds is a criminal act to write
computer viruses that can crash computer systeenelily destroying all or greater
amounts of critical data.

Hacking

It is an unauthorized access or intrusion into @mmater system. The act of defeating
the security capabilities of computer system ineottid obtain an illegal access to the
information stored on the computer system is cdilecking.

Identify theft: This is one of the most serious frauds as iblves stealing money
and obtaining other benefits through the use ofefablentity. While using false
identification is an old method of criminal actiitThe ability to access all types of
information on the computer has given this old peoban entirely new life. Identity
cloning is the use of another user’'s informationpmse as a false user. lllegal

migration terrorism and blackmail are often madssiae by means of identity theft.

104



The types of criminal activity caused by the idntheft are the following: (1) Cash
theft using ATM Machine (2) Electronic check fra{8 Denial of credit (4) Financial
services charges for overdraft (5) Lost time inlidgawith the aftermath. (6) Criminal
investigation, arrest.

6. Worms: Worms and viruses are very different although sgeople regarded as the
same type of program. Both worms and viruses hamication mechanisms,
activation mechanisms and objectives. While virygssinfect programs, worms take
over computer memory and deny its use to legitirpabgrams.

7. Trojan Horse: Thisis a destructive program that masquerade as arbapjgjication.
The software initially appears to perform a dedeafoinction for the user prior to
installation and/or execution but steals informatior harms the system. Unlike
viruses or worms, Trojan horses do no replicatenedves but they are destructive. A
Trojan may allow a hacker access to a target coanystem. In reality, Trojan horse
program are not software but viruses designed netp&te a computer system so that
a program of the penetrator's choosing can becastieea It can inflict a computer
system with a virus, worm, bomb or trapdoor, etc.

8. Electronic Eavesdropping Tapping, without authorization, into communioati
lines over which digitized computer data and messagye being sent is electronic
eavesdropping. By using technologically advancetehing devices, eavesdropping
can be done on traditional telephone lines and sa&gllite transmission networks. If
data transmitted are not encoded, capturing amdfoeming the data is equivalent to
using a clandestine tape recorder to record a atdridlephone conversation. (Fischer
and Green 2004).

9. Software Piracy. The companies or consultants who provide softwaeke big
profit, this is because software programs cost feofew thousand naira to millions of
naira. Hence, some people are willing to copy safenand resell it or give it away.
This unauthorized copying of copyrighted computeogpams is referred to as
software piracy. These set of people deny vendods smftware developers profits

that they should have accrued legally.

COMPUTER SYSTEMS PROTECTION
Our society is highly reliant on information techowies. Industrial production, financial
flow, commercial exchange and even the securitgittens depend more and more on

information technologies. Hence, these systems briptrotected. Most security systems are
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based on a perimeter protection (Firewalls, intbmgietection system etc.). Depending on the
circumstances, the security perimeter can be ohapany, a group, an information system or
simply a personal computer. Perimeter protectidm|eabeing globally useful, does not bring
any protection against certain types of attacks.ithVihe connection of IT Systems to
networks, the out sourcing of services, or everridl reorganization, it has become
extremely complex to define and secure perimeteninieter security solutions are a partially
inaccurate vision of security, believing that ae#tr necessarily comes from the outside.
Today, threats have become extremely diversifiadigcreet co-workers, Trojans, operating
systems...etc). For the board, the operator or theagex of a site, infrastructure or activity,

the danger can come from both the inside and ttsdasuof the perimeter being managed.

Security professionals therefore must protect mftion contained within the computer
system from damage or loss. Regardless of the aym/stem, the security professional’s
dilemma is how to balance convenience in usingsifstem and from protecting the system
from disasters, systems failures, or unauthorizedess. Disaster — recovery planning,
identification and access control of software aatadencryption and physical security are
the four facets of computer protection.

1. Disaster-Recovery Planning Disaster such as fires, floods and earthquakes a
potential hazards to essential computer systemesellthreats are not predictable
hence there is need for businesses to developngemity or disaster-recovery plans.
Recovery planning or contingency planning must c@lebusiness functions such as
personnel resources, hardware back up, softwareatadile backup etc.

2. lIdentification and Access control of Software and Ata: With increase in computer
knowledge, individual possessing basic computellsskan break into a computer
system. Hence, there is need for organization twept their software and data.
Computer systems can use three methods to deterfmenperson has a legitimate
right to access the system. The three categores ar

1. What a person has: Cards, keys, and badges

2. What a person knows personal identification numfelss), passwords and
digital signatures.

3. Who a person is, physical traits

3. Encryption
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According to security expert, the best way to pbteny type of data is to encrypt it.
Encryption scrambles the information so that iag usable unless the changes are reversed.
There are five different methods for encryptingadat

a) Data Encryption Standard (DES)

b) Algorithm

c) Skipjack

d) Capstone (Clipper chip)

e) Privacy Enhanced Mail (PEM)

4. Physical security.
It describes measures that are designed to demg®tc unauthorized personnel (including
attackers) from physically accessing a buildinglitgc resource or stored information and
guidance on how to design structures to resistnpiadly hostile acts. Physical security is not
a modern phenomenon. It essentially exists in caleleter persons from entering a physical
facility. The use of technology for physical setytas changed things. There are passive
infrared (PIR) based technology, electronic acassstrol system, or video surveillance
system (VSS), Good physical security is a combamatf defensive principles designed to
(a) deter (b) delay (c) detect (d) respond (aitdnately, deny access) to intrusion to critical
physical spaces.
There are three main components to physical ggcuri
1. Obstacles can be placed in the way of potentiackérs and sites can be hardened
against accidents and environmental disasters. $wedsures can include multiple
locks, fencing walls, fireproof safes and watelirggers.
2. Surveillance and notification systems can be puplece, such as lighting, heat
sensors, smoke detection, intrusion detectoranaland cameras.
3. Methods can be implemented to apprehend attackeete(ably before any damage
has been done) and to recover quickly from accgjémés or natural disasters.
5. CONTENT MONITORING AND FILTERING
With the wide spread use of the internet, compacaesiot ignore looking at who is using the
service and what they are doing. While on the netyemployers have a right to monitor

their own systems, they have the right to be infdmegarding such monitoring activities.

40 CONCLUSION
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The progress achieved in this dynamic field hasawgd the general state of the world; there
are always those who use the technology for peltsgaia or criminal activity. The Chief

Security Officers must work hard to protect the pames and the individual that they serve.

5.0 SUMMARY
In this unit, we dealt with introduction to compugecurity, the need for computer security,
methods of computer crime and computer system gtiote

6.0 TUTOR-MARKED ASSIGNMENT
a. What are the needs for computer security?
b. Discuss the methods of computer crimes.
7.0 REFERENCES/FURTHER READINGS
Levine, D. E. (2003) Content Monitoring and FiltegiSecurity Technology and Design.

Fischer R. J. and Green G. (2004) Introductiongousity Burlington, Elsevier.
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UNIT 5: NIGERIA SECURITY AND DEFENCE CORPS (NSCDC)
1.0 Introduction
2.0 Objectives
3.0 Main Content
4.0 Conclusion
5.0 Summary
6.0 Tutor- Marked Assignment
7.0 References / Further Reading

1.0 INTRODUCTION

Security implies a stable, relatively predictabteieonment in which an individual or group

may pursue its ends without disruption or harm waiithout fear of disturbance or injury

(Fischer and Green 2004). To secure anything jsdtect it from being unlawfully tampered

with or destroyed. It is the duty of some agenadsgovernment to protect national

infrastructures. Protecting these infrastructuresessential to a nation’s security, public

health and safety as well as economic vitality. Paeticular focus of this unit is on the

efforts being made by the Nigeria Security and ICiDefence Corps (NSCDC) in

safeguarding national infrastructures in Nigeria.

2.0  Objectives

At the end of this unit, you should be able to:

- Explain the historical background of Nigeria Segurand Civil Defence Corps
(NSCDC)

- State the functions

- Explain the organization structure

3.0 Main Content

3.1 Historical Background of Civil Defence

The origin of the Civil Defence Corps dates backh® era of Emperor Nero who reigned in

and ruled the Roman Empire. This marked the penbdn the Roman Empire ascertained

her political powers in the world with colonies geeed all over the world. This historical

development which brought about expansion of then&wo Empire coupled with acute

shortage of citizens of military age to carry ossential services such as defence, provide for

civilians affected by wars especially the aged, womand children invariably demanded for

addition manpower, hence the creation of an orgaioiz charged with safeguarding the civil

populace (Abolurin 2003). Abolurin further saidaththe periods of the First and Second
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World War, saw various names such as, home-guardsBady of Air Road and Disaster
Protection etc. The name “Civil Defence” was addgig the organization after the First and
the Second World War. Since this period, civil defe has attained the status of an
international organization embraced by many coestdf the world, with similar function,
based on the needs, aspiration, interest and @madticapability of host countries. For
example, the Swiss Federal Civil Defence is pathefCountry’s National Defence saddled
with the responsibility of protecting, rescuing ameviding relief for persons in complex

emergencies, including armed conflict situations.

The Nigeria Security and Civil Defence Corps (NSGD@s established in Nigeria on May
23rd, 1967 during the Civil War, it was initiallyeferred to as the Lagos Civil Defence
Committee with fundamental responsibility during thvil war. The charter of April 6, 1968,
however, made it possible for states that may weshestablish the corps within their
jurisdiction to do so. Hence the Lagos Civil Defere Committee was integrated and
renamed Nigeria Security and Civil Defence CorpS@NC) under the supervision of
Federal Ministry of Internal Affairs ( Abolurin, P8). NSCDC is now a full fledged
paramilitary organization established statutorihder the Federal Ministry of Interior. The
Corp has undergone changes after attending patayitraining in various federal security
agencies training institute throughout the federatiThe former civilian president chief
Olusegun Obasanjo (GCFR) transform it from voluntarganization to full fledged
paramilitary organization through the Act of 200®laas amended in 2007.
Functions of Nigeria Security and Civil Defence CC®PS (NSCDC)
The act of 2003 and as amended in 2007 bestoweah tipe corps the following
responsibilities and functions, to:
1. Assist in the maintenance of peace and order arttienprotection/rescuing of the
civil population during the period of emergency.
Recommend to the minister, the registration ofggewguard companies.
From time to time, inspection of the premises a¥aie security guard companies.
Their training facilities and approve same if ius to standard.
4, Supervise and monitor the activities of all privgteard companies and keep a register
for that purpose:
I.  Periodically organize workshop and training coueegrivate guards companies and

ii. Seal up any private guard company which operattésowi a valid license.
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5.

Maintain twenty-four hour surveillance over infragttures, sites and projects for the

federal, state and local government.

6.

Enter and search any premises and seize any nhatiesigected to have been used in

vandalization or suspected process of vandalization

I. Enter and search premises of any suspected ilgger in petroleum products or

material used by Power Holding Company of NigefRostal Services, Nigeria
Telecommunication or for any other public utilityiofrastructure.

Have power to arrest with or without a warrantadgtinvestigate and institute legal

proceedings by or in the name of the Attorney-Galnef the Federal Republic of Nigeria

against any person who is reasonably suspecteavi® dommitted an offence under this Act

or is involved in any:

Il.
[l.
V.

V.

V1.

10.
11.
12.
13.

Criminal activity

Chemical poison or oil spillage, nuclear wastespning

Industry espionage or fraud

Activity aimed at frustrating any government pragrae or policy

Riot, civil disorder, revolt, strike or religiousitest or

Power transmission lines or oil pipelines, NIPOSbles, equipment, water board

pipes or equipment vandalization.

Monitor the activities of religious bodies and teaassociation.

Monitor, investigate, and take every necessary &ieforestall any planned act of
terrorism particularly:

Cult and ethnic militia activities

Cult and ethnic militia activities

Criminal activities aimed at depriving citizenstbéir properties or lives

Syndicate activity aimed at defrauding the fedstale, or local government.

Monitor, investigate and take every necessary tstéprestall any act of terrorism and
report same to appropriate federal security agency.

Provide necessary warring for the civilian popwatin times of danger.

Evaluate the civilian population from danger area.

Provide and manage shelters for civilians duringopleof emergency.

Assist in the decontamination and in the stakihgprecautionary measures during

any period of emergency.
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14.  Carry out rescue operations and control volatiigasions.

15.  Assist in the provision of emergency medical sesjdncluding first aid, during any
period of emergency.

16. Detect and demarcate any danger area.

17.  Assist the federal and state fire service in figiing operation.

18.  Assist in the distributions of emergency supplies.

19. Provide assistance to restore and maintain ordelistnessed area in any period of
emergency.

20.  Assist in repairing indispensable public utilitehsring any period of emergency.

21.  Provide intelligence information to the ministry any matter relating to:
I Crime control generally
i. Riot, disorder, revolt, strike or religions unrest

ii. Subversive activity by members of the public

\2 Industrial action and strike aimed at paralyzingegoment
V. Any other matter as may be directed by the minister
Vi. Have power to arrange and mediate in the settleroérdisputes among

willing members of the public.

Organizational Structure of NSCDC

Nigeria Security and Civil Defence Corps is headgdhe Commandment General who is
the Chief Executive and the According Officer. TBemmandant General is assisted by a
number of Deputy Commandments General (DCGs), amgehof:

(2) Directorate of Administration

(2) Directorate of Operations

3) Directorate of Intelligence/investigations

4) Directorate of Technical Services

There are Assistant Commandants General called| Zdoamandants in-charge of state
commands nationwide. Area Commandants are in-cladrgenatorial district within the state
controlling about three, four or five divisionakas as the case may be. Divisional officers in
the state take charge of the 774 Local Governmeaea#\ There are District Heads or
Officers who are in charge of all the districtshirit the division and reports to the divisional
officers of the local government. Lastly, the ce@lfcers are in charge of the grassroots who

take control of the various ward and report mattere district officers.
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ORGANOGRAM OF THE NIGERIA SECURITY AND CIVIL DEFENC E CORPS
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4.0 Conclusion
This study unit has showcased NSCDC as one of p@nzations for ensuring collective
security in Nigeria. Although there are severaleothgencies involved at ensuring that the
security of Nigeria is bettered. With proper mamaget, it leads to drastic reduction in
crime, and effective disaster management.
5.0 Summary
In this unit, we have dealt with historical backgnd of civil defence, and its functions.
Specific attention was given to the organizatiost@licture of Nigeria Security and Civil
Defence Corps (NSCDC).
6.0 TUTOR-MARKED ASSIGNMENT

a. Describe the historical background of civil defence

b. Enumerate the functions of Nigeria Security andl@efence Corps.

7.0 REFERENCES/FURTHER READINGS
Abolurin, A. (2008) the role of NSCDC in safe guaglcollective Security in Nigeria Abuja.
The National Conference of the Society for peaadiss and practice (SPSP) 2008

Annual Conference.
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MODULE 4

Unit 1: List of Private Security Companies in Niger

Unit 2: Conflict Management in Private Security \See

Unit 3: Relationship between Police and PrivateuggcOperatives in Nigeria
Unit 4: Regulation and Recommendation of Privateuigy Service in Nigeria
Unit 5: Specific Security threat

UNIT 1: LIST OF PRIVATE SECURITY COMPANIES IN NIGER A
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor- Marked Assignment

7.0 References / Further Reading

1.0 INTRODUCTION

Security is now the second largest money-spinn&figeria, surpassed only by oil and gas”.
This statement by a long-standing observer of Nagepolitics is striking, especially given
that Nigeria is Africa’s most populous country ahé world’s seventh largest oil producer.
While a lack of statistics and information makesthiaim impossible to verify completely,
there is no doubt that the private security indubtts grown rapidly in recent years. Private
security personnel are highly visible around thentny, guarding businesses, homes and
neighbourhoods, and advising transnational compaarid embassies on risks and dangers to
their assets and employees. Security has thus lgeaamajor part of the Nigerian economy,
and according to the best informed estimates, thezecurrently between 1,500 and 2,000
private security companies (PSCs) in Nigeria, ewipp in about 100,000 people
(Abrahamen and Williams 2005 ).

It is difficult to estimate the size of the privatecurity sector in Nigeria with any degree of
accuracy. No reliable figures exist for either thuenber of companies or employees, as many
companies are unlicensed and unregistered. The fn@ogtent estimates put the number of
PSCs at between 1,000 and 1,500, with the majbeiyg small, individual, owner-managed

companies operating in only one town or localitypersonnel terms, the largest companies
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are Prudential Security, which operates countryvedd employs nearly 9,000 guards, and
Halogen Security with approximately 4,000 guardthe® major companies include Bemil
Security and Corporate Guards. The major ‘foreig?BC, Group4Securicor’'s partner
Outsourcing Services Ltd. (OSL), also operatesonatly and has a total of approximately
3,000 personnel. While there is a long traditioneofiploying so-called ‘mai-guards’ as
watchmen in Nigeria, the first company providingiformed guards was Nigeria

Investigation and Security Company (NISCO), founohetl965 and still in business.

2.0 OBJECTIVES
At the end of this unit, you should be able to:
a. Mention key private security companies in Nigeria.
b. Discuss Halogen Security Company Limited as onenwinerous private

security companies in Nigeria.

3.0 MAIN CONTENTS
3.1 List of Private Security Companies in Nigeria

Ace Cop Security Limited.

Adaptive Guards Limited.

Afamos Security & Safety Nigeria Limited.
Afri-De Alarm Nigeria Limited.

Agbas Security Services.

AGL Alpha Guards Limited.

Aims Security Company Limited.

Alert Security Service.

Alfasine Security & System Limited.

10.  Allatek Holdings Security Limited.

11, Alpha-Mega Security Agents.

12,  Anderson Guards Limited.

13. Barona Security Company Nigeria Limited
14. Bemil Security Services

15. Beta Guards Limited

16. Beverly Cops & Security Services Limited
17. Bon-Douglas Security Services Limited
18. Burglary Alarm Security Services & Comm. Lintite
19. Capital Security & Surveillance Limited

20. Cardinal Security Services Limited

21. Centurion Security & Safety Consults

22. Chakel Security Limited

23. Chilex Security Products Limited

24. Chuhenchu Security Company Limited

25. Concorde Security Services Limited

26. Consolidated Safeguards & Security Company

CoNoO~WNE
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27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

42

43.
44,
45.
46.
47.
48.
49.
50.
51.
52.

53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76

Continental Guards Limited
Corporate Guards Limited
Crest Security Outfit Limited
Damog Nigeria Limited
Daniel's Security Systems Limited
De Jaram Kong Security Limited
Destiny Electronic Security System Nig Ltd
Divine Security & Telecoms Limited
Doos Security
Douglas Veterans Security Limited
Dromour Guards Limited
Effanti Ltd
Eva Guards Limited
Express Security & Co.
Fap-Legend Security Services Limited
Flare Security (Nig) Limited
Foremost Security Systems
Fortifiers Protection Services Ltd
Fortress Guards & Security Services Limited
Frontier Guards Services Limited
Geekos Security Nigeria Limited
Gideon Guards Limited
Global Security Solution
Great Hope Security Limited
Grekos Security Nigeria Limited
Halogen Security Company Ltd
Hi-Tech Electrical & Security & Survellance Libed
Highcom Security Limited
Hogan Guards (Former Guardsmark)
Home Automation Security System Limited
Initial Security Nigeria Limited
Innovations Security Systems
Integrated Systems Devices Limited
Integrity Guards Limited
Inter-Falcon Security Services Limited
International Mechandise & Security Limited
J.S.H. Security Industries Nig. Limited
K-9 Security Limited
Kage Security Limited
Kal Security Limited
Kifha Guards
King David Security Limited
Kings Guards Nigeria Ltd
Kingsland Security Surveillance Limited
Kuban Security & Management Consultants
Kingstech Network Ltd
Lagen Systems & Security Limited
Lai Security & Investigation Services Limited
Lasis Security & Investigation Services Limited
Link-Stride Security Systems Limited
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77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127

Mac Lion Security Services

Marksmen Security Company Limited
Markjacko Security Systems

Megaforce Security Limited

Mega Guards Services Limited

Men in Black Security Limited

Metropolitan Guards Limited

Mikado Security Services Limited

Molamak Security Services Limited
Montgomery Security Services Limited
Network Guards Limited

Niger Guards Security Company

Nigerian Investigation and Safety Company Lichite
Nogees Security Systems Equipment & Services Ltd
Olart Security Services

Olasco Company Nigeria Limited

Omega Security Services Limited

Octagon Guards Limited

OTI Guards Limited

Pahek Security Services Limited

Papyrue Security & Communications
Pinnacle Investments Limited (Security & comnaations consultants)
Portcullis Security Nigeria Limited

Prime Guards Nigeria Limited

Profile Security Services

QED Advanced Technology Security Limited
Quality Electronic Security Systems

Rapid Vigil Security Company Limited
Reliance Security Solutions Nigeria Limited
Richie's Security Limited

Riggs Securites Ltd

Royal Guards

Samos Security & Services Limited

Santana Security Agency Limited

Secmek Security System Limited

Security & Allied Technology

Security Hazards Experts Limited

Security Swaps Limited

Serendipity Security

Servtrust Prudential Guards

Sheiksafety & Security Company Limited
Skilpak International Security Limited
Technocrime Security Limited

Trends Ventures Limited

Top Flight Security Company Limited

TTC Mobile Limited

Unache Security Services Limited

Unique Security & Investigation Service Limited
Utro Guard Security

Vanni International Security System
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128  Villeworth Security Services Limited

129  Vision Security Services

130 Zitadel Security

Among the listed security companies, Halogen Sgc@dmpany Limited is discussed in

details.

3.2 HALOGEN SECURITY COMPANY LIMITED

Halogen Security Company Limited was incorporatedJuly 1992 as a Private Limited
Liability Company and granted licence to operatdlavember of the same year as a reaction
to a yawning gap in quality of guard service delvén Nigeria. The company started
business immediately and showed from inception ithaas poised to revolutionize security
services in the country which has resulted in mgikirihe leading security services provider
in the nation. Having been in operation for overygars, it has been able to attract and retain
a selected group of clients some from inceptidndake. It has acquired vast experience in
virtually all facets of security and protection b¥es and property. Halogen Security
possesses the managerial, financial and admimn&ratfrastructure enabling operations to
be totally performance related, customer needsedriwith a high degree of customer

communications.

It is committed to working in partnership with coisters to provide an excellent and cost
effective security service that complements themn standards of customer service. They
honour and support this commitment by selectiveuioent, thorough training, competent
supervision, constant management input and acchoilatg system. Their reputation rests on

professionalism, integrity and service excellerce/hich they are equally committed.

Halogen Security belongs to several professiorsi@ations'. These Associations include:
> Institute of Industrial Security and Safety of Niige
> Nigerian Institute of Safety Professionals

> Association of Private Security Practitioners ofélia (APSPN)

Halogen Security’s Mission Statement
Is to consistently provide superior security saln$ using the most modern technology, well-
trained and properly motivated staff and to makenththe most sought-after security

company in Nigeria, as well as the West Coast oicAf
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Vision
Is to remain the number one provider of profesdi@egurity solutions in Nigeria, using

competent personnel and superior resources.

Halogen Security has different categories of operatwhich includes but not limited to
guards, post leaders, supervisors and site mansgeyad across the country. They possess a
minimum qualification of Senior School Certificazaad a considerable number of them are
Diploma Certificate and Degree holders. No matteirtqualifications, they ensure they all
undergo basic and/or advanced security trainingrder to adequately equip them for the
new career they have chosen before deploying tleetheir various beats. In place is well
defined on-the-job training programme which enstinas their operations become adapted to
specialized safety. Their aim is to ensure thatobiah security operatives are the best
security officers in the industry. They are metiudly selected, extensively trained,
motivated and supervised by experienced officerseyT provide well-trained security
operatives for residences, factories and corpdoatenesses all over the federation. Our
guards are trained to correctly interpret and éffety implement operating procedures
peculiar to their areas of responsibility. The nembf guards to be deployed to each location
is determined by the result of security survey cmeld by experts or as determined by the
client through a mutual agreement.

Services rendered are in three broad categories:

» Corporate- PLATINUM
» Industrial/Manufacturing - RANGER
» Domestic (Residences/Estates)- HOMMIE

Platinum
This is the offering for Corporate Offices wherdbir operatives are kitted to reflect the
image and ambience available within the guardethises. The minimum entry qualification

for this category of operative is National DiplomraEquivalent.

Ranger
Our operatives also work in warehouses, Manufaoguplants, beverages and food related
conservation and processing companies, confectemend the likes. The doggedness

required on such facility determines the kind afsp@nel that would suit this category.
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Special Events
They provide Security Cover for social events s Musical Concerts, Wedding
Ceremonies, Launching, Funeral, Promotional Evemaisd Annual General Meetings

(AGMs) across various industries.

Guard Dogs
They make use and deploy security Dogs and Hantbepsemises that require them. They

are trained to deter intrusion and are very udefutrowd control at events.

Technology

Halogen security is found effective in providing deon, reliable electronic alarm systems
backed by highly trained security specialists. Tégsvice covers the field of corporate,
industrial and domestic concerns. It involvesatiation, monitoring and maintenance of a
wide range of electronic security devices linked2tbhour, state of the art control rooms
where distress signals received are processedeattl teams dispatched to swiftly counter
the incident and ensure subscribers safety. Thesxe tteveloped an excellent working
relationship with the leadership of Nigerian Poliderough a bilateral agreement of
cooperation and mutual assistance for the enhamtemie their collective ability to

effectively deal with crime within areas of inteies their jurisdiction.

24 Hour Armed Response and Monitoring
As crime does not keep business hours, neither idakgyen companies so they offer alarm
monitoring every second of every day, to be assthatlif something goes wrong they will

always be the first to know.
Nigeria’s biggest Armed Response fleet — at your saéce
Halogen features Nigeria’s largest Armed ResporesetFWith vehicles across the nation,

Halogen has a high level of presence on the roaatsattribute that is, in itself, a deterrent.

GPS Live Tracking for the fastest Armed Response
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When things go wrong, you need armed responset.-Hasogen is the only home security
service in Nigeria to feature GPS live trackingewery response vehicle. This innovative
satellite technology ensures that they know thectekacation of every armed response

vehicle, so that in the event of an emergency tay easily send the nearest vehicle to its
rescue.
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Integrated Services
Halogen combines Guarding, Armed Response, Eldctrestate security systems and
individual pre-installed alarms with ongoing comnuation and liaison. Halogen Estate

Security offers a complete, integrated securitytsoh.

State-of-the-art Technology

With Halogen most estates are said to enjoy thefiisrof a wireless network, state-of-the-
art access control, an electronic occurrence beldctronic fencing, dual monitoring, and
CCTV. And when a response is needed, SatelliteKimgallows to verify where the closest

Halogen patrol vehicle is, ensuring the fastegioase times.

Outsourcing

Outsourcing has been identified as one of the i@yldress business challenges. The goal
is to outsource the management of support and lamcicategories of staff such as
secretaries, drivers, truck drivers, receptiontsttrol room operator, protocol personnel,
cashiers, bank tellers, technicians and many nidrs. has helped in strengthening client or
organisation’s ability to concentrate on its ardacare competence and relieve it of the
burden of managing employees whose services arg metipheral to its core activity.
Obviously, this would require committing the managat of such support and ancillary staff

to a competent and experienced team of outsousangce providers.

Competence
Their strategic outsourcing service focused on adwvg organisation’s business goals. They
have comprehensive and thorough process and pnesefir finding the right people for the

right jobs.

Recruitment process

They provide a specialized service using expedrsk proprietary tools in the identification,
assessment and selection of quality professiofiais.process begins from the development
of the job descriptions until the personnel haveerbeplace. They invite corporate
organizations and individuals to enjoy their outetg services by allowing them take over
their burden.

Protocol Escort and VIP Protection
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They provide secure escort services for the movewfgmeople and assets from source to the
destination, anywhere within the country. Thisasgive adequate protection to customers’
valuables without attracting unnecessary attenfidnms service includes airport pick-up and
drop-off functions as well as dedicated armed eésmwices across major cities in Nigeria to
borders towns. The provision of close protectionirtgportant dignitaries and other key
people remained a specialized security functioraff Svith extensive close protection
experience handle the training of officers theyldgor such specialized service. They are
well trained to effectively neutralize any formattack during travels which may include car
jack, disruption by hoodlums who specialize in @ttag passengers especially expatriates
suspected to be on overseas trips. This servidedes Meet and Greet which involves
meeting the passenger at the luggage area andvendda assist to ease off the bottlenecks
associated with airport clearances. It is mostulselien the passenger is a first time traveller
to Nigeria. Their armed escort services are nogmalistomized to suit the client’s

requirements and peculiar circumstances.

Convoy Movement

They are also disposed Convoy Movement in the otig ways:

» Lead Team only

» Back-up Team only

» Lead and Back-up as a whole unit

» Armed security personnel aboard a chauffeur-drivemicle (Salon or SUV) only or in
conjunction with any of the above

» Chauffeur-driven vehicle only or with any of thestithree methods above
For covert movement, they could deploy unbrandedicles for this service. The
services of armour vehicles are also available devere security situations when

required.

Event Security and Crowd Control

They provide security cover for important socia¢ets such as Musical Concerts, Jamborees,
Weddings, Launchings, Funeral, Annual General Mesti(AGM) etc. Successfully they
have provided Security coverage for Benson & Hedgmscerts in the ‘90s as well as other
major outdoor promotional events organized by NageBreweries Plc (Star Mega Jamz &

Star Trek) among other notable events. Their egped and versatility in Access Control,
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Crowd Control, Traffic/Car-Park Management, VIP/§do Executive Protection, Guest

Management and Surveillance is unsurpassed imthesiry.

Scope of Services
They are committed to working in partnership wiffecial events managers to provide an
excellent and cost effective security coverage tt@hplements their own standards of
service delivery. They honour and support this cament by selective and thorough
training, competent supervision, constant managéenmgut and accurate deployment of
personnel. The essence is for customers to vakie ¢bntribution, respect their judgement
and have peace of mind while the programme is arggdiheir scope falls within:

> Events Security Guard Services
Events Guard Dog Services
Crowd Control Services
Security Surveillance
Body Guard Services
VIP Protection

YV V V V V

> Provision of Armed Policemen
Investigations
Background check is due diligence. It is about ingkup and compiling critical records,
commercial and financial records of an individutls crucial for any company desiring to

avoid hiring individual with a criminal record.

Mission Statement of Halogen Background Checks
% Promote Honesty and Integrity in the Workplace
+ Increase efficiency and Productivity

« Improve Margin Gains

% Engender reliable Workforce

% Entrench Loss Prevention Orientation

+ Positive Employee Socialization

Security Skill Development and Manpower Training
The Halogen Training Academy is one of the foremosjans of Halogen Security
Company. The Academy is central to the operati@uaivities of the company, because

effective training is key to excellent performarmafeany security operative in the field. They
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provide excellent consultancy services in virtually areas of security to corporate bodies
and individuals. Their expert advice to numeroustamers has proved to be timely,
effective and professional. Their investigativenpetence is second-to-none as most of their
investigators are able to unravel crime using sifEted and modern analytic techniques
with forensic backup. Similarly they also involvied

< Conducting security surveys, inspection and cheoks facilities, installations,
equipment and utilities to identify the risk theyeaexposed to and offer professional
solutions to obviate the risks. In this regar&gytltonduct background checks and vetting
procedures on client’s personnel to weed out unalglsi elements from the staff.

< Moreover, their seasoned instructors and facilitatbave over the years offered
excellent and superlative security training antlsdfor corporate personnel at different levels
including internal guards, middle level managersl aop management staff. All their
services are discreet, confidential and highly sifeesl to prevent any unauthorized
disclosures.

< Their Training Academy was set up in September 1888r the parent company was
incorporated in July 1992. It is located in Palowg Estate - Lagos.

Risk Management

Risks are facts of life and every business entegpgs exposed to one risk or the other. Risks
can come from accidents, natural causes and disasdewell as deliberate attacks from an
adversary. In businesses, risk management entgjinized activity to manage uncertainty
and threats and involves people following proceslamed using appropriate tools in order to
ensure conformance with risk-management policiedogen is said to be adroitly positioned
to offer unequalled and up to speed Risk Managementices to all highly discerning
clients. This entails identifying, monitoring andmniting risks profile in a particular
enterprise. In the public sector, they engage iivides to identify and mitigate risk to
critical infrastructure such as oil pipe lines, wlostations, power stations, military
installations, Earth stations, sea ports, airpamnts other public utilities of high vulnerabilities

and impact.

Risk Management Process
For all round value added proposition they offeskrmanagement services using modern
approaches, time tested and proven methodologiessel methodologies consist of the

following elements, performed more or less, inftiwing order:
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vV V VY V

Y

Identify assets and identify which are most crltica

Identify, characterize, and assess threats

Assess the vulnerability of critical assets to gpethreats

Determine the risk (i.e. the expected impact ofc#metypes of attacks on specific
assets)

Identify ways to reduce those risks

Prioritize risk reduction measures based on a egyat The strategy include
transferring the risk to another party, avoiding ttsk, reducing the negative effect of
the risk, and accepting some or all of the consecge of a particular risk products

below are the various products they have in thiéarimgs:

Enterprise Risk Management

Deals with risk associated with possible event imcuenstance that can have negative

influences on the enterprise in question. Its inmpat the very existence, the resources

(human and capital), the products and servicetheocustomers of the enterprise, as well as

external impacts on society, markets, or the envent.

Risk in Project Management

In project management, risk is handled throughHfdhewing activities:

Planning how risk will be managed in the particufaoject. Plans include risk
management tasks, responsibilities, activitieskamndtet.

Assigning a risk officer - a team member other thgwoject manager who is responsible
for foreseeing potential project problems.

Maintaining live project risk database. Each riskwd have the following attributes:
Opening date, title, short description, probabiétyd importance. Optionally a risk may
have an assigned person responsible for its résoland a date by which the risk must
be resolved.

Creating anonymous risk reporting channel. Eacmta@mber would have possibility
to report risk that he foresees in the project.

Preparing mitigation plans for risks that are clmosebe mitigated. The purpose of the
mitigation plan is to describe how this particutesk will be handled — what, when, by
who and how will it be done to avoid it or minimiz®nsequences if it becomes a

liability.
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< Summarizing planned and faced risks, effectivermégsitigation activities, and effort
spent for the risk management

40 CONCLUSION

It is difficult to account for actual number of yate security companies in Nigeria. No

reliable figures exist for either the number of @amies or employees, as many companies

are unlicensed and unregistered. The need foegglation becomes paramount for effective

security operations in the 3tentury..

5.0 SUMMARY

We have been able to discuss the list of numerauatp security companies in Nigeria. We
have also been able to take an in-depth look atdg¢al Security Company Limited as one the
private security companies at its best in the nasi® well as appraising their operations and

services rendered.

6.0 TUTOR-MARKED ASSIGNMENT
a. List 20 private security companies operatiniyigeria
b. discuss the services rendered by Halogen Secoinpany

7.0 REFERENCES/FURTHER READINGS
Abrahamsen, R & Williams, M.C. (2005)he Globalisation of Private Security: A
Country Report of Nigeria. Globalisation of Security Research Project (Dept
International Politics, University of Wales, Abetwsgth) and the New Security
Challenges Programme (ESRC, UK).
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1.0 INTRODUCTION

Conflict is endemic to all social life. It is anewitable part of human beings, community and
organisation (public or private), because it isiedl to situations of scarce resources, division
of functions, power relations and role-differeribat Conflict in Private Security Service
(PSC) refers to more than just overt behaviour. @otrating only upon its behavioural
manifestation is an extremely limiting exerciseeThree-dimensional conception of conflict
emphasizes the need to consider the situation ichwlRSC come to possess incompatible
goals, their structure of interaction and the ratfrtheir goals with other security operatives.
It is important to consider emotion (e.g. trust ahskrust) and cognitive orientations (e.qg.
stereotyping) that accompany a conflict situatiswell as the range of action undertaken by
any party in a situation of conflict. Both conflimanagement and a satisfactory solution are
easier to attain when it is accepted that what wemally call conflict is a complex,
multidimensional phenomenon. It is not caused hyadequate" structures, nor is it
undesirable. It is natural and inevitable and, wipgaperly managed, it is productive,

relevant and creative.

The effective management of conflict events, intlgdcenario planning and risk assessment
is crucial to the running of public and private amgzation systems like private security
service. The process of conflict management caneisthe following stages

. Identification of potential conflict

. Prioritisation of risks

. Conflict avoidance planning and risk forecasting

. Contingency planning

. Conflict recognition
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. Containment and response

. Resolution

The conflict management approaches which shoulédmpted by different organisations
vary significantly between industries. The procefsssk identification needs to take account
of all the potential sources of significant unpladrdisruption to the organisation’s operation,
whether or not these constitute a risk to publfetyger se; however, events like these are
not the only ones which may require conflict mamaget strategies to be used, as adverse
media coverage or other external events may poséasichallenges. Within industries like
PSCs, there are specific requirements for disasteragement protocols to be established
(frequently in co-operation with emergency senjicedich specify responses in mass
casualty and other major incidents, and the effeabperation of these procedures is clearly
of great importance.

3.0 Objectives

This unit aims at understanding key issues such as:

a. sources of conflictin PSCs
b. and management of conflict in PSCs

3.0 Main Content

Conflict in an Organisation (PSC)

PSCs are living systems consisting of interactimgsuperforming a task in a mutually
dependent manner within a structure of scarce ressult seems commonplace to suggest
that conflicts would be present in such a settifige parties in an organization may have a
conflict about the distribution of resources, oeythmay have a more fundamental conflict
about the very structure of their organization #mel basic nature of their interaction. Once
the parties are in a situation of goal incompatiiltheir conflict develops in a dynamic
fashion, initiating valuable and much-needed cawmsitre changes or leading to escalating
strategies and destructive consequences. As therathing pre-determined about its course
or development, it seems erroneous to view corfilain a negative perspective only — as
destructive or dysfunctional. Most of the PSCs ¢geaand innovation does not just happen, it
requires a stimulant. Administrators must accept rteed to influence the developmental
dynamics of a conflict, so that the parties’ adi@s and actions will lead to better
coordination and a more appropriate interdependertoe challenges administrator’s face is

to utilize such conflict management techniques thatild ensure that as a conflict passes
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from a latent to a manifest phase, it proceeds tasviss potential and realizes its constructive

values.

Analyzing Organizational Conflict

Three distinct criteria define the role of an adsthmator in an organization: planning,

resource allocation and conflict management. Tleneo doubt that managing conflict in

PSCs permeates every aspect of the administrailee Awareness of the various forms of

conflict management that can be employed at differtages of conflict is vital, if

administrators are to organize efforts towardsuirficing the conflict situation positively. In

addition effective conflict management requiresogggtion of the sources that generate a

conflict. What, then, are the sources or basesgzrozational conflicts?

Sources of Conflict in Private Security Company

Private security company conflict appears in aetgrof forms and has varying causes. These

can generally be separated into several categdfaz. identifies three sources of conflict.

These are:

(1) Structural conflict (conflict arising out of éhneed to manage the interdependence
between different organizational sub-units).

(2) Role conflict (conflict arising from sets ofgscribed behaviour).

(3) Resources conflict (conflict stemming from ne&t groups competing for organizational
resources).

Robbins identifies three sources of organizatiaoalflict and indicates that an understanding

of the source of a conflict improves the probapitif effective conflict management. The

main factors which serve as sources of conflictendentified as:

(1) Communicational (conflicts arising from misunstandings etc.)

(2) Structural (conflicts related to organizationalkes)

(3) Personal (conflicts stemming from individudifeliences).

3.2  Types of Conflict

3.2.1 Intrapersonal Conflict

Intrapersonal conflict is internal to the individifgough its effects can profoundly influence

PSCs functioning) and is perhaps the most diffitain of conflict to analyze and manage.

Intrapersonal conflict is basically a conflict be®ewn two incompatible tendencies. It arises

when a stimulus evokes two different and incompattendencies and the individual is

required to discriminate between these tendendresuch a situation it is common for

individuals to experience frustrations and to alkhwir conflict situation to be expressed in a

range of behavioural strategies ranging from apatiy boredom to absenteeism, excessive
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drinking or destructive behaviour such behaviogmisequences are to be avoided, then it is
essential to diagnose individual perception antizatisome techniques that would reduce
anxiety-eliciting stimuli and increase consonancetween individual behaviour and

organizational requirements.

3.2.2 Interpersonal Conflict
Interpersonal conflict emphasizes the interactibmwman factors in an organization. This
form of conflict is concerned with the factors beyt appear in a dyadic relationship. We can

broadly suggest two classes of factors as corstiatces. These are:

a. Personal.

Individuals are not identical, constant or consist&/hen two individuals are brought

together and kept together, each with a peculiaradier, qualities, needs and skills,
obviously a conflict may ensue if their attributee not meshed together in a coordinated
way. Interaction between individuals with differeattitudes, values and needs can

produce conflict behaviour and affect PSCs perforcea

b. Functional

PSCs have roles which are expected sets of behaagsociated with their position. In

theory, individuals are not expected to engage ny discretionary behaviour. Such

specification would be consistent with organizagilopreferences for consistency and
predictability. In practice, however, role speations tend to be ambiguous and
incomplete, and in their interaction with othersm individuals often feel dissatisfied

with their role or position, or they may feel thheir aspirations for higher positions are
being frustrated. Interpersonal conflict can beoaoted for, to a great extent, in terms of

the incumbent’s roles and their expectations itigaar situations.

3.2.3 Interdepartmental Conflict

The third major cause of PSCs conflict is strudtuvinst of the PSCs in Nigeria are designed
around potential, physiognomy, or technical spé®@al These activities are assigned to
departments that often have mutually exclusivecttined interests and goals and that interact
within a framework of scarce resources and tasleni@gnce. When resources are relatively
fixed and also when one department's gain is aekpense of another, conflict should be

expected. If two sub-units in an organizationaltesyys have differentiated goals and are
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functionally interdependent, conditions exist fontflict. Interdependence produces the need
for collaboration, but it also presents occasiamscbnflict. Other contextual factors which
affect the interaction structure between departmeand create the conditions for
interdepartmental conflict include: different atties between line and staff units,
organizational size (directly related to level ohflict) and standardization (inversely related
to conflict), physical or communicational barridsstween departments, unequal access to
authority, rewards or organizational resourcesamndiguity or uncertainty in assigning tasks

or rewards to different departments.

These are the sources of conflict situations in®$Ow a conflict situation will change over
time, how its interrelated components will altee #nvironment in which it occurs, and how
it will respond, is dependent upon the administtatefforts to manage or influence it. This,

in turn, is related to one's understanding of theaes of a specific conflict situation.
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3.3  Conflict Management

Ways of managing organizational conflict are asedhns its causes, origins and contexts. The
purpose of conflict management, whether undertdlyethe parties in conflict or involving the
intervention of an outside party, the major issuor it to affect the entire structure of a caoetfli
situation so as to contain the destructive compnienthe conflict process (e.g. hostility, use of
violence) and help the parties possessing incofvipagjoals to find some solution to their
conflict. Effective conflict management in any PSi©ceeds in

(1) Minimizing disruption stemming from the existenof a conflict

(2) Providing a solution that is satisfactory acdeptable.

All PSCs, however simple or complex they may besspes a range of mechanisms or
procedures for managing conflict. These are buitb ithe organizational structure and are
consciously employed by administrators to influettoe course and development of a conflict.
The success or effectiveness of such procedurebegauged by the extent to which they limit
conflict behaviour and the extent to which theyphial achieve a satisfactory solution. It is the
contention of this article that strategies of cmmhflavoidance, conflict prevention or
institutionalization of conflict will change or rigze coercive behaviour, but that only the
injection of a behavioural social scientist, acting a facilitative, non-directive and non
evaluative fashion, will achieve a resolution witspect to the basic issues, attitudes and
structure of interaction. If administrators care dptimal methods of conflict management, they
should give their strongest support to a stratégy tanend a conflict in a satisfactory and self

perpetuating manner.

3.3.1 Managing Intrapersonal Conflict

Intrapersonal conflict is predicated upon an incaity between individual needs and
organizational requirements. Intrapersonal conflicfolds over time and manifests itself in a
complex and multiform range of attitudinal and bebaral consequences. These may vary from
psychosomatic consequences (e.g. frustration, enmadtiinstability) to physical consequences
(e.g. absenteeism, destructive behaviour). As socisequences are obviously correlated with
decreased performance and work-motivation, managitrgpersonal conflict will help the
individual to promote his capacity for adaptatiord attain equilibrium in his relationship with

the organization. Personal existence is, inevitgtyctuated by conflicts and other emotionally
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charged experiences. When a person experiencesnan ¢onflict and feels that he cannot
master his situation, or change his environmemumber of methods of conflict management
can be employed.

These are conveniently divided into

(1) Cognitive strategies

(2) Behavioural strategies.

Cognitive strategies, often called defence mechasidielp an individual to falsify, distort or
deny a particular conflict. Cognitive strategiepresent an attempt to control or manage
negative and disturbing feelings associated withflzxd and to allow an individual to carry on
with his normal activities. Cognitive strategieslirde repression (an attempt to push conflict out
of existence), rationalization (hiding the trutlorfr oneself), fantasy or even denial of reality.
Behavioural strategies for coping with intraperdoo@nflict include escape, withdrawal and
aggression (especially against convenient targétegse strategies cannot resolve intrapersonal
conflict in any permanent way. They can be succéssf the short-run. They can help an
individual to reduce his level of anxiety and dimsm his tension. They can prevent or avoid
disruptive behaviour, but they cannot generate tigwiu This can come about through the
involvement of an expert consultant, acting in atepting manner and encouraging the

individual to evaluate his situation rationally ashecide upon more effective responses.

Interventions in intrapersonal conflicts entail smeration of substantive issues, discussions and
self-observations, helping an individual to unldad burdensome thoughts and reactions and
reorienting his thinking towards a more benevolamd self-maintaining pattern of behaviour.
The strength of this approach to conflict managdrethat it helps an individual to concentrate
on his situation and on ways to evaluate altereatithat may have gone unnoticed. The
consultant remains detached from an individual, hig intervention, listening, probing,
interviewing and explicit confrontation of the cbaff issues, sets the basis for self-diagnosis and
improved performance. It eliminates distortion andreases self-knowledge. It is a method
which seeks not merely an amelioration of the s@rf®ymptoms, but a successful change in the
situational (e.g. re-evaluating a conflict situajioattitudinal (e.g. reduced anxiety, increased

self-esteem) and behavioural (e.g. stimulate privibehaviour) components of a conflict.
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Consultants may be internal to an organizatiorthey may be introduced by an administrator
when circumstances require it. They have sevelas o play, all intended to aid a person to be
more effective in his organization. What charazesiall these roles is that they are enacted in
an informal and flexible fashion and in a facilivat and diagnostic manner. Techniques which
are congruent with implementing the consultantle mclude (1) facilitative techniques (e.g.
facilitating individual exploration and self-obsation, giving information, advice, reassurance
and encouragement), (2) behavioural modificatiahnéues (e.g. establish, through negative or
positive reinforcement, contingencies of behavithat should be decreased) and (3) cognitive
techniques (e.g. learn to undo old values and ezcuinew perception of the self). When
organizations experience difficulties as a restiintrapersonal conflicts, administrators should
be well-advised to manage such conflicts by leadig organization to seek professional help
from persons who are trained to fulfil the role ofganizational consultants. Successful

organizational change does, after all, depend apstnong commitment to conflict resolution.

3.3.2 Managing Interpersonal Conflict

Interpersonal interactions are extraordinarily ctamplindividuals are brought together and kept
together because of personal attraction or compltang needs. A great deal of individual
behaviour takes place in organizations (univerdityspital, factory) in which they occupy
various positions. Such positions are interlockednterdependent so that the attitudes and
behaviour of one individual affect the attitudesd dmehaviour of another. Indeed, we may
describe organizations as networks of repetitigeiprocal and predictable interactions between
individuals. Although persons in an organizatioteiact in a relatively consistent way along a
stable-cooperative dimension (organizations develgpms to ensure stable interactions),
interpersonal conflict is an essential aspect gfanizational life. The causes of interpersonal
conflict in organizations can be ascribed to peataifferences (interaction between dissimilar
people maximizes conflict potential), perceptuaifedences (individuals perceive an unfair
allocation of organizational resources) and funwlo differences (conflicts arising from
incompatible role requirements). On the whole pgesonal conflict generates new ideas and
work patterns, but when it is augmented by persdisditust, misperception and competition, it

can easily be transformed into destructive andidsthaviour. To avoid detrimental effects on
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individual as well as organizational functioningina@nistrators need to identify the causes of

interpersonal conflict and take appropriate actmdeal with it.

Under the prevailing influence of behaviourism.enmpersonal conflict management has been
directed mainly towards the behavioural componeitsa conflict situation. Attitudes and
perceptions have been considered beyond the rdatonélict management. As a result of this,
conflict management has tended to force individual€hoose between fixed and simplified
behavioural alternatives, defined in terms of twgidr behavioural goals, winning or losing. The
choices and incentives associated with this ortemteof victory versus defeat were strongly
constrained, forcing individuals into relativelyirpitive modes of interaction and providing

administrators with an untrustworthy vehicle fotgadial conflict management.

Of the five methods of managing interpersonal d¢onft appears that problem-solving is the

only method that is directed towards the attituglisduational and behavioural components of
conflict. It is the only method that does not foasrelatively automatic, unthinking responses.
It is the only method which seeks to utilize higlneental processes to achieve a high-quality,
integrative and satisfying outcome. Organizatidmet tan increase the use of problem-solving
method in interpersonal conflict can offer a bettewrking experience, more constructive

consequences and a more creative conflict resaluRooblem-solving as a method of conflict

management is not a common experience. A numbaeofents or conditions have to be present
if problem-solving is to be realized. These comxliti appear to be as follows:

Situational requirements (e.g. informality and flexibility of interactionsabsence of time

pressures, power symmetry etc.).

Attitudinal requirements of the officers and management (e.g. trust and confidence in each

other, belief in conflict resolution rather thaméct avoidance etc.)

Perceptual requirements (e.g. individuals do not perceive threats or needih or dominate the

other) and

Behavioural requirements (e.g. free information, definition of issues, dission of alternatives,

exhaustive search for solutions etc.).
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In contrast to other methods of conflict managemiet intervention of a behavioural consultant
accentuates the positive and highlights commonlg aews of the actors. Applications of this
approach in the interpersonal sphere rest upofotlosving assumptions:
1. Deficiencies in perception are the main caugatefpersonal conflict.
2. Barriers to improved information prolong and i@ygite a conflict.
3. Inadequate interactions between individuals gmethem from management of their conflict

constructively.
Techniques of intervention in interpersonal comféice closely related to these assumptions and
include perceptual, informational and interactigmalcedures. Perceptual procedures involve:
(2) Identifying conflict issues
(2) Defining alternative issues
(3) "Reality-testing". Informational procedures aive

» Clarifying issues

» Encouraging and gathering information (through rvieavs, meetings or other

instruments)

(4) Increasing frequency, openness and accuraayowimunication. Interactional procedures
entail:

» Regulating the pace of interaction

» Offering "process" observations to help individusd® how to be more effective

» Injecting inputs in the form of concepts, modelspanciples which might be useful in

understanding a conflict and

(5) Helping in the design of implementation stelpotigh which conflict resolution would be
possible. Through his interventions a behaviouossaltant becomes the information-gathering
instrument and a "resource person”. Administraieh® are concerned about organizational
change and more productive results would be wellsad to be aware of the strengths — as

well as limitations — of this approach to interperal conflict management.
3.3.3 Managing Interdepartmental Conflict
Conflict between departments is a natural consempienf organizational activities. As

organizations move towards greater differentiatoil complexity, as they change or adapt to
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new circumstances, the stage is set for incompifitmf goals or competition for scarce
resources. The resulting conflict between departsngray have ambivalent consequences for an
organization. On the one hand it may have a dysifumal and counterproductive effect on the
organization, and on the other hand it can be fifiirictional and stimulate intra-organizational
creativity. For conflict to be a vehicle for PSCewth and creativity there must exist an
appropriate method of conflict management betwegradments. An administrator should know
when he is faced with interdepartmental conflictl dre informed of the processes for coping

with it or resolving it.

Before exploring the methods and techniques for agegy interdepartmental conflict, it is
pertinent to examine briefly the attitudes and behas which characterize interdepartmental

conflict. These can be described in terms of tileviang categories:

1. Effects within each department When departments are in conflict, individual memnsb
tend to bury their differences and display gre&igalty to their department. Departments
become more cohesive, more formal in their behavamd more insistent upon individual

conformity and accomplishment of prescribed tasks.

2. Effects between departmentsEach department begins to experience percepisiariibns

and to develop a strong self-image and a negateectype of the other. With the rise of
prejudicial attitudes between departments theranisincrease in hostility and a decrease in
communication. Each department strives to enhatxc®wn image and performance and to
downgrade the other's. Under such conditions alicoliecomes a matter of victory or defeat,
winning or losing. The fundamental significanceafvin-lose dynamic is that it is, to some
degree, intrinsic to any complex and stratifiedamigation, but those feelings of in-group versus
out-group are especially strong in conflict sitaati. The attitudinal characteristics of such a
pattern include a competitive orientation, the eatiVe characteristics include antagonistic
feelings and the behavioural characteristics inelwitcumscribed interaction and distorted
communication. The structural attributes of a dehfielationship must be taken into account in

proposing a strategy of conflict management.
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Traditional approaches to managing interdepartnheotaflict emphasized such methods as (1)
Conflict avoidance (separating departments by eglng them physically)
(2) Regulating a conflict by introducing new rubasd procedures.
(3) Seeking a form of "legalistic" solution (by &ahing to higher organizational authorities) (3)
Using departmental representatives to reach a aomipe agreement or
(4) Seeking mediation or arbitration from an outsbdy.
Such conflict management methods may indeed prodncagreement. They may reduce the
level of conflict behaviour between departments evneh legitimize new levels of performance.
They cannot, though, achieve a genuine conflicol®n because they merely reflect,
perpetuate and occasionally aggravate a win-logerpaof interactions. Separation, withdrawal,
institutionalization, bargaining or legal approashare essentially forms of a win-lose
confrontation. They all start with a polarized, atbary orientation, in which each department
tries to attain as much as possible by outsmattwegother. They bury a conflict, ignore it,
produce power-based decisions or allow departntenisthdraw from it. They do not stimulate
a search for conflict resolution. A range of newpr@aches to managing interdepartmental
conflict may be suggested. These approaches acneuesignificance because they become
integral parts of an interaction process betwegradments, because they move away from win-
lose type of strategies and make the need for icomésolution more effectively. Blake and
Mouton accept that the most important aspect afcaessful conflict management strategy is the
attempt to shift the behavioural and attitudinailnponents of a relationship from a competitive
to a cooperative orientation. They do, however,gssgthat both the common enemy and the
super-ordinate goal approaches fall short of thedrte achieve a genuine conflict resolution.
This is because both can be seen as

» Being mainly temporary in character

» Both are primarily defensive and

> Both strategies may widen a conflict by externaliit.

They offer an approach which emphasizes consutidtased interventions, openness of
communication, and greater participation in decisiwaking and problem-solving interactions.
Blake and Mouton accept that traditional conflicmagement strategies can only deal with the

behavioural component in conflict and bring aboupachwork solution. They suggest an
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approach to conflict management which involvesrirgations by organizational consultants
(usually applied behavioural scientists), who haeevested interest in the conflict itself, but
who have the competence and experience to gereepritaluctive mode of conflict management.
They avoid the pitfalls of adjudicating or evaluatiwhich department is "right" or "wrong" (so
often the hallmark of traditional conflict managett)e Nor do they seek to impose a solution.

They intervene in order to generate creative timglend to establish a problem-solving attitude.

Consultation-based approaches to interdepartmectaflict accept conflict situations as
inevitable and see them as useful occasions whecimip departments to disagree and to work
out the disagreements and ultimately to undersgauath other better. The general functions of a
consultant usually consist of
» Avoiding power-based outcomes
> Providing knowledge and skills regarding conflicb@esses
» Inducing an emotional-cognitive change as a pretadmllaborative interactions and
» Providing a supportive, informal and learning eamiment well-suited to creating the
requirements conducive to problem-solving. The netbgies of consultation consist of
educational activities and techniques, laboratmining observations, survey-feedbacks,
guestionnaires and interviews etc.. The structfireonsultation activities is so designed
as to engage individuals as whole persons, notlynagesegmented individuals striving

to cope with their role demands.

3.4 Security and Conflict in the Niger Delta

The deteriorating security situation in the Nigeeld is likely to ensure a continued and
expanding role for private security companies. Whhe provision of security for the oil
industry is clearly essential for the Nigerian emary, as well as for the companies themselves, it
is important to note that the fundamental cause®oflicts and insecurity in the Delta cannot be
resolved by security professionals, but requiresesd a political solution. In this regard, there
are some limited grounds for optimism. Followingaaes of resistance and criticism as well as
rising costs to their operations, many oil compan@e gradually placing re-oriented
development initiatives and improved community tielas at the centre of their security

strategies. Similarly, the return to democracy igedia may over time improve the situation and
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allow local communities a greater say in the exailon and use of oil resources - although as of
yet there are few signs of positive change in pedicowards the Delta communities or in the
‘politics of plunder’ more generally. Only 13 pente

of oil revenues are directed back to the commuwiiie the Delta and the Niger Delta
Development Commission (NDDC) has still to prove effectiveness. As such, Karl Maier’s
description of Nigeria as a country where the pafpoih “live in a criminally mismanaged
corporation, where the bosses are armed and havieda®ed themselves inside the company
safe”, still captures the political landscape. Utttiese larger, underlying political causes of
conflicts is resolved, the Nigerian state will nebd continued services of international private
companies to ensure its own survival in the facéamhestic resistance.

4.0 Conclusion

Organizations are social entities segmented irgcahthies of departments and individuals. The
basic realities of organizational life cannot biirnslate comparisons, competitions and conflicts
between departments and individuals. Conflict isoamipresent feature in any organization.
Since conflict may have functional as well as dgsfional consequences, it is essential that
administrators explore various methods and teclasigqu conflict management.

Effective conflict management is indispensable ibordinated efforts and productive
achievements are to result. As it was suggested/ealtbat the planned intervention by
behavioural scientists represents the most effeatiethod since it can produce organizational

change and a sense of personal accomplishment.

Conflict management as an integral part of the athtnative process, administrators should be
able to ascertain the presence of a conflict,amdsources, the level at which it manifestsfitsel
its degree of intensity and the ways of furtherihg objectives of conflict resolution. From a
pragmatic viewpoint administrators should direceithattention to four issues: Is there a
conflict? Where is the conflict? Does it require ie managed? How best to implement an
effective conflict management strategy? With thismind conflict is easily managed in any

organisation.

5.0 Summary
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Conflict management — and indeed all forms of oiz@ional behaviour — is determined by
the interaction of information, skills, values asduation. Each of these factors acts as a
precursor for consultation-based conflict manageraetivities. Behavioural consultants provide
parties in conflict with more information and andenstanding of the complexities of conflict
interactions. They promote social interaction skflivhich should be recognized as important as
technical skills). They promote values of cooperatand help to create a situation in which
people can interact freely and feel that they ageingportant to an organization as are its

resources or products.

The sequence of consultation activities commendtswpgrading individual skills and abilities,
moves on to team-building activities and then tstreecturing intergroup and interdepartmental
activities. The institutionalization of these adi®s consists of four steps. The first step bimggi

in the consultant — represents an administratigparse to a felt need for effective conflict
management. The second step — entry — is associaitd various information-giving
activities. The third step is aimed at attitudichlange through data-feedback, team-training,
sensitivity and T-Group training or Grid developrhérhe final step involves a structural change
in the relationship between departments and a rawards integrative interactions and conflict
resolution. Effective conflict management is quatenajor undertaking. There are not too many
guideposts to indicate where we are or how to mtowards conflict resolution. It is, therefore, a
task which demands attention to attitudinal andabitural elements, to outcome and emotional
needs and to interpersonal as well as interdepataheequirements. The intervention strategies
of a behavioural consultant can, we have arguedems towards that direction. We cannot be
certain that the intended effects will always bbiewed. We can suggest, with some certainty,

that such interventions move us forward in thedliom of effective conflict.

6.0  Tutor-marked assignment
1. What are the major causes of conflict in an oiggion?
2. List and explain various types of conflict.

3. Explain the traditional approaches to managmerdepartmental conflict in PSCs

7.0 References/further readings
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UNIT 3: RELATIONSHIP BETWEEN POLICE AND PRIVATE SEC URITY
OPERATIVES IN NIGERIA.

1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor- Marked Assignment

7.0 References / Further Reading

1.0 INTRODUCTION

It has been noted that no government has the witbewo provide one hundred percent
security for nation; hence the need for corporatprivate security organisations to supplement
efforts of state actors not only in petty crimeyamtion but also in the emerging acts of violence.
It is in this regard that criminologists and othexperts in the field of security and conflict
studies have agitated for more advanced mechaniénnstelligence that place premium on
prevention of security crisis rather than post-tietection and responses. (Odinkalu, 2004). As a
result the scope of security needs include goventahenon-governmental, industrial, civil,
economic, communications, general infrastructurad anvironmental security within the new
security challenges which must be prioritise. Gowegntal security agencies face many
challenges today in accomplishing their missiond @nproviding value to their stakeholders.
What was once achievable by developing and implémgesound strategic and financial plans
is no longer guaranteed in a world where intimiatis fast spreading to all nooks and corners.
Instead, security organizations must join handsttegy to consider how best it is going to
succeed in the face of increasing organizationa tthnical complexity and in an ever-

changing risk environment.

Many significant PSCs in Nigeria have an armedgaotiomponent seconded to their operations,
resulting into the 'privatisation' of public sed¢urforces to some extent. In the oil sector, the
privatisation of public security is so extensivattht can be difficult to distinguish public

policing from private security. Military forces amcreasingly used to protect oil operations, and
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are maintained by oil companies. The extensiorrivgfe security, particularly in the oil sector,
alongside the privatisation of public forces, odfehe possibility for a more professionalised
security structure. However, it also raises isstmgarding PSCs involvement in complex
political struggles and the division of authoritgtiveen PSCs and public security forces. While
there are some overlapping functions in the missbrpublic law enforcement and private
security operatives, yet the two groups are nostme. To explain how public law enforcement
and private security can better protect the counliig section starts by clarifying the difference
between public and private security. “Public palgi consists of services offered by local, state,
and federal agencies, i.e., local and state palscevell as civil defence officers. These agencies
provide the bulk of policing services across theintoy. “For the most part, they are not
concerned with corporate internal problems; they @wncerned primarily with street crimes
(Connors, 1999).

Private security services, on the other handjritdl two categories:

(1) Proprietary or corporate security: Corporateusiéy generally refers to the security
departments that exist within businesses or cotjpos

(2) Contract or private security firms: Contractwéty firms by contrast sell their services to the
public, including businesses, home-owners, and ©idPkvate security is not a monolithic entity.
Just as differences exist between state and lesalenforcement, private security performs

functions that can differ considerably.

IACP’s (2004) summit report notes that “A secuptactitioner could be an experienced director
of security at a major multinational corporatiormanager of contract security officers at a client
site, a skilled computer crime investigator, an esnprotector at a nuclear power plant, or an
entry-level guard at a retail store. For local peland civil defence, some or all of these classes
of private security might be appropriate to incogte into their homeland security strategies,
depending on the characteristics of their jurisdid. Law enforcement and private security
have strengths and weaknesses that must be catsitteform realistic expectations of what
each can bring as partners. Private security ignoftiticized for absent or inadequate pre-
employment screening, training, standards, ceatifbdc, and regulation, and high turnover rates.

However, recent findings indicate that private siguhas made gains in these areas
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(Cunningham, 2003.Private sector security also has significant stitehgrhe sheer number of
private security officers makes it an importanctarOften it is able to protect small geographic
areas with large numbers of officers or guards,etbing law enforcement cannot afford. Some
private security officers, moreover, possess speed technical capacity, including the
knowledge and ability to protect computer networglsemical plants, financial institutions,
health care institutions, and retail establishmentslic Law enforcement officers often do not

possess this knowledge.

Generally, the large and growing security industisy armed with considerable and often
sophisticated resources to deter crime and preotirdr losses. The public law enforcement
community is substantially smaller in size. Yetsitstrong where private security is weak. To
begin with, public law enforcement powers are fegager than those of private security. The
selection process for becoming a deputy or polftiees, moreover, is vigorous and includes a
thorough background investigation. Law enforcemefficers are well trained, receiving
academy, field, and in-service instructions. Officéend to stay at the same agency for the
duration of their careers, and officers in agentes practice community policing are likely to
have established rapport and trust with local eitez and business groups that can share
information with them. Trust and information arevatuable for preventing terrorist acts. Law
enforcement agencies, however, like private segurdve limitations. They sometimes lack the

financial resources of private firms because dittlgudgets.

2.0  Objectives

At the end of this unit, you should be able to:
1. explain the benefits of law enforcement andgie security partnerships
2. explain the relationship between private ségamnd the MOPOL

3. know the relationship and differences in therafyens of public security forces and PSCs.

3.0 Main Content
Global security intelligence is an emerging needar@es in technology, societal organization,
and the security challenges and arrangements watiihamong states demand novel approaches

and structures to ensure human security. Terrorigisyirgency, and trans-national crime
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challenge traditional security and intelligenceustures. New security structures and legal
regimes are potentially evolving, yet traditionatustures are slow to adapt. The security
framework is more sophisticated today than in thstplt has been observed that the Nigerian
Police Force could not always guarantee Nigerig@tsirsty as an important part of proactive
crime prevention because of inadequate manpoweranaed technological and pragmatic
means for fear reduction. For these reasons, tiincous agitation for Corporate Private
Security Organisations to assist the Nigeria Paficgafety business has soared (Ekhomu, 2004).
Reasons are not farfetched as evidences are bbomdng the technological means under their

kitty for proactive crime control such as intrudéarms, close circuit monitors, access control to
mention just a few.

Another issue is the common knowledge of the ratithe Nigeria Police to Nigerians, which is
put at 1:600. This has been found to be incondistéh United Nations standard ration of 1:400
(UN, 2000). Thus the vacuum created by this inadegualone for government to provide
security will certainly be filled by private indiduals, the private sector and ethnic militias in
some cases. The inability of the organised prigaidor to completely fill in the gap has been
attributed to their legal prevention from carryingns. While the Corporate Private Security
Officers (CPSOs) are clearly here to stay, theiisterce and growth have created new
opportunities and challenges. For instance the rooshing of private security groups with

inadequately trained personnel has the capacityoofplicating the present security scenario.
This might be further compounded by the fact thatke state actors, CPSOs are not directly
accountable to the public or the electorate bua toombination of weak regulators and the
corporate companies.

3.1 Benefits of Law Enforcement and Private SecuitPartnerships

The advent of radical terrorist groups in Nigeriashplaced great pressure on the law
enforcement community. Specifically, agencies haeen searching for a way to balance
national security, traditional crime control anchext responsibilities. Limited and sometimes
scarce resources must be allocated based on eeedhd some chief executives to acknowledge
that they are having considerable difficulty cortthg this balancing act. Private security

officials are experiencing a similar phenomenon.ilgvtiheir traditional responsibility to protect
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people, property, and information has continueaytlare now also expected to be active

participants in the national effort to protect tdmntry’s infrastructure.

Clearly, law enforcement and private security hawesh to gain from each other.

Law enforcement can:

Prepare private security to assist in emergencies.

Coordinate efforts to safeguard the nation’s @ltinfrastructure.

Obtain free training and services.

Gain additional personnel and expertise.

Use the private sector’s specialized knowledgeaaiwnced technology.
Obtain evidence in criminal investigations.

Gather better information about incidents (througorting by security staff).

Reduce the number of emergency calls for service.

Private security can:

Coordinate plans with the public sector regardimgceation, transportation, and food

services during emergencies.

Gain information from law enforcement regardingetits and crime trends.

Develop relationships so that private practitiorlersw whom to contact when they need
help or want to report information.

Build law enforcement understanding of corporatedse(e.g., confidentiality).

Boost law enforcement’s respect for the securgidfi

Working together, private security and law enforeatrcan realize impressive benefits:
Creative problem solving.

Increased training opportunities.

Information, data, and intelligence sharing.

“Force multiplier” opportunities.

Access to the community through private sector compations technology.

Reduced recovery time following disasters.

Obstacles to Law Enforcement-Private Security Partaerships
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The benefits of law enforcement-private securitytnExrships are many; a chief executive must
know that these partnerships are not without obetestich as:

i.  barriers to information sharing,

ii. lack of trust,

iii.  misinformation are the primary problems

3.2 Private Security: A Perspective in Today’s Am - Violence Campaign

There is compelling evidence that improvement iouséy requires changing old perceptions

and defining new targets. In today’s campaign ajanolence the evolution of security as a

practice is highly dependent on the approachessahdions that take into consideration the

dynamism and complexity of human beings and orgaioizs. Clearly, the days of security

generating sole from government, traditional sosiraed IT departments being controlled and
managed from an IT advantage point are beginningfatte. Instead, security must be

repositioned as the by-product of wider rangingor$f that aim to make the security

organization, outfits or agencies more resilienitdcever-changing risk environment. These are
some of the major reasons why a lot of private sgceompanies and other governmental
paramilitary bodies are all agitating for permissir licences to carry arms like the police and
soldiers. Some of the arguments for the carriageot are as follows:

. Self defence: it is a well known fact that any saguagents in the wild are first target of
any terror attack, armed bandit or any criminah@it For instance in the case of Nigeria
Security and civil defence corps (NSCDC) with thanatated to provide protection in
public places, detain, investigate and institutgaleproceedings, and yet without the
permission to carry arms calls for worry as thidl we risky to their lives in cases of
violent attack or reprisal.

. Crime combat: private security officials once régied should be properly ready in
combating crime, as said there are usually no @ottbenever a particular crime will
surface it is therefore necessary in combating efion them to be combat ready at all time
without arm this becomes impossible.

. Escort/Public Security: Escort of dignitaries amdtection of lives and properties without
arms and sophisticated gadgets in recent timeskig. r
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" Riot and conflict resolution: most communities agbups often engage in riots and
wanton destruction of properties and killings. Uricls cases it becomes necessary to use
arms in dislodging the rioters, and resolving cenfl

" Modern age necessity: belonging to this modernwdrare small and heavy arms are not
difficulty to come-by as in the case of Niger-Ddlfditants. There is therefore the need for
associating members of security organisations tovék prepared in the usage of more
sophisticated arms.

=  Joint operations and assistance: since it has és@blished that anti—terrorism campaign
cannot be effective without the collaboration dfest security agencies, then there is no
way such organisations can combine with organisatithat are armed in fighting
terrorism.

On the contrary, the argument has always been @ided regarding that the private security

providers and personnel are not well trained indliag of arms. Others have also mentioned the

incessant accidental discharge for the conventiaeaurity officers, notwithstanding these
premises. It is therefore important to ask at gost, for how long are we going to remain on

these arguments, without giving the private segyrbviders and other paramilitary agencies a

trial before being crucified.

3.3 Private Security and Mobile Police (MoPol)

Given the generally high level of violence and mgéy in Nigeria, most leading PSCs find it
necessary to offer armed protection for certain é@ytracts, as well as the possibility of armed
response in cases of emergency. In order to beaddld Mobile Police, PSCs must apply to the
Inspector General of Police for a specific numbkpflicers, which they can then utilise for
guarding at key locations, armed response, eseniicgs, etc. MoPol officers are equipped with
fully automatic weapons, usually AK-47s or FNs. MBSCs regard the secondment of MoPol
officers as a necessary, but expensive arrangembatexact costs are difficult to establish, as

no receipts are given and prices also appear foscanewhat between companies and contracts.

The reliance on MoPol for armed private securityises raises a number of operational and
ethical challenges. The MoPol has often been adcagaising undue force, and while in the

company of PSCs, the exact division of authorityveen private security guards and the police
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is difficult to establish. While the PSCs supervigin principle responsible for operations in
relation to clients, the police remain answerabléheir commander and retain legal authority.
As one commander interviewed was eager to emphasise police do not take orders from
anyone. We run our own operations”. Although mar8CB commend the MoPol for their
professionalism, not without some avoidable tersiorhich are curtailed through informal
arrangements between the two parties. The abiliBSCs to manage police officers depends to
a large extent on informal arrangements and tlagiacity to develop well-integrated procedures,
joint training, and close operational coordinatwaith the MoPol.

4.0 Conclusion

The Private Guards Act of 1986 prohibits privateusgy companies from carrying firearms.
Private security companies are nevertheless algeotade an armed component to their services
through various arrangements with the Nigeriand@gland most PSCs of any size and standard
have a number of Mobile Police officers (MoPol)mpanently seconded to their operations. This
has resulted in a general ‘privatisation’ of theblpu security forces, seen in the day to day
operations of PSCs and more extensively in the rggcoperations in most of private
establishment.

5.0 Summary

The residential market is as yet much more limi@ad tends to be the preserve of smaller
companies and traditional night-watchmen or ‘gatengers’ due to its relatively low
profitability. The main exception is the protectiohthe residences of employees of transnational
companies, embassies and international organisatwinich are frequently part of commercial
contracts to secure business premises. The residemarket is, however, undergoing rapid
change, and a number of companies are currentiyeirprocess of developing more extensive
residential security services, introducing panid¢tdns and rapid armed response services in
defined areas. At the moment, these services amgetl to a relatively small number of
customers, but the introduction of more sophistidaechnology and rapid response capacities
along the model found in many part of the counsryperceived by many in the industry to
provide important new business opportunities. PB@sare able to offer this service may in the
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future be able to compete more effectively on pagminst the lower-end manned guarding
companies, while providing a superior service tigtoan armed response capability.

6.0  Tutor-marked assignment
1. Explain some of the arguments for the carriaiggms by PSC officers.
2. Explain in three sentences the relationship diffdrences between private security and law
enforcement agents
7.0 References/further readings
Jehn, K. A. 1997Qualitative Analysis of Conflict: Types and Dimensions in Organisational
Groups. Administratively Quarterly No. 42, Vol. 3, pp. 42618.

Rahim, M. A. 1992. Managing Conflicts in Organipais. In: P. Fenn and R. Gameson eds.),
Construction Conflict Management and Resolution. London: E and FN Spon.
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UNIT 4: REGULATION AND RECOMMENDATION OF PSCs IN NIGERIA
1.0 Introduction

2.0 Objectives

3.0 Main Content

4.0 Conclusion

5.0 Summary

6.0 Tutor- Marked Assignment

7.0 References / Further Reading

1.0 Introduction

The need to regulate the operations of private rggcproviders, including private military
companies (PMCs) and private security companie€¢lp,Shas become a major policy concern
across the globe, which has in turn generated gigpwacademic discourse since the turn of the
millennium. This concern has centred essentialljnow to make sure that the private security
sector industry (comprising both PMCs and PSCs} du¢t threaten human existence (regimes
and citizens) in the course of their operation. Udiothese companies and their personnel are
legally authorised to carry out security functiomsvertheless there are cases of misused of

power, which make them both a potential and reafcsof threat to human security

This concern is well placed because the mandataeotector is to supply additional security
traditionally provided by the state. This threatriest ominous in Nigeria and some countries in
Africa, where human security falls far below thetref the world, and where the bargaining
strength of the state in relation to the more pdulef\Western) corporate security actors is
considerably weak. Thus regulating the sector endbuntry is essential to bringing the delivery
of private security into conformity with the ovdrgoal of human security, by making their
corporate activities more transparent, accountaidesubject to public control.
3.0 Objectives
Students are expected to understand the need to maintain standard in private security
through adequate regulations, guidelines and gsliavith the ultimate aim of fostering
unity and trust between security operatives.
3.0 Main Content
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3.1 Regulation of the Private Sector

As mentioned earlier, current efforts to reguldite private security sector has virtually treated
the sector in isolation and has approached reguldtom a technical perspective through legal
control. Three main existing options for regulatame banning activities that are deemed illegal;
licensing of individual firms and sometimes apprayviparticular contracts; and self-regulation
either by individual firms or industrial associatsothrough self-imposed codes of conduct and
standards in the implementation of contracts. Tits¢ problem with regulation in Nigeria is that
governments are not necessarily unwilling to reiguthe sector. Apart from Nigeria, deliberate
regulation of the industry as a state policy isvety much known to have taken place elsewhere
in the continent. It has been rightly observed,thader such conditions regulation may be of
low priority for regimes with more pressing conceand limited capability for legislation. This

is because the weakness and instability of the stetkes most regimes insecure and some of
them have even sought the assistance of PSCstay#ten their relative positions of power in
the context of real threats from domestic opponéefite same weakness makes state regulation
difficult, particularly when institutions are tooeak to deal effectively with foreign companies

originating from powerful countries.

However, most known efforts at regulating privagelgity have tended to focus narrowly on the
private sector in isolation and on the technicalés of legal control. The broader gamut of
actors involved in the provision and regulationseturity as well as the central political and
social context of the states in the country, withimch the privatisation of security occurs have
been lamentably sidelined in regulatory calculaiorhe outcome of this approach has been the
obvious difficulty, if not failure, to achieve ammiable results in the regulation of private
security firms, particularly in Africa. One area &b this capacity deficit is most crucial is the
provision of non-exclusionary, effective and acdable security for citizens. Regulation
therefore must be planned and implemented withiowamall goal of making the state ensure the
delivery of such security. It has also meant thiatgpisation has reduced the scope of the state in
the performance of its most vital functions of pdiwg security for all of its citizens. With this

in mind the state is bound to ensure that reguiagaonaintained.

3.2  The Industry, Standards and Regulatory Issues
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There is a clearly expressed view across the grigaturity industry in Nigeria that overall
standards and procedures are in need of improvemashtthat a higher quality service is
desirable. In a highly competitive market, thishmwvever difficult to achieve, as contracts are
frequently won and lost by undercutting competitdmigls. As a direct result, guards are often
very poorly paid, and services and standards retoainn large parts of the sector. The various
associations in Nigeria are currently clamouringtfghter regulation, sector wide standards for
training, and a minimum wage. In particular, theagsations are keen to ensure that the sector is
rid of so-called ‘quacks’, that is, companies ogiatawithout licences, and without regard to
standards and basic security principles. It isegudently expressed hope that a new regulatory
authority responsible for the oversight and regoitabf PSCs will be set up within the next few
years. However, given the current inability of thinistry of Internal Affairs to adequately
regulate the sector, and frequent charges thatlategy initiatives are too often linked to
particular competitive interests in the industrydegree of skepticism is warranted concerning
the effectiveness and accountability of any nevhartly or initiative. In the absence of effective
regulation, improvement of standards is most likelpccur as a result of increased competition.
The pressures for higher standards is a sign ttedégsionalization of the sector is underway,
which is currently being spearheaded by a few lgpdompanies. To the extent that competitive
pressure is gradually forcing a number of compatienform to minimum required standards.

The quality of service in a matter of time will doubt increase.

Another aspect of the industry cum associatiorferefo instigate new legislation is the pressure
and continuous agitation for private security persd to bear arms. PSCs are currently
prevented from doing their jobs properly, as unatngpards frequently confront armed
criminals with serious casualties. Both associaticagard this as a hindrance to the provision of
security, and currently lobbying the Federal Goweent for a change to this aspect of the
Private Guards Act. Such pressures might gain renewed force if theipimv of MoPol armed
response services by a few leading companies stignelamiting the share of the residential
market for the lower-end, manned by guarding congsarCrucially, any move towards arming
the private security sector is likely to be detnma in the absence of an effective regulatory

framework, and it is important to stress that mardustry participants as well as major clients
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are strongly opposed to such legislative changgiiag that it would be seriously detrimental to
the general security situation in the country.

3.2 Policy Options and Recommendations

The privatisation of security in sub-Saharan Afiiga symptom of the weakness of the state as
it is the most formidable challenge to SSR in tbgion. As far as improving the provision of
public security for citizens remains the centralsiy predicament in the region, addressing the
roots of private security and enhancing state g of the private sphere must be seen as
crucial concerns for SSR. Domestic and externareffat promoting the goals of SSR in the
region must therefore begin with helping the regionrmake that vital transition from weak to
stable and effective states. This is because psatadn of security betrays the failure to build
bureaucratic capacity for effective service dejvierthe state-making process.

The attainment of democracy requires that both phelic and private security services
accountable and responsive to citizens, and thisardy be achieved through an inclusive
process of government that integrates private ggqonmoviders within the security sector. The
context of Nigeria requires specific solutions tha¢ suitable to the realities of security and
private engagement. The following recommendatiomse auggested for planning and
implementation of private security regulation inteforms that seek to improve access to
effective and accountable security for all:

» Rethinking the notion of regulation is a cruciakptin dealing with the problems
discussed in this paper. A more appropriate conaepild be integration. This means
that rather than expending efforts on an inefficegmproach to the private security sector,
the security sector should be redefined not onltheory, but most critically in practice.
This would require taking a broader view of thetse a way that integrates corporate
actors into on-going SSR work in such places ag&la=one, Liberia and the DRC, and
into future SSR and parallel programmes in thearegi

> Reforming states must ensure the principles ofsprarency and parliamentary oversight
are applied to the private security industry. Ratiah has emphasised executive control
and neglected parliamentary scrutiny, which is|vitat ensuring transparency in the
industry
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> There is need for states to negotiate a divisiotabdur that would allow private and
public actors to specialise in their areas of caempee. Within such arrangements, the
core security functions of the state must not beapised. These include combat duties,
intelligence work, criminal interrogation, detemtjcand prosecution. The capabilities of
the private sector in training and advising segufidrces as well as in providing
protection and needs are to be harnessed by tteetetholster security provision. The
sector cannot be approached simply in terms oflaéign, but needs to be regarded
instead as part of a wider network of security iown, involving the state, private actors
and the civil society. The details of such spesaion must be left to local actors to work
out through dialogue.

> Reforming states also need to strengthen their toxomg of the private security sector.
This can be done by setting up independent publioptaints bodies that can entertain
and investigate allegations of misbehaviour onpidue of private security companies.

> At the federal level, there is need for formulatioha framework that provides strong
incentives for good governance in the securityaeat its member states. This is mainly
because it is only when a state is ready to reftsreecurity sector that the regulation of
private security becomes a viable option. In additithe federal government needs to
establish regional enforceable standards for alirséy firms operating in the region and
codes of conduct for assessing firms and sancgosiring ones.

» Civil society at the national and state levelsgseatial for stimulating dialogue aimed at
fashioning innovative ways of planning the integnatof private security into the
mainstream security.

» Finally, where private security companies complenublic security provision, civil
society organisations have a role in advising pev@perators on the norms of human

rights and democratic accountability

3.3 PrivateIndustry Associations

There are currently at least five separate prigaturity associations in Nigeria. The oldest of
these is the Nigerian Chapter of the American Spdm@r Industrial Security (ASIS), a global
organisation supporting private industry standaadsl focusing on training and education.

National associations include the National Professi Security Association (NPSA), the
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Society of Security Practitioners of Nigeria (SSPM)e Security and Safety Association of
Nigeria (SSAN) and the Association of Private SeggWRractitioners in Nigeria (APSPN).

The latter association was founded in April 2004direct response to the government’s decision
to increase the licence fees for guarding compaiiles three other national associations were
all founded in 2002, largely in response to thevalrof Gray Security in the country. The
Society of Security Practitioners of Nigeria (SSRMNgsently appears to be one of the more
active associations, with approximately 200 memb@aensisting of both individuals and
companies) and holding regular monthly meeting® NP SA is also fairly visible and vocal in
arguing for increased professionalization of thdustry. The SSAN currently has a smaller
membership of 12, but the aim is to have three temgpin Abuja, Lagos and Port Harcourt

respectively.

The arrival of an international company in Nigari&002 was presented by many local PSCs as
a threat to national security and a contraventiotih@Private Guards Act, which stipulates that

all PSCs must be wholly Nigerian owned. The mam af the SSPN and SSAN is to oppose and
limit the activities of what they perceive as ‘fy@’ firms in Nigeria. While the initial hostility

to international involvement has subsided somewhat] it is clear that international PSCs
operate within Nigerian law, it is fair to say thiae leadership of these two associations remain
hostile to what they describe as “foreign infilioat’. While this opposition is formulated and
expressed in political and legal terms, it is dieatso underpinned by commercial, competitive
pressures. OSL entered the Nigerian market thraugiajor, nation-wide contract with Nigerian
Breweries, and subsequently took on several cdstraith banks and industries, before signing
an extensive contract with ChevronTexaco, thus idoguseveral valuable and sought-after

clients and a substantial share of the securitketar

Local companies fear the competition from intemaal PSCs, which provide high levels of
professionalism and often have access to supeggmurces and technology and hence, as one
local company director puts it, “they get all tHep contracts”. According to the chairman of
SSPN, ‘foreign’ PSCs should not be allowed an dpmral role in Nigeria, but should act only

as technical partners to national business, impa@t and advisory capacity. It must be stressed
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that the international companies in the country Bigerian-owned, and operate through
different management agreements with internati@oahpanies. They thus operate within the
law and stipulations of thBrivate Guards Act. The various associations also seek to promote
higher standards and new legislation to regulagesector. The existence of large numbers of
unlicensed companies is recognised as a major @mband there is considerable concern to
cleanse the sector of what are commonly referreaistaquacks’. In particular, the associations
would like to see the establishment of a privatusgy regulatory authority to ensure a tighter
regulation of the sector, including the establishingf guidelines and standards for training,
wages and working conditions. Similarly, the asstiohs express concern over the lack of
adequate databases to check the criminal recorgstehtial guards, as well as the absence of
any database listing guards who have previouslyn bdiemissed for misconduct by other
companies. Another lobbying issue is the right 8CB to bear arms, and at least two of the
associations are of the opinion that the privatuse sector should be allowed to provide an
armed service. So far, lobbying to this effect foasd little favour with the federal government.
It should also be stressed that there is no unifgpmion on this issue among the companies and
many fear that a move towards firearms would iradhit lead to a dangerous increase in arms in
society, and to greater insecurity due to the letkegulation and training within the sector.
Many international clients, including oil companiese also opposed to any move towards
arming the sector, a position that is reinforced thg oil companies’ endorsement of the
Voluntary Principles on Security and Human Rights.

4.0 Conclusion

Finally it should be recognised that to a significaxtent the number and diversity of security
associations in Nigeria is representative of a itmaé of competitive struggles within the sector,
including the right to represent the sector to gonent authorities, and to advance particular
interests in the process. Past security assoctgahame been numerous and short lived, and the
sector’'s persistent inability to speak through @ssociation likely weakens its impact and
effectiveness vis-a-vis legislators and regulators.

5.0 Summary

Monitoring and Review

There appears to be little monitoring of standandhe sector. Licences have to be renewed by

written application to the Ministry of Internal Adirs every second year, but apart from this,
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there is little regulation or oversight of the dtyalof service, standards and training. Many

companies continue to operate without a licengarollem that is recognised by the legitimate

companies and the associations, but not acted bpdhe Ministry. The main exception to the
relative lack of monitoring and review is the frequ inspections and audits of international
private security companies by various Ministrieg;luding Labour, Immigration and Internal

Affairs, as well as the State Security Service ([SS®ese checks ensure compliance with

Nigeria’s labour and immigration laws, includingviewv of the proportion of Nigerians

employed in relation to expatriates. However, treds® appears to be an element of harassment

and corruption to these inspections; directorsrad mternational security company have more
than once been detained while the SSS searchexk difes and documents, without finding
anything amiss. Such occurrences significantly dorate the operating environment for
international PSCs, and there is suspicion thaethespections are on occasions instigated by
unfounded allegations and complaints by local cargghostile to international competition.

6.0  Tutor-marked assignment

1. Write a comprehensive note on policy option 8CP

2. In your own opinion, examine what can be pufpiace to ensure effective and efficient

service delivery by indigenous PSCs.
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UNIT 5: SPECIFIC SECURITY THREATS
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1.0 INTRODUCTION
This unit examines several security threats commoohusiness organisations, such as white-
collar crime, burglary and robbery etc. These csimaee capable of collapsing any business
empire if adequate counter measures are not palage. Although, there specific program that
can entirely guarantee protection against attackemigeless business organisation can take
action to lessen its attractiveness as a target.
2.0 OBJECTIVES
At the end of this Unit, you should be able to:

a. Explain economic/white-collar crime.

b. Discuss burglary and robbery

c. Explain the effect of labour dispute on security

d. Discuss espionage

e. Discuss piracy
ECONOMIC/WHITE-COLLAR CRIME
It was first coined by Sutherland (1939). Sutheatlaefined white-collar crime as “an offence
committed by a person of a respectability and tsghial status in the course of his (or her)
occupation”. Edelhertz (1970) also defined whitdazocrime as an illegal act or series of acts
committed by nonphysical means and by traditiordloms of deceit, deception, manipulation,
concealment or guile to obtain money or propertiesavoid the payment or loss of money or
property or to obtain a business or personal adgantWhite collar crime therefore, overlaps

with corporate crime because of the opportunity foaud, bribery, insider trading,
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embezzlement, computer crime, copyright infringememoney laundering, identity theft and
forgery. It is a crime which is nonviolent but teed result could be violent. Individuals of
higher economic and social status commit more hdwhéte collar crimes) to the companies
and society than burglars and robbers but thecpisdiystem often treated them with more
lenience. Perpetrators have specialized knowledge &llows them to commit complex
transactions that are often difficult to identiyaw enforcement authorities rarely catch white-
collar criminal at the onset of their activitiesn addition, the use of computers and electronic
financial transaction has complicated the detectiod prosecution of white-collar crimes. A
lack of standard classification and definitions gled with limited reporting of workplace crime
contributes more to the problem of accurate measemé For this reason in Nigeria, the
economic and financial crime commission (EFCC) setsup by the federal government to curb

the menace of corruption and financial crime.

BURGLARY

Burglary is committing a crime through stealth Inyezing a building or other structure. Burglars
also commit rape and arson among other feloniesgl8wy has been observed to be most
frequently occurring crime. It is essential thagégvbusiness take particular care to protect itself
against this form of crime. Burglars enter througk doors, or windows, through the roof or
possibly from a neighbouring occupancy. Most susftesurglaries are made without forced
entry. The greatest numbers are made through th& floor or main entrance. While a
considerably smaller number of burglaries involle stay-in who gathers the loot then breaks
out and is gone before the guards or police camoresto an alarm. Cash is naturally the most
sensitive asset and the most eagerly sought baubedt is usually secured in some manner, it
represents the greatest challenges to the buBJ&sting and carrying away of the entire safe are

the methods most commonly used.

DEFENCE AGAINST BURGLARY

Many methods or strategies have been devisedlooricombat this crime.
1. Target hardening: It means that basic security precautions arei@gppd the facility
including attention to door construction, lockgrats and surveillance  devices.
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2. Reducing the value of merchandise It means marking company property with
company identification tags or recording seriainfbers that are easily traced.

3. Alarms: Many houses and stores are attached with loaimalsystems. Although
many police and security experts feel such alamns ineffective because the
response to the signal is only by chance, arthttserves to warn the intruder rather

than aid in capture.

4. Safes: Safes should be located in a prominent, well lighgesition readily visible from

the street where it can be seen easily by patrdby the police. It should be located in a well-

secured and alarm rigged inner room and the fladrceiling should be reinforced.

ROBBERY

Robbery is the crime of taking or attempting toetaomething of value by force and/ or by
putting the victim in fear. In common law, robbeasydefined as taking the property of another,
with the intent of permanently depriving the persdrthat property, by means of force or fear.
Robbery differs from single theft in its use of leince and intimidation. The elements of robbery
are: (1) a trespassor (2) taking and (3) carrgwgy (4) of the personal property (5) of another
(6) with the intent to steal (7) from the personpoesence of the victim (8) by force or threat.
Robbery remains a serious crime because of thetmtéarm to its victim. Private individuals,
retailers’ shops and banks take the brunt of tlhtseks. It has also been observed that less than

a third of all robbers are arrested.

The focus of this unit is robbery of stores. Rabkbare typically criminals making a direct
assault on people for cash or properties. Thegetarmay be messengers or store employees
taking cash for deposit in the bank or bringingash for the day’s receipts, or they may break
into stores before opening and wait for the firspiyee, whom they force to open safes or cash
room. Delivery trucks and warehouse can also lgetarfor robbers. Probably the major cause
of robbery is the accumulation of excessive amadfmash. Hence it is important that only the
cash needed to conduct the day’s business be kelpared and most of that should be stored in
safes. If the store has a cash room, it must b&reg@gainst unauthorized entry. The door to the
room must be secured and securely locked. It shbel@quipped with panic locks and have

alarms fitted to it. It is essential to any robbprgvention programme. For instance, storekeepers
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and employees should be properly indoctrinated henuse of alarm as well as the need to
guestion persons loitering in unauthorized area/A&n employees should be instructed to co-
operate and not to do anything that would makerdider to resort to violence. The primary

goal of robbery prevention programme is to makestbee less attractive to potential robbers.

LABOUR DISPUTES

A labour dispute is a state of disagreement oyaatréicular issue or group of issues over which
there is conflict between workers and employerseséhissues may include conditions of
employment, fringe benefits, hours or work, tenuvages etc. All security personnel should be
aware that their role is to protect personnel anggrty only and in case of labour disputes, they
are not to participate. A checklist of some possibileasures before and after declaration of
labour dispute in order to protect properties:

1. Secure all doors and gates not being used dtirengtrike and see that they remain
secured.

2. Remove all combustible from the area near thengg¢er both inside and outside.

3. Remove any trash and stones from the perimed¢icould be used as missiles.

4. Change all locks and padlocks on peripheralsloball buildings to which keys have

been issued to striking employee.

5. Recover keys from employees who will go outttis.

6. Nullify all existing identification cards for éhduration and issue special cards to
workers who are not striking.

7. Check all standpipe hoses, fire extinguishedsather fire-fighting equipments  after

striking workers have walked out.

8. Test sprinkler systems and all alarms-bothédird intrusion — after striking
workers have walked out.

9. Consider construction of barriers for physicaitection of windows, landscaping and
lighting fixtures.

10. Move property most likely to be a damaged Wwattk from the perimeter.

11. Be certain all security personnel are famikéh the property line and stay within

it at all times when they are on duty.

166



12. Guards are not to be used to photograph, tapport on the conduct of the
strikers. The only reports will relate to injuy personnel or property.

13. Notify employees who will continue to work tedp the windows of their automobiles

closed and their car doors locked when they areémgatrough the picket line.

14. Consider the establishment of a shuttle bumiestriking employee.

15. Establish, in advance, which vendors or semersons will continue to service the
facility and make arrangements to provide substisetrvices for those unwilling to cross
the picket line.

16. Keep the lines of communication open.

17. Because functional organizational lines mayduokcally changed during the

walkout, find out who is where and who is respblesfor what.

ESPIONAGE
Espionage is a crime under the legal code of mauntcies. Espionage or spying involves
individual obtaining information that is considersekcret or confidential without the permission
of the holder of the information. Espionage is Ulgupart of an institutional effort by a
government or corporation, and the term is moddihgassociated with state spying on potential
or actual enemies primarily for military purposé&pying involving corporation is known as
industrial espionage (Wikidepia, The free Encyctbpg In this unit, we are concerned with
industrial espionage. The purpose of espionage gather knowledge about an organization(s).
It may include the acquisition of intellectual pesfy such as information on industry,
production, ideas, techniques and processes, eecgwl formulas or it could include
sequestration of the property or operational infairon, such as that on customer data sets,
pricing, sales, marketing research and developnpatdicies. It may describe activities such as
theft of trade secrets, bribery, blackmail and tetbgical surveillance. The  problem  of
espionage is increasing more and more due to caga@ompetition and computer based data
storage. Industrial espionage commonly occurarmways.
a. A dissatisfied employee appropriate informatiomadwance their own interests or to damage
the company.
b. A competitor seeks information to advance its oaghhological or financial interest.
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Insiders are generally considered the best souimesndustrial espionage. Insiders can be
induced, willingly or under duress to provide infation. Among the notable cases, was that of
Volkswagen. In 1993, car manufacturer Opel, then@er division of General motors, accused
Volkswagen of industrial of espionage after Opehsef of production, Jose Ignacio Lopez and
seven other executives move to Volkswagen. Volkgmnagubsequently threatened to sue for
defamation, resulting in a four-year legal battl€he case which was finally settled in 1997,
resulted in one of the largest settlements in thty of industrial espionage, with Volkswagen
agreeing to pay General Motors $100 million antuy at least $1 billion of car parts from the

company over 7 years, although it did not explycapologize for Lopez’s behaviour.

PIRACY

Piracy as a criminal act is not a new problemsithie copying of copyrighted materials by
unauthorized means. It can also be defined ashibk of one’s intellectual property. It has
become a major setback in development particuiartite entertainment industry in Nigeria and
world over. Advances in technology have made ptssilgh-speed and high quality duplication
of pirates. Compact disks (CDs) either audio dewviare the medium most often copied. Even
home computer owners have the ability to download eopy their own audio and video with
CD burners. According to the Nigeria Copyright Coission, (2007), film industry loses an
estimated N4.2 billion annually to illegal digitdluplication, on-line piracy and unauthorized

rental of video works within the country.

Piracy refers to the illegal duplication and distition of recordings. It takes three specific and
often confused forms:
1. Counterfeiting: The unauthorized recording of the pre-recordedndsuas well as

the unauthorized duplication of original artwddel, trademark and packaging.

2. Pirating: The unauthorized duplication of sounds or imagely from a legitimate
recording.
3. Bootlegging The unauthorized recording of a musical broadoastadio, television or a

live concert. Bootlegs are known as undergo roaacdnding (fisher and green 2004).
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There have been series of efforts by the indudaygps to curb the activities of the practice in
Nigeria but it is yet to record any positive resufior instance, key players in the music and film
industries keep rallying round markets and campaggagainst piracy. The cartel of pirates is
domicile in big markets such as Alaba internatiomalrket in Lagos, Main market, Onitsha in
Anambra, and other markets in Kano and Borno. rBleent use of materials from the internet

has increased the activities of pirates and thential abuse of copyright laws.

CONCLUSION:

With the growing pace of technology and the usmtarnet, many of these crimes are changing
direction. Hence in order to combat these cringsesurity and law enforcement will need to

enhance their tools by becoming proficient at nwmg and investigating crimes using

computers and related information technology.

5.0 SUMMARY

In this unit, we have been able to discuss burgiang robbery, explain the effect of labour
dispute on security. We also discussed espionadepaacy especially as they relate to the
entertainment industry.

6.0 TUTOR — MARKED ASSIGNMENT
1. What do you understand by the term piracy andt\alre the effort in place to checkmate

the menace by the Nigeria Copy Right Commission.
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