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INTRODUCTION

This is a three-credit unit course for postgradsateents in Criminolgy
and Security Studies (CSS) in the Faculty of So8aiences. The
material had been designed and written to meetdéhding needs of
Nigerian students. It provides an overview of wiat would be taught
and in addition makes provision for the organizatemd requirements
of the course.

COURSE AIM

This course aims to familiarize you with the cutreadvances in
cybercrime and cyber security. Specifically, it wbenable you have a
clear understanding of how the Internet, Interrettvorks and Internet
information and community tools are being employedcarry out

different types of crime on the cyberspace. Equalwould expose you
to the transnational characteristic of cybercrimmel dhe associated
jurisdictional challenges that are often embeddethé prosecution of
cybercrime and cybercriminals. Furthermore, it wioatquaint you with

the old and emerging threats that are dominatifgeigpace and the
major efforts being made by concerned stakeholdrrsh as Internet
operators, cyber security experts, governmentstilatekal institutions,

and international organizations to combat the memdcybercrime.

The broad aim of the course will be achieved thhotlge discussion of
the following:

I history and evolution of cybercrime

. the major types of cybercrimes and their criminaiab
motivations

iii. law enforcement and prosecutorial responses torcgibvee

lv.  transnational issues in cybercrime enforcementuaosiecution

V. cyber threats and cyber security

Vi. cybercrime investigations and electronic evidence
vii.  computer forensics investigations

viii.  cybercrime and criminological theories

COURSE OBJECTIVES

To attain the aims set out to achie@&S 808: Advanced Cybercrimes
and Cyber Security has been divided into seven different modulesh eac
with its own peculiar objectives. It is in your bésterest to study them
before you start working through the unit. You magnt to refer to
them during your study of this unit to check youngress.
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Below are the wider objectives of the course ahalev When you meet
the stipulated objectives of the course, the aifshe course would
have been automatically achieved. Specifically, gbould be able to
adequately discuss the following at the successfumhpletion of the
course:

I the internet and emergence of cybercrime

. the meaning of cybercrime

iii. the evolution of cybercrime (pre 1970s-2000)

\Y2 major techniqgues and tools deployed for perpeinatiof

cybercrime
V. the black market of cyber criminality
vi.  the major categorizations of cybercrime
vii.  types of cybercriminals
viii.  motives of cybercriminals
IX. cybercrime and th¥ahoo Yahoo phenomenon in Nigeria
X. measuring the socio-economic costs of cybercrime
Xi. cybercrime and transnational legal jurisdictions
xii.  international legislative efforts at tackling cybeme
xiii.  challenges associated with cybercrime prosecution

Xiv. agencies and organizations monitoring cybercrime

xv.  Nigerian government efforts at tackling cybercrime

xvi.  cyber threats in the cyberspace

xvii. the necessity for cyber security

xviii. cybercrime, surveillance, and privacy issues

Xix.  cyber threats and cyber safety tips

xX.  what is electronic evidence?

xxi.  procedures for generating electronic evidence

xXii. electronic evidence handling in cybercrime invesiion

xXiii. sourcing for electronic evidence in cybercrime stigation

xxiv. the place of electronic evidence in criminal trial

XXV. meaning of computer forensics

xxvi. the standard phases in computer forensic invegiigat

xxvii. computer forensic investigation tools

xxviii. mobile devices in computer forensic investigation

xXiX. challenges associated with computer forensic inyasbn

XXX. anomie-strain theory and differential associatiozoty

xxxi. social learning theory and situational crime prénan
perspective

XXxii. routine activity theory and lifestyle exposure theo

xxxiii. space transition theory and digital drift theory

WORKING THOUGH THIS COURSE

To complete this course, you are required to réadstudy units and
other related materials. You will also need to utade practical
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exercises for which you need a pen, note-book, @thér materials
listed below. The exercises are to help you in wtdading the
concepts found in this study. At the end of eacit, wou will be

required to submit written assignments for assessm@poses. At the
end of the course, you will write a final examioati

COURSE MATERIALS
The major materials you will need for this course: a

I Course Guide

. Study Units

1 Assignment File

\Y2 Relevant textbooks including the ones listed ur@dah unit

V. As a criminology student, it will be good for yool tead up and
familiarize yourself with cases of cybercrimes néed in both
electronic and print media. Also, you are expettelde aware of
the changing nature, trends and patterns of cyibeecin the
world at large and Nigeria in particular.

Study Units

In this course, there are four modules, divided it8 units. Below are
the units covered:

Module 1 History of Cybercrime

Unit 1 The Internet and the Emergenc€yifercrime

Unit 2 The Meaning of Cybercrime

Unit 3 The Evolution of Cybercrime (Pre 1970-2000)
Unit 4 Techniques and Tools Deployed for Cybercrime
Unit 5 The Black Market of Cyber Criminality

Module2 Cyber Criminalsand their Motives

Unit 1 Cybercrime Categorisations

Unit 2 Types of Cybercriminals

Unit 3 Motives of Cybercriminals

Unit 4 Cybercrime and théahoo Yahoo Phenomenon in Nigeria
Unit 5 Measuring the Socio-Economic Costs of Cghare

Module3 Cybercrimeand Law Enforcement
Unit 1 Cybercrime and Transnational Legal Jurisdics

Unit 2 International Legislative Efforts for Taakl) Cybercrime
Unit 3 The Challenges associated with Cybercrimusé&tution

Vi
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Unit 4 Agencies and Organizations Monitoring Cylsene
Module4  Cyber Threat and Cyber Security

Unit 1 Cyber Threats and Cyber attacks in the Csisece
Unit 2 The Necessity for Cyber Security

Unit 3 Cybercrime, Surveillance, and Privacy Issue
Unit 4 Cyber Threats and Cyber Safety Tips

Module5 Cybercrimeand Electronic Evidence

Unit 1: What is Electronic Evidence?

Unit 2 Procedures for Generating Electronic Evaen

Unit 3 Electronic Evidence Handling in Cybercrilngestigation

Unit 4 Sourcing for Electronic Evidence in Cybence
Investigation

Unit 5 The Place of Electronic Evidence in Crintifaal

Module6 Computer Forensicsand Cyber Crime I nvestigation

Unit 1 Meaning of Computer Forensics

Unit 2 The Standard Phases in Computer Forensestigation

Unit 3 Computer Forensic Investigation Tools

Unit 4 Mobile Devices in Computer Forensic Invgation

Unit 5 Challenges Associated with Computer Forensi
Investigations

Module7 Cybercrimeand Criminological Theories

Unit 1 Anomie-Strain Theory and Differential Assatton
Theory

Unit 2 Social Learning Theory and Situational Gzifarevention
Perspective

Unit 3 Routine Activity Theory and Lifestyle Expog Theory

Unit 4 Space Transition Theory and Digital Drittdory

References and Further Reading

Every study unit contains a list of referencesftother reading. Do not
hesitate to consult them if need be.

THE ASSIGNMENT FILE
The assignment file contains all the tutor-markssignments including
CSS 808. Make sure your assignments are doneudomitted to your

tutor for marking. The marks you obtain from thessignments will
reflect in the final score you will obtain in thesurse.

Vil
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THE PRESENTATION SCHEDULE

The Presentation Schedule included in your couratemal gives you
important dates for the completion of tutor-markessignments and
tutorial attendance. Remember, you are requirecguiomit all your
assignments by the due date. You should not bengdeehind in your
work.

ASSESSMENT

Your assessment will be based on tutor-marked msggts (TMAS)
and final examination which you will write at thedeof the course.

TUTOR- MARKED ASSIGNMENTS (TMAYS)

In addition to working through all the TMAs in yooourse material,
four TMAs would be sent to you in the assignmelet fThe four TMAS
must be answered and submitted for assessmentolihassignments
would be marked and the best three would be selediéch will
constitute the 30% of your final grade.

FINAL EXAMINATION AND GRADING

At the end of the course, you will write a finalaewination which will
constitute 70% of your final grade. In the examworatwhich shall last
for two hours, you will be requested to answer eéhyaestions out of at
least five.

HOW TO GET THE MOST FROM THIS COURSE

In Distance Learning Programme, the study unitéacepthe university
lecturers. This is one of the great advantagesstémce learning; you
can read and work through specially designed studterials at your
own pace, and at a time and place that suits ystt AB&ink of it as
reading the lecture instead of listening to theuexr. In the same way a
lecturer might give you some reading to do, studysutell you when to
read, and which are your text materials or set bodkou are provided
exercises to do at appropriate points, just astarer might give you an
In-class exercise.

Each of the study units follows a common formate Tinst item is an
introduction to the subject matter of the unit, doev a particular unit is
integrated with the other units and the course wbha@e. Next to this is
a set of learning objectives. These objectivesytat know what you
should be able to do by the time you have complétedunit. These

viii
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learning objectives are meant to guide your stiithe moment a unit is
finished, you must go back and check whether yote lrechieved the
objectives. If you make this a habit, then you wifinificantly improve

your chances of passing the course. The main bbdlgeounit guides
you through the required reading from other sourdéss will usually

be either from your set books or from a readindieecThe following is

a practical strategy for working through this ca@ur you run into any
trouble, telephone your tutor. Remember that yatorts job is to help
you. When you need assistance, do not hesitataltarad ask your tutor
to provide it.

Most importantly you are to read this Course Guideroughly and
automatically becomes your first assignment. THeFgaorganise a
Study Schedule. Design a “Course Overview” to guyide through the
Course. Note the time you are expected to speneaoh unit and how
the assignments relate to the units. Importantrimétion, e.g. details of
your tutorials, and the date of the first day o gemester is available
from the study centre. You need to gather all tifermation into one
place, such as your diary or a wall calendar. Dead a method and
write in your own dates and schedule of work focheanit. Once you
have created your own study schedule, do everytlursiay faithful to
it. The most important reason students fail is thayy get behind with
their course work. If you get into difficulty withour schedule, please,
let your tutor know before it is too late for helfurn to every unit and
read the introduction and the objectives for thi. kesemble the study
materials. You will need your set books and th¢ you are studying at
every point in time. Work through the unit. As ywork through it, you
will know what sources to consult for further infation. In addition,
keep in touch with your study centre as up-to-daterse information
will be continuously available there and before thkevant due dates
(about 4 weeks before due dates), keep in mindythatwill learn a lot
by doing the assignments carefully. They have bi#esigned to help
you meet the objectives of the course and therefalfehelp you pass
the examination. Submit all assignments not l&tan the due date.

It is also compulsory to review the objectives &ach study unit to
confirm that you have achieved them. If you feedune about any of the
objectives, review the study materials or consaolirytutor. When you
are confident that you have achieved a unit’s dbjes, you can start on
the next unit. Proceed unit by unit through therseuand try to pace
your study so that you keep yourself on schedul&eiyou have
submitted an assignment to your tutor for markithg,not wait for its
return before starting on the next unit. Keep taryechedule. When the
assignment is returned, pay particular attention ytmur tutor’s
comments, both on the tutor-marked assignment famd on the
ordinary assignments. After completing the last,uview the course
and prepare yourself for the final examination. ¢khéhat you have
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achieved the unit objectives (listed at the begigrof each unit) and the
course objectives (listed in the Course Guide)tlzagnsure that you
practice on the personal computer as prescribeghito the maximum
proficiency required.

TUTOR AND TUTORIALS

The dates, times and locations of these tutoridlsb& made available
to you, together with the name, telephone numbdraatdress of your
tutor. Each assignment will be marked by your tuRay close attention
to the comments your tutor might make on your assgnts as these
will help in your progress. Make sure that assigntsi@each your tutor
on or before the due date. Your tutorials are irtgyar Therefore, try

not to skip any. It is an opportunity to meet yowtor and your fellow

students. It is also an opportunity to get the hafipyour tutor and

discuss any difficulties you might encounter wheading

SUMMARY

This course material is written to equip you wittalvinformation and
comprehensive details required to make you becosikinformed and
knowledgeable about the advances in cybercrimeswnel security.
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MODULE 1 HISTORY OF CYBERCRIME

Unit 1 The Internet and Emergence of Cybercrime

Unit 2 The Meaning of Cybercrime

Unit 3 Evolution of Cybercrime (Pre 1970-2000)

Unit 4 Techniqgues and Tools Deployed for Cybercrime
Perpetration

Unit 5 The Black Market of Cyber Criminality

UNIT 1 THE INTERNET AND EMERGENCE OF
CYBERCRIME

CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 The Internet and Emergence of Cyirarc
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

Internet represents a significant leap in the aoéatechnological

innovation and advancement. Its emergence has beasficial in

multiple ways to human population in terms of eaSeommunication,

information exchange, and information disseminatimnch transcends
both space and time. In essence, Internet hasiyabgittransformed

modes of human interactions, ways of doing busingssple’s leisure
activities, how work is generally done and orgadiztc. While this

technological innovation has been globally benaficto human

population on many fronts, the anonymity whichffiecs as well as its
global interconnectivity has given birth to a disti category of
criminals — the cybercriminals! Today, crimes bepeypetrated on the
Internet are national, transnational and intermatian nature.

20 OBJECTIVES
At the end of this Unit, you should be able to:

o trace the origin of the Internet
o explain the relationship between the Internet armbcrime



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

3.0. MAIN CONTENT

3.1 TheInternet and Emergence of Cybercrime

The emergence of the Internet has tremendouslyedlt¢he ways
through which human population get things done. Tiernet has
emerged as the fastest-growing communicationsdeet-developed in
the world. Generally, its emergence has signifigatransformed the
spheres of business, work, consumption, leisurd, patitics (Castells,
2002). As at 2001, more than 700 million peopleemestimated to be
using it (Giddens et al., 2003). By 2007, more thdmnllion people were
already using electronic mail (e-mail), with ove402million using
different mobile Internet devices (Siegel, 200 Mefle are now over 2.8
billion Internet users worldwide, with 641.6 milliousers living in
China and a quarter billion in the US (Internetd.i8tats, 2015). These
two nations have the highest populations of usdrsalb nations
worldwide, though individuals in virtually every th@an around the
world have some presence online (Internet LivesS&115). By the end
of the year 2020, the number of networked devithe (internet of
things’) will outnumber people by six to one, treoisiing current
conceptions of the Internet. In the hyper conneetedd of tomorrow,
it will become hard to imagine a ‘computer crimahd perhaps any
crime, that does not involve electronic evidenckdd with internet
protocol (IP) connectivity (United Nations Officen @rugs and Crime,
2013).

Indeed, the proliferation of computing and netwarkelevices
throughout the world, including computers, persodigital assistants
(PDASs), and cellular phones is among the most predotechnological
changes in human history. There is no doubting fiet that the
increasing capacity of information technologies)(fd transform the
ways we work and function as a society is unprecide (McQuade,
2009). Many individuals now have multiple presenaadine as
indicated by several email accounts for both peakand business use
and social networking profiles onfi@rent sites like Facebook and
Instagram. Moreover, consumers are also increasdigtarding the use
of print media and opting for e-readers or dighliabk formats (Wray,
2014). In addition, the cell phone, particularlyttenessaging, has
become the preferred method of communication ovleeratraditional
means, including in-person conversations, letfgnsne calls, and even
email. In fact, individuals under the age of 20 Hre age group most
likely to send texts rather than to make phonesc@ickuhr, 2011).
Castells (2002) referred to the Internet as a ‘netwof networks’. In
essence, a network that links computers togethad eanabling
communication and information exchange amongst téar, 2006).
Many such networks of information and communicatiechnology
(ICT) have been in existence for many decades. Seene used in the
financial markets, while other big institutions dikthe military,
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government departments, business organizationsensiies, amongst
others have also incorporated them into their dmera. Generally, the
Internet provides the means to link up the many @indrse networks
already in existence, creating from them a singavork that enables
communication between any and all ‘nodes’ (e.gividdal computers)
within it (Yar, 2006). The origin of the Internea$ been traced to the
development of a network, widely regarded as the?PARET which
was sponsored by the US military in the 1960s wWithprimary purpose
of establishing a means through which secure andiliemt
communication and coordination of military actiggi could be made
possible. In the political and strategic contextttué ‘Cold War’, with
the ever-present threat of nuclear confrontatisugh a network was
seen as a way of ensuring that critical commuroaati could be
sustained, even if particular ‘points’ within thensputer infrastructure
were damaged by an attack (Yar, 2006).

Furthermore, the ARPANET’s technology was also aimé allowing
communications to be broken up into ‘packets’ tt@ild then be sent
via a range of different routes to their destinagiowhere they could be
reassembled into their original form. Even if soafeghe intermediate
points within the network failed, they could simpbe bypassed in
favour of an alternate route, ensuring that messagached their
intended recipients. The creation of the networktaided the
development not only of the appropriate computedwvare, but also of
‘protocols’, the codes and rules that would allavedent computers to
‘understand’ each other. This development got unvday in the late
1960s, and by 1969 the ARPANET was up and runnimgglly linking
together a handful of university research commesitith government
agencies. From the early 1970s, further innovatimgeared, such as
electronic mail applications, which expanded thesgtalities for
communication. Other networks, paralleling the AREA such as the
UK’s JANET (Joint Academic Network) and the US’'s NEET
(belonging to the American National Science Fouindatwere also
established. By wusing common communication progcadhese
networks could be connected together, forming &erinet, a network
of networks.

A major impetus for the emergence of the Interna$ wiade possible in
1990 when the US authorities released the ARPAN&Tcivilian
control, under the auspices of the National ScieRcandation (Yar,
2006). Also, that same year, 1990, saw the devedopnof a web
browser by the researchers at the CERN physicsrd&ry in
Switzerland dubbed the ‘world wide web’ (www). Thesftware was
subsequently elaborated by other programmers, faadliow for more
sophisticated forms of information exchange suchthes sharing of
images as well as text (Yar, 2006). The first comuia¢ browser,
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Netscape, was launched in 1994, with Microsoft tmmg its own
Internet Explorer the following year (1995). Thebsowsers made
Internet access possible from personal compute@s)(Pin the mid-
1990s, numerous commercial Internet Service Prosid&Ps) entered
the market, offering connection to the Internet fomyone with a
computer and access to a conventional telephone Bince the
commercialization of the Internet in the mid-199s,growth has been
incredibly rapid (Yar, 2006).

Today, the worccyber and its relative dot.com are probably the most
commonly used terminologies of the modern era (8adk009).
However, despite the numerous advantages embeddedhis
technological innovation, criminally-minded indivdls are also
capitalizing on the interconnectivity and netwonportunities offered
by the Internet to perpetrate different forms omas on the cyberspace.
Internet technologies are facilitators for manydsarof infringements:
theft; sabotage of information; copyright infringemts; breach of
professional secrecy, digital privacy, or intelledt property;
dissemination of illegal contents; competing atsckindustrial
espionage; breach of trademark laws; disseminatmhn false
information; denial of service; various frauds; ragnlaundering
amongst others (Ghernaouti, 2013). Indeed, infdonatechnology
resources have become the potential hostages ef@yminals.

The Internet and cyberspace can both be consideirathalized zones.
Individuals and private or public institutions, dteetheir presence on
the Internet, contribute to the extension of cybeminality because
they increase the number of potential attractivegets for
cybercriminals. Cyberspace, due to its charactesistoffers a
favourable environment for the expression of cratity, be it classical
or related to exploiting the possibilities genedaty information
technologies (Ghernaouti, 2013). Additionally, llbas users to operate
remotely, via networks and hidden behind a scrdenfact, some
individuals may stray across the boundary into grahaction without
ever being fully aware of the criminal nature adithacts. The computer
world offers cybercriminals the possibility of amtating their activities.
The rise in criminal actions, undertaken at distattrough networks,
against numerous targets and on a large scale,sntleancriminals can
be ubiquitous in time and space. The demateriadizaif transactions,
communication facilities, and encoding and anonymgolutions
provides connections between criminals without pinysical contact, in
a secure and flexible way. Therefore, they canrorgathemselves into
teams and plan illicit actions to be performedasitim a traditional way
or through ICT (Ghernaouti, 2013).
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With the emergence of the World Wide Web in 198®ng with a
myriad of software applications, online contentd ahe beginning of
high-speed/broadband Internet connections, compciiene evolved
into computer-related crime and then what we knavday as
cybercrime (Yar, 2006). Therefore, any discussiorcybercrime would
be incomplete without making reference to the meisimply because
without the latter, the former could and would egist. It is the Internet
that provides the crucial electronically generatagiironment in which
cybercrime takes place (Yar, 2006). Moreover, thierhet cannot be
viewed as simply a piece of technology, a kind l@anhk slate’ that
exists apart from the people who use it. Rathargdds to be seen as a
set of social practices — the Internet takes thmn fihat it does because
people use it in particular ways and for particyparposes (Snyder,
2001). ‘What people do with the Net, and ‘how’ yhigpically go about
it, are crucial for understanding what kind of pberxenon the Internet
actually is. Indeed, it is the kinds of social usesvhich we put the
Internet that create the possibilities of crimiaatl deviant activity (Yar,
2006).

Ghernaouti (2013) identified the following as therinpipal
characteristics of computing technologies and @f lifiternet that are
exploited for criminal ends:

digitalisation of information: due to the fragyliof digital information,
it can be infinitely copied without one being abdedistinguish the
copies from the originals.
attack or cybercrime has the capacity to pass isetbby its victims.
virtual aspect of the people involved: there is ploysical contact
between people (victims and attackers). So, itasiez to harm
people and to impersonate them without facing them.

technologies (tools, services, hardware, softwaes)e vulnerabilities
that are exploited by the wrongdoers. The technetogre so
complex that there are always vulnerabilities.

network allows the putting into contact of peopdgstems and data:

resources through the Internet are open to everyamg are
accessible from all around the world. They constitattractive
targets, exposed to the criminal world that conrsideem as items
of value and a source of direct (or indirect) emment.

. ever-increasing number of users: as the numbgreople and
systems increases, the potential targets for citbeks rises, and
the more cybercrime is fruitful. The number of $send
interconnected systems creates a huge marketifoe.cr

o existence of digital paradises: some countriesehag laws
relative to computing crime. In some countries, samalicious
cyber-actions are not considered criminal. The icrats can
therefore attack distant systems and commit comguiffences
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without fear of the consequences. The feeling gfumty is a
driving force for criminals.

. difficulties, and sometime impossibility, of cortlycidentifying
the origins and perpetrators of an attack decreeesesks for the
criminal to be identified, immobilised and taken.oidover,
digital traces can be hard to gather, store, ardagsvidence in a
court of law.

As a group, all criminal activities being perpétdhvia the Internet are
referred to as cybercrimes. According to Wall (28).1the Internet has
impacted upon criminal and/or harmful activity inrée main ways.
First, it has become a vehicle for communicatiohgcty sustain existing
patterns of harmful activity such as drug traffraki and hate speech,
bomb-talk, stalking and so on. Second, the Intehes created a
transnational environment that provides new oppaties for harmful
activities that are currently the subject of exigtcriminal or civil law.
Third, the nature of the virtual environment, partarly with regard to
the way that it distances time and space (Giddetr®#90), has
engendered entirely new forms of (unbounded) hdratdtivity such as
the unauthorized appropriation of imagery, softwarels and music
products, etc. Indeed, at the far extreme oftthirsl category, the trans-
jurisdictional, contestable and private nature ofe cof the harms
indicates a scenario where there exists new winewith no bottles at
alll Wall (2001:3).

In sum, cybercrime forms a continuation of classiminality wherein
the computer, with the programs and data that astdde and the
networks it uses, can become both a target of tackaand a means of
carrying one out. Cybercrime benefits its sponsOrglanized crime has
quickly understood how to take advantage of infdroma and
communication technologies to communicate, organael identify
both victims and opportunities, thereby increasfficiency in drug and
human trafficking, illegal commerce of rare or gatd species, money
laundering, selling of counterfeit products, or estteconomic crimes
(Ghernaouti, 2013).

SELF-ASSESSMENT EXERCISE
Briefly discuss the emergence of the Internet.

40 CONCLUSION

The above discourse is expected to have exposetbytbe origin of the
Internet. How it was first created for the purpafegathering military
intelligence, and how it is later being employedddferent purposes in
other spheres of life. Thus, the Internet hasiggmtly transformed
human ways of life ranging from business to worlknsumption
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patterns, leisure, health and politics. As a faggeswing means of
communication and information exchange, coupledhwis global

interconnectedness, the Internet has brought aheuemergence of a
new category of crime (cybercrime) and new categairycriminals

(cybercriminals).

5.0 SUMMARY

In this unit, effort has been made to explain tineuenstances that led to
the emergence of the Internet and how it has novorne a veritable

tool in the hands of cybercriminals for carryingt aifferent types of

crime at local, national, regional, and internagidevels.

6.0 TUTOR-MARKED ASSIGNMENT

1. Internet can be likened to a double-edged sworskcuRis
2. Critically discuss the relationship between theelnét and
cybercrime
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1.0 INTRODUCTION

Cybercrime remains a topical issue at both nati@mal international
levels for scholars. It is also a major cause torcern for governments,
multilateral organizations, and security expertbergfore, it is very
important to understand what constitutes cybercrithe activities of
cybercriminals on the cyberspace, and the dandens pose to other
Internet users.

20 OBJECTIVES

At the end of this Unit, you should be able to:

. define cybercrime

. know the meaning of cybercrime

. discuss the indices of cybercrime

. differentiate between cybercrime and conventienahes

3.0MAIN CONTENT
3.1 Cybercrime

Cybercrime is among the most dominant concepthén2f' century.
However, in spite of its popularity, it is a veryfitult term to define
because it is rapidly evolving, with new schemed dimensions being
created on a daily basis. Wall (2001) observed ttled term
‘cybercrime’ is often used in political, criminaligtice, media, public
and academic discussions. “Cybercrime” is a broaen covering all
the ways in which computers and other types of gixdet electronic
devices such as cell phones and PDAs capable afecting to the
Internet are used to break laws and cause harmlightlg more
technical definition would be *“the use of computersother electronic
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devices via information systems such as organizatioetworks or the
Internet to facilitate illegal behaviors” (McQuadz006).

Cybercrime has come about and evolved with therreteand other
advances in IT that have afforded people new waysause harm in
society. Indeed, this form of crime has been givdifferent
nomenclatures such as technological crime, highniglogy crime, high
tech crime, economic crime, Internet crime, digidaime, or electronic
crime, amongst other labels used by people to descerimes
committed with computers or other IT devices. Thesde-ranging
labels that are usually used to qualify cybercroften create confusion
for students and other people interested in knowmoege about it or for
the purpose of developing measures for its pregeniihis is especially
true given the fact that there are so many typesy/bércrime and abuse
of information systems. Some of these will be dised in Module 2.
Gabrosky et al. (2001) defined cybercrime as tleeafdnternet services
and ICT resources to further illegal ends, suchca@smmitting fraud,
trafficking in child pornography, stealing of idéms or violating of
privacy etc. On their part, Hill and Marion (20M6¢wed cybercrime as
acts that involve criminal uses of the Internet ather networked
systems to cause harm to others or some form adtaridance. It can
include any criminal activity—not only on computengtworks, or the
Internet but also on mobile phones or other pelsdagices—that is
intended to cause harm to others. Furthermore, fKarad Mwanza
(2006) defined it as a new type of white-collarnezi facilitated by
technological advancement (i.e) a crime actualthedugh the platform
of the internet.

Thomas and Loader (2000) also noted that cybereriane computer-
mediated activities which are illegal or considenéigit by certain

parties and which can be conducted through gloleatrenic networks.
Moreover, the Parliament of the Commonwealth of tAals in 2004

contends that cybercrimes are criminal activitiésclv use or take place
through communication technology. The Council ofrdpe described
cybercrime as applying to three categories of erahiactivities. The
first covers traditional forms of crime such asuftar forgery, though in
a cybercrime context relates specifically to crinemsmmitted over
electronic communication networks and informatioypstems. The
second concerns the publication of illegal contermr electronic media
(i.e., child sexual abuse material or incitementrdoial hatred). The
third includes crimes unique to electronic networitsat is, attacks
against information systems, denial of service aadking (Hill and

Marion, 2016). These types of attacks can also ibected against
crucial critical infrastructures and affect exigtimpid alert systems in
many areas, with potentially disastrous consequerioe the whole

society. Common to each category of crime is thaytmay be
committed on a mass scale and with a great geogedptistance

10
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between the criminal act and its effects. AccordmdyicConnel (2000),
cybercrimes differ from other terrestrial crimedanr major ways: they
are easy to learn how to commit; they require fesources relative to
the potential damage caused; they can be commniitted jurisdiction
without being physically present and are oftenabedrly illegal.
Regardless of the way it is conceived, cybercrisgesents a negative
throw-up in the use of cyberspace in the new in&dirom age. A
common denominator peculiar to this form of crinssentially involves
the use of the Internet and other ICT resourcegerpetrate acts that
deviate from the normatively expected cyber behagioSimilarly, the
conceptualization of cybercrime raises also sevieegl questions, like
where do the criminal acts take place in the redl digital worlds and
with the help of which technologies; why are damggiactivities
undertaken; and who are the actors perpetratingléveant acts? The
“where” of criminal activities, actors, and victimg/hen it comes to
cybercrime, the location touches upon both the ighysand digital
domains (Viano, 2017).

However, the fairly clear borderlines and placesicmn in the physical
world are not available in the virtual one. Inteirggly, there are still
some borders that distinguish the physical from djleer world. The
keyboards, the screen, the arrow, the passworduléill a mediating

role between the physical and the virtual worldefé, 2017). But once
within cyberspace, the idea of a border is muchemordefined. In the
cyber world, there are obviously no clear-cut. gapgic boundaries
like in the physical world (Johnson and Post 19%55¥9). Finally, Nhan
and Bachman (2015) submitted that a broad defmitd cybercrime
will include three basic elements: (i) its perpgtma via electronic
networks; (ii) technology’s role; and (iii) the vaus applicable laws.

SELF-ASSESSMENT EXERCISE
Explain why cybercrime is difficult to understand.

40 CONCLUSION

From the discourse above, it is clear that cybereris a particularly
difficult concept to define because of its changpagterns and fluid
nature. However, regardless of the way it is coremgi a common
denominator that is peculiar to this form of crimsethat it essentially
involves the use of the Internet and other ICT weses to perpetrate
acts that deviate from the normatively expectedecydehaviour. Also,
cybercrimes differ from the conventional crime auf major ways: they
are easy to learn how to commit; they require fesources relative to
the potential damage caused; they can be commiited jurisdiction
without being physically present and are oftenabearly illegal.

11
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50 SUMMARY

This unit has carefully discussed the concept obecgrime. It
highlighted some of the various definitions of cydrenes as put
forward by different scholars and international ilesd Equally, the
characteristics of cybercrime which distinguisfram the conventional
crimes are also explained.

6.0 TUTOR-MARKED ASSIGNMENT

1. With relevant examples, differentiate between cgbere and
conventional crimes
2. Discuss the three categories of cybercrime recegnizy the

Council of Europe
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1.0 INTRODUCTION

The direction, impact and magnitude of cybercrimaymot be
adequately understood without discussing how itdwasdved from the
simple hacking that was witnessed some over 50syago to the
complicated cyber terrorism and cyber espionagedtsastaring at us in
the face today. Cybercrime has now become an wmtquart of the
cyberspace that is threatening the daily functignamd activities of
individuals, business, government and organizatigybercriminals
can now send virus code over the Internet, reat¢hand con people,
destabilize businesses, governments and orgamsadtiom a distance.

20 OBJECTIVES
At the end of this Unit, you should able to:

» track the five epochs in the evolution of cyber@im

» discuss the forms of cybercrimes peculiar to eathhe five
epochs

* narrate the major cybercrime incidents that havenbeecorded
over time

3.0 MAINCONTENT

3.1 Evolution of Cybercrime (Pre 1970-2000)

The increasing rise in the incidence of cybercrimas placed it on a
high pedestal globally. Cybercrime occupies a §icgmt position in the

criminological discourse of the Zicentury. However, despite it is
relatively recent ubiquity, the emergence of cybere predates the

14



CSS 808 MODULE 1

contemporary time. Indeed, the origin of cybercrinas been traced to
the early 1950s. In fact, McQuade (2009) asserds e abuse and
misuse of computer systems has existed since raaiefrcomputers
were first invented during the 1940s and 1950s aeans to improve
military munitions and then rocket guidance systeWs computers
became more necessary for research and commumatiathin
academic institutions, military organizations, dhncial institutions,
pranks and pranksters inevitably came onto theesdg®nginally these
pranksters were mainly university students who @essd tremendous
curiosity about computers and the ways in whicly tbeuld be used to
solve problems. Eventually, during the 1960s, wvilte invention of
ARPANET and then the Internet, and as computeratéaotcin colleges
and universities throughout the United States aa@nected with those
located in government agencies and businessekseant the abusive
use of computers and computer networks became owramon and
harmful (McQuade, 2009). The timeline as providad Hill and
Marion (2016) on the history of computer crime ppthptured how
cybercrime has evolved over the past few decades.

3.2Pre-1970 Era

The Internet can be traced back to the eventsanl®b0s when the
United States of America was preoccupied with tliddGNar and the
Soviet Union. In 1957, the Soviets launched thelkt Sputnik into
space, thereby winning the space race. As a wagvance American
technology and prevent the Soviets from getting fumther ahead, in
1958 the U.S. government created a new agency, Altivanced
Research Projects Agency (ARPA), with the respalityib of
developing new technologies to be used for milifauyposes.

In 1962, a new division of ARPA was formed, the ommhation
Processing Techniques Office, and a scientist fidiT, J. C. R.
Licklider, was appointed to lead the new agencypkgosed a network
of interconnected computers that scientists coslel to share research
and work jointly on projects. The idea lay dormémt a time as few
people had the expertise to carry out the plans. Adxt director of the
agency picked up the idea again and formed the Aok Research
Projects Agency Network (ARPANet), an early preourof the
Internet.

Ray Tomlinson, an engineer, was the first persosettd an email over
the ARPANet. He was also the first person to uge@h symbol in one
of those communications. In the 1960s and 1970stetlwas little
computer crime as the technology was neither widebjilable nor used
by the general population. At that time, computse was largely
restricted to the military and to researchers avarsities and other
scientific labs. Most unauthorized hacking eventrevsimply pranks

15
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carried out on computer systems at universitiesniquisitive students
who did not intend to cause any harm. The virusey teft behind were
easily identified and removed. These hackers saugtiscover kinks in
the system and then use that information to makaawements. The
events generally caused minimal damage to compatedata, if any at
all.

The entire purpose of hacking in those days waglgirfor fun—to
prove that a person had the technological savvyskiiid to break into a
supposedly secure system. At the time, there were laws that
criminalized these activities, so they were notsidered to be crimes,
and few people were prosecuted for these actsadny bffenders often
signed their names to a virus. Some may arguethigafirst person to
recognize and study computer crime and securityessvas Donn B.
Parker. During the early 1970s, as the Internet eaxasving, Parker
researched computer crime and security issues. d¢ante a senior
computer security consultant at the Stanford Rekehrstitute and, in
that position, wrote the first federal manual onmeater crime,
Computer Crime—Criminal Justice Resource Manual,9n0. This was
a manual for law enforcement officials, who wergihaing to see more
complaints of computer crimes.

3.3The1970sEra

During the 1970s, technology was rapidly advanci@gbercriminals
were likewise learning more about computer systeamsl their
vulnerabilities, all the while honing their hackisgills. Throughout the
decade, hackers’ intentions and purposes were Iguaianging. No
longer were hackers finding ways into systems fan; fnow they
intended to cause harm. One of the first compuiterses designed to
damage systems appeared in 1971. At this time,ras known as
Creeper was released in the ARPANet. A computezcitetl with the
virus displayed a message on the screen indic#tiaigthe system was
infected and the identity of those responsibleci@ating the virus. The
first computer crimes also appeared during the 49T08e first types of
computer crimes to be recognized were computeusigns and fraud.
Also, one of the first identified cybercrimes oaad in 1973, when a
chief teller at a Union Dime Savings Bank embezziezhey from the
company by manipulating account data in the ban&sputer system.
In the 1970s the use of computer hacking expandedcamputerized
phone systems became a prime target of “phreakefhése
technologically savvy people could break into ateys discover the
correct codes and tones, and get free long-distsemséce. One of those
phreakers, John Draper (also known as Cap’n Crungsgovered that a
toy whistle he found in a box of Cap’n Crunch cémas the same
frequency as the AT&T phone network. Using the fndestle, he was
able to configure the system so that thousand®oplp got free phone
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calls from AT&T. While computer crimes like Drapsrivere slowly

emerging, the majority of the population remainadyély unaware of
crimes committed via computers and the Internetséquently, the
impact of these events went mostly unnoticed by gbeeral public.

However, to those who were more aware of compugerd their

increased vulnerabilities, it was clear that ther@s a potential for
similar crimes to be committed at any organizatibat relied on

computers. In response, state legislators begaesfwond to the newly
emerging crimes. They proposed and debated nevsldéigh that

sought to define specific computer operations &sgal. The first

computer crime law that focused on cybercrime whs Florida

Computer Crimes Act of 1978. The law was passeér att was

discovered that employees at the Flagler Dog Trhekl used a
computer to print fraudulent winning tickets. Thewnlaw defined all

unauthorized access of a computer as a crime, dvéme person

committing the crime had no malicious intent. Newv$ also meant that
offenders could be, and were actually, arrested prodecuted for
computer crimes, but because of the novelty ofetleesnes (and partly
because criminal justice personnel were unfamiigin the technology),
there were few actual prosecutions for computenesi

3.4The1980s Era

By the 1980s, computers and technology had beconme m
mainstreamed. The Internet was rapidly expandind,a@mputers were
being used in more businesses, government offieesl homes.
Companies were beginning to use the Internet sodbeld reach out to
users not only in the United States but also irtonally to expand
their markets. Because computers were becoming mvately used,
computer crimes were becoming more frequent. Maregoweffenders
were also changing. Their intent was no longerréak into a computer
system just for the fun of it. Many viruses andKkiag attacks were now
meant to cause critical harm to computer systemsesult in theft of
data. The crimes quickly became serious threabmsinesses, financial
institutions, and government offices. As crimesagre intensity, courts
began to recognize the dangers of computer crimé pumished
offenders with harsher sentences in terms of leagrison terms and
higher fines. As a result, the Federal Bureau wéstigation (FBI) was
assigned the task of overseeing credit card anguatenfraud. During
this period, some significant trends became appasenh as the growth
of new viruses, more convictions for those guilfycomputer crimes,
the emergence of hacking groups, and the use oErcglme as
entertainment, the publication of hacking magazinesd an
international perspective.
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The first widely known viruses circulated in 198he Apple I, Il, and

[l viruses, for example, targeted the Apple Il oaieng system. They
first appeared at the computer system of Texas A&Mversity and

spread to other users when they downloaded piratetpouter games.
This action involved two crimes: the release of toenputer virus and
the pirating (or theft) of the software. Similarlihe 1980s era also
witnessed the prosecution of lan Murphy, the faetson ever convicted
of a felony for a computer crime. In 1981, Murphydathree of his

friends broke into the AT&T computer system andnged the internal
clocks. At that time, phone rates varied dependinghe time of day.

Phone calls made in the evening were cheaper tiase tmade during
the day. By changing the clocks at the companyrsusere charged
incorrect rates for phone usage. Some callers usiagohone during
peak day times were charged late-night, discoundgels. Some who
made phone calls in the evenings to take advardbigver rates were
charged higher rates. Clearly, this cost the comparoney and

frustrated users. Murphy was eventually convicted@amputer crimes
and sentenced to 1,000 hours of community service3® months on
probation.

Equally, one of the first arrests for computer kiiag also occurred
around this time. In 1983, a group of teenagers wdiled themselves
the 414s (after their area code in Milwaukee, Whsoo) hacked into the
computer systems of the Memorial Sloan Ketteringi¢@a Center in
Manhattan, New York, and the Los Alamos Nationabdratory in New
Mexico. They were quickly arrested by FBI agentsl @harged with
multiple counts of breaking into computer syster@e teen was
granted immunity from prosecution in exchange foomerating with
authorities. The others were each given five yeamobation. This was
a landmark case because it was one of the earligdents of an arrest
resulting from hacking. At the time, there were féaws regarding
cybercrime, and most law enforcement agents did Ima¢e the
knowledge to investigate allegations of computames. Moreover,
until this case, most businesses did not give nauebence to the need
for security measures. Since cybercrime was ndy fuhderstood by
business community, and many in the information hihetogy
community did not recognize the potential for hafram hacking.
Throughout the 1980s, computer crime continueddi@ace, as did the
punishments for it. In 1986, Herbert Zinn (aka SvadHawk) was a
teenager who lived in New Jersey. He hacked irdaccttmputer systems
of AT&T to steal computer data. Zinn was eventualbnvicted and
sentenced to nine months in jail.

Furthermore, during this era, people who enjoyezkimg into computer

systems, either for fun or for other reasons, bdgajoin groups as a
way of advancing their knowledge of the art of hagk In 1981, a
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group of German computer enthusiasts who had agtaxdical political
orientation formed the Chaos Computer Club in HambGermany.
They were able to hack into the German post oféind, through the
exploitation of security flaws, transfer a sizabi®ount of money into
their own bank accounts. They soon returned theemm the bank but
used the opportunity to make a political statenmregarding ineffective
government action regarding cybersecurity. The groeld meetings
called the Chaos Communication Congress. Similany groups of
hackers, the Legion of Doom (LOD) and the MastersDeception
formed in the United States (4).

The LOD hacking group, founded by Vincent Louis @gline under
the alias “Lex Luthor,” got its name from popula€@omics; members
were a group of phone phreakers who later becanokel®m The
members of LOD enjoyed the process of hacking, eupg others who
wanted to get involved, and were eager to sharg Kmowledge of
hacking. They even published the Legion of Doomhhezal Journal,
which contained guiding principles, code, and paogming examples
as well as other information of interest to hackasund the world. In
the late 1980s, LOD actually helped law enforcemantrestraining
malicious hackers. Gelormine had a reputation ttmaeting the best
hackers to his group. The members of LOD were #lagand enjoyed
the publicity they sometimes received for theii@at. However, a spat
between two members, Mark Abene (aka Phiber Omgl Chris
Goggans (aka Erik Bloodaxe), an editor of Phrak amage, led to
significant change. Abene left LOD and, along wgbme friends,
formed a new group they called the Masters of DezedMOD). Also
helping to form the group was Eli Ladopoulos (akeidAPhreak) and
Paul Stira (aka Scorpion). MOD often disagreed it members of
LOD, resulting in a two-year dispute known as theacker war.
Throughout the dispute, hackers from both groupeck¢d each other
using the Internet and telephone networks. Theyewamming each
other’s phone lines and monitoring each other's maower calls.
Allegedly, members of LOD went so far as to essdblan Internet
security consultancy group that was available sisagorporations who
had been victims of MOD. Members of the groups domes switched
their allegiance.

Later, a third group appeared on the hacking scéhe.Cult of Dead
Cow (cDc) was originally founded in Lubbock, Texas, 1984 by
Swamp Ratte (“Grandmaster Ratte”), Franken Gibé, &l Vicious.
The members of cDc encouraged others to hack. thaer the group’s
members established a secret elite group, the itrjlke Force. While
the other groups fought with each other, cDc camthto grow its
membership and increase interest in hacking. Theve&s known for its
use of humor, and members would sometimes weahig@ptwith
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amusing cartoons such as that of a crucified cawtsl later years, the
cDc became an important proponent of hacktivismusing hacking
techniques for political purposes. The group alsleased numerous
hacking tools, of which Back Orifice (BO) and espélg Back Orifice
2000 (BO2K) were notorious examples. BO2K was gafrdorse that
allowed remote control of infected machines. In tharly 1990s,
members of LOD and MOD were indicted for their gié¢ hacking
activities. Abene was sent to prison for one ydtar gpleading guilty in
federal court to conspiracy and unauthorized act®dsderal interest
computers. Many members of the hacking communitptgsted
Abene’s punishment, and upon his release, he waedhane of New
York City’s 100 smartest people. Most cDc membemnained free
from punishment (Hill and Marion, 2016).

3.5The1990s Era

The 1990s was a period of significant transitionthe evolution of
cybercrime. By this time, the use of the Interrmttcwued to grow, and
it was now commonly used in schools and homes. Mugnesses
continued to put their information online becaubkeyt now had the
ability to conduct business in the global econo8#/hours a day, seven
days a week. Geographic boundaries were no long#rilptive for
businesses, and they took advantage of their estendeach.
Consequently, the online economy expanded.

According to the Digital Research Initiative, e-aoerce first began on
August 11, 1994, when NetMarket made the firstrentransaction. The
first item purchased through a website protected cbynmercially

available data encryption technology was the CD Bemmoner’'s

Tales by Sting. The buyer used a credit card and $a2.48, plus
shipping costs. Since the Internet was more adudest a wider band
of people during the 1990s, there were more attemgptommit crimes.
The term “cybercrime” became more commonly usepemple became
more aware of hacking, viruses, and other formsarhputer crime.
Cybercriminals took advantage of vulnerabilitiesciomputer systems
around the globe.

As cybercrime and malware became more widely neized and feared
by users, antivirus programs were developed that were capable of
detecting harmful malware. In turn, this meant lemskand criminals
needed to increase their technical skills in orttercarry out their
attacks. They started to make malware that was cmrelex, so that it
went undetected by antivirus programs. One methoinimcals
developed to subvert anti-malware programs wasnpoifghism. In this
type of a virus, each new iteration of the malwawelves, so that a new
characteristic will appear that does not affectdhginal code. In 1997,
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tools that would allow unskilled people to carryt @omputer crimes
were made readily available online. That year htyalled AOLHell
was released. The free application allowed virjualhyone to launch
attacks on America Online (AOL). For days, AOL cliabms were
clogged with spam, and the email boxes of AOL usemsre
overwhelmed with spam. Since that year, many mach fools have
been released on the Internet.

Despite the increased security measures, the nuwibeybercrimes
exploded during the 1990s, and the crimes that ptate were far more
devastating than previous crimes. The number oénftral crimes
committed through computer systems increased asy ncamputer
hackers shifted their online activities to stealergdit card numbers,
passwords, PIN numbers, and other personal datacthad then be
used to commit crimes like identity theft. lllegmate applications of
email grew rapidly, generating lots of unsolicitedmmercial and
fraudulent email, or spam. Identity theft was mgioy the late 1990s,
causing great concern for consumers and law enfwnoe alike. It
quickly became apparent that many hackers no lorgeke into
computer systems for the challenge or a senseritf #nd they did not
seek attention for their crimes as hackers didhim 1980s. The new
group of hackers was much more dangerous. Theyhsdogmake a
profit and cause harm to others. Some key evermsra in the 1990s
that pointed to the dangers of cybercrime. Theskided new viruses,
more cases of hacking, cybercrime as entertainmgengrnment action,
hacking groups, and international events.

One virus that was transmitted during the 1990s thasMichelangelo
virus, which would install itself on a computer lthén remain dormant
in an infected computer for many weeks before kit@c The virus was
written to trigger on Michelangelo’s birthday anttagked the boot
sector of the hard drive or floppy drive. For thesnpart, the virus left
data largely untouched, so it did not cause muchagdg. In 1999, the
Melissa virus was released. Created by David Smitlcaused an
estimated $500 million in damages. Smith was ealyticonvicted of
writing the virus and given a five-year prison sge. This case was
the first to have caused so much damage, butalsis key because of
the sentence the offender received. This showed d¢barts were
beginning to take computer crime more seriously &mdsentence
perpetrators accordingly.

Also, the practice of hacking into computer systesostinued in the
1990s. In 1994, a 16-year-old boy from the Unitadgdom known as
Data Stream hacked into many government sitesdimal Griffiss Air
Force Base, NASA, and the Korean Atomic Energy Beselnstitute.
Even though his victims were located in North Aroarand Asia (and
he was located in Europe), he was identified bytl&od Yard officials.
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This case was critical because it clearly iderdifithe need for
international cooperation between law enforcemegenaies when it
came to investigating cybercrime. Clearly, cybeneri was indeed
global and no longer bound by geographic borders.

Another case that showed the growing importancantdrnational
cooperation in cybercrime occurred in 1995. Viadibevin, a graduate
of St. Petersburg Tekhnologichesky University, wasested and
charged with being the head of a group of Russaukérs. The group
allegedly stole almost $10 million from Citibanke\tin was arrested by
Interpol at Heathrow Airport and extradited to tieited States where
he was convicted of the charges against him. Heseatenced to spend
three years in prison and pay Citibank $240,01& atmount he profited
from his crime. Hacking in the United States was$ ooly done for
profit but also for other reasons during the 199Mse of those reasons
was political. In 1996, a computer hacker assodiatith a white-
supremacist group disabled a Massachusetts Intsargice provider
(ISP) and damaged data on its system. The ISP pitelmo stop the
hacker from sending out worldwide racist messagedeu the ISP’s
name. The hacker signed off with the threat, “Yawényet to see true
electronic terrorism. This is a promise.” Whilesthattack caused very
little damage, it was an example of how some harlaments were
ideologically driven and were done to send a messagupport of the
hacktivist. Hackers also broke into systems as @ @fadamaging a
business.

In 1997, the Network Solutions Internet domain s&gi was hacked by
a business rival, causing the company a greataeimage and havoc.
Eugene Kashpureff, the owner of a competing busioalied AlterNiC,
eventually pleaded guilty to carrying out the offen This case is of
interest because it was a clear example of howihgaould be used in
a dispute between rival businesses. One compang haeking to
subvert the business practices and success of petimg business. This
was clearly a case of corporate warfare that wasedaout through the
Internet (Hill and Marion, 2016).

3.6 The2000s Era

By the 2000s, the majority of people in differeatys of the world used
technology regularly. Many people’s lives were uefhced by
computers in some way on a daily basis. Computepacted business,
education, health care, banking, and research. Mdi®n’s critical
infrastructure relied on computers to exist. At saene time, cybercrime
continued to rise, and large-scale global malwdia@cks continued by
the use of specific targeting of end-user syste@gbercriminals
continued to use email and websites to deploy nralwAdvanced
persistent threats became a regular concern, betaeng posed a threat
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to the intellectual property and financial assefscompanies and
nations. New threats at this time focused on matylerating systems,
such as cell phones. As these networked deviceanm®eaommon,
criminals were actively developing new technologyed at exploiting
them. New laws have been passed at the federtd, atad international
levels to deter cybercrime, but they often lag bdhiemerging
technology, and cybercriminals stay one step aludatie legislation.
Businesses and homes need to have security syststaked to prevent
becoming the victims of an attack.

In 2003, Microsoft went so far as to announce biegnfior anyone who
aided in capturing hackers, virus writers, and ausi other computer
criminals. It was an interesting way to combat catapcrime. Equally,
social networking sites became very popular ancelyidised methods
to communicate with family, friends, and businesstacts in the 2000s.
This has led to increases in crimes such as cybgrmu and
harassment. A particular crime occurred in 200&imch a mother of a
teenage daughter, Lori Drew, created a fake MySpage as a way to
bully another teenage girl who happened to be haghiter’s rival. The
target of Drew’s attention, Megan Meier, commitgdcide as a result
of the things Drew posted on the account. Law eafiment sought to
hold Drew accountable for her actions and for teatk of Meier. Drew
was charged with crimes under the Federal Comptrand and Abuse
Statute, even though the law does not address lylheng. In
September 2009, U.S. District Judge George Wu dssali the case.
This was one of many examples of how people werggusocial media
for criminal purposes. Another example happened0®9, when Brian
Hurt used Craigslist to hire a prostitute to coménis home. When she
arrived at his house, he shot and killed her (&hil Marion, 2017). This
particular incident was similar to a case that oiin Nigeria where a
lady named Cynthia Osokogu was allegedly raped,bedb and
murdered by two Nigerian university undergraduatésyabufor
Okwumo and Ezekiel Odera, for the after luring tagbs from Abuja
under the guise of sealing a business transactten iaitially making
friend with her on an online social media netwdAacebook (Ogbo,
2012; Usman, 2012).

SELF-ASSESSMENT EXERCISE

Write a brief note on the cybercrime events thahidated the pre-1970
era.

40 CONCLUSION

The above discourse on the analysis of the evalutib cybercrime

clearly demonstrates that it is a form of crimettlhavances with
information and communication technology (ICT) depenent. The

23



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

implication of this is that the magnitude and dil@t of cybercrime, as
well as the levels of sophistication of cybercriaigxmay be difficult to
predict and gauge. In essence, cybercrime is a @dronime that is not
only fluid and wide-ranging, but also does changgis time.

50 SUMMARY

In this unit, attention had been devoted to thejettary and
metamorphosis of cybercrime from its earliest stégdts advanced
stage as we have it today. Also, information wagvisled on some
earliest cases of cybercrime attacks. In additiabention was also
devoted to some notable individuals who played irtgra roles in the
emergence of cybercrime.

6.0 TUTOR-MARKED ASSIGNMENT

1. The 1990s was a period of significant transitiorthe evolution
of cybercrime. Discuss.
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1.0 INTRODUCTION

Cybercriminals are employing different tools anchteiques to facilitate
their illegal and clandestine activities on the engpace. Internet Service
Providers, internet architecture, individual andpooate internet users,
as well as government agencies are among the meagteintly targeted
by cybercriminals. Without certain specialized toa@nd techniques,
cybercrime may be difficult for cybercriminals teerpetrate. Hence,
tools and techniques constitute important wares dgbercriminals.
Some of the tools and techniques commonly deploy@d the
perpetration of cybercrime shall be discussedimuhit.

20 OBJECTIVES

At the end of this unit, you should be able to:

o explain the basic and advanced tools and technidgoes
cybercrime
o understand how cybercriminals deploy these toafstaohniques

on the cyberspace
30 MAINCONTENT
3.1 Techniques and Tools Deployed for Cybercrime

Cybercrime perpetration requires the use of somienigues and cyber-
tools. Although to be effective, such techniqued &wols need to be
sophisticated, at least to overcome basic levelseairity measures.
However, they do not necessarily need to be higduphisticated
(Akhgar and Brewster, 2016). With a global netwark potential

targets, attackers can easily look for the weakektand benefit from
poor security in one place or another. But moreartgntly, tools are
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available also to would-be criminals who have nehi®logical

expertise or skills, through the existence of agdarunderground
marketplace where hacker tools are traded, in nibehsame way as
legal online marketplaces function (along with vendating systems
and helpdesks) (Akhgar and Brewster, 2016). Thetexce of such
black markets was a primary reason to criminaleerisuse of devices
in the Cybercrime Convention and Directive 2013401, but the

effect of this penalization on the factual easyilabdity of hacker tools

remains to be seen. Here, five major types of tectes and tools
commonly deployed for the perpetration of cybereriane discussed.

3.2 Bothets

“Bot networks,” or botnets, are collections of raputers that have
traditionally been under the control of a singlgitgnusually without
the knowledge or consent of the owners or userthade computers
(McQuade, 2009). The attacker exploits securitykmeases, generally
in a computer connected to the Internet, to plawallsprograms called
daemons which run in the background of the hostpeder, unknown to
the third party (Clough, 2010). Individually affedt computers are
running software known as a “bot” (from “robo); and these infected
computers are often referred to as “bots” or fabies.” Botnets are
used by the controlling entity, sometimes knownaaSbotherd” or
“botherder,” to perform one or more functions oomputers owned or
used by other people.

Bots have a central role in the cybercriminal wq@hernaouti, 2013).
Botnet owners either launch attacks themselvesthey rent their
network of zombie computers to any third party wiemts to launch an
attack. Bot networks are thus a real threat tolrakrnet-connected
systems. Various attacks can be performed by cyib@nals using bots
and botnets, such as: drowning websites and egeaters; stealing
identities by obtaining information from the victinproxying network
traffic such as SMTP and HTTP; phishing, by heapio identify

potential victims and hosting fraudulent websitadyance fee fraud;
extortion, by threatening organizations with a DDat&ack if they do
not pay a certain amount of money; hosting illedgta and installing
malware, such as a backdoor, to maintain access #ie exploit
(Ghernaouti, 2013).

Expert botherds are able to distribute functionsoss individual
computers running a bot (such as cracking passywandfiave them
work in concert (e.g., engaging in a denial of mervattack). Both
programs were initially created in the early 19%0sInternet Relay
Chat (IRC) users to provide automated responsele wiey were away
from their computers, to attack and defend comafdRC channels, as
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well as to perform other tasks. By 1999, variouslgsuch as Trinoo,
Tribal Flood Network, Stacheldraht, and Shaft weleveloped to
engage in distributed denial of service (DDOS) ckita often against
IRC servers (McQuade, 2009).

In 2000, these DDOS tools were merged with wormg @otkits in

order to automate the rapid compromise of systesel tto launch
attacks. By 2002, the IRC control functionalitytb&é original bots was
merged with these tools, and bots became a gepernabse platform
for compromising systems, taking control of themq aising them for a
variety of tasks beyond DDOS (McQuade, 2009). TREOS capability
became less common as bots began to be used bynasnfor

economic gain. Some botnets have begun to use otimemunications
mechanisms besides IRC, including peer-to-peer)(p2ptocols that
eliminate dependence upon a botnet controller eaettpense of losing
the ability to send commands simultaneously tobats. Botnets have
also become one of the primary tools of crimindivaty used on the
Internet, and botnet activity is often motivated kye desire of
cybercriminals to make money.

Botnets provide a technology infrastructure thatconjunction with a
creative division of labor, disperses risks faceddmline criminals,
allowing them to grow their operations to largealses with minimal
fear of being identified, arrested, and prosecu@enninal activity using
botnets has been split into multiple roles, wheifeeignt individuals
and groups can participate in separate tasks. allug/s specialization
both in particular activities and for the dispersélrisk. Some of the
common roles include:

° writing the malware used to compromise systems;

o compromising popular Web servers and using thendejloy
that malware;

o collecting bots into botnets (the “botherder” eyj

o using botnet-provided services to distribute dateclf as spam or
malware), collecting data (such as financial accaufiormation
and passwords), or processing information (suclpassword

cracking);

o selling captured account information;

) using captured account information to engage iditcard fraud
or to create forged ATM cards;

o using forged ATM cards to empty bank accounts; and

o laundering the proceeds of credit card fraud byelleg

purchased items (McQuade, 2009).
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3.3War driving

War driving is a technique involving driving aroundth a portable Wi-
Fi device (laptop, tablet, smartphone, or customic#g searching for
insecure wireless networks. War drivers often yscislized antennas
to extend their reach. Software is available fovdi@ad that automates
the practice. Combined with global positioning syss, war driving
software can automatically generate maps that do¥di-Fi network
sites (Waschke, 2017). War driving is legal in mpktces, although
some local laws outlaw it. The step usually takierdinding available
Wi-Fi sites is illegal. Open networks discoveredaowar drive that are
not encrypted and secured with a password canyehsilaccessed
without authorization from the owners. This is giéé. Criminals war
drive, or use maps produced by war drivers, to gasuthorized access
to Wi-Fi networks. They may do this to steal In&traccess, gain illicit
access to passwords and data by hacking into dewoethe Wi-Fi
network, or hide their identity by communicatingrr a location that
cannot be traced to them (Waschke, 2017). The dbstao these
searches do not mean that a search is pointlesthdyuare challenging

3.4 The Onion Router (TOR)

Tor was developed to offer privacy, confidentiglignd anonymity on
the Internet. In the mid-1990s, the United Statemvall Research
Laboratory scientists and engineers generated thre cbncepts and
architecture for the protection of online secretmomnications
(Waschke, 2017). The Tor project continues to beeldgped and
maintained through grants from various agencies tioé U.S.
government, contributions from individuals, and estforganizations.
The basic principles behind Tor are a network diinteer servers and
repeated encryption of the information associatetth \the message.
Messages are routed and repeatedly encrypted domapaths through
the Tor server network. It is called “the onion texti because pealing
back one layer of encryption reveals another lajikg pealing an
onion.

Although Tor has proven to be penetrable with sidfit resources and
effort, the exceptional effort required makes Tortpcted network
traffic much more private than normal InternetficafThe Tor browser
is a free download. A moderately savvy computer gs@& be up and
running on Tor in a short time. Tor leads a douifk It preserves
privacy and prevents intrusion into both legitimaed illegitimate
activities. Tor protects both foreign correspondeand terrorists who
threaten them. Individuals use Tor to protect theiwacy from intrusive
business interests and Tor prevents criminals figpging on law
enforcement communications. Tor also protects ledtlal property
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from prying by competitors and foreign nations.tA¢ same time, Tor
prevents law enforcement from spying on crimindésyorists, and
antagonistic foreign nations (Waschke, 2017).

Cybercriminals who wish to remain anonymous arégisithe onion
router” (TOR) method, which is a network of pe@ngouters that will
scatter traffic in near real time to routing ho3isrough the use of this
tool, a person can set up a computer system torgogh TOR capable
of routing traffic through another TOR site. By nogttraffic through a
series of onion router connections being hostedifierent countries,
cybercriminals can elude law enforcement or otherestigators by
diverting their real whereabouts and identity. T@fgstems can be
configured to transmit data very quickly and retdirior only short
periods of time, while also changing connectiomiifsice requirements.
So, the “state” of where an offender is and hoeyt are able to
transmit traffic back and forth and all around thala/is kept for only a
short time and changes constantly (Waschke, 20Q@hsequently, a
cyberattack launched through TOR may appear toobpeing from all
over the Internet. If cleverly used by cybercrinisnghese tools can be a
power source for intelligence gathering about infation systems,
organizations targeted for economic espionage, eople whose
confidential information will then be used to makesrh victims of
identity theft.

3.5Malware

Malware is a general term for a variety of harndaftware specifically
designed to attack computer systems, networks, aba gMcQuade,
2009). The term was derived by combining the wdrdalicious” and
“software,” and it is used to describe computeuses, Internet worms,
keystroke logging programs, rootkits, spyware, bttnand the like.
Malware can be the cause or the source of othesstgpattacks, such as
denial of service attacks, phishing, and spam. &Vthilere are many
different kinds of malware, all malware has onenghin common: its
existence is unwanted, unknown, or hostile to the @ser or owner of
the computer system running it. A program that estif data on a
personal computer can therefore be considered maiwlaut only if its
existence is unwanted, unknown, or hostile. So,levld spyware
program that collects information on Internet atgivwithout the
knowledge or consent of the computer’s owner wduddconsidered
malware, the “History” folder in the Windows opsing system would
not (McQuade, 2009). And while keystroke loggersegpams that
collect and store all of the keystrokes made onoaputer—are
commonly considered malware, many legal and legiimsoftware
programs that offer parents the ability to monitbeir children’s

29



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

computer habits would not be considered malwaren ¢évough they too
may log and store keystrokes.

Most forms of malware become installed on compsjestems after an
inadvertent action of an unsuspecting computer. 04euses, spyware,
and rootkits can compromise a computer througntatied email or an
email attachment being opened, or by an unsusgecser visiting a
phony Web site cleverly disguised as a legitimaie $Vorms are the
one type of malware that can propagate itself tincilaws or holes in a
computer’'s operating system, i.e., without any esdr action at all.
Most people use the term “virus” instead of “mare,” and while
viruses are a specific type of malware, not allanses of malware are
viruses (McQaude, 2009).

Although technically distinct, the line betweenuges and worms is
increasingly blurred (Clough, 2010). Both are pergs that infect a
computer by being copied and then performing anamogned function.
These functions can vary from the very simple, sashdisplaying a
message on a particular date, to deletion or madidic of data or
installation of other malware such as Trojans adisbh&ome malware,
known as ‘logic bombs’, is programmed to activateaocertain event
occurring, such as a specific date or when a péatipuogram is loaded.
The distinction between viruses and worms is thairas must infect
another program. Worms are similar to viruses lbatself-replicating;
that is, they do not need to infect another appboaClough, 2010).

3.6 Social Engineering

Social engineering is the act of manipulating asperor persons into
performing some action. In the realm of computeusah this most
commonly takes the form of, but is not limited ¢onvincing victims to
divulge personal, financial, or security-relatedomfiation or to grant
access to computer systems or physical environmessre such
information is stored. Use of trickery and fraudcismmon in such
attacks (McQuade, 2009). Attacks can take placperson, over the
phone, through the Internet (including email, inst@messaging, and the
like), through hard copy correspondence, or throaigy other means of
communication. While computer crime is often thaughin terms of
purely technical exploits, this mind-set is dangisrand shortsighted.
Social engineering plays a role in many differemdk of computer
abuse and crime. It is a popular attack vectomeans of attack, among
hackers and others (McQuade, 2009). A common exanglthe
practice of phishing, where an attacker or attalks¥nd out email,
instant messages, voice mails, or other commursgdisguised to look
like they came from a legitimate source, such egedit card company,
bank, or business. The fraudulent message generatiyests that

30



CSS 808 MODULE 1

victims *“verify” personal information such as ament numbers or
passwords and often direct them to enter suchnrdton into equally
fraudulent Web sites. The attacker can then uspdhsnal information
to commit fraud, identify theft, and other crimddicQuade, 2009).
However, not all social engineering techniques irega technological
component.

Another common example of social engineering isegxtéeng. Pretexting
involves the use of an invented identity and/omsac® (the pretext) to
persuade a person to provide sensitive informairoaccess to sensitive
computer systems and the like. An attacker callangvictim and
pretending to be from his bank or calling an empwf the bank and
convincing them that he is, in fact, the victim Wwbbe two examples of
this type of attack. Pretexting is generally coriddmver the phone and
requires prior research on the part of the permesa(FTC, 2006).
Pretexting is often used to convince businessesel@ase customer
information and is sometimes used by private ingasdrs to obtain
things like banking records, phone records, anderotpersonal
information (Bangerman, 2006). Social engineeritigicks generally
follow a distinct pattern. As a first step, the gedrator identifies the
people, facilities, and or information system thet to be attacked. In
the second step, the attacker conducts researchaddledts intelligence
on his or her target in order to discover secuigaknesses. In the third
step, the attacker develops rapport with persons edntrol access to
the targeted information, computing system, orlitgciln the fourth
step, the attacker violates the trust of thoseqmex;sand in the fifth step,
uses the information collected to commit one oremabuses or crimes
(McQuade, 2006).

3.7 Sniffer

A sniffer is a device that is used to capture nekwmaffic. Depending
on the size and activity of the network, sniffergyncollect an enormous
amount of data (Maras, 2015). Network traffic caneal data about the
source, destination, and content of communicati@msgffers have been
used for both legitimate and illegal purposes. Hiytacriminals have
used sniffers to steal passwords and personalniafioon. Sniffers have
also been used legitimately to capture data angecisit for any
potential attacks or intrusions. Indeed, sniffeas provide a computer
forensics investigator information that can idgntithe suspect (or
suspects) in an attack, the modus operandi of uspest, and the full
content of data of incoming and outgoing networkffic (National
Institute of Justice, 2007). Wireshark is an exagdla sniffer program
that captures network traffic in real time and relsoit (National
Institute of Justice, 2007). This tool is not desid to alert authorities of
any suspicious activity, so it is not consideredoem of intrusion
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detection. Instead, it is designed to troubleshaitvork problems and
Is used to perform both live and offline analysfscaptured network
data (Maras, 2015).

SELF-ASSESSMENT EXERCISE
Explain how tools and techniques are indispenstiblbe perpetration
of cybercrime.

40 CONCLUSION

Tools and techniques are indispensable for cylreecperpetration. The
recorded advancement in the area of information @rmunication

technology has also presented cybercriminals with dpportunity to

continually innovate with new techniques and depestwmphisticated

tools to perpetuate illegal activities on the cypace. Cybercriminals
have become sophisticated with the use of intdo@$ and techniques
designed for the purpose of conducting cybercriargging from high

tech crime against computer hardware and softwareyber enabled
crime against real word entities, such financiaiess, crime against
children, cyber terrorism, cyber pornography, cyespionage, amongst
others.

50 SUMMARY

In this unit, students have been exposed to theitapce of tools and
techniques for cybercriminals in the perpetratibnllegal activities on
the cyberspace. Also, different tools and techrsqueveloped by
cybercriminals for the purpose of manipulating botimputer networks
and Internet users are carefully discussed.

6.0 TUTOR-MARKED ASSIGNMENT

1. With relevant examples, write on cybercriminalse usf social
engineering.
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1.0 INTRODUCTION

Just like the traditional offline criminality, cyb®iminals are also
operating specialized cyber underground black ntankhere tools and
information needed for easy facilitation of thdiegal activities can be
conveniently procured on the Internet. Therefohgs unit introduces
students to the social organization, general ndétwggstem and modus
operandi of the black market of cyber criminality.

20 OBJECTIVES

At the end of this unit, you should be able to:

. describe the social organization of the black mizokeyber
criminality

. discuss tools and information available for cybenarals on the
black market of cybercriminals

. demonstrate the general workings of cybercrime rgrdend
market.

3.0 MAINCONTENT
3.1 TheBlack Market of Cyber Criminality

Professional cybercriminals are organized accortbrige specific roles
they play and the input they can have within tligfiflerent methods of
going about their business. The population of cgterinals is
considerably heterogeneous. Exactly as in traditi@niminality, there
are beginners, small-time crooks, part-timers, amefessional,
experienced criminals (Ghernaouti, 2013). They dgehone thing in
common: the possibility of accessing the wide raofé&ools available
on the Net for launching cyberattacks. These toals be more or less
conspicuous and easy to acquire; some are freersotbquire payment.
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Thus, there is a genuine black market for cybemicrality on the
Internet in which different types of services aadl$ can be obtained.
Based on the type of the offer, the quality of tirnels provided, and the
specific nature of the target market (ranging frahe seriously
professional to the amateur via the young apprentithese black
market sites can be easy or tricky to locate (Gauti, 2013). Some are
freely accessible, while others, often those paldrty prized for the
guality of the tools and information available, cgge under restricted
access, reserved for regular customers or cliet® Wwave been
recommended or introduced, in the same way as dsnégie made in
mafia circles. These sites generally require sujsen, with access
being managed and user activities scrutinised. dls@égs thus form a
source of income and profit for the criminals whum them: tools and
knowledge in the domain of cyber criminality faljuarely into the
framework of traditional criminality and the aimrfmaximum profits.
At the same time, as examples of illegal activjtigese sites are by
necessity closely monitored by their owners in otdeavoid infiltration
by the police and other elements of the justicéeesgygMaras, 2015).

For the majority of these illegal sites, to whictcess is granted by
introduction, new joiners are expected to providedence of their
cybercriminal skills and benefit from several imoetions from
members of the fraternity who could vouch for théwerall, though, a
large range of tools is available to every Internser, novices are
allowed to take their first steps in the domain diying them the
necessary means. For some, this makes the steptiemry to practice
very straightforward. Commercial sites are not gigantly different
from legitimate e-commerce sites, and some of thleseonstrate a real
flair for marketing. Buyers go there, open a seduaecount, have
access to a shopping basket, and manage their gag@shGhernaouti
(2013) identified the underlisted to be among tmedpcts that are
generally available for purchase on the black marké cyber
criminality:

o stolen credit card data, such as names, addressédsnumbers,
expiry dates, and security codes;

email addresses and turnkey spam services11;

login details, including account numbers, for nalbanking and
for online gaming (often acquired through phishjng)

) scans of genuine identity papers, of falsifiechidg papers (sent
by actual couriers if purchased), and of fake dis;
o various pieces of malware that are immediately lgsadiving

rise to the concept of CaaS — Crimeware as a S9rvibis
software can include phishing kits, Trojan horsessomware,
viruses, spyware, etc.;

o hosting services for illegal content, command &tcol servers
for botnets, and access to bulletproof servers;
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o courses on becoming cybercrimnials or in improwskils, such
as in creating better frauds or creating botnets.

Exactly as in traditional areas of commerce, thaee sites that sell to
consumers and sites that sell in bulk to providghat is to other
cybercriminals), taking a margin for doing so. Tgrees can vary from
one site to another depending on the resellerhemature of the data in
guestion (for a bank card, for example, it will ¢enon the country of
issue; and for account numbers it will depend enamounts available
in the account), and on the quantity purchasedcddfse, some offers
can very well themselves be scams set up spedyfimaprofit from the
greed of other crooks, for example by selling figtis or faulty goods
or services.

The rubrics for “job offers and opportunities” ounch sites give a good
idea of the specialisation of participants in cybeminality and of the
skills required and in demand. In principle, cybeninals are
specialised, and it is not uncommon to find onrtf@ia advertisements
looking for partners or accomplices for specifichates that require
multiple technical skills and experience (Gherngo@013). This
splitting of skills and responsibilities (creatingalware, accessing
systems, hosting contents, usurping identity, mdaeydering) means
that the gangs can reduce the time taken to caram operation and
thereby diminish the risks of being discovered, atgb reduce the
likely penalties if caught and convicted. The fomumnake easy the
creation and maintenance of contacts at an interratlevel, meaning
that gangs can consist of people from differeninta@s who might not
even know each other offline but who can act togie#ih a global scale.
Cybercriminals are rational beings who follow tlaevé of the market
and of supply and demand. They are, above all,ical® who have
learned to extend their activities, knowledge, aedhniques into
cyberspace. Just as there exist a black markeadmdden economy in
the physical world, the same can be found in cylsrs (Ghernaouti,
2013). These cybercriminal black markets work i@ §game manner as
classical markets, with the objectives of perforoeand profitability,
feeding the whole chain of cyber criminality andymg on the
communications tools and opportunities for contgotsvided by the
Internet. These markets use the same mechanisms|ddge, and tools
as those activities linked to online advertisingl degal e-commerce
(Ghernaouti, 2013). They can be found at all stafebke performance
of cybercrimes, of their preparation, and their etation. In addition,
the Internet contributes in a major way to reafisineir profits. Among
other things, the black market offered by the fwlltg possibilities:

o buy an on-line phishing kit, install it on a bupebof server
(classic hardware and software platforms), opeitaearry out
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phishing), collect the data gathered, and sell eh#wough
forums, on-line shops, and financial transactianises;

) buy and sell exploits, malware, and ransomwarewsoé that
allows cyberattacks to be carried out;

o rent zombie machines and create and operate bptnet

) buy and sell, wholesale or in small quantitiesspeal data, such
as banking details.

) knowing the vulnerabilities that can be exploitadcarrying out
attacks. The first to discover weaknesses and khow to
exploit this for gain will always have a compet#iadvantage;

) possessing tools to exploit these vulnerabilities;

o having access to individuals willing to buy thel®necessary
for committing cybercrimes (ICT or security speise, good
social engineers) and who are then prepared togridrcarry out
the crimes (accomplices, intermediaries such assnused for
transferring funds, black hat hackers).

Black markets for cybercriminals can also providdoimation on
market fluctuations that are heavily driven by theecycle of
vulnerabilities (Ghernaouti, 2013). Vulnerabilitigbat are not yet
widely known, and for which no security patches gxest, are the most
difficult to identify but simultaneously the mostgfitable for those who
exploit them. At the same time, the more that thesaknesses are
exploited, or the more significant their impacts tore likely it is that
security countermeasures will be developed. Thenerabilities, and
consequently the exploits, become less profitatnéife criminals, their
value depreciates, and eventually, they become leteso The
cybercriminal ecosystem will remain in equilibridor as long as those
involved obtain profits significantly greater th#éime risks they run of
being pursued by the forces of justice (Clough,@0Ihis depends
both on the real risks, which may or may not bel wenaged and
controlled on the basis of the strategies adogad,on the perception
of these risks. Between the maximisation of theltneareated through
cyber criminality, the rapidity of the profits, arttle risks of being
arrested, certain cybercriminals have developedea system of
economic intelligence that is both dynamic and &alalp in the service
of criminality (Ghernaouti, 2013).

SELF-ASSESSMENT EXERCISE
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Critically discuss the mode of operation of thecklenarket of cyber
criminality.

40 CONCLUSION

Black market of cyber criminality emerged with theception of

cybercrime to cater for the needs of cybercrimindllsis illegal cyber
underground black market essentially provides ayiominals the

opportunity to procure tools and clandestine infation necessary for
the facilitation of their online crimes.

50 SUMMARY

In this unit, students were exposed to the sodigamization, general
network system and mode of operation of the blagkket of cyber

criminality. Also, they were also acquainted witle ttommon tools and
information which cybercriminals normally procure the underground
cyber black market for crime perpetration.

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss in details the tools and informationreed on the black

market of cyber criminality.

2. Compare and contrast the traditional back marketiofe and
the cyber underground black market.
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MODULE 2 CYBERCRIMINALS AND THEIR MOTIVES

Unit 1 Cybercrime Categorisations

Unit 2 Types of Cybercriminals

Unit 3 Motives of Cybercriminals

Unit 4 Cybercrime and théahoo Yahoo Phenomenon in Nigeria
Unit 5 Measuring the Socio-Economic Costs of Cghiare

UNIT 1 CYBERCRIME CATEGORISATIONS
CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 Cybercrime Categorizations
4.0 Conclusion
5.0 Summary
6.0 Tutor -Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

Generally, cybercrime is a form of crime that iseaf very difficult to

categorise. Nonetheless, the three major categofieybercrime that
have over time been dominant in the literature udel cybercrime
against property (i.e. hacking of computer, bargditrcard, hacking a
company information and so on) cybercrime againsiividual (i.e.

cyber stalking, phishing, scams, distribution ofrrmmgyraphy and
trafficking) cybercrime against government (i.eclkiag government
websites, intercepting military information, tefison).

2.0 OBJECTIVES
At the end of this Unit, you should be able to:
e distinguish the major categorizations of cybercrirttat is
dominant in the literature

e classify cybercrime
e discuss the types of cybercrime.

3.0 MAIN CONTENT

3.1 Cybercrime Categorizations
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Just like the termcybercrime’ seems difficult to conceptualize, so also
IS its categorization a little cumbersome. Thisiaion is largely due to
the fact that new forms of cybercrimes are emergisgtechnology
advances. Indeed, there are many types of cybessrimday that did
not exist just a few years ago. Although some okéhcrimes are new
crimes, whereas others are new versions of traditiorimes (Hill and
Marion, 2016). Regardless of the complexity thabien associated
with the categorization of cybercrime, attemptslisha made in this
Unit to discuss those that are dominant in therditee. The
categorization of cybercrime is necessary becausdy breaking down
the analysis of cybercrimes into different levets #ypes of impact they
have that criminological debates can clearly engagee with the issues
at hand (Wall, 2001).

Schell and Martin (2004) identified the majority gdublicized
cybercrimes affecting governments, industry offgiaand citizens
worldwide as including:

a. Cracking: which involves gaining unauthorized asce®
computer systems to commit a crime, such as diggitm the
code to make a copy-protected program run withopassword
or a valid license string, flooding Internet sitasd thus denying
service to legitimate users, erasing informatiomrrupting
information, and deliberately defacing Web sites

b. Piracy: this involves copying protected softwarathaut
authorization
C. Phreaking: this means obtaining free telephones aall having

calls charged to a different account by using a maer or
another device to manipulate a phone system

d. Cyberstalking: this entails harassing and terrngziselected
human and institutional targets using the compuigusing them
to fear injury or harm

e. Cyberpornography: this involves producing and/@trdbuting
pornography using a computer

f. Cyberterrorism: this involves unlawful attacks atideats of
attack by terrorists against computers, networksd ahe
information stored therein to intimidate or coeecgovernment
or its people to further the perpetrator's politica social
objectives
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Also, the United States Department of Justice caiegd cybercrime
into three major forms:

(2) the computer as the target (this involvescaitey the
computers of others by spreading viruses or aadeft
service [DoS] attack or an attack on a website)

(2) the computer as the weapon (this means uscarguter
to commit traditional crimes, such as fraud gée
gambling, or online pornography), or

(3) the computer as an accessory or a devicetmains data
incidental to the crime (this entails using a poiber as a
method to maintain records on illegal or stolen
information).

Equally, the United Nations recognized five majaategories of
cybercrime to include:

(1)

(2)
(3)

(4)
(5)

financial (crimes that disrupt a businesddig to conduct e-
commerce, such as viruses, cyberattacks or Do$kaftar e-
forgery),

piracy (copying copyrighted material),

hacking (the act of gaining unauthorized ascesa computer
system or network and in some cases making unapdéiatbuse of
this access),

cyberterrorism, and

online pornography

The Organized Crime Situation Report of 2005 thas wublished by
the Council of Europe divides cybercrime into tlodldwing types of
offences:

40

offences against the confidentiality, integrity aanhilability of
information and communication infrastructures:ghlé access to
computers (by computer hacking or wiretapping ordbgeiving
internet users by spoofing, phishing or passworshirfig),
computer espionage, computer sabotage and extortion
computer related traditional crimes: frauds, malapons, abuse
of credit cards, forgery, online grooming of chddr search for
victims, attacks on public safety through manipalatof flight
control systems or hospital computers.

content-related offences: child pornography, racisemophobia,
soliciting, inciting, providing instructions for dnoffering to
commit crimes, ranging from murder to rape, torfitsabotage
and terrorism, cyberstalking, libel and dissemoratiof false
information, Internet gambling.
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. offences related to infringement of copyright aethted rights:
unauthorized production and use of software, datalio, and
video.

One of the widely recognized typologies of cybenaiwas put forward
by David Wall (2001) in his book titledCrime and the Internet’. Wall
(2001) identified four major categories and theselude: (1) cyber-
trespass; (2) cyber-deception and theft; (3) cymen and obscenity;
and (4) cyber-violence. These categories referéheewide range of
deviant, criminal, and terrorist behaviors that dna@merged using
technology, as well as the subcultures supportifgnders throughout
the world (Holt, Adam, and Seigfried-Spellar, 2018)

a. Cyber-trespass: this is the unauthorized crossirmgpondaries of
computer systems into spaces where rights of owipe title
have already been established. Computer hackeggedlan
important role in the early stages of the concdpdeaelopment
of the Internet, combining high levels of speciatizknowledge
to test out and develop new ideas with a staunlcadtbelief in
freedom of access to all information. Initially yhewere
applauded as a celebration of the genius of youtti the
pioneering spirit of America, but they have beebsaguently
become demonized (Chandler, 996). Although a disan is
increasingly being made between the principledptsser (the
hacker) and the unprincipled trespasser (the cractkeeir skills
and beliefs are now commonly regarded as a majeatho the
interests of those who are attempting to effect epoty control
over cyberspace: namely commerce and the state.

b. Cyber-deception/theft: this describes the differappes of
acquisitive harm that can take place within theecgpace. At
one level lies the more traditional patterns offttheuch as the
fraudulent use of credit cards and (cyber)-casH, aparticular
current concern is the increasing potential for ididing of on-
line banking accounts as e-banking becomes moreulgop
Credit card frauds over the Internet arise fromfthedulent use
of appropriate credit cards to buy goods over titerhet from
the many virtual shopping malls and auction sitascommon
with telephoned transactions, the cyber fraudstesdot need to
have the actual credit card in order to shop dvernternet; only
the card number and the expiry date, together thighname on
the card and a delivery address, are required.

c. Cyber-porn and obscenity: The third category in K&¥&ypology
of cybercrime is cyber-porn and obscenity. Thisrespnts a
range of sexually expressive content online. The
cyberporn/obscenity debate is very complex because
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pornography is not necessarily illegal. The rekyi legal nature
of adult pornography has enabled the developmentarof
extremely lucrative industry, thanks in part to thailability of

streaming web content and high-speed connectilntyaddition,

amateurs are increasingly active in the porn ingludtie to the
ease with which individuals can produce profesdianaality

images and media through HD digital cameras, welbied

cameras, and other equipment (Lane, 2000). Whivivng

pornographic content is not illegal for individuaiger the age of
18, accessing certain content, such as violentnonal-related
material, may be criminal depending on local laws.

d. Cyber-Violence: this concerns the violent impacttioé cyber-
activities of another upon an individual or a sbaa political
grouping. Whilst such activities do not have to énav direct
physical manifestation, the victim neverthelesdsfélee violence
of the act and can bear long-term psychologicakss@s a
consequence. The activities referred to here rdrgga cyber-
stalking to hate-speech to tech-talk. Cyber stglkincludes the
persistent tracking and harassment of an indivithyaanother —
for example, by the persistent sending of e-mait$ the sending
of obscene messages or even death threats. A worryi
development of cyber-violence arises from the coymece of
hate-speech and tech-talk. The latter circulatestélcshnologies
which can make the former a reality.

Furthermore, some other common forms of cybercrimesde the
following:

I Phishing: this involves sending emails to useranmttempt to
steal their private information, which can thenused for other
crimes. The victim receives an email that appeanset from a
legitimate organization, such as a bank or a creditd
company, that claims there is a problem with thetiw's
account or that the account needs to be verifidth\i&i et al.
2015).” The victim is asked to supply personal infation or
follow a link to a website to provide personal imf@ation. The
user is prompted to click on a link and log in tis lor her
account, which requires a user ID and passwordugihdhe
link appears to be from a legitimate financial itogion, it is
operated by an identity thief. When the victim esteis or her
information to verify the account, the victim issalproviding
the offender with a username and password thabeamsed to
log in to the real account and steal funds. Thegitimate
websites are crafted so they appear to be leggir@hawki et
al., 2015). A typical phishing email will appeardome from a
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legitimate organisation, such as a bank, and uallesthat the
organisation requires the recipient to verify theaccount
information. For example, it may state that thespets account
may have been compromised and the bank needs ¢& ther

security details. The email will usually have asaed header
and will be designed to resemble that of the reghoization
(Ghernaouti, 2013). The recipient is thereby trickento

providing the information, which is then on-solddér used in
committing identity crime.

Although typically used to gain financial informatiophishing
may be used to gain access to any account infasmathich

may be useful for the offender. In one particulasiypister
example, the defendant used phishing emails tarobt&nors’

passwords to a social networking site and then ubed
passwords to secretly gain access to the minordicama

sessions (Clough, 2010) there are a number of wayghich

phishing emails may capture personal informatiohe Teast
sophisticated is simply to ask the recipient tpoesl via email
or fax. A more sophisticated version is to incogtera link or
an attachment in the message which, when cliclezdis to the
downloading of malware such as keyloggers or Tijan

Pharming: this is a technique which utilizes thaywn which
internet domain names are resolved to direct ureslisy users
to the false website. Such attacks are particulaeinicious in
that a person who knows not to click suspicioukdim emails,
will still type legitimate emails into their browse not
suspecting it may be lead to a phishing site (Ghoug010).
When a text web address is entered into an Intdmmetser, it
must be converted to a numeric IP address. Thashgeved by
a system of Domain Name Servers (DNS), which psesh
requests. In a process known as DNS-poisoningDthg may
be modified so that when a particular IP addresstsred, such
as a financial institution, the request is autonaifiadirected to
the phishing website mimicking that financial ingibn. A
more limited effect can be achieved by poisoning DINS
cache on the user’'s computer by modifying the Iduatfile.
When a web address is entered into the browsercdheputer
will look for the numeric address locally in thedhide. The
hostfile may therefore be modified to the false websddress,
to which the user will be directed. This will uslydbe achieved
by a Trojan which places a valid address for tleefavebsite in
the user's host file (Clough, 2010). Even more iosis,
Trojans may wait until the user visits a legitimatebsite before
creating a false pop-up asking for identifying mh@tion,
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which is then transmitted to a remote server. Sudinojan was
used in relation to American Express websites 062(Clough,
2010).

ii. Spamming: this involves sending unwanted or unged
emails to thousands of users, sometimes anonymously
(McQuade, 2009). Spam can be used to promote ozrisky
products or to trick people into giving up persoimbrmation
(phishing). They may offer free investment opportiaa or
sexual enhancement products. They are often carrer
computer worms, viruses, and other malware. A perghbo is
behind this activity is called a “spammer.” For gender, spam
is economically viable. Users have no operatingscbgyond
the management of the mailing lists. Because sf the volume
of unsolicited emails has grown. But for the reeips, there
may be significant costs to spam. If they have madvattached,
the costs can be very high. The direct effectspains include
the consumption of computer and network resoursesdl as
the cost in human time and attention of dismissingvanted
messages. In addition, spam has costs stemmingtfrerkinds
of spam messages sent, from the ways spammershsangdand
from the race between spammers and those who tsyofo or
control spam. Because most spams are unwanted andbec
very harmful, some email users have spam filtea dttempt to
block or delete the spam messages. The Europeaangni
Internal Market Commission estimated that in 2004t tjunk
email” costs Internet users €10 billion per yearldwide. In
addition to direct costs are the indirect costsnboby the
victims—both those related to the spamming itsaif] to other
crimes that usually accompany it (McQuade, 2008)h&ps the
greatest challenge to enforcement is the globalreatf spam.
The Spamhaus Project lists the ‘Top 5 Countries’ gpam
originating on their networks as the United Stat€ina,
Russian Federation, South Korea and the United ddng
(Clough, 2010). On the other hand, spamming hasrbeca
much more organised business, centralised in timelshaf a
relatively small number of spammers. It has beéimesed that
approximately 80 per cent of spam targeting Northefica is
generated by ten known spammers (Organisation don&mic
Co-operation and Development, 2007).

V. Identity Theft: digital technology has undoubtediypanded
opportunities for offenders to acquire identityamhation. The
portability and storage capacity of digital tectogy is such
that loss or theft of a computer, PDA or storageiae may
have disastrous consequences (Clough, 2010). tgetheft
occurs when an offender steals personal informafiom a
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victim, such as a social security number, biomettmber, date
of birth, home address, passwords, or driver'sneeenumber,
and then uses that information to access a victiesk

accounts and/or makes charges on the victim’s tccadds. The
offender can also apply for bank loans or stealigdecurity
checks. In some cases, an offender applies forsappa or
driver’s license with his or her picture but thetim’'s name. If
the offender is arrested, the victim is identifeithe offender.
According to the Berkshire, Massachusetts, Dis#ittorney’s

Office, one’s personal information is stolen to coiin four

major types of crimes:

o Financial identity theft: this occurs when an offenuses
a victim’s identity to obtain money, goods, or seeg. For
example, an offender may take the following actions
Open up a bank account in the victint's name Obtain
debit and credit cards in the victim’s name g aut
mortgage loans in the victim’s name  Buy an enabile
by taking out a loan on the victim’s name.

o Criminal identity theft: to facilitate this type oflentity
theft, an offender poses as the victim to comnaitie or
claims to be the victim when apprehended for aerim

o Identity cloning: this form of identity theft ocauwhen an
offender assumes the identity of the victim in arsher
daily life. To do so, the offender usually retrisve
duplicates of the victim’s driver’s license, bitbrtificate,
passport, and other personally identifying recortle
offender subsequently takes over all of the victiim
existing accounts (e.g., bank and phone information

o Business/commercial identity theft: Using this formh
identity theft, offenders use another business’ or
organization’s name to obtain credit, funds, goodis,
services.

V. Credit Card Skimming: this is ‘the process throughich
legitimate credit card data is illicitly captured appied, usually
by electronic means’ (Clough, 2010). This technigxgloits
the vulnerabilities of magnetic-strip technologyregent on
many credit, debit and other transaction cards.l&Vdliowing
cards to be programmed with data quickly and eadilglso
means that the data can easily be copied. Alth@aghmonly
referred to as ‘credit card skimming’, the pracitesm be applied
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to any form of card which carries data on a magn&ttip. The
technology required to engage in this practice,vknas a
‘credit card skimmer,” may be a modified version of
commercially available card readers or a purposk-tavice.
Such devices are becoming increasingly small argl ¢a
conceal. Skimmers may also be placed inside pdistie
terminals, which appear to be legitimate, evename cases
producing bogus receipts. PINs may also be obtamedtiot-
wiring PIN key pads or using pinhole cameras. Amare
sophisticated level, the data transfer from merthanay be
intercepted or malware placed in ATM and EFTPOSs(AZ)
or Switch (UK) terminals (Clough, 2010).

Vi. Denial of Service Attacks: this form of cybercrinseprimarily
targeted at denying users of computers or otheestypf
electronic devices access to an information systamits
resources. DOS attacks often involve flooding a adaemp
network with massive amounts of data in a shoriopeof time
so that servers cannot keep up with the amountatd eing
transmitted (McQuade, 2009). The effect is prevanti
disruption, and/or minimization of legitimate netkotraffic.
DOS attacks may also inhibit users from accessietyvork-
related applications or services needed. While satacks
simply bombard networks with large amounts of tcaffiom
thousands of compromised or virus-infected syst@msthe
Internet, other attacks may trigger a “SYN Floodi which a
high number of connection attempts to consume eenttwork
connection capabilities. In essence, most DOS ksdtare aimed
at compromising network efficiency or connectivi#. DoS
attack replicates this effect intentionally, and t¢arget a single
computer, server, website or network (Clough, 201®)ch
attacks are common, with one estimate in the UKinmtit at
approximately 4,000 per week. Some are concertedkat as
when an ISP which offered a gaming server facikigps
subjected to DoS attack on forty-three occasiomeygnting
thousands of users from accessing the servers ¢&jd2010).
In other attacks, well-known websites, includinghga.com,
Amazon.com, eBay.com and Buy.com were temporarily
disabled as a result of such attacks (OECD, 2007).

There are a number of ways in which DoS attacks bmyachieved.
Network routers may be disabled or wireless accessnts
reprogrammed so that others cannot access the mhetdwoother form
of DoS attack is known as ‘mail bombing’ where thgacker uses
specialist software to send large volumes of etoadl single address in
an effort to overwhelm the mail server. Denial efvsce may also result
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from a replicating program such as a virus overwiad the network.
The functioning of a computer may also be impawéere it is used for
significant processing such as brute-force cracKingre sophisticated
DoS attacks utilize Internet protocols to overwheliime target
computer(s). A networked system such as the Interekes upon

protocols to allow computers to communicate witle @mother and to
ensure that the data requested arrives at itsnddéisin (Clough, 2010).
The client computers ends are quest to the semrech then responds
and identifies itself. Once the client computer nrez® this

identification, data can be transferred (Paget, 2007

vii.  Cyber hate speech

The unregulated nature of the Web has aided afgration of cyber-
hate. Hate speech can take different forms, bugeneral targets
individuals or groups on racial, ethnic, religiouggnder or sexual
grounds, or based on other characteristics sugbhgsical or mental
disabilities (Ghernaouti, 2013). Online hate speeftén takes the form
of websites and associated chat rooms and bubeands established by
organized political or ideological groups. Mosteoftthese websites are
designed to target young people and do not heditatse video games
to incite or urge the elimination of Black, Jewish Arab people, and
other members of minority groups (Ghernaouti, 208&\veral thousand
hate speech sites exist. The Web provides the reidie with an
efficient and cost-effective means of communication reaching a
potentially global audience. Acting remotely andamonymity reduces
the risk of identification and prevents the pergetrs from being
prosecuted under national anti-hate speech laws.dl$semination of
racist and xenophobic material through computetesys, racial and
xenophobically motivated threats, racial and xemdotally motivated
insults, denialism, gross minimization, approval jastification of
genocide or crimes against humanity, and aiding abdtting are
criminalized in the Additional Protocol to the Camiion on
Cybercrime (ETS 189) (Ghernaouti, 2013). Cyber Isgieech has also
become a major cause for concern on the Nigergitatispace in recent
times.

It is clear from these approaches that a numbgenéral features could
be used to describe cybercrime acts. One appraath focus on the
material offence object — that is, on the persbhmg; or value against
which the offence is directed (UNODC, 2013). Thip®ach is seen in
the Commonwealth of Independent States Agreemeriter@v the
offence object is computer information) and alsoTitle One of the
substantive criminal law chapter of the Councilkafrope Cybercrime
Convention (where the objects are computer datmputer systems).
Another approach is to consider whether computestesys or
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information systems form an integral part of thedom operandi of the
offence (UNODC, 2013) This approach is also seerTittes Two,
Three and Four of the substantive criminal law ¢dapf the Council of
Europe Cybercrime Convention, as well as in then§hai Cooperation
Organization Agreement, and the Draft African Uni@Qonvention.
Identifying possible cybercrime offence objects anddus operandi
does not describe cybercrime acts in their entirety it can provide a
number of useful general categories into which acéy be broadly
classified. Some international or regional instemts concern
cybercrime only in the narrower conception of tleenputer system or
data as the offence object. Others address a brroadige of offences,
including acts where the offence object is a pemowalue, rather than
a computer system or data — but where a computstersy or
information system is nonetheless an integral giaitte modus operandi
of the offence (UNODC, 2013).

SELF-ASSESSMENT EXERCISE
With relevant examples, highlight and discuss tlagomclassification of
cybercrime as put forward by Schell and Martin @00

40 CONCLUSION

Regardless of how cybercrime is categorized, omgytthat is clear is
that its occurrence is often deleterious and detiast for victims.

Different forms of crimes are emerging on the cgpace daily.
Therefore, its categorization is usually very cosxpand complicated.
Be that as it may, cybercrime can be financial@r-financial; it can be
targeted against a business, an organization on @veovernment.
Moreover, computer device can be a target of cybentals; it can also
be used as a weapon or an accessory for facititagibercrime.

5.0 SUMMARY

In this unit, students have been exposed to diffetgologies in which
cybercrime have been classified by scholars arglnational bodies.
Also, the difficulty that is embedded in the categation of cybercrime
was also discussed and explained.

6.0 TUTOR -MARKED ASSIGNMENT

1. Using relevant examples differentiate between phghand
spamming.

7.0 REFERENCES/FURTHER READING
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1.0 INTRODUCTION

In the world we find ourselves today, there areesalvinternet-aided
crimes known as cybercrime. These are carried auline® by
cybercriminals. Therefore, it becomes imperative dmtend our
discourse on cybercrime to its perpetrators thatehbeen widely
regarded as cybercriminals. Information and moraraness need to be
provided on the type of cybercriminals and theirde@f operations to
enable individuals; government and organization telbetprotect
themselves against internet breach, inherent crithesats and attacks
lurking on the cyberspace.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

¢ identify the types of cybercriminals
e discuss their modes of operation.

3.0 MAIN CONTENT
3.1 Types of Cybercriminals

Cybercriminals have become an integral part ofsmaial structure and
have naturally appeared in the virtual world likeeit non-criminal
counterparts. The emergence of cybercriminals hasorbe more
pervasive today, because of the ubiquity of theeasingly tempting
targets that is made possible by the freely grovantine exchange of
money and data. Cybercriminals are simply criminalso use the
Internet for their purposes. They are not differémm traditional
criminals of the kind we have always known. Theg #&oking for
criminal opportunities and, when they find themeyhexploit them
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according to their abilities or the abilities ohet criminals with whom
they can join forces to commit specific cyberata@&hernaouti, 2013).
In his book titled Scene of the Cybercrime’, Shinder (2002) cited in
Brenner (2010) classified cybercriminals into thdlofeing main
categories:

3.2 Hackers, Crackers, and Network Attackers

Internet network constitutes a major tool for thgroup of
cybercriminals. Unless a hacker has physical adoeascomputer with
the Net, it would be impossible for him or her tonumit a crime.
Hackers can commit several crimes, such as unaméabaccess, theft
of data or services, and destructive cybercrimesh sas website
defacement, release of viruses and DoS, and otteka that bring
down the server or network. Hackers learn theiafttrin a number of
ways: by trial and error, by studying network opeiga systems and
protocols with an eye toward learning their vulimdites, and perhaps
most significantly, from other hackers. There is anormous
underground network where those new to hackinggetnnformation
and learn from more experienced hackers. Thereameerous sites to
meet hackers online, and many more that providks tbat can be used
for hacking sites. Websites such as the Ethicakelabletwork, Cult of
the Dead Cow, Hacktivismo, Security Hacks, and Datkprovide
information and software to discover vulnerabiitend access systems.
Of course, almost any network security tool usedtésting problems
can be used for these purposes. In addition tottlese are newsgroups,
mailing lists, online papers and videos that previguidance and
detailed information. Hacker conferences such a$@EN and the
Black Hat Briefings provide real world opportunities hackers to meet
and exchange ideas.

3.3 Criminals Who Use the Net Incidentally to the Crime

Some criminals use the network in relation to tloeimes, but the Net
itself is not an actual tool of the crimes. Thattiee network is not used
to commit the criminal activity, although it can bged to prepare for or
keep records of the criminal activity. Examples this type of
criminality include: (i) Criminals who use the Nt find victims (this
category criminals go on to use the internet taabt commit the
crime); (ii) Criminals who use computers or netwsof&r recordkeeping
(this category includes people who engage in nonpuder-related
criminal activity such as drug dealing, illegal damg, or other illicit
businesses, who use computers to keep financialdgocoustomer lists,
and other information related to the criminal atgiv whilst
simultaneously utilizing the internet to transfeoge files to an off-site
location where they will be safer from law enforaerh); and (i)
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Criminals who use email or chat services to cowadp with

accomplices (this group includes criminals who wank groups—

terrorist groups, theft rings, black hat hackerstemfuse emails and
chats in the same way that legitimate users docaiwespond with
people they work with).

3.4 Real-life Noncriminals Who Commit Crimes Online

In some situations, people who are not criminaleal life do engage in
criminal conduct online. This category of cyberdriais usually does
not have any criminal intent. Rather, they comriégal acts online
because of ignorance of the law or lack of familyarwith the

technology. An example is someone who is usingtbadband internet
access available in a public library and in thecpss inadvertently
opens the Network Neighbourhood folder on his campand sees
other computers listed there. Out of curiosityphshe clicked on it and
was able to access files and folders in some coenpuhat were not
properly protected or kept secured by their owné¥scessing the
contents contained in such vulnerable computeresystamount to
cybercrime.

Another very useful and detailed typology of cybeninals was put
forward by McQuade (2009). He categorized them thi® following
groups:

1. negligent users who violate security policies orrt practice
sound information security practices and therekpose their
data or that residing on a network to harm;

2. traditional criminals of conventional crimes whse computers
or other types of electronic devices for commatons
and/or record keeping in support of their illegal
activities;

3. fraudsters and thieves including those who phigbpg spim, or
otherwise  deceive people for financial gain;

4, hackers, computer trespassers, and password csagkéso
known as white or gray hat hackers) who, in taditron of the
original hacker ethic, use computers to illegatkplore,
learn about, and take control of systems in ordews pull
mischievous pranks, and who may also find, exptoitexpose

security vulnerabilities;
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5. malicious code writers and distributors who createpy, or
release disruptive  or destructive viruses, Trgjamsrms, or
adware/spyware programs;

6. music, movie, and software pirates who use IT tolate
copyright laws by illegally copying, distributingpwnloading,
selling, or possessing software applications, détas, or
code;

7. harassers and extortionists who use technologiethreaten,
annoy, or coerce;

8. stalkers, pedophiles, and other cybersex offendbosuse online
and/or in-  person methods when needed to acquiegall
sexual pleasure from or power over people;

9. academic cheats who use a variety of tools andnigebs to
plagiarize or cheat on assignments or exams, 00 \idke
research methods or findings for  profit or fame;

10. organized criminals including ethnic-based gangso winse
computers or electronic devices in the coursetheir
legal and illegal business enterprises;

11. corporate, government, and free-lance spies whaosumsple-to-
complex tools and methods of espionage includpyyvare
and key logger applications to snoop for  personair
professional purposes; and

12.  cyber terrorists who seek to advance their soceigious, or

political goals by instilling widespread fear or tamaging
either critical infrastructure or critical informan
infrastructure.

SELF-ASSESSMENT EXERCISE
Identify and discuss the types of cybercriminaiedssed in this unit.

40 CONCLUSION

Regardless of the ways they are categorized, aewf cybercriminals
typically constitute serious threats to other In&trusers. Their illegal
activities on the cyberspace can have nationakhstrational and
international consequences for individuals, busiess organizations,
and governments.

5.0 SUMMARY
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In this unit, students have been introduced tontlagor categorizations
of cybercriminals and ways through which they cias threat to
people, governments, and organizations in the world

6.0 TUTOR- MARKED ASSIGNMENT

1. Discuss cybercriminals that use the Net incideptal commit
crime

7.0 REFERENCES/FURTHER READING
Brenner, S. W. (2010Criminal Threats from Cyberspace. Praeger.

McQuade, S. C. (2009)ncyclopedia of Cybercrime. Green Wood
Publishing Group.
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1.0 INTRODUCTION

The motivations for cybercriminals are quite nunusto There is a
generally held misconception that cybercriminals srainly motivated
by pecuniary gains. However, evidence abounds wicate that
cybercriminals motive(s) for the perpetration deglal acts on the
cyberspace can be both financially and non-findlyciaduced. Our
focus in this unit shall be on the major factordentying criminals’
perpetration of cybercrime.

2.0 OBJECTIVES
At the end of this unit, you should be able to:

e explain the major factors motivating cybercriminedsperpetrate
different forms of crime on the cyberspace.

3.0 MAIN CONTENT
3.1 Motives of Cybercriminals

For a long time, the motivations of cybercriminalgere mainly
notoriety, publicity, intellectual challenges, armkeer recognition.
Nowadays, cybercriminals are more motivated byiptban by glory,
power, or personal satisfaction (Ghernaouti, 2018jormation and
communications technologies are the means andagets of their
criminality. They have integrated these technolegmo their strategies
to get rich, launder money, obtain power, or dektabothers. For
them, the Internet is a tool to be used for manydsiof frauds,
transactions, and general crimes (Ghernaouti, 2013)

People involved in cyber criminality are a numeransl heterogeneous
group with differing motivations and background$iug, it would be
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reductive to try to define a definitive typology ofbercriminals; as
such an attempt would be unable to correctly réflee diversity and
complexity of all the participants (Ghernaouti, 3D1Although it is not
easy to know the motivations of cybercriminals, arag/ to differentiate
them is to consider whether or not they have uked tllegal activities
for financial gain. Some of them may not really ersland the
significance of what they are doing or their apilib cause problems.
Others, on the other hand, do these things detdgra hey might have
a feeling of superiority caused by a level of mgstd how the Internet
works — a level certainly superior to that of thajonity of Internet users
and that of people who use out-of-the-book malwdnés is fairly
typical of hackers who want to show that they aetds than the others.
Or in addition, they might have a feeling that hagkactivities —
hacktivism — are legitimized by their passion foe subject and by the
very existence of the Internet, and that theseviie8 are in some way
imposed upon the hacker as natural outlet (Ghetn&fi3).

Generally, the rise of cyber deviance, cybercriarg] cyber terror has
led many to question why some people choose togengawrongdoing
in virtual environments (Holt et al. 2018). Judtelithe conventional
criminals, different motivating factors are propajl cybercriminals
towards committing crime on the cyberspace. Asbéisteed in the
previous sections there are different types of oyimainals. Therefore,
their motivations for cybercrime involvement arkely to vary, and be
dependent on the type of cybercrime that is of rese to them.
Consequently, the motives that will be discussethis Unit are by no
means exhaustive. Some of the general reasons atiogv
cybercriminals into engaging in cybercrime are assed below:

a. Financial Gains: the quest for financial gain isoag the major
primary factors predisposing cybercriminals towargbercrime.
Many cybercriminals do achieve this by engagingyhber fraud
through different deceptive schemes such as sefictgious
goods online, engaging in fake online romance, ingcknto
financial institutions and other corporate organares’ security
architectures, by stealing victims’ personal andficzntial
information such as their social security numbeA®M pin and
passwords which they often subsequently use t@adefthem. A
very good example of a group of cybercriminals thahotivated
by financial gains is the/ahoo-yahoo boys of Nigeria. Blau
(2004) correctly pointed out that in the contempprperiod;
there is more of a financial incentive for hackerd arackers as
well as for virus writers to write for money andtpast for glory
or some political motive.
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b. Political Reasons: some cybercriminals perpetrgtee@ttacks
for political reasons. Cybercriminals with this doiof motivation
may hack into a computer system for different pagsosuch as
attracting government attention to their cause,wshg their
support for a particular cause, raising donatigpstsuading
people to join their group, or to sabotage a pracEsr instance,
the 2011 Nigeria’s general election was almostugitad by
cybercriminals that hacked both into the serverwadsite of the
Independent National Electoral Commission (INEGQ)u&ly, the
Zapatista social movement in Chiappas State inrhsontMexico
also deployed cyberattacks against the web seonfekdexican
officials to pursue its political goals (Lee, 2006jowever, in
some instances, some governments also do hackhmtsystems
of other governments as a way committing espiorage steal
secrets (especially technology secrets) (Hill anaribth, 2016).
Every country engages in espionage against othemsao some
extent, but China and Russia are better known Ha. Other
countries that have been accused of engaging ier@dpionage
are lIran, North Korea, Sweden, Japan, United Kingdo
Germany, Netherland etc.

C. Adventure and Curiosity: Another motive behind some
cybercriminals’ action is adventure and curiositythis instance,
cybercriminals commit crimes on the cyberspace azeans of
adventure or out of curiosity. Hackers are a groop
cybercriminals that are usually motivated by tlaistdr to engage
in cybercrime. For this group of cybercriminalsckiag into a
secure system is considered as a kind of a challefigerefore,
they engage in it out of curiosity to determine thee or not they
can be able to break into a system. Many cyberoatsiin this
category do not intend to cause serious harm, Hrit Bctions
can cause a significant amount of damage. In tistance, the
potential psychological benefits provide strong mces for
some individuals to engage in cybercrimes

d. Cybercrime as Precursor to Other Forms of Organemes:
The emergence of the Internet has significantlyrdased the
level of global interconnectedness. While this é&narkable,
criminal syndicates around the world are also emgagn
cybercrime as a way of furthering their criminabfp Members
of organized crime do perpetrate cybercrimes as ay of
increasing their power and wealth. They see cybrecras an
easy way of making profit, partly because it isiea® carry out
crimes on the Internet than to physically break iatbuilding or
facility. For instance, Internet is being used ttaffic in drugs,
even making alliances with drug traffickers in thigddle East
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and other locations to increase their supply ancketgHill and
Marion, 2016). Also, some groups have used cybeeras a
way of laundering money or traffic in child pornaghy, illegal
weapons, and even humans.

Lower Risk of Detection: compared to physical crne
cybercrimes are relatively difficult to detect byctims, law
enforcement officials, and other third parties. Efere,
recognizing the relatively safe and anonymous eatwfr the
cyberspace, many criminals are emboldened to engage
cybercrimes. The faceless nature of the Interndiesé easy for
individuals to hide their gender, age, or race amious ways.
Also, a profile in a social networking site likededook or email
account can be created using false informationutjinoGoogle,
Yahoo, or Hotmail (Holt et al. 2018). This falsecaant may be
used to send threatening or harassing messagébexs @o help
conceal their true identity (Bocij, 2004). Similarlvarious
technological resources are designed to hide aopsrsocation
from others.

Victims’ Non-Reporting of Victimization: it is a ©omon
knowledge that some victims of cybercrime prefejust move
on with their lives rather than reporting their iael victimization
experiences to relevant law enforcement agencisdén help
them track down and/or prosecute the perpetraWisle some
victims may just want to forget and/or blur outithactimization

experience altogether, some may not want to conlawst
enforcement officials because of the perceived erabament,
shame, or harm that may come from reporting. Fumbee,
within corporate and government computing environtsie
factors such as fear of losing customers and psti@n the
perceived embarrassment and backlash that willylikellow

public declaration of loss of sensitive and conifidkd

information may engender cover-ups or diminishedoring
(Holt et al., 2018).

SELF-ASSESSMENT EXERCISE
List and discuss the general reasons motivatingercyiminals into

4.0

It has

engaging in cybercrimes.

CONCLUSION

been clearly established in this Unit thddercriminals are being

motivated to engage in illegal activities on thdenspace for different
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reasons Some of the reasons motivating cybercriminals tpgkeate
crime on the cyberspace range from political reagoreconomic factor,
curiosity, quest for fame and popularity, loweskriof detection,
amongst others.

5.0 SUMMARY

This unit focused on the factors motivating cybienanals to perpetrate
crimes on the cyberspace. Some of the reasons anedtiinclude
financial or economic reason, political reasonsatisfy curiosity, low
of detection of perpetrators, victims’ non-repagtiof victimization

experience to law enforcement agents, amongstother

6.0 TUTOR- MARKED ASSIGNMENT
1. Identify and discuss the major factors motivatigher crimes.
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1.0 INTRODUCTION

The widespread adoption of the Internet and otiméoriation and
Communication Technology (ICT) resources has brougtout the
problem of cybercrime in Nigeria. Just like in atlparts of the world,
cybercrime has become a nagging problem for margeniins, the
federal and state governments, and relevant lawresminent agencies.
Cybercrime is so pervasive and widely accepted gntba youths in
Nigeria to the extent that Nigeria is widely bemgarded to be among
the hubs of cybercrime committing nations.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e understand the nature, trends, patterns, and diorensof
cybercrime in Nigeria

e describe the antics and methods of operationshefybuths
involved in cybercrime popularly known as tlyghoo yahoo
cybercriminals..

3.0 MAIN CONTENT
3.1 Cybercrime and theYahoo Yahoo Phenomenon in Nigeria

Nigeria is among the highest cybercrime perpetgatountries in the
world. The youths involved in this criminal act doeally known as the
yahoo-boys (Ojedokun and Eraye, 2012). With the numbers oérhmt
users in Nigeria increasing tremendously from lggmn a million in
2003 to over 80 million in November 2015 (This Daf016),

cybercrime has grown in leap and bound. Howeveg, ythoo-boy

nomenclature does not mean that this form of crafitinis exclusively
for boys. Rather, both male and female youths @ametionally involved
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in this form of crime in Nigeria (Ogunleye, Ojedok& Aderinto, 2019;
Adeniran, 2008).

Since the late 1980s, networks of Nigerian cringsndlave been
defrauding people through different fraudulent sobe popularly
known as advance fee frauds or 419 scams. Howewgh the

commencement of computer-mediated communication bmdrnet

revolution which generally began in Nigeria in tHate 1990s
(Ojedokun, 2016), scammers and fraudsters are nowng online to
lure their victims. Indeed, Internet fraud whichtie most commonly
perpetrated form of cybercrime in Nigeria has pextee the society
with the youths leading the squad (Tade and AIRQL1). The varieties
of application offered by the Net such as, thetebgic mailing system,
‘chat’ systems and Internet messaging (IM), andasauedia platforms
have over time proven to be veritable tools in thands of
cybercriminals for carrying out nefarious ‘webonosii and other
fraudulent activities (Adeniran, 2008).

According to the 2007 Internet Crime Report reldabg the Internet
Crime Complaint Centre (IC3), Nigeria ranks thinthang cybercrime
committing countries in the world (Odapu, 2008) eTieport indicates
that the “Nigerian letter fraud” (Email Scams) reeel in the United

States, constituted 1.1% and the individuals répgrtfraud-type

monetary loss in 2007 puts Nigerian letter frau®.46, amounting to
1,922.99 million US dollars (Odapu, 2008). In Semter 2019, the
Federal Bureau of Investigation busted a cybercriragwvork in the

United States of America that involves 77 Nigeriaiise criminal gang
was alleged to have defrauded their victims of el&8 billion using

several cyber deceptions such as fraudulent bisieesils, romance
scams and other facades.

The common forms of online scams usually perpedrdig Nigerian
cybercriminals include;

a. Dating scam or ‘sweetheart swindling’: this invaveeveloping
a love or romantic relationship, which may be hmtexual or
homosexual, with an individual online usually thgbudating
sites or on social media platforms with the prim@ygal of
defrauding such a person after gaining the victitnisst and
confidence);

b. Classified scam: this usually involves advertisiagd selling
fictitious goods online with the primary goal of isdling
potential buyers

C. Next of kin format: for this, perpetrators usualontact
potential victims mostly through e-mails to infothem that they
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have been selected as the son or daughter of aniflienaire
who had a very large amount of money in his or bhank
account. If the victim agrees to be part of theldeartain
confidential information that can be used to dedrdwim or her
like bank account details, social security cardspasd or ATM
PIN would be requested. Once this is obtainedyit&n would
be defrauded;

d. Missionary Format: this typically involves per@brs posing as
a missionary who travels from one country to anotbe a
mission. They usually solicit donations from therospective
victims by informing them that they have just bgmsted to a
harsh location or region where they intend to e@eatharity for
their host community;

e. Lottery Method: for this type of scam, a mail isually sent to
the client that he or she has won certain amoudobérs that he
or she should provide his or her bank details or pacertain
amount of money through a dedicated website for tiirher to
be able to clear the lottery) are among the mostneon
techniques usually employed by Nigerian cybercratsn

Although the initially generally held opinions angprscholars and
government officials was that the majority of the/bercrimes

perpetrated in Nigeria were generally targetedndividuals and not
necessarily computer systems (Chiemeke and Lon@@8;2Aghatise,

2006), however, the prevailing situations has shawignificant shift in

which local and foreign financial institutions, porate organizations
and government agencies are increasingly beconteg targets of
cybercriminals operating in Nigeria (Aderinto ange@bkun, 2018).
According to the National Security Adviser (NSA)aMGen. Babagana
Munguno (rtd), the global tracking of cyber-attackwlicates that
Nigeria is among the countries with high cases atwsare piracy,

intellectual property theft and malware attacksigTbay, 2016). In

addition, cyber security experts in Nigeria haveadly confirmed that
cybercriminals now use Carbanak or Anunak Advan&etsistent
Threat malware to target financial institutionsaimew and much more
dangerous way than traditional APTs, which onlygear banks’

customers by phishing emails (The Punch, 2015).

The activities of Nigerian cybercriminals have owane resulted in
huge financial and psychological losses for indmald and corporate
institutions. For instance, the 2014 annual repbthe Nigeria Deposit
Insurance Corporation (NDIC) shows that, betweear #913 and 2014
alone, fraud on e-payment platform of the Nigerlzenking sector
increased by 183 per cent (This Day, 2016). Inlated development,
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the Centre for Strategic and International Studiss, in its 2014 report
estimated the annual cost of cybercrime to Nigeribe about 0.08 per
cent of the Gross Domestic Product (GDP), représgrabout N127
billion (This Day, 2016). In addition, a 2015 suyveonducted by
Kaspersky Lab indicates that 45.3 per cent of therhet users in
Nigeria suffered attack in the third quarter of 2gAmaefule, 2016).

Longe and Chiemeke (2008) identify the most comroategories of
crimes on the Nigerian Internet landscape to irelud

(@)

(b)

()

(d)

Hucksters

The hucksters are characterized by a slow turorarofrom
harvest to first message (typically at least onenttmp a large
number of messages are being sent to each harvegtad-
trapped addresses, and typical product based spansp@m
selling an actual product to be shipped or dowrddadven if
the product is fraudulent). E-mail addresses ataiodd from
internet access points using E-mail extractor litel. These
tools can automatically retrieve email addressesnfrweb
pages. They are therefore referred to as harvesters

Fraudsters

The fraudsters are characterized by an almost drates turn-
around from harvest to first messages (typicallgsldghan
12hours). Only a small number of messages aretsezdch of
the harvested addresses (e.g phising, advancettaieg-419,
from Nigerian perspective). Fraudsters often hadreeklresses
of their potential victims and thereafter send calynessage to
them all at a particular time. The tools for gejteddresses by
these fraudsters are mailing address extractorsiggoand
Chiemeke, 2006.

Piracy

Piracy involves the illegal reproduction and disition of

software applications, games, videos, movies ardloaGDs

(Longe and Chiemeke, 2006). This can be done inmaber of
ways. Usually pirates buy a copy from the intermagt,original

version of a software movie or game and illegallgken copies
of the software available online for others to dmad and use
without the notification of the original owner dfie software.
This is known as internet piracy warez. Modern gagicy may
be less dramatic or exciting, but it is far subterd more
extensive in terms of monetary losses the victimsef This
particular form of cybercrime may be the hardesalbfo curb,

as the most common man also seems to be bendfiimgit.

Nigerian Hackers

Young Nigerians can be observed on daily basisagng in
brain storming sessions at cybercafé trying to lcreecurity
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codes for e-commerce, ATM cards and e-marketinglyob
sites. The surprising thing is that even with tHew level of
education or little understanding of the intricacte computing
techniques, they get results! Phising is also béwgmopular as
criminal simulate product's websites to deceive orent
internet users in to ordering products that aresalgt non-
existent. Phishing in this context involves imuatiproduct and
e-commerce web pages in order to defraud unsusgegsers.
This method is used mostly to obtain credit canchibers.

SELF-ASSESSMENT EXERCISE
Discuss the emergence of tyahoo yahoo phenomenon in Nigeria.

5.0 CONCLUSION

Cybercrime has over time remained an intractabtdlpm in Nigeria.
This form of crime is a major source of concern fodividuals,
businesses, government officials, and law enforecgragencies. Youths
are the major active players perpetrating cybererim Nigeria. This
category of youths perpetuating illegal activit@s the cyberspace are
widely referred to as thgahooyahoo boys.

6.0 SUMMARY

In this unit, attention was devoted to the pervasproblem of
cybercrime and the emergence of ty@hoo yahoo phenomenon in
Nigeria. The types of cybercriminals operating dme tNigerian
cyberspace and their modes of operation are cirefiscussed.

6.0 TUTOR -MARKED ASSIGNMENT

1. Mention and discuss the categories of crime bearggirated on
the Nigerian Internet landscape
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UNIT 5 MEASURING THE SOCIO-ECONOMIC
COSTS OF CYBERCRIME

CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 Measuring the Socio-Economic CosGydbercrime
4.0 Conclusion
5.0 Summary
6.0 Tutor -Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

Cybercrime has been established as affecting itdals, businesses,
corporate organizations and government at both omalti and
international levels. Therefore, the collection ddéta for planning
interventions to prevent and reduce crime is a®mapt for cybercrime
as it is for other crime types. In this sectidm socio-economic costs
associated with the occurrence of cybercrime dbalthe focus of our
attention.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e analyse the socio-economic impacts of cybercrimepeaple,
governments and organizations.

3.0 MAIN CONTENT
3.1 Measuring the Socio-Economic Costs of Cybercrien

The precise measurement of the socio-economic obstgercrime can
be used to inform crime reduction initiatives; tthance local, national,
regional and international responses; to identdypsyin responses; to
provide intelligence and risk assessment; and twaeé and inform the
public (Fafinski, Dutton & Margetts, 2010). Thustaleholders at
different levels including government agenciespooate organizations,
law enforcement agencies, international organimatiamongst others
are interested in having a clear picture of theaasseconomic costs of
cybercrime. The major reason behind this is becthesé&nowledge can
help in the understanding of the nature, trends gatierns of
cybercrime which can ultimately help in the desigh strategic
frameworks for addressing the problem. However st reality is that
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the socio-economic cost of cybercrime is often \aiffrcult to measure
because accurate statistics on the number of cgbents and the
revenue loss caused by cybercriminals are simpikmawn.

One approach to the measurement of new forms amendions of
crime, including cybercrime, is to aim to charaerwho’ (and how
many) are involved in ‘what" (and how much). Thisquires a
combination of data sources, such as: information perpetrators,
including organized criminal groups; information ffows within illicit
markets; as well as information on numbers of arahievents, harms
and losses, and resultant illicit financial flondNODC, 2013). Each of
these elements has implications for the responseyb@rcrime. For
instance, an understanding of organized criminaligrstructures and
networks is central to the design of criminal jostinterventions. Also,
an understanding of illicit markets — such as tlaelbeconomy centred
on stolen credit card details — provides detailstlod underlying
incentives for criminal activity (irrespective dfe individuals or groups
involved), and thus entry points for prevention greonming. An
understanding of the extent of harms, losses diudt financial gains
provides guidance on the prioritization of interitens (UNODC,
2013).

According to UNODC (2013), the four main informatieources for the
measurement of ‘what’ cybercrime acts occur anav'hauch’ include:

0] police-recorded crime statistics;

(i)  population-based and business surveys;

(i) victim reporting initiatives; and

(iv) technology-based cybersecurity information.

The list is not exhaustive but covers the main sesiof information that
have some degree of cross-national comparabilifyeiGsources include
individual studies on selected phenomena, such BR& Odrawling
techniques, or botnet takeover.

However, in spite of availability of different sm@s of data as regards,
factual information regarding the annual numbercgbercrimes are
often difficult to gauge due to the following reaso

0] the lack of consensus as to the meaning of ‘cylmeecrmeans
that it may not be included within official crimeasistics. Even
where there is a specific cybercrime, it may be ealsxl within
other statistics.

(i) many of the so-called ‘cybercrimes’ are in facisgrg offences
that are facilitated by technology. Consequentifhaaugh the
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(iii)

(iv)

(vi)

(vii)

(viii)
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offence itself, will be recorded in crime statistiche use of
technology by offenders may not. Therefore, caretnalso be
taken in incorporating the use of computers witldnme
statistics.

most cybercrimes remain unrecognized and theredoee not
reported to officials. Sometimes a criminal hask® ia computer
system but does no damage, or the damage is st thiatait is
not identified. Pirated files may be shared amosgrs without
the knowledge of the original artist who thus canreport the
theft.

even when detected victims of cybercrimes may dieciot to
make a report to relevant authorities due to peecki
embarrassment their action could attract. Also, mames
affected may be hesitant to report cybercrime imig because
they wish to avoid the negative publicity and pbissiloss of
confidence by customers. According to the 2008 EHI/
Computer Crime and Security Survey, only 27 pert cein
incidents were reported to law enforcement, wittB33rcent of
incidents not reported at all (Richardson, 2008).

there may be vested interests among security coegao
exaggerate the level of cybercrimes. Hence, oviématng the
actual number of the recorded incidents of cybereri

empirical findings regarding various indicators atetl to
cybercrime are remarkably inconsistent largely tee do its
underground nature.

media reporting of cybercrime may also present stodied

picture of the actual situation. As with other farof crime, it is

tempting to focus on the novel and/or the sensaticather than
the mainstream, and stories of computer misuse rbay
uncritically accepted and repeated (Clough, 2010).

there are many methodological, logical, conceptuahd
statistical problems in estimating the level anditgya of
cybercrimes. While many associations, groups, aochpany
publish their estimates on a regular basis, itnpadssible to
compare them meaningfully and evaluate their camseces
(Rush, Chris, Erika, & Puay, 2009).
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As for measuring the costs, the Detica Report sstggethat the costs
associated with cybercrime can be measured by demsg these four
categories:

1. costs in anticipation of cybercrime, such asvanos software,
insurance and compliance;
2. costs as a consequence of cybercrime, suclrexg thsses and

indirect costs such as weakened competitiveness @sult of
intellectual property compromise;

3. costs in response to cybercrime, such as cosapien payments
to victims and fines paid to regulatory bodies;
4, indirect costs such as reputational damage rtosfi loss of

confidence in cyber transactions by individuals aodinesses,
reduced public-sector revenues and the growth of th
underground economy.

Although there are no accurate data on the amduaylgercrime that
exists, but different international organizationavé attempted to
estimate the trends and patterns of this form wher Despite the fact
that these reports have slightly different resudimch show, generally
speaking, that cybercrime is occurring more fregiyeand is more
costly for businesses and individuals. The outcomfesome of these
studies are discussed below.

3.2 2010-2011 Computer Crime and Security Study

The Computer Security Institute carried out itsveyrof agencies and
asked if they had ever experienced a cyberattack &dd Marion,

2016). The goal of the study was to determine aemaccurate picture of
the number of cyber offenses. The Institute surdeyetl?2 security
practitioners by traditional mail and email and exslquestions about
cybercrimes committed from July 2009 through JUL@ In total, 351

surveys were completed and returned. Of the 351 wvdsponded,
almost half (49.8 percent) had not experiencedcargg incident in the

previous year, 41.1 percent had experienced sopeedl cybersecurity
incident, and 9.1 percent did not know. Of those wlad experienced
an attack, 21.6 percent reported that they werevittten of a targeted
attack, 54.5 percent were not targeted, and 24epenvere unable to
determine the type of attack.5 This shows that uhd#é of the security
personnel admitted to an attack, but a significaattion (about 9

percent) did not know whether they had been atthekall. The results
of the survey showed that malware was the most comiype of attack,
reported by 67.1 percent of respondents who expegtk attacks. Only
8.7 percent of those respondents reported finafr@ad incidents. Few
of the respondents were willing to share infornmatout the financial
losses the company had suffered as a result céttaek, but they did

69



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

report that their losses were not due to cybercripeepetrated by
insiders. In fact, 59.1 percent did not believerthesses were because
of malicious acts by insiders, but only 39.5 petaeported that none of
their losses were because of non-malicious insaf#ions (Hill and
Marion, 2016).

3.3 The 2012 Norton Cybercrime Report

The Norton Cybercrime Report was based on an ansuialey of
officials in 24 countries about their experiencagthveybercrime. The
2012 survey included officials from Australia, Bitaxanada, China,
Colombia, Denmark, France, Germany, India, Italgpah, Mexico,
Netherlands, New Zealand, Poland, Russia, SaudbidréSingapore,
South Africa, Sweden, Turkey, United Arab Emiratdsjted Kingdom,
and the United States (Hill and Marion, 2016). &gency conducted an
online survey of 13,018 adults between the agds8a&nd 64 years. The
findings of the 2012 report showed that there ws5@ million victims
of cybercrime each year, or 18 victims per sectirestimated that there
were 1.4 million cybercrime victims every day. Thaudy put the
average loss per victim at $197 when measured okt higher in
the United States, at $290. In addition, the figdishowed that the cost
of consumer cybercrime is about $100 billion a y#awugh this figure
may be low because so much cybercrime is unreported

The Norton Cybercrime Report revealed some interggtatterns about
cybercrime and social networks. Of the responddiigercent had had
their social network profiles hacked and said thatdther person had
pretended to be them. About one in ten users oalseebsites reported
that they had fallen for a scam or fake link oroeial network. Finally,

this report found that the highest number of cybere victims were in

Russia (92 percent), followed by China (84 percami] South Africa

(80 percent). Of the men who participated in thevesyy 71 percent
reported being a victim of cybercrime, whereas é&ent of the women
reported being a victim.

3.4 The 2012 HP Cost of Cybercrime Study

HP also conducts an annual study of cybercrime,thad2012 report
found that both the number of cybercrime attackbtae costs related to
them had increased for the third year in a row.sT$tudy looked at
cybercrimes in the United States, the United Kingddapan, Germany,
and Australia. The results showed that the numbettacks had more
than doubled since 2010, and the financial costsusinesses rose by
nearly 40 percent. However, the rate of increagpead to be slowing.
Overall, there was an average of 102 successfdrayacks each week.
More than three quarters of these attacks involvadivare, denial of
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service, stolen or hijacked devices, and malicimssders (Hill and
Marion, 2016).

3.5 The 2013 Norton Cybercrime Report

The 2013 Norton Cybercrime Report, which had 13,028ondents
showed that the number of online adults who hadeeepced
cybercrime had decreased from 2012. There weren8IliBn victims of
cybercrime, or about 12 victims per second. Howethex average cost
of cybercrime per victim had risen by 50 percent2013, the average
cost of a cybercrime was $298 (USD). Of the 201§oedents, 64
percent of the men and 58 percent of the womenrteghdeing victims
of cybercrime, a lower percentage than in the 26d@brt (Norton,
2013).

3.6 2013 European Network and Information SecurityAgency

In 2013, the European Network and Information Ségcukgency, the

European Union agency concerned with cybersecupitjlished the

report ENISA Threat Landscape: Responding to thehiEwy Threat

Environment, a meta-analysis of 120 separate repotlished between
2011 and 2012 by different groups and agencies. répert reviews

potential threats and threat agents and listsdpeHreats and emerging
trends in today’s advancing technology. Following @ahe 10 most
critical threats identified were:

drive-by exploits

worms/trojan horses

code injection attacks

exploit kits

botnets

denial-of-service attacks

phishing

compromising confidential information
rogueware/scareware

0. spam (Hill and Marion, 2013).

POoPuyoAODE

3.7 The Verizon 2013 Data Breach Investigations Rept

Verizon’s annual Data Breach Investigations Remowvidely regarded
to be one of the most comprehensive analyses dfttte of cybercrime
and information security; in particular becauseixtar partners with the
U.S. Secret Service and Department of Homeland rgcthe Dutch

police are National High Tech Crime Unit, and theirdpean

Cybercrime Center, among others, to gather thea.dehe 2013 report
analyzed 47,000 security incidents that occurre2i7icountries and 621
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data breaches that were investigated by VerizonSKRTeam. The
results showed that there was a wider range of dataches and
network attacks in 2013 than in previous yearsadks against financial
organizations represented 37 percent of the bresack@orted, which
was the largest industry sector in terms of the lmemof attacks. Three-
guarters of the attacks were motivated by a désirgnancial gain.

In 2013, state-sponsored hacking made up a largeiop of attacks
than in previous reports. These attacks focusedtealing intellectual
property and industrial/military secrets. Such deeits accounted for 19
percent of the breaches, a much higher number tt@ryear before.
Even small companies own intellectual property thaly be of interest
to a foreign nation. Although many believe attatisinsiders are a
serious concern to organizations, this idea wasupported by the data
in Verizon’s report. Instead, it showed that onlf fiercent of the
breaches were committed by people inside the argdan. Most
attacks came from people outside the organizakiomever, though the
majority of security incidents involved outsiderssiders were more
likely to be successful. When a security breachuoed, who was
responsible? More than half of the attackers (56e#) were members
of organized crime groups, and 21 percent were stHiliated. About
the same number either had unknown affiliationsvere unaffiliated
with any known groups. Only 1 percent were comrdittyy former
employees. The Verizon data showed that only 2gm¢raf the breaches
were caused by someone who could be labeled ask#iviist. About a
third of these hackers were from China and abais#ime number from
Romania (Hill and Marion, 2016). The remaining hexskwere from the
United States, Bulgaria, and Russia. Attacks inedhhacking and
malware, sometimes together, and stolen credeniifils report noted
an increase in the use of phishing, which was used times as
frequently as in 2011.

Another critical finding was the time needed forbeeach to be
discovered. Many breaches went undetected for rsomtlany attacks
(84 percent) took only a few hours to compromissystem, and 69
percent required just a few hours (or less) tolseda. In about 15
percent of cases, the data was stolen in a mdttseannds. In about
two-thirds of the cases reported, months (and cmcally years) passed
before a breach was discovered. However, the tien®g was usually
only a few days (41 percent), weeks (14 percenthanths (22 percent)
to contain the problem (Data Breach Investigatiepdtt, 2013).

3.8 The 2013 and 2014 Internet Crime Reports by thkC3
The FBI's Internet Crime Complaint Center (IC3)uss a yearly report

of the amount of cybercrime reported to law enforert. The reports
shows that the number of complaints the IC3 resealmut cybercrime
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indicates that there has been some fluctuation hm number of
cybercrimes recorded since 2000. In 2014, the I&®ived 269,422
consumer complaints regarding cybercrime, with taltdollar loss of
$800,492,073. The average dollar loss for victieorting a loss was
$6,472. Most cybercrimes happen to males (52 p&tcamd most occur
to those between the ages of 40 and 59. They acenabre likely to
occur in California and in the United States (ldilld Marion, 2016).

3.9 The 2014 US State of Cybercrime Report

The 2014 US State of Cybercrime Report was theltre$a survey of
over 500 U.S. executives and security experts ith Ibloe public and
private sectors. It was done to determine more tath@ir cybersecurity
policies and readiness to combat potential cybeats.13 The results of
this survey indicated that three of four responslgfi” percent) had
detected a security breach event in the prior 18thsy and over a third
(34 percent) of respondents reported that the numibsecurity events
detected had increased over the past year. Notisagly, over 59
percent of respondents reported that they were rooneerned about
cybersecurity issues this year than in the past. dyerage number of
security incidents in 2013 was 135 per organizatioough this figure is
probably low because it does not include attackswere not detected.
While 14 percent of the respondents reported their tosses due to
cybercrime have increased in the past year, ovetltnvds (67 percent)
of those reporting a security incident were unatdeestimate the
financial costs. Among those that were able to piean estimate, the
average annual monetary loss was approximately,88@3.5 (Hill and
Marion, 2016).

3.10 The 2014 McAfee Report

The 2014 McAfee Report estimated that the annusi cbcybercrime

to the global economy was over $400 billion, witbnservative

estimates at $375 billion and more liberal estimait $575 billion in

losses. When examined more closely, they foundttieatdirect cost of

cybercrime was only $875 million, but the recovenyd opportunity

costs reached $8.5 billion.16 These costs incluledexpenses related
to hundreds of millions of victims who had theirgenal information

stolen and the effects on businesses, such as datoahe brand and
other reputational losses as well as harm to custoralations and

retention (McAfee Intel Security, 2014)

3.11 The 2014 Identity Theft Resource Center Report

The Identity Theft Resource Center is an agencycdeztl to helping
victims of identity theft. It provides resources \@tims so they can

73



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

restore their personal records and names as quaklgossible at no
cost. The group also provides prevention educatiod training as a
way to prevent identity theft. The agency issuesport each year that
documents information on the number of identityftheéhat occur. In
2014, the agency reported that the number of Uasa dreaches was
783. Of these, the highest number of breaches wpsrted by the
medical/health care industry at 42.5 percent. Thisiness sector
reported the second highest at 33 percent, followsd the
government/military sector at 11.7 percent, thecatan sector at 7.3
percent, and the banking/credit/financial sectob.at percent (Identity
Theft Resource Centre, 2014). Hacking was the pyincause of the
majority of the breaches. Of course, all of thesmmabhes can lead to the
loss of personal data, leading to other crimes sigadentity theft.

Generally, the effect of cybercrime in the socistynulti-dimensional.
It has serious deleterious consequences on indilgdubusinesses,
corporate organizations, and government agenciésthé individual
level, some victims of cybercrime suffer great haiter falling for the
antics of cybercriminals. They will often spend i) if not years, to
clear their credit records. In some cases, the damsuffer go beyond a
damaged credit history as a more severe cybercroansslead to the
death of their victims. Similarly, the impact ofb®rcrime can be very
disastrous for a business that is attacked by cyio@nals. While some
cyberattacks result in little or no damage, otheasise damages so
extensive that a company may never recover. Not colld they lose
profits from an attack but it can also impact a pany’s image,
reputation, and brand image, resulting in a losscoifidence by
investors and customers. The company may be forgeshut down
temporarily because of malware installed in themputer systems.
Even a small attack can compromise a large busirfasshermore,
cybercrimes can be particularly harmful to thosethe banking and
financial industries, where computers are usedyeday to send and
receive funds. Indeed, it is estimated that the bemof cybercrimes in
financial firms is more than double the number yifarcrimes in other
industries. Specifically, it has been estimatedt tB8 percent of
companies that provide financial services suffefen cybercrime
compared with 17 percent in other industries (Biitl Marion, 2016). It
has been estimated that banking institutions ldsers of dollars each
year through fraudulent transactions.

SELF-ASSESSMENT EXERCISE

Explain the reasons making the socio-economic coktsybercrime
difficult to measure.

74



CSS 808 MODULE 2

4.0 CONCLUSION

The socio-economic cost associated with the ocooer®f cybercrime
Is rising significantly for individual Internet use Internet Service
Providers, businesses, and government agencies, fis increasing
ubiquity and popularity of the Internet and ICT oesces has further
expanded the size of the potential victims of cgharinals. Therefore,
this unit analyses the socio-economic costs adsaciavith the
occurrence of cybercrime.

5.0 SUMMARY

This unit discusses the negative socio-economi@atgpof cybercrime
on victims which could be individuals, governmerasd corporate
organizations. The major reasons why the measurenfethe socio-
economic costs of cybercrime is usually difficutt tmeasure are
analyzed. Also, the outcomes of some of previoudies conducted by
some globally recognized institutions on the s@@onomic costs of
cybercrime are presented.

6.0 TUTOR- MARKED ASSIGNMENT

1. The negative impacts of cybercrime are multi-dinemel.
Discuss
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1.0 INTRODUCTION

Different efforts have been made through the enactnof laws and
legislations by governments at national, regiomal imternational levels
to combat the scourge of cybercrime. For examphe Federal
Government of Nigeria signed the Nigeria’s CybengriAct into law in
2015. In spite of the fact that nation-states hageognized the
devastating impacts of cybercrime and are makifgrtsftackle it, the
prosecution of cybercrime cases often comes witles®f challenges
because there are usually some transnational jegstlictions issues
that are usually embedded in it.

20 OBJECTIVES
At the end of this Unit, you should be able to:
e discuss the transnational laws that have beentutest by
government of different countries to tackle the awn of

cybercrime and the activities of cybercriminals ioternet
monitoring groups to prosecute cybercriminals.
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e explain different forms of punishment designated fable
cybercriminals in different countries of the world

e describe the problem of the unification of thesgslalue to the
borderless nature of cybercrime.

3.0 MAINCONTENT

3.1 Cybercrime Prosecution and the Transnational L egal
Jurisdictions | ssues

The largest populations of actors engaged in thatification of illegal
activity online are Internet users. Due to the afe¢he World Wide
Web and the various applications individuals usedoimunicate and
share materials, it is virtually impossible for l@&wforcement to observe
when most wrongdoing takes place online (Wall, 308& a result, the
individuals actively engaged in online communities/e the ability to
observe and communicate when cybercrimes take .pldey may not
actively share this information with formal law enfement agencies,
however, which limits theirfcacy in combating cybercrime (Holt &
Bossler, 2016).

Beyond end users, Internet service providers, Bs]Play a critical role
in dealing with cybercrime. Though they are priyaowned and
operated as for-profit businesses, some ISPs maybalsuniversities,
public libraries, and other entities that may netttaditional businesses.
ISPs play a twofold role in the identification andamagement of
cybercrimes: (1) they host and provide access lio@oontent and have
a formal legal obligation to remove harmful materiand (2) they
provide Internet connectivity for individuals aneéquire that users
comply with all applicable local and federal lawdo({t & Bossler,
2016). ISPs have become a conduit for the identibicaof various
forms of cybercrime, such as digital piracy, asytimay be able to
identify when individual users engage in file shgror violate existing
user agreements (Nhan, 2013). Similar to ISPs, oratp security
personnel are tasked with the protection and manageof the assets
of their organization, including sensitive infornoat. Corporate security
officers play a unique position as gatekeepers to lafereement
agencies in the event that either their organimatsocompromised or
internal resources are used in the course of arcybe.

Due to the increasing recognition of the pervasegsnof cybercrime
and the magnitude of the danger it poses, diffeedfurts are being
made being at the local, regional, national, andrimational levels to
address it. Legal measures play a key role in trevegmtion and
combating of cybercrime. These are required inaadlas, including
criminalization, procedural powers, jurisdiction, ntarnational
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cooperation, and internet service provider reslitgi and liability. At
the national level, both existing and new (or pkhn cybercrime laws
most often concern criminalization, indicating @&gwminant focus on
establishing specialized offences for core cybereriacts. Countries
increasingly recognize, however, the need for lage in other areas
(UNODC, 2013). Compared to existing laws, new om@nped
cybercrime laws more frequently address investigatmeasures,
jurisdiction, electronic evidence and internatiocabperation.

By the 1980s, serious attempts aimed at controltyigercrime started
emerging globally because new forms of cybercrimmese surfacing at
this time, and the general public was also havibgtser understanding
of the potential dangers of associated with thrsnf@f crime. During
this period, different anti-cybercrime legislatidmsgan to be passed into
laws to deter potential cybercriminals and punisbsé convicted of
these new crimes. The Canadian government wasirtetd enact a
national law to address computer crime when theyermiad their
Criminal Code in 1983 (Hill and Marion, 2016). AJsa Australia, the
Australian Crimes Act was amended in 1989 to ineludffenses
Relating to Computers (Section 76), and the Ausinastates enacted
similar laws at around the same time. In Britalle Computer Abuse
Act was passed in 1990 to criminalize computerusions. In the
United States, the Federal Computer Fraud and ABgsevas passed
by Congress in 1984 and then amended in 1986, 19#HH, and 1990
(Hills and Marion, 2016).

Generally, most of the laws enacted against cylmecrand the

activities of cybercriminals pertain to the issmeai particular country
rather than internationally. Hence, the laws eamintry has passed to
reduce cybercrime vary greatly (Hills and Mariof.18). For instance,
in Israel, the section 4 of the Computer Law of 339ates that any
person who unlawfully obtains access to data iromputer shall be

sentenced to imprisonment not exceeding three ykattaly, the Penal

Code Article 615 stipulates that those who haveuthm@ized access
into a computer or telecommunication system thafprstected by

security measures, or who remains in that sitenggane expressed or
implied will of the one who has the right to exatuthim, shall be

sentenced to imprisonment not exceeding three ygdhat person uses
violence to commit the crime, of if the act cautes destruction or the
damage to the system, then the punishment is etkentence of one to
five years or three to eight years’ imprisonmeespectively.

The Malaysian law concerning cybercrimes is the Q@ Crimes Act
of 1997. The Part Il of the law states that a peisayuilty of an offense
if he or she causes a computer to perform any immetith the intent to
secure access to any program or data held in amputer that is
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unauthorized if the person knows at the time the program is
unauthorized. In Norway, the relevant law is Pe@atle 145, which
states that any person who unlawfully opens a diakecument or in
some manner gains access to its contents, shathide to fines or to
imprisonment for a term not exceeding six months2003, the United
Kingdom introduced a legislation requiring peopke ‘topt in” to
unsolicited emails. Called the Privacy and Eleatrddommunications
Regulations, the law outlawed spam email withoet phor consent of
the recipient. In South Africa, The Electronic Coommcations and
Transactions Act of 2002 outlaws the unauthorizettess to,
interception of, or interference with data. Anyomko breaks this law
faces a fine or imprisonment not exceeding 12 nsritlne Philippine
government passed an act providing for the recmgniand use of
electronic commercial and noncommercial transastiofihose who
violate the law are subject to a fine and a mangaterm of
imprisonment from six months to three years. Thenta® Penal Code
has many provisions related to cybercrime, inclgdfection 202a on
data espionage, Section 303 on alteration of datd,Section 303b on
computer sabotage.

In the Computer Misuse Act of 1990 enacted in Emgjahree new
offenses were defined: unauthorized access to @ui@m unauthorized
access with intent to commit or facilitate the cossion of further
offenses, and unauthorized modification of computeterial. The
Police and Justice Act of 2006 amended that lave ddurts have also
relied on the U.K. Criminal Damage Act of 1971 togecute computer
crimes. The Protection of Children Act of 1978 pads children in child
pornography. The offenses of fraud and forgeryfaumd in the Fraud
Act of 2006 as well as the Forgery and CounterfgitAct of 1981.
Copyright statutes are found in the Copyright arnghi® Related Acts.

In Australia, the Federal Cybercrime Act of 2001esmated the Criminal
Code Act of 1995 to replace existing outdated camwpoffenses. In it, a
person is deemed guilty of an offense if he or slaeses any
unauthorized access to, or modification of, resdcdata; intends to
cause the access or modification; and knows that dbcess or
modification is unauthorized. One or more of théofeing must also
apply: the restricted data is held in a Commonveattmputer or held
on behalf of the Commonwealth and the access topagfification of,
the restricted data is caused by means of a tel@cmncations service.
The penalty is two years in prison. In Austria, Brévacy Act of 2000:
Section 10 states: Provided that the offenses doemeet the statutory
definition of a punishable action within the relatvgurisdiction of the
court nor is threatened by a more severe punishoneder a different
administrative penalty clause, a minor administmtoffense shall be
pronounced with a fine of up to S260.00.
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Parties who: 1. willfully obtain unlawful accessa data application or
willfully maintain discernible, unlawful and delilkste access.

2. Intentionally transmit data in violation of tli#ata Secrecy Clause
(Section 15), especially data that were entrusiddrh/her according to
Section 46 and Section 47, for intentional usediiier purposes or, 3.
use data contrary to a legal judgment or decismthhold data, fail to
correct false data, fail to delete data, or 4.nhtmally delete data
contrary to (S) 26, Section 7 Brazil Law no. 9,983uly 14, 2000: has
been adopted covering provisions A. Entry of FaBaa into the
Information System: Entry, or facilitation on tharpof an unauthorized
employee of the entry, of false data, improperratien or exclusion of
correct data with respect to the information systenthe data bank of
the Public Management for purposes of achieving iaproper
advantage for himself or for some other persorgfarausing damages.
Penalty is imprisonment for 2 to 12 years, anddiBe Unauthorized
Modification or Alteration of The Information Sysite article 313-B:
Modification or alteration of the information systeor computer
program by an employee, without authorization bytthe request of a
competent authority; penalty: detention for threenths to two years
and fines (Hill and Marion, 2016).

Finally, the Canadian Criminal Code Section 342dtes: 1. Everyone
who fraudulently and without color of right, (a.ptains directly or
indirectly, any computer service, (b.) by meanswofelectro-magnetic,
acoustic, mechanical or other device, interceptscauses to be
intercepted, directly or indirectly, any functiohabocomputer system (c.)
uses or causes to be used, directly or indireatlyggmputer system with
intent to commit an offense under paragraph (ajbdror an offense
under section 430 in relation to data or a compsystem, or d. uses,
possesses, traffics in or permits another persohaite access to a
computer password that would enable a person tartban offenses
under paragraph (a), (b), or (c) is guilty of adiatable offense is liable
to imprisonment for a term not exceeding ten yearss guilty of an
offense punishable on summary conviction.

Generally, most of these federal laws that weretexafor the purpose
of facilitating cybercrime investigation serve om& more of the
following four primary purposes: (1) protect indivial privacy while
providing access to information held by the fedegalernment, (2)
secure information systems within the federal gowent, (3) ensure
national critical information infrastructure alomgth its availability and
reliability, or (4) specify illegal behaviors thatvolve using the Internet,
information systems, or other electronic informatitechnology (IT)
devices (McQuade, 2009). In spite of these, theslg&rtaining to
cybercrime in each country are different, and tlagsea wide variety of
approaches to containing cybercrime. This has senmplications for
dealing with cybercrime and for the prosecution cybercriminals.
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Typically, the following are some of the questidhat normally arise
whenever an international cybercrime occurs: Whauntry is
responsible for investigating the crime, under whgal code, and what
punishment would the offender receive? (Hill and rigia 2009).
Consequently, because of these observed inconsisseim the laws of
different countries, it is often possible for sosmmputer offenders to
go free after committing offenses, without facimy &riminal sanctions
for their actions.

Domestic legislations are clearly necessary teaalisage cybercrime
offenders. However, with the way that cybercrimeneav committed,
various problems make the use of domestic regulaty itself
unworkable (Chawki et al. 2015). Indeed, acts an itliernet that are
legal in the country where they are initiated, niegy illegal in other
countries, even though the act is not particultahgeted at that single
country (Chawki et al. 2015). Indeed, jurisdictioonflicts abound, both
negative (no country claims jurisdiction) and pesit(several countries
claim jurisdiction at the same time).

Due to its transnational nature, cybercrime is aléxdess crime. Unlike
the conventional crime where geographical bordemarsges
jurisdictions (this can be in form of a state boamyl a national
boundary, or an international boundary), and whitthmately defines
the offense and the agency that has the powerftooenany relevant
laws and arrest an offender, these easily idebtdi®noundaries do not
exist when it comes to cybercrimes. A cybercrime lba committed in
one country toward a victim in another country, usands of miles
away. Because every nation is connected to thenkettecybercriminals
can commit offenses from anywhere, and victimslmafrom anywhere.
Moreover, offenders can be very mobile, moving frone place to the
next very quickly. The borderless nature of cyhareralso means that
any nation can be targeted and its citizens viegaifrom anywhere in
the world. This makes it very difficult, if not ingsible, for law
enforcement to determine the country in which thene was actually
committed and then to locate the specific offendiean offender is
found, it may be unclear what agency should havesdiction to
adjudicate the offense.

The current international cooperation picture riske emergence of
country clusters that have the necessary powers paodedures to
cooperate amongst themselves, but are restricieadllfother countries,
to ‘traditional’ modes of international cooperatitrat take no account
of the specificities of electronic evidence and tjlebal nature of
cybercrime. This is particularly the case for caapien in investigative
actions (UNODC, 2013). A lack of common approadlejuding within

current multilateral cybercrime instruments, medhat requests for
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actions, such as expedited preservation of datdsuof those countries
with international obligations to ensure such alitgcand to make it

available upon request, may not be easily fulfill€de inclusion of this

power in the draft African Union Cybersecurity Cention may go

some way towards closing this lacuna. Globally,edpences in the
scope of cooperation provisions in multilateral &mdteral instruments,
a lack of response time obligation, a lack of agrexet on permissible
direct access to extraterritorial data, multipleormal law enforcement
networks, and variance in cooperation safeguagsesent significant
challenges to effective international cooperati@garding electronic
evidence in criminal matters (UNODC, 2013).

Another important issue bordering on the impact tiginsnational
jurisdiction on the prosecution of cybercrime isrig@aon in nations’
level of tolerance to this form of crime. It is &cf that not all countries
are equally distressed by cybercrime. Althoughatymot be a publicly
declared policy, some nation states are tolerantindérnational
cybercrime and make no effort to prosecute cybmiioals (Waschke,
2017). In extreme cases, the criminal act appeabe tan instrument of
government policy. Therefore, when cybercriminalgeh behind
practices like this, prosecuting them will be vedifficult, if not
unachievable. Hence, these locations have becoyberariminal
havens. Consequently, international cybercriminalso keep the
damage to each victim low enough can often geta iass.

The high volume of offences on the internet anddlok of international
boundaries require the cooperation and sharingfofmation between
and among national and international police depamts) government
legislators, and the public and private sectors q&hike, 2017).
However, some issues seem to make it difficult &hea consensus on
the contents of such legal rules. For instance,yntanintries have not
yet framed a balance between security and privamycaerns, thus
delaying the process of approving procedural ry€bawki et al.,
2015). Some other countries resist against joirang international
convention which they have not negotiated sinceniteption, or where
they do not have equal opportunity for voicing veesr claims. The
outcome has been that a large number of countiiikdask adequate
cybercrime legislation and/or have not yet acceedxisting relevant
Budapest Convention which was adopted by the Cowhdturope in
2001. After 15 years, 49 nation states have rdtitiemostly in Europe,
but non-European states such as the United Statestalia, Canada,
Israel, and Japan have also ratified it (WaschRk&/7p Non-signatories
protest that the convention intrudes on their maticovereignty. North
and South Korea, Russia, China, and India are leotain-signatories.
As is the case for all security activities, theugtgle against cyber
criminality is based on political willingness aneedls to follow a global
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approach that corresponds to a shared vision dfgsécurity, so as to
provide efficient and effective protection for z&ns, countries, and the
fundamental values of democratic societies (Clougbl0). The
protection of fundamental rights includes, speaific the protection of
personal data and the protection of individuals r@spect to the
automated processing of personal data. It will beessary, then, to
acquire the means to implement a genuine sec@#yonse, rather than
to create a pseudo-security framework based orssix@esocial control
that increasingly relies upon sophisticated andtually invisible
electronic surveillance — methods that reduce iddad freedoms in the
name of a relative collective security (Clough, @01

One of the major matters at stake in the fight agasyber criminality is
the development of a genuine information culturat tis not simply
focused on security and based on fear. With cybargg it is not
sufficient to make the population aware of the a@magf the Internet
and the elementary precautions to be taken. Esflgndil the players,
l.e. all the service and technology providers, wiked to accept
responsibility for their role in the global and leative struggle (Clough,
2010). Mounting an effective response to cyber irality is based
upon developing a preventive approach that will enekberspace a less
attractive environment for committing crimes andoalreduce the
number of opportunities for criminal activities. Bahieve this, it will
be necessary to increase the level of difficulty adrrying out
cyberattacks and increase the risks taken by caisim going about
their business (dissuasive measures), while alltithe decreasing the
expected profits. This kind of approach will reguiboth reducing
technical, organisational, and human vulnerabdiiie order to increase
the level of effort, difficulty, and investment rgiced by the criminals,
and possessing and knowing how to use the toots;egures, and
measures necessary to increase the risk for thenais that they will
be identified, localised, and pursued. Therefdrsyili be necessary to
reinforce the robustness and the resilience ohld talecommunications
infrastructures by reducing their vulnerabilitipsptecting them through
coherent technical, procedural and managerial ggcoreasures, and
having recourse to an effective justice and pobgstem. Thus, the
whole process requires the combination of politicail, legal,
organisational, procedural, technical and human nsieathe
establishment of partnerships between the publd pnvate sectors,
and good international cooperation (Clough, 2010).

SELF-ASSESSMENT EXERCISE
With relevant examples, discuss the efforts beirglenby countries to
address the menace of cybercrime.

40 CONCLUSION
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This unit exposes students to some of the lawdagislations that have
been formulated in different parts of the worlddackle the problem of
cybercrime and to curb the activities of cybercnais. It also discusses
the major challenges that are embedded in somkesktlaws and the
typical challenges that are associated with thepplieation.
Furthermore, it explains how cybercrime prosecutieifiorts of a
country can impact on another country’s sovereigatgituation which
often bring the issue of non-consensus among desnin the drive
towards collectively instituting laws for the proséion of
cybercriminals.

50 SUMMARY

The main focus of this unit is on the efforts bein@de at local,
national, regional and international levels towardsmbatting the
menace of cybercrime. Equally, it x-rays some of tmajor
transnational-jurisdictional challenges that aresoamted with the
application of some of the extant laws and legistest in the prosecution
of cybercriminals.

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss the major transnational-jurisdictional tdrades that are
embedded in the prosecution of cybercriminals
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1.0 INTRODUCTION

Law enforcement agencies are charged with the itapbresponsibility
of maintaining law and order. Therefore, they dréha forefront of the
war that is being waged against cybercriminalsimizing people on
the cyberspace. Although law enforcement agentsralang headway
in this regard, yet, the rate of their success bassistently been
hindered by some certain challenges. Hence, exjdausa will be

provided in this unit on the challenges confrontiagv enforcement
agents in the control of cybercrime.

20 OBJECTIVES
At the end of this Unit, you should be able to:

e list the challenges being faced by law enforcemageéncies
across the world in their obligation of maintainilagv and order
on the cyberspace

e understand the conventional and emerging chaltenigat law
enforcement agents are confronting in their figlgaiast
cybercrime.

3.0 MAINCONTENT

3.1 Challenges Confronting Law Enforcement Agentsin the
Cybercrime Control

The peculiarity of cybercrime poses multiple chadles for law
enforcement personnel across the world. Generdlg, newness,
amorphous and transnational nature of cybercrimes Isarious
implications for the overall ability of local andcternational law
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enforcement agencies to adequately control it. Ruéhe continuous
advancements that is being witnessed in the aregedfnological

development, new crimes that are initially unfaamilito law

enforcement agencies are emerging globally. Indeedhas been
estimated that only 5 percent of cybercriminals aver arrested or
convicted because the anonymity associated with aalyity makes
them hard to catch, and the trail of evidence neédddink them to a
cybercrime is usually difficult to unravel (Hill drMarion, 2016). Some
of the major challenges hindering law enforcemdfares at tackling

cybercrime are highlighted and discussed below:

(& Inter-jurisdictional Issues

As seen in the preceding unit, the transnationalraaof cybercrime is
often creating a serious challenge for law enfoanofficials because
the illegal act of a cybercriminal(s) on the cylpase may affect victims
residing in different countries. Consequently, Hwederless nature of
cybercrime often makes it very difficult for law fercement to
determine the country in which the crime was atyuedmmitted and
then to locate the specific offender. Even if afeder is found, it may
be unclear as to what agency should have jurisdidd adjudicate the
offense. Because of this typical confusion, manyecgriminals are not
pursued, and if they are located, they may not tr@isped (Hill and
Marion, 2016). Additionally, even if the jurisdions can be determined
and the perpetrator of a cybercrime can be found arsolid case
established, the difficulties are not over when pleepetrator is not in
the same jurisdiction as the victim. In that cdbe,perpetrator must be
extradited to be prosecuted. Extradition is a cexpnd expensive
process. However, it is a necessary procedure becau law
enforcement authority can only prosecute a suspaittin in their
jurisdiction. Nevertheless, the sad reality is thattradition for
cybercrimes tends to be more difficult than the vesrional crime
because conventional crime laws tend to be moresisi@mt across
jurisdictions than cybercrime laws.

(b)  Cyber Victimizations are Often Unreported

Another major challenge that normally confronts lamforcement
agents in the control of cybercrime is the unwghess of victims to
report their victimization experiences to relevdatv enforcement
agencies. Due to the sophistication of cybercrilsingome of the
victims may not be aware that they have been vizgth Also, some
victims may feel too embarrassed to report themeeience because they
feel they are partly responsible for their own migine by responding
to a phishing email or for falling for a scam. Elyabusinesses and
corporate institutions are often unwilling to bringeir loss to the
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attention of law enforcement officials because edrfof the envisaged
potential liability that the action is likely totedct. The implication of
this is that law enforcement officials continudital it difficult to tackle
the problem of cybercrime because of the underttepof incidents
by victims.

(c) Low-Technical Knowledge of Law Enforcement Officials on
Cybercrime

Due to the relative newness of cybercrime, many &viorcement
officials across the world are yet to adequatelyettgp necessary skills
and strategies for detecting, preventing and cotmgatcybercrime.
Although while the United State of America, Chiaad some European
nations have made considerable progress in therdegy establishing
specialized and dedicated cybercrime police umts @epartments, the
majority of law enforcement agencies in African aslan countries are
still largely ill equipped and have poorly trainegith regard to
cybercrime policing. Consequently, the deploymehtconventional
policing strategies and approaches for dealing watiitional crimes for
tackling cybercrime is a very serious challengetiilg the success of
the fight against it. Similarly, despite the faog tcosts associated with a
cyber investigation can be extremely high due @rtlengthy process,
most law enforcement agencies do not have adegesderces to track
cybercriminals.

(d)  Socio-Cultural Variationsin Cybercrime Designation

The transnational characteristic of cybercrime rse#at it is affecting

nations with dissimilar socio-cultural backgroundsich ultimately

inform nations and law enforcement officials pertpes on

cybercrime. Consequently, the varied perceptionacté designated as
cybercrime may impact negatively on the level obmeration amongst
law enforcement officials as regards the proseautiof some

cybercriminals. In essence, an act that is consttéo be illegal or

morally offensive in one country may be permissibled considered
acceptable in another. For instance, acts amountimg cyber

pornography considered illegal in some nations m@ypermissible in

some other countries. Also, some statements ants poade on the
cyberspace that may constitute hate speech undeordaarian regimes
In some countries may not be viewed as such inomatpracticing

democracy.

() TheNon-Static Nature of Cybercrime

The non-static and ever-changing nature of cyb@aeeralso constitutes
serious barrier in the drive of relevant law enémnent agencies towards
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addressing the problem. Although while it is trb@ttmany countries
have enacted laws to tackle the antics of cybeials, the ever-

changing nature and the newness of cybercrimecigasingly making

some extant laws targeted at addressing it inefe@nd outdated as
they become easily overtaken by new criminal eve@enerally, the

reality is that whenever anti-cybercrime laws aasged, they become
outdated or obsolete in a very short period of time

(f)  TheMobile Nature of Cybercriminals

Cyber offenders are rational beings who always tadequate
precautions to evade arrest. Thus, they are higidpile individuals.
Equally, the portable nature of computer system @thér ICT devices
that can be used for the perpetration of cybercraise constitute an
advantage for the cybercriminals as they can eamsitye from one
location with theirinstrumentsof crime. Consequently, this poses
serious problems for law enforcement because tdéohiwally
sophisticated cybercriminals know how to hide theacks and any
evidence of their crimes. They may commit the crifne., a phishing
operation) only for a short time in one locationfdbe moving to a
different place (Hill and Marion, 2016). Indeed, mgacybercrimes
begin in locations so remote that it is difficudtr flaw enforcement to
determine the country in which a crime was commit®y the time an
offense is discovered, the offender has moved tih&n location and
little evidence remains.

SELF-ASSESSMENT EXERCISE
Identify and discuss the challenges confronting éaforcement agents
in the fight against cybercrime.

4.0. CONCLUSION

Cybercrime is a universal crime affecting all nasof the world. The
potency of the deleterious effects of this crime dempelling
governments and law enforcement agencies to designent strategies
to confront it. However, different challenges arehibiting law
enforcement agents’ efforts at combatting cybererand the activities
of cybercriminals.

6.0 SUMMARY

This unit exposes students to the challenges bé&mtgd by law
enforcement agencies as regards the prosecutiogbefrcrime. It was
pointed out in the discourse that multiple instdnal and non-
institutional constitute serious barriers to lawfoecement agencies
efforts towards combatting cybercrime.
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50 TUTOR-MARKED ASSIGNMENT

1. Suggests ways through which the fight against ayiree in
Nigeria can be made more effective
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1.0 INTRODUCTION

Due to the increasing recognition of the deletexiompacts of

cybercrime on individuals, businesses, governmantk nations, some
international agencies and organizations have comwith their own

strategic frameworks aimed at tackling illegal amtandestine

behaviours on the cyberspace and to combat thdcaliractivities of

cyber cybercriminals.

20 OBJECTIVES
At the end of this Unit, you should be able to:

e state various efforts that are being made by sageomal and
multilateral agencies and organizations to tackke ihenace of
cybercrime

e discuss the illegal activities of criminals victzmg Internet
users and information and communication technolsggurity
landscapes and architectures.

3.0 MAINCONTENT
3.1 Agencies and Organizations Monitoring Cybercrime

A transnational dimension to a cybercrime offencses where an
element or substantial effect of the offence isamother territory, or
where part of the modus operandi of the offence ignother territory
(UNODC, 2013). International law provides for a rhen of bases of
jurisdiction over such acts, including forms of rigry-based
jurisdiction and nationality-based jurisdiction.8® of these bases are
also found in multilateral cybercrime instrumeighile all countries in
Europe consider that national laws provide a swdfic framework for
the criminalization and prosecution of extraterrédb cybercrime acts,
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around one-third to over one-half of countries theo regions of the
world report insufficient frameworks. In many coues$, provisions
reflect the idea that the ‘whole’ offence need taie place within the
country in order to assert territorial jurisdictiorerritorial linkages can
be made with reference to elements or effects @fattt, or the location
of computer systems or data utilized for the ofeeildNODC, 2013).
Where they arise, jurisdictional conflicts are tglly resolved through
formal and informal consultations between countries

Cybercrime is a borderless crime that is neithéecééd by space nor
time limitations. Therefore, many agencies and iEgions across the
world have developed some strategies aimed at isgckthis
transnational crime. The last decade has seenfisagrti developments
in the promulgation of international and regionadtruments aimed at
countering cybercrime. These include binding andn-bimding
instruments. Five clusters can be identified, csiimgy of instruments
developed in the context of, or inspired by: (& tBouncil of Europe or
the European Union, (ii) the Commonwealth of Indefsnt States or
the Shanghai Cooperation Organization, (iii) inbegrnmental African
organizations, (iv) the League of Arab States, @jdhe United Nations
(UNODC, 2013).

A significant amount of cross-fertilization existbetween all
instruments, including, in particular, concepts apgroaches developed
in the Council of Europe Convention on CybercridA@alysis of the
articles of 19 multilateral instruments relevant dgbercrime shows
common core provisions, but also significant diegrce in substantive
areas addressed. Globally, 82 countries have signedbr ratified a
binding cybercrime instrument. In addition to fotnmembership and
implementation, multilateral cybercrime instrumenitave influenced
national laws indirectly, through use as a modehby-States parties, or
via the influence of legislation of States partms other countries.
Membership of a multilateral cybercrime instrumentresponds with
the perception of increased sufficiency of natioraminal and
procedural law, indicating that current multilalepaovisions in these
areas are generally considered effective (UNODQ320

Some of the international agencies and organizatibat have been
playing prominent roles in the fight against cybene are highlighted
and discussed in this section:

(1) The United Nations
In the early 1990s, the UN Resolution 45/121 enrslbrsthe
recommendations of the Eighth United Nations Cosgren the

Prevention of Crime and the Treatment of Offendérsalled upon
Member States to intensify efforts towards comhbgttomputer crimes.
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In 2001, the UN General Assembly Resolutions 5468 56/121 on
“Combating the criminal misuse of information teologies” were
passed. The resolutions advocated a global framkewor counter
cybercrimes. The Resolutions 57/239 in 2002 andl®B/in 2004
encouraged Member States to create a global cuitumybersecurity
and to take action to protect critical infrastruetuThe ITU, a UN
Chartered organization, also developed the Toolfdit Cybercrime
Legislation. The Toolkit intends to help develoyBercrime legislation
that is globally applicable and interoperable wattisting national and
regional legislative measures” (ITU, 2009). As oft@er 2009, the
ITU had 191 countries and 700 organizations as#sbers. In 2007,
the ITU announced a 2 years plan to combat cybmecriEqually, it
collaborated with the Malaysian company IMPACT &velop a system
to help prevent, defend, and respond to cyber thréa 2009, the ITU
and IMPACT announced that they had successfullyeldged the
Global Response Center. The Center provides ag earning system
by bringing the global threat intelligence on amezal-time basis and
helps identify threats that are associated witbuntry (Schlein, 2009).

(i)  TheG8 High Tech Crime Working Group

The Group of 8, or G8, is composed of Canada, Era@@ermany, Italy,
Japan, Russia, the United Kingdom, and the UnitedeS. The G8's
Subgroup on High Tech Crime is one of the five sabpgs of the “Lyon
Group” created to implement the Forty Recommendatiadopted by
the G8 in 1996 (Kschetri, 2010). The Subgroup wasated in January
1997; and it adopted the “Ten Principles” to combamputer crimes.
This Subgroup’s mission is to enhance the abilitescombat high-
technology crimes. It was subsequently expandedctade the non-G8
countries. In May 2001, the G8 Government/Privaget& High Level
Meeting on High Tech Crime held in Tokyo coverectfimajor themes:
data retention, data preservation, threat asses$sarah prevention,
protection of electronic commerce, and user auitetndn and training
(Miyake, 2001).The G8 crime policy domain has beeneloping for
some time, with initial concentration upon politiceasues such as
terrorism and extradition, but later drugs and aextlons by the Heads
of State about global crime problems. The move frmwetoric about
crime and globalization to specific action againsansnational
organized crimes emanates from the decision ofl@85 G8 Summit
(Halifax) to create the Senior Expert Group on Brational organized
crime (Kschetri, 2010). Its initially temporary ndate was to develop a
wider-ranging but specific set of measures forestdb adopt in their
action against organized crime, which were preskenteo
Recommendation to Combat Transnational Organizeth€Efficiently
at the G7-P8 Summit (Lyon) in April 1996.
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The European Commission

The European Commission is the executive board ovatsees the
European Union. It is a group of 28 representatit@s nations located
primarily in Europe. It makes policies and recomdeeiegislation to
member states on different issues of concern toofgan nations.
Cybercrime is one of those policy areas. In 199%¢ European
Commission announced a Data Protection Directivieis Tdocument
focused on protecting personal data on the Intefketvised document
was published in November 2011. Under the new deciymandatory
data breach disclosure laws were extended to iadieiécommunication
companies and Internet service providers. In 20t& European
Commission considered new laws on cybercrime. Gnghase would
require all European organizations, such as bapéwier companies,
airports, hospitals, and industries, to reportsallious cyberattacks on
their systems. Only very small organizations (the@éh under 10
employees) would not be required to do this. Theogean Commission
also issued a strategy for incident reporting dittdn Open, Safe and
Secure Cyberspace.” It announced proposals thaniec¢he Directive
on Network and Information Security and was intehde ensure a
common level of network and information securitycss Europe. Once
the directive was announced, it would be up toviadial member states
to determine how to enact this directive in theimocountries. Under
the directive, member states were asked to launetiinanum level of
network security by setting up Computer Emergenegg®nse Teams
and by adopting national strategies and modes dfpe@tion.
Additionally, those who operate critical infrasttuiee organizations will
be required to assess potential risks in their megdions and approve
appropriate policies to ensure the safety of cosmpsystems (Kschetri,
2010). The aim of the strategy is to harden smadsgand industrial
control systems, fight botnets, raise security awess, develop security
standards, encourage research, and develop iraduamd technical
resources (Hill and Marion).

(iii)  TheNorth American Treaty Organization (NATO)

NATO (the North American Treaty Organization) is deaup of 28

member states that cooperate on issues of defenbesexurity. The
long-term aim of the organization is to preventftonbetween nations.
NATO has established a Computer Incident Responapaldlity

(NCIRC) that is responsible for the cyber defensalb NATO sites

around the world. If an attack were to occur, etg&rould meet and
devise a response plan to restore the computeersgsand return the
situation to normal as quickly as possible with imuam loss of data and
damage to computers. In October 2013, NCIRC upgrédecomputer
systems so it would be better protected. In 2012T® established
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rapid reaction teams that would assist memberssiat¢he case of an
attack. The teams offer technical assistance to lmeesn especially to
countries that have not developed resources far oen cyber defense
(Kschetri, 2010). Each team has a permanent cosex@fained experts.
Other professionals may join a team as needed. E=eim has the
necessary equipment to conduct an investigatioch sas satellite
telephones, equipment for digital evidence coltetti cryptography,
digital forensic analysis, vulnerability managememind network
security. Once a rapid reaction team is activaitegtsponds within 24
hours (Kschetri, 2010).

(iv)  TheAsia-Pacific Economic Cooperation

The Asia-Pacific Economic Cooperation is a group2f nations. Its
primary goal is to support trade and economic issng¢he Asia-Pacific
region. Its membership is divided into steeringup® that recommend
policies to the entire group. The Security and peasy Steering Group
works with cybercrime issues. When it comes to esron the Internet,
the steering group works to, among other thingsmute security, trust,
and confidence in computer networks and e-commditoey encourage
Computer Emergency Response Teams and Computerit$ecaident
Response Teams. A major topic is the preventisspam, spyware, and
other cybercrimes. The group sponsors trainingia@sand workshops
to educate businesses about preventing and resyptadcybercrime.

(v)  TheAssociation of Southeast Asian Nations

The Association of Southeast Asian Nations (ASEASNa group of 10
nations that cooperate to support economic gropghce, and stability
in the region. One way the group does this is t@amn@olicies regarding
cybercrime. ASEAN has been committed to addressyfigrcrime as a
security threat. In 2014, its Senior Officials Magton Transnational
Crime (SOMTC) finalized a road map or plan for catmyg cybercrime
that included increased regional cooperation foaining, law

enforcement, and legal matters.

(vi)  Organization for Economic Cooperation and Devel opment
(OECD)

The Organization for Economic Cooperation and Dawelent (OECD)
was created in 1961 as a way of enabling membentges to work
together to promote policies that improve the ecaoand social well-
being of people around the world. Through the OE@&vernments can
share information on many problems that affect pEsgives, predict
future trends, and set standards on a wide rang®pats. In 2012,
OECD studied cybercrime and noted that it has newoinme a national
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priority for many countries. However, a major camces how to leave
the Internet free, open, and a platform for innmratind growth, while

at the same time making it a secure place thanbsses, individuals
and governments can use for their needed functidhs. final report

highlighted suggestions made by business, indivgjuand the Internet
community as to how to protect users from harm evhtl the same time
supporting the Internet (Kschetri, 2010). OECD &ls® written reports
on malware and ways to reduce the risks of cybmeri

(vii)  The Council of Europe Cybercrime Treaty (CECT)

In 1997, the 41-nations Council of Europe (CoEYteth working on
international cooperation on cybercrime. The armabiof the group was
to build on its binding International Treaty on @ybrime. In November
2000, the Council released the "22draft of its treaty
(BBCNewsOnline,2000). In April 2008, the Council ttk=l on
voluntary guidelines to strengthen cooperation ketwthe police and
Internet service companies (Carvajal, 2008). Itbe&Zgrime Convention
asks signatory countries to enact legislation cratizing the
Convention-specified cybercrime categories (CounicEEurope, 2001).
As of August 2009, 46 nations including four nonmber states of the
CoE (Canada, Japan, South Africa, and the UnitateShad signed the
Treaty and 26 of them including the United Statéieal it (COE, 2009).
The US Senate had approved the Treaty in Augusé Z@hertoft,
2009). One of the goals of the CoE is to harmoriaes against
cybercrime. It also aims to ensure that policedsrand investigators in
individual countries follow standard evidence-gaitig techniques and
promote the use of latest technology for tracking aatching cyber-
criminals. In its 4th Annual Octopus Conference iagfaCybercrime
held in Strasbourg, France in March 2009, the Gafad¢hed the second
phase (March 2009-June 2011) of its project. ThE ®ends to help
countries worldwide to implement its Conventionr Festance, as of the
early 2009, Laos and Cambodia had no computer damis. However,
the Council translated the Convention into the Uawoguage, which
provided a groundwork for cybercrime laws in themioy (Kirk, 2009).
In May 2007, the European Commission pledged topaerpthe
implementation of the Convention on Cybercrime wwaitle. Over 100
countries in the world are using the Conventionaalamework to
develop their cybercrime-related regulative insitus (COE, 2009).
Countries outside the CoE have been invited to loenTreaty. That is,
a non-CoE member conforms to the Treaty like a @udnber. Many
non-CoE countries have also joined the ConventiBntt( 2008;
Cybercrime Law, 2009).
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(viii) ThelInternet Crime Complaint Centre (1 C3)

One of the prominent non-governmental agencies irdgalvith
cybercrime in the USA is the Internet Crime CommiaCenter (IC3)
that was created in 2000. The IC3 was establish&D00 as a publicly
funded, joint operation of the FBI, the Bureau oftice Assistance
(BJA), and the National White Collar Crime Centsf\(C3) to provide
a reporting mechanism for cybercrime complaintse T3 serves as a
coordinating agency for the FBI and local law eaémnent to respond to
various forms of cybercrime, with a specific empsas economically
motivated offenses. In fact, the Center was oriyrnzalled the Internet
Fraud Complaint Center, though it was changed fifoaud to Crime in
2003 to better recognize the range of offenses rtegpoby victims
(Internet Crime Complaint Center, 2017). The priynale of the IC3 is
to offer cybercrime victims a reporting mechanidmotigh an online
complaint form. Respondents must complete questimmserning the
incident, the offenders (if known), and the resgofr®m the victim,
including when and who may have received inforrmatabout the
incident. Complaints are then processed by theskt@f3, and forwarded
to the appropriate local, state, or federal agemdyen necessary
(Internet Crime Complaint Center, 2017). The treraowl statistics
developed from reports are also published by tt# d€ an aggregated
yearly report on cybercrime incidents.

(ix) Computer Emergency Response Terms (CERT)

One of the largest groups of NGOs is computer eareng response
teams (CERTS), which may be publicly funded andraigeto support
the community, or run by private industry to faeite information

sharing (see Chapter 4 for more details). Ther8@8eCERTS operating
around the globe, located in universities, govemmmegencies, and
private industry (FIRST, 2017). Although CERTs plapmewhat

different roles depending on where they are houskeéir primary

functions are to provide information on emergingdwaare and software
vulnerabilities, malware threats, and security 4o insulate systems
from compromise. Some CERTs are also able to engagecident

response for government agencies, organizationd, larsinesses to
determine how an attack took place (USCERT, 2017).

x) Working to Halt Online Abuse (WHOA)

An additional form of NGOs operates via privateizebhs who have
come together for a specific cause. A notable exampsuch an NGO
Is Working to Halt Online Abuse (WHOA), which isvalunteer-driven
organization established in 1997 as a resourcedistandividuals who
experience harassment or stalking. WHOA takes tepoof
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cyberstalking directly from victims, and employsvadates who live in
countries around the world to aid individuals (WHO2015). Since
WHOA is not a law enforcement agency, it cannaadpicharges against
a prospective offender. Instead, when a victim acistWHOA, the staff
of volunteer Internet Safety Advocates assist ticm in maintaining
evidence of their experiences, and assist in cintgataw enforcement
and industrial sources such as ISPs (WHOA, 2015).

(xii) The Strategic Alliance Cybercrime Working Group

In 2008, the Strategic Alliance Cybercrime Worki@goup was created
when law enforcement agencies from five countries three continents
(the Australian Federal Police, the Royal Canadimunted Police, the
New Zealand Police, the United Kingdom’s Seriougi@ised Crime
Agency, and the FBI) came together to fight cyhkerer
Representatives of this subcommittee of the Stimilljance Group (a
partnership between these nations dedicated tdirgclarger global
crime issues, particularly organized crime) discwesys to share
information and investigations on critical issuesry out joint training
programs, and support public awareness campaigns.

(xi) International Multilateral Partnership Against Cyber Threats
(IMPACT)

The International Multilateral Partnership Again§yber Threats
(IMPACT) is an international public—private initia¢ dedicated to
enhancing the global community’s capacity to preévelefend, and
respond to cyber threats. In May 2008, the ITU wmaged to become a
member of the IMPACT Advisory Board. In November 080

IMPACT’s headquarters in Cyberjaya, Malaysia, follsndecame the
GCA's operational, physical, and state-of-the-apime (Andreasson,
2012). IMPACT Center for Policy and Internationaddperation under
the leadership of the ITU, and together with UN regye partners,

Interpol, Council of Europe, and Organization forcoBomic

Cooperation and Development (OECD), among othées,Genter for
Policy and International Cooperation contributeghte formulation of

new policies and the harmonization of national lansund a variety of
issues relating to cyber threats, including cyberes. The Center for
Policy and International Cooperation also providdsisory services to
interested member states on policy and regulatorgtters for

cybersecurity. With the support of the ITU, the @enfosters

international cooperation through specific programsh as coordinated
cyber-drill exercises between countries.

In collaboration with leading ICT companies andiinsons, IMPACT
conducts high level briefings for the benefit opmesentatives of ITU

99



CSS 808 ADVANCED CYBERCRIMES AND CYBER SHBUR

member states. Many of IMPACT’s key partners hawaenavailable
their respective chief technical officers, chiekearch officers, and
other experts in a unique high-level IMPACT program keep
governments abreast of present and future cybeathr(Andreasson,
2012). The ITU contributes its experience to thateein capacity-
building and developing frameworks for policy respe to this
program. Such high-level, cross-industry briefings/e countries
invaluable exposure and private sector insight aloe latest trends,
potential threats, and emerging technologies. IMPA€committed to
making facilities available and encouraging joiesearch efforts to
address specific areas of concern. In collaborawoth the ITU,
IMPACT is making its research network available tloe benefit of the
global community. Besides the academic network, AGF global
headquarters provides ITU member states with atcoegsecialized ICT
laboratories, specialized equipment, resource ceaiel other facilities
(Andreasson, 2012).

SELF-ASSESSMENT EXERCISE
Discuss the efforts of the G8 High Tech Crime WiogkGroup in the
fight against cybercrime.

40 CONCLUSION

The importance of state-actor and non-state actosgnot be
overemphasized in the drive towards combatting thenace of
cybercrime and the activities of cybercriminalsalb regionally and
internationally. From the above discourse, it isaclthat cybercrime
monitoring groups have emerged to launch cyberrggamatch that are
restricted to their area of operation or jurisaint{national and regional)
for the purpose of identifying, reporting and iatthg the prosecution of
cybercrime cases. Also, these monitoring groups haade efforts at
different times to institute cybercrime legislatsoar laws that will be
globally applicable so as to complement existingomal, regional, and
international legislations on the phenomenon.

50 SUMMARY

This unit explains the activities of both state awmh-state actors in the
fight against the menace of cybercrime. Differenybarcrime

monitoring groups have emerged for the purpose dentifying,

reporting, and initiating the prosecution of detelct cases of
cybercrimes. Also, it clearly explains the motive®er their

establishment, their activities and collective gadlch is primarily to

curtail cybercrime on the Internet or cyberspaae. adddition, the
achievements and challenges of these monitoringpgran controlling

cybercrime were equally explained.
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6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss the mandate of the International Multilat@&artnership
Against Cyber Threats (IMPACT)
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1.0 INTRODUCTION

The Nigerian Government has designed different oreasnot only to
combat the menace of cybercrime, but to also salthg problem of
bad image that the pervasive youth perpetratiothisfform crime has
attracted to Nigeria. The country is globally recizgd to be among the
major hubs of cybercrime perpetrating nations. &fuee, the major
steps that have been taken over time by the Fedwaernment of
Nigeria to tackle the illegal activities of cybdmmals are discussed in
this Unit.

20 OBJECTIVES
At the end of this Unit, you should be able to:

e track the efforts that have been made by the Nigéovernment
towards combatting the phenomenon of cybercrime

e identify and discuss the Nigerian anti-cybercriegslation and
other efforts that have been by the governmentddress the
problem.

3.0 MAINCONTENT

3.1 The Nigerian Government Effortsat Tackling Cybercrime

The Federal Government of Nigeria recognizes thegséveness of
cybercrime and its associated socio-economic cfmstsindividuals,

businesses, industries, financial institutions, egament agencies,
amongst others. Thus, different efforts have beadero stem the tide
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of this form of criminality. Some of the measurdmtt have been
formulated by the government are discussed below:

a. The Enactment of the Cybercrime Prohibition Act20

The Cybercrimes (Prohibition, Prevention, etc. AQ15, is the first
Act specifically enacted to regulate the conductpefsons in the
cyberspace and cybercrimes in Nigeria. The Act passed into Law
by the Nigerian National Assembly on the May 5, 20it contains 59
sections, 8 parts and two schedules. The explanatemorandum to
the Act provides for an effective, unified and coefensive legal,
regulatory and institutional framework for the piwton, prevention,
detection, prosecution and punishment of cybergimeNigeria. This
act also ensures the protection of critical natiom@rmation networks,
electronic communications, data and computer prograntellectual
property and privacy rights.

b. The Economic and Financial Crime Commission A€420

The Economic and Financial Crimes commission (Histamment) Act

was adopted in 2004 (Oriola, 2005). It repealed Riveancial Crimes
Commission Act of 2002 and established a commisforeconomic

and financial crimes. Under this act, the commisdias the power to
investigate all financial crimes relating to terson, money laundering,
drug trafficking etc. Section 14-18 stipulates offes within the remit
of the Act. These include offences in relationit@ihcial malpractices,
offences in relation to terrorism, offences relgtio false information
and offences in relation to economic and financiahes.

The Act defines economic and financial crimes as:

the non-violent criminal and illicit activity
committed with the objectives of earning wealth
illegally either individually or in a group or
organized manner thereby violating existing
legislation governing the economic activities of
government and its administration and includes
any form of fraud, narcotic drug trafficking,
money laundering, embezzlement, bribery, looting
and any form of corrupt malpractices, illegal arms
deal, smuggling, human trafficking and child
labour, illegal oil bunkering and illegal mining,
tax evasion, foreign exchange malpractices
including counterfeiting of currency, theft of
intellectual property and piracy, open market
abuse, dumping of toxic wastes and prohibited
goods, etc..
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C. The Computer Security and Critical Information btructure
Protection Bill

In 2005, the Nigerian Government adopted the Coerpaind Critical
Information Infrastructure Protection Bill (knowrs ahe Cybercrime
Bill). The Bill aims to ‘secure computer systemsdametworks and
protect critical information infrastructure in Nigg by prohibiting
certain computer-based activities’ and to imposability for global
crimes committed over the Internet (Chawki, 200%je Bill requires all
service providers operating in the country to rdcatl traffic and
subscribe information and to relate this informatito any law
enforcement agency on the production of a warr@ath information
may only be used for legitimate purposes as deteanby the court of
competent jurisdiction or other lawful authority.

c. The Nigerian Cybercrime Working Group (NCWG)

The Nigerian Cybercrime Working Group is an intgeacy body

comprising law enforcement, intelligence securias well as ICT

agencies of government and key private sector IQ&rozations. It was
established by the Federal Executive Council (FEQ@) the

recommendation of the President of Nigeria on Ma@h 2004

(Chawki, 2009). The group was created to delibecsteand propose
ways of tackling the malaise of internet 419 in &tig, by educating
Nigerians on cybercrime and cyber security, praxgdiegal technical
assistance to the National Assembly on cybercrine @/ber security
in order to promote general understanding of thbjesii matters

amongst the legislature and undertaking internatioawareness
programs for the purpose of informing the world Migeria’s strict

policy on cybercrime and to draw global attentiorihe steps taken by
the government to rid the country of internet 4d%articular and all

forms of cybercrime.

d. The Regulation of Cyber Cafes’ Operations

Cyber café also known as the Internet café or HE isaa place where
internet public access service is provided by @méneeurs for a fee
(Adomi, 2007). Previously, cyber cafés in Nigeriender overnight
browsing, a special internet service is offereanfrd0.00pm to 6.00am.
Though overnight browsing is very important, andfuk it was banned
by the EFCC and the Association of Cyber café aglécentre Owners
(ATCON) in Nigeria as part of their strategies tlweess the problem of
cybercrime. However, cyber cafés are no longer mapb nodes in
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cybercrime perpetration in Nigeria today becausthefliberalization of
the Internet Service Provisions in Nigeria.

e. The Nigerian Government and Microsoft Partnership

The Nigerian Government and the Microsoft Corporatisigned a
Memorandum of Understanding defining a framework dooperation
between Microsoft and EFCC of Nigeria with the amdentifying and
prosecuting cybercriminals, creating a safe legavirenment and
restore hundreds of millions of dollars in cost dsiment. This
agreement was the first of its kind between Micfosmd an African
government and gives the EFCC access to Microsofinical expertise
information for successful enforcement. The memdwam is aimed at
combating cybercrime issues such as spam, finascen, phishing,
spy ware, viruses, worms, malicious code launchnes aunterfeiting
(Adomi, 2007).

5.0 CONCLUSION

The series of efforts that had been taken by tlteifeé Government of
Nigeria show that the danger that the activitiesydfercriminals pose to
the well-being of Nigerian citizens and Nigeria asnation is fully

recognized. The steps taken so far to tackle theaoe of cybercrime
have been fruitful to a large extent as cybercratsroperating in the
country are being arrested on a daily basis. Howdeethe war against
cybercrime to be effectively won, the Governmend aelevant law

enforcement agencies need to continually tinker ambvate new
strategies to match the illegal activities of cyeninals on the

cyberspace.

6.0 SUMMARY

This unit discusses the steps and measures that been taken over
time by the Nigerian Government in its fight agaitise menace of
cybercrime and the illegal activities of cybercmals operating in the
country.

6.0 TUTOR-MARKED ASSIGNMENT

1. With relevant examples, discuss the role of thenBoac and
Financial Crimes Commission in the fight againg thenace of
cybercrime in Nigeria.

2. Aside from the legislative measures, identify anscualss other
efforts that have been made by the Nigerian Govemnto
combat the scourge of cybercrime.
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1.0 INTRODUCTION

Generally, every new invention often comes withhbottended and
unintended consequences. While the intended coaesegs are usually
positive and expected, unintended consequencesa@setimes negative
and not envisaged. The emergence of cyberspaceoemant made
possible by the development of the Internet that pamarily aimed at
improving the ways of life of human population. Hower, criminally

minded individuals are exploiting its downside totwnize vulnerable

Internet uses through the introduction of differarins of threats onto
the Internet.

20 OBJECTIVES

At the end of this unit, you should be able to:

a. identify sources of threats on the cyberspace
b. determine forms of threat on the cyberspace
C. explain why cyber threats are introduced into cgpace.

3.0 MAIN CONTENT

3.1 Cyber Threat and Cyber attack in the Cyber space

107



CSS 808 ADVANCED CYBERCRIMES AND CYBER SHBUR

As established in the previous modules, the Intehas significantly
transformed our ways of live. Cyberspace is nowipdominant roles
in our day-to-day activities. The Internet is makihpossible for people
in different parts of the world to engage in buss&ansactions without
necessarily seeing each other in person, it isnvallg individuals to
initiate and build social relationships, it is &@sisig companies to
employ staffers without necessarily being involved face-to-face
interactions and interviews, it is enabling studetd learn without
necessarily sitting down to listen to tutor(s) wittthe four walls of a
classroom, it is providing opportunities for paggens to get transported
to their desired destinations without necessaiigjting a taxi terminus.
Indeed, the advantages offers by the Internetrememerable. However,
the abundant opportunities embedded in it are alssociated with
numerous threats that can adversely affect itssuser

The threats lurking around on the cyberspace dtectwely known as
cyber threat. Conceptually, cyber threat referalktonalicious acts that
seek to damage data, steal data, or disrupt dijf@alin general.
Typically, these threats usually occur in form ofmputer viruses, data
breaches, Denial of Service (DoS) attacks etcart also be defined as
any form of cyberattack targeted at gaining unautlked access,
damage, disrupt, or steal an information technolagget, computer
network, intellectual property or any other form sehsitive data
(UpGuard, 2020).

Cyber threat has become an issue of serious sgectoincern for
individual Internet users, national governments,d awoorporate
organizations, amongst others. Johnson (2015) ditezyberspace to a
virtual battleground that has become a place foifroatation in which
appropriation of personal data, espionage of tlensfic, economic and
commercial assets of companies which fall victimctumpetitors or
foreign powers, disruption of services necessary fioe proper
functioning of the economy and daily life, comprsmiof information
related to our sovereignty and even, in certaicucistances, loss of
human lives are nowadays the potential or actuaseguences of the
overlap between the digital world and human agtivAccording to
Johnson (2015), this “virtual battleground” in cyfgace has only
continued to increase global awareness of secanty impact global
political stability exponentially, cutting a widevath across physical
geographical boundaries, impacting the security ioflividuals,
commercial enterprises, economies, and the soveyeand stability of
global nations.

The term “cyberattack” can have several meaningpedding on the

targets, victims, motivations of the perpetrat@spe, impact, and the
consequences of the attacks. Some have minor impadtcan often be
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attributed to straightforward delinquency, whilehets could have
drastically negative effects on people, organizetjoand states, and
could be linked to crime, terrorism, or war. Whembining the impact
on a specific target with the generic consequendean attack in the
wider world, it is possible to develop a classifica of cyberattacks
having significant negative impacts on society (©lo, 2010). Such a
classification could take the form of:

. attacks on public safety through the manipulatiénthe ICT
systems involved in the management or control ofalvi
infrastructures (flight, railway or subway contsyistems, water
or flood supply control systems, health controlteyss, financial
and banking control systems, electricity grid cohtsystems,
Supervisory Control and Data Acquisition (SCADA teyss).
This category also includes all types of attackstba ICT
systems and infrastructures used in disaster reg@lans;

. attacks on national defense systems involved iensfi/e or
defensive military activities; attacks on e-goveeminsystems;

. attacks that lead to the manipulation of informatio
(cyberpropaganda), to intelligence gathering, amcelectronic
espionage;

. attacks involved in economic crime;

. attacks involved in the harassment of people;

. attacks combining elements of two or more of thevab

The use of the word “cyberattack” instead of “cydsgne” indicates that
the attacks were mostly directed against the coenpuand
telecommunication systems involved in vital infrastures that have a
serious role to play in the economy, the safetgeaple, the sovereignty
of a state, and the military and defence systems cbuntry (Clough,
2010). These attacks are offensive actions that, altsrupt, manipulate,
degrade, or destroy data, information and commtinicanfrastructures
(hardware or software). They could impact the whofesociety by
destabilizing, for example, the efficient operatminthe economy or of
governmental services. In other circumstances, veheyberattack leads
to specific offences, it is most commonly describgd cybercrime.

For an attack to be identified and treated asraeaction that breaks a
law, that law by definition must already exist. Buytberattacks exist
without any laws to qualify them. The term cybeaekt covers a broad
range of activities and is independent of any gpeclassification of

offenses. Terms and definitions are not yet welfingel or broadly

accepted, but it seems that an agreement has éaeimed for presenting
cyberattacks by describing their modus operandi {thy a cyberattack
is performed and its vectors of propagation), tlemsequence and
impact on relevant security criteria, and theirgy@and global impact
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(Clough, 2010). At the same time, the word cybackttcan also be
understood as referring to a military weapon. |Qifrastructures,
information/disinformation procedures, and cybaktrelated tools are
increasingly being linked to war- making capacitibat contribute to
developing the potential for cyberwarfare (Cloug10).

Generally speaking, the necessary conditions femc@essful attack on
the cyber space are the:

o knowledge of the target system (function, serveomfiguration,
security policy and tools, administration);

o efficient use of programs (called exploits) thaitcanatically
exploit vulnerabilities to break into a computer;

o capacity of the aggressor to cover his tracks voida being
detected and identified;

o rapidity of the attack (the attack is so fast tresctive security

measures are ineffective).

If the attacker does not know the target well (ghasof the attack is
insufficient), the risk of being tracked down inases. An attack can
target a security system (firewall, authenticasenver, etc.), a security-
related system (router, DNS, etc.), or a system k@ no link to

security measures, services or functions, such @kstations or web
servers. According to the type of system targetbd, attack will be

more or less difficult to carry out, and more osdeapidly detected,
with a varying degree of negative impact (Cloughl@.

From a technological perspective a cyberattackateres all three of the
main information security criteria: availability, ntegrity, and
confidentiality (Clough, 2010).

Avalilability

A resource’s availability relates to its ability ke used to accomplish
the service for which it has been designed. Thelabty rate of a

network, a server or a file should be close to 1afi%ng the service
opening period, being available 24 hours a dayemsalays a week, in
order to provide the permanent capacity to meetsusequirements in

an appropriate timeframe (the notion of accesgbdnd continuity of

services). Some computing attacks consist of makmge resources
unavailable, damaging not only the users but at& dwners of the
resource.

Integrity
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The notion of integrity expresses the fact thatowueses, be they
transactions, processing, services or data, havebeen degraded or
destroyed. This criterion contributes to assurimg $ecurity of a piece
of information in that it has not been accessedthatlits contents have
not been modified. Confidence can be placed indbeectness and
reliability of this information because it can bentbnstrated that it has
not been modified or deleted without the owner’'thatization. Some

malicious acts consist of modifying or falsifyingfermation in order to

have an impact on a particular decision (for exangiie modification

of an organized market leading to the sale or @selof stocks). Acts
of misinformation or cyber-propaganda do exist am@ used to

manipulate public opinion by providing false infation, as could be
the case of the modification of information on thebsite of a political

party. The integrity of hardware can also be a#fdcby physical

destruction, deterioration, or by deliberately mked damage. Acts of
sabotage that create obstacles to the legitim&eisystems can harm
the integrity or the availability of the resources.

Confidentiality

Confidentiality is the fact of keeping informati@ecret. As a security
criterion, confidentiality is protecting data agstin unauthorized
disclosure. Having data intercepted, monitoringivadials, and using
IT to perform acts of espionage can have a negatipact upon:

. professional secrecy;

. fundamental rights, especially the right to intijagnd to a
private life including digital intimacy, and theght to the respect
of correspondence;

. the efficient functioning of organizations and #é&nomy; and
state security.

3.2 Sour ces of Cyber Threat

Cyber threat is usually systemically deployed btiams and different
groups of people to achieve their desired goaishough, cyber threat
Is often driven by human actors, however, somerahtlisasters can
also impact on thewvellbeing or effective functioning of the digital
architecture. The UpGuard (2020) identified therses of cyber threat
as including the following:

. Hostile nation-states: national cyber warfare programs provide
emerging cyber threats ranging from propaganda, siteb
defacement, espionage, disruption of key infrastingcto loss of
life. Government-sponsored programs are increasingtoming
sophisticated and pose advanced threats when cechparwther
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threat actors. Their developing capabilities couthuse
widespread, long-term damages to the national ggairmany
countries including the United States. Hostile orafstates pose
the highest risk due to their ability to effectiveemploy
technology and tools against the most difficultgeds like
classified networks and critical infrastructureeli&lectricity grids
and gas control valves.

Terrorist groups: terrorist groups are increasingly using
cyberattacks to damage national interests. Althabgly are less
developed in cyberattacks and have a lower profyetsspursue
cyber means than nation-states. However, it is\likeat terrorist
groups will present substantial cyber threats asenbechnically
competent generations join their ranks.

Corporate spies and organized crime organizations. corporate
spies and organized criminal organizations arotedaorld also
constitute serious risks because of their ability t
conduct industrial espionage to steal trade searetarge-scale
monetary theft. Generally, these parties are istetein profit-
based activities, either making a profit or dishugta business's
ability to make a profit by attacking key infrastture of
competitors, stealing trade secrets, or gainingesscand
blackmail material.

Hacktivists: Hacktivists activities revolve around political as
and issues. Most hacktivist groups are concerndl sgreading
propaganda rather than damaging infrastructure isrupting
services. Their goal is to support their politiagenda rather than
cause maximum damage to an organization.

Disgruntled insiders: disgruntled insiders are a common source
of cybercrime. Insiders often do not need a higlgrele of
computer knowledge to expose sensitive data bedaeyemay
be authorized to access the data. Insider thrésasreclude third-
party vendors and employees who may accidentally
introduce malware into systems or may log into ause S3
bucket, download its contents and share it onliesulting in

a data breach. Check your S3 permissions or sonesaavill.
Hackers: malicious intruders could take advantage of a zero-
day exploit to gain unauthorized access to datackéts may
break into information systems for a challenge raghing rights.
In the past, this required a high level of skilbday, automated
attack scripts and protocols can be downloaded trmrinternet,
making sophisticated attacks simple.

Natural disasters: natural disasters represent a cyber threat
because they can disrupt your key infrastructurgt jike a
cyberattack could.

Accidental actions of authorized users. an authorized user may
forget to correctly configure S3 security, and st causing a
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potential data leak. Some of the biggest data bemsabhave been

caused by poor configuration rather than hackerdisgruntled

insiders.
Generally, cyber threats can be categorized irdsehihat are politically
motivated (such as cyber warfare, cyber terrorigspionage, and
hacktivism, the hacking for political purposes) &hdse that are non-
politically driven (typically financially motivatedsuch as cybercrime,
intellectual property theft, and fraud, but alsockiag for fun or
retribution, for example, from a disgruntled emm@eyKschetri, 2010).

The aim of politically motivated attacks is genbrab disrupt services
with or without the intention to also cause phys@@mage. A common
approach is to use a botnet, a collection of ig@aomputers (agents)
that allows someone to control them remotely, tinéh a distributed
denial of service (DDoS) attack, which attemptsligrupt websites by
overwhelming them with traffic (Johnson, 2015). &ry good example
in this context is the attacks on Estonia durirsgdiplomatic standoff
with Russia in April 2007, when several governmambsites were
made inaccessible for up to 3 weeks. Equally,tipally motivated
attacks can also seek to gain publicity in orderutalermine the
perception of the public.

In 2010, a group calledAhonymous successfully brought down the
websites of various organizations, including thee8ish prosecution
authority, and the private sector sites of Masted@and Visa, in support
of WikiLeaks, the whistle-blowing website. If sudiently efficient,
attacks on public sector websites can affect th&t wf e-government to
such a degree that public perception turns inangisnegative whereby
people would be averse to make certain transactiolse, be unwilling
to share data, or be reluctant to believe the mé&dion provided. The
motivation for nonpolitically motivated attacksgsnerally financial. As
such, they tend to focus on stealing data, sudnemht card information,
while keeping a low profile (Johnson, 2015). Thdlolwing are
identified by UpGrade (2020) to be among the mashrmon forms of
cyber threat:

. Malware: malware is software that does malicious tasks on a
device or network such as corrupting data or takiogtrol of a
system.

. Spyware: spyware is a form of malware that hides on a device

providing real-time information sharing to its hoshabling them
to steal data like bank details and passwords.

. Phishing attacks: phishing is when a cybercriminal attempts to
lure individuals into providing sensitive data suzhpersonally
identifiable information (PII), banking and creddrd details and
passwords.
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Distributed denial of service (DDoS) attacks: distributed denial
of service attacks aim to disrupt a computer netvioy flooding
the network with superfluous requests to overldedsystem and
prevent legitimate requests being fulfilled.

Ransomwar e: ransomware is atype of malware that denies
access to a computer system or data until a ramspaid.

Zero-day exploits: a zero-day exploitis a flaw in software,
hardware or firmware that is unknown to the partyparties
responsible for patching the flaw.

Advanced persistent threats. an advanced persistent threat is
when an unauthorized user gains access to a system@twork
and remains there without being detected for aaneldd period
of time.

Trojans: a trojan creates a backdoor in your system, allgule
attacker to gain control of your computer or accassfidential
information.

Wiper attacks: a wiper attack is a form of malware whose
intention is to wipe the hard drive of the computénfects.
Intellectual property theft: intellectual property theft is stealing
or using someone else's intellectual property witlp@rmission.
Theft of money: cyber attackers may gain access to credit card
numbers or bank accounts to steal money.

Data manipulation: data manipulation is a form of cyberattack
that does not steal data but aims to change tree tdamake it
harder for an organization to operate.

Data destruction: data destruction is when a cyberattacker
attempts to delete data.

Man-in-the-middle attack (MITM attack): a MITM attack is
when an attack relays and possibly alters the camuation
between two parties who believe they are communigatith
each other.

Drive-by downloads. a drive-by download attack is a download
that happens without a person's knowledge oftetallimg a
computer virus, spyware or malware.

Malvertising: this involves the use of online advertising to
spread malware.

Rogue softwar e: rogue software is malware that is disguised as
real software.

Unpatched software: unpatched software is software that has a
known security weakness that has been fixed itea talease but
not yet updated.

Data centre disrupted by natural disaster: the data centre your
software is housed on could be disrupted by a abtlisaster like
flooding
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40 CONCLUSION

Cyber threats are a serious problem that is adsdciavith the
cyberspace environment. There are numerous atthektshave led to
online theft of sensitive data, money, breachesabinal security data,
failure of institution of the movement like the itary internet
infrastructures, hacking of organizations’ dataljranchild trafficking,
and circulation of child pornography, terrorism icadization and
recruitment among others. Regardless of their sgsycthe danger that
cyber threats pose to digital environment cannaiusemphasized.

50 SUMMARY

This unit has made student to understand what itotest cyber threat,
why the existence of cyber threat constitutes &lpm for Internet

users, the sources and types of threats the cydmsjt has opened
students’ eyes to different forms of cyber thréatashich they could fall

victim on the digital environment.

6.0 TUTOR-MARKED ASSIGNMENT

1. Cyber threat constitutes a major cause for conferall Internet
users. Discuss.

2. Mention and explain the sources of cyber threat tbe
cyberspace.

3. List and discuss the common forms of cyber threat tioe
cyberspace.
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1.0 INTRODUCTION

It was established in the preceding unit that cyberats are endemic on
the cyberspace and constitute a major cause ofecorior all users of
digital environment. Therefore, it becomes highiyperative for
governments, Internet Service Providers, and atflevant stakeholders
to develop strategies and frameworks to make cghgironment safe
and secured for their users. Efforts being madadkle threats lurking
on the cyberspace culminated in the emergencebafrsecurity.

20 OBJECTIVES
At the end of this unit, you should be able to:

explain the need for cyber security

understand the meaning of cyber security

discuss measures that can be taken to achieve syberity
describe the major categories cyber security.

3.0 MAINCONTENT
3.1 The Necessity for Cyber Security

The continuous challenge which cyber threat posdabd digital space
and its users makes cyber security a necessityefidre, cyber security
Is not only among the most critical concerns of itifermation age, it
also forms the cornerstone of a connected worldndon, 2015). Each
person using an information and communication dewiool, or service,
for professional or private issues, needs inforomagecurity. It is true
for governmental institutions as for big or smalganisations and
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individuals. The security answer should satisfytipalar protection and
defence level requirements regarding the actorslr{€lough, 2010).

Security approaches are often limited to the ifetiah of risk reduction

measures designed to protect the information tdoggmoresources of
large organizations. However, the security approaohst also

necessarily meet the security needs of small- aretlium-sized

organizations, as well as those of end users (ithaals). Individuals

have a particular need to protect their personaemsitive data, their
privacy, and their basic human rights. As the imd¢ris global and has
international coverage, all countries over the @orted to develop and
implement national cybersecurity policies (Mara®l2).

For developing countries, attempts to reduce tig@adidivide through
investment in infrastructure only, without takinga account the need
for security and control of IT risks (unsolicitedcident, malevolent
acts, etc.), would result in the creation of a sicudlivide as prejudicial
as the digital divide. The use of a technologicadl degal approach
would minimize the digital divide and more quicktyeate a reliable
infrastructure that meets global cyber securitydsedt has become
imperative that developing countries not only idixoe measures to
fight against cybercrime, but also control the siguof their
infrastructures and information technology servig@sugh, 2010).

Cyber security impacts the security of the digéat cultural wealth of
people, organizations, and countries. It is a $assaie as well as one of
economics and public policy. The challenges invdlaee complex, and
meeting them requires the political will to deviaed implement an
overall strategy for the development of digital rastructures and
services that includes a coherent, effective, nadalié, and manageable
cybersecurity strategy (Clough, 2010). The cybemscstrategy must
be part of a multidisciplinary approach, with s@us in place at the
educational, legal, management, and technicaldeyektrong response
to the human, legal, economic, and technologicaledisions of digital
infrastructure security needs builds confidence geerates economic
growth that benefits all of society. Controllinggdal information
wealth, distributing intangible goods, adding valte content, and
bridging the digital divide — these are all probtenf an economic and
social nature, calling for more than a one-dimemaio strictly
technological approach to cybersecurity (Cloughi,(0

Around the year 2000, the computing industry betmmealize that
cybersecurity was not being taken seriously endadteep up with the
increasing penetration and criticality of the rofecomputers in almost
every aspect of culture and society. At the samme,ticybercriminals
were becoming more active and visible (Waschke 520Around this
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time, the computing industry became aware that icylmee and lack of

security could be a significant deterrent to curr@md future business.
Therefore, it is not surprising that security caoogsness grew as the
Internet began to be a necessity in homes and éas@s. Some of the
contradictions between a free and open Internetsafe and reliable

computing had become evident. Networked computadsidecome the
norm, and criminal hackers were building steam. Andas becoming

evident that enforcing cybercrime laws is demandarg requires

training and resources that are not easy for lalwreement to obtain

(Waschke, 2015). Hence, designing a framework suenthe of the

cyberspaces becomes inevitable for computing imglust

Cyber security has been conceptualized in differeays by scholars
and some international organizations. Kaspersky. I(2620) defined
cyber security as the practice of defending computgervers, mobile
devices, electronic systems, networks, and data fralicious attacks.
Also, the Interagency Committee on National SegBystems viewed
it as “the ability to protect or defend the use ayberspace from
cyberattacks,” where cyberspace is defined as bayldomain within
the information environment consisting of the ideggendent network of
information  systems infrastructures including thentetnet,
telecommunications networks, computer systems, a@amibedded
processors and controllers. Equally, the Intermatio
Telecommunications Union (ITU), the United Nationspecialized
agency for information and communications technglagpnceived
cyber security as the collection of tools, policisgcurity concepts,
security safeguards, guidelines, risk managemeptoagphes, actions,
training, best practices, assurance and technaldbet can be used to
protect the cyber environment and organizationws®at’s assets.

Cybersecurity must insist on the strategic dimemsiof ICT
infrastructure and services in respect of statesgnty, organizational
competitiveness, and the safety of individuals. €&gbcurity cannot be
abstracted away from its field of application andcis-cultural
environment. It must be approached in an intergis@ary and multi-
stakeholder context, placing the individual at tmeart of the ICT
security question in order to encourage the dewvedon of a conscious
and inclusive information society (Clough, 2010).

The terms “information security” and “cybersecuritan carry different
meanings. In some contexts, it refers to the ptiole©f assets or to the
fight against industrial and economic espionageaire international
terrorism or economic crime, against the manipartatf illicit contents
or the unauthorized use of resources. In otherestsit cybersecurity
covers everything from computer surveillance andnitooing to
tyrannical control or to a struggle for fundamentalman rights.
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Information security deals with a range of issuesch as state
sovereignty, national security, the protection ofi@l infrastructures,
the security of tangible and intangible assets, #rel protection of
personal data, to mention only a few. In additi@amy potential
malfunction of information technologies, regardles§ its origin

(accident, error, malevolence), constitutes anatparal risk for people
or organizations that rely upon ICT, as they meamsequent risk of
losses from the inadequacy or failure of proce@S&zsigh, 2010).

Cybersecurity also arises from the need for teadgiet to be less
vulnerable — to decrease the number of potentralats. Cybersecurity
concerns the creation of secure, transparent anageable products,
the development of reliable and safe behaviouraratdhe use of ICT,
and the definition of appropriate legal frameworBecause humans are
the weak link in the security chain, and becausmdns are the final
“consumers” of ICT service and infrastructures, aagurity solution
should also take into consideration social needsth& same time,
security solutions should not transform the Interaed information
technologies into an excessively controlled teryitbecause their doing
so may undermine basic human rights (Clough, 2010).

To ensure a global information society in whiclstrand security in the
use of ICTs is the norm for the benefit of mankitite ITU Secretary
General on May 17, 2007 launched the Global Cylbergg Agenda
(GCA) to provide a framework within which an intational response
to the growing challenges to cybersecurity can berdinated and
addressed (Andreasson, 2012). The GCA is an iritenah cooperation
framework and strives to engage all stakeholdensc¢luding
governments, the private sector, civil society, amdernational
organizations, in a concerted effort to build cdafice and security in
the information society. The GCA is built upon fipélars with seven
strategic goals. The five pillars are:

(1.) Legal measures: this means that nationa$ laged to be put in
place where they do not yet exist, and existingslas well as
regional and international agreements need to Isedbapon a
shared understanding of what constitutes cybersrina@d
cyberattacks, and how to confront them.

(2.) Technical and procedural measures: this estggthat technical
solutions need to be identified and developedntakiato account
the principles of globally accepted standards, dimeproviding
hardware and software security baselines that eaadopted by
vendors, manufacturers, and end users

(3.) Organizational structures: this suggests thebpropriate
organizational structures, such as coordination agsbonse
centers with national responsibility need to bealggthed in
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(4.)

order to promptly respond to cyberattacks and doatd with
their counterparts at the international level.

Capacity building and (5.) International ceation: these last
two pillars cross-cut all areas and aim at elalmgagtrategies to
ensure that the required capacity is availabldlbawva T security
professionals to properly react in case of cybacat as well as
to build relations and partnerships at the inteonat level.

The Kaspersky Lab (2000) divides cyber security itlie following
categories:
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Network security: is the practice of securing a computer
network from intruders, whether targeted attackeos
opportunistic malware.

Application security: this focuses on keeping software and
devices free of threats. A compromised applicationld provide
access to the data its designed to protect. Suatesscurity
begins in the design stage, well before a prograndewice is
deployed.

Information security: this deals with the protection of the
integrity and privacy of data, both in storage anttansit.

Operational security: this includes the processes and decisions
for handling and protecting data assets. The @sions
users have when accessing a network and the pnaEsed
that determine how and where data may be storeshared all

fall under this umbrella.

Disaster recovery and business continuity: this defines how an
organization responds to a cyber-security incidanany other
event that causes the loss of operations or dasast®r recovery
policies dictate how the organization restores dgerations
and information to return to the same operatingacey as

before the event. Business continuity is the pkendrganization
falls back on while trying to operate without @@ntresources.

End-user education: this addresses the most unpredictable
cyber-security factor -people. Anyone can accidignt
introduce a virus to an otherwise secure  systemy b
failing to follow good security practices. Teachunggrs to

delete suspicious email attachments, not plug ideamtified
USB drives, and various other important lessongite for
the security of any organization.
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Information security constitutes a driving forcer fthe economic
development of regions and must be developed angemented

simultaneously with the implementation of ICT irdnaicture. The
benefits to be derived from the deployment of infation technology
services are dependent upon the accompanying g¢ewelta of both the
ICT infrastructure and an appropriate legal andilegry framework.

With sufficient security measures and effectivedaa digital economy
can be developed (Clough, 2010). ICT security irbraad sense,
including the legal framework, is critical for atting players with the
resources and drives to develop a favourable bssieevironment. This
is the main factor that guarantees that investameinfrastructure would
be profitable. Of course, cybersecurity tools areldaccompanying legal
framework constitute an additional challenge fovedeping countries
that want to participate in the global economy. iwlusive global

information society would avoid pitfalls such as #imergence of digital
paradises or the exclusion of users from effectigital security

(Clough, 2010).

SELF-ASSESSMENT EXERCISE

List and discuss the categories of cyber secustypmposed by the
Kapersky Lab.

40 CONCLUSION

Cyber security represents a rational responseetthtieats that are daily
being introduced onto the digital space by criminalinded individuals

for financial gains or for the purpose of furthgrim non-financial

objective. Therefore, if cyber security and cybafety are not given

serious attention which they deserve, cyberspaaddame hijacked and
rendered useless for its legitimate users.

50 SUMMARY

In this Unit, attention has been devoted to the rgerce of cyber
security as a counter strategy to the activitiesytsiercriminals who are
developing and introducing different forms of cyl@reats onto the
cyberspace as a way of furthering their clandegioas and objectives.

6.0 TUTOR- MARKED ASSIGNMENT
1. Cyber security is an inevitable measure in thé' 2&ntury.
Discuss.

2. Highlight and discuss the major categories of c\#aeurity.

7.0 REFERENCESFURTHER READING
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1.0 INTRODUCTION

Cybercrime is among the dominant crimes of th& @dntury. Cyber

surveillance is among the major widely recognizedasures that is
being adopted by governments, security experts,lanwdenforcement
agencies for tackling the problem. Although thiprach has been
adjudged to be effective in certain areas, it &lg® serious implications
for Internet users’ right to privacy and freedomspkech. Hence, this
Unit seeks to discuss the contentious issue ofrcgbryeillance within

the context of cyberspace security.

20 OBJECTIVES

At the end of this Unit, you should be able to:

. explain what cyber surveillance entails

. describe the development of cyber surveillanca assponse to
cybercrime

. Understand the contention between cyber survedlaand
privacy issue

. discuss the basic strategies for strengtheningagyivon the
cyberspace

3.0 MAIN CONTENT
3.1 Cybercrime, Surveillance, and Privacy | ssues

Globally, governments and law enforcement agenares innovating
new strategies to combat the security and safetgath that are
embedded in the cyberspace. This critical stepotsonly informed by
the realization that cybercriminals are not onlgipg serious threats to
individuals, businesses, and corporations, but they also targeting
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critical national infrastructures. Cyber surveiltenis among the most
commonly adopted approaches for addressing thelgmobCyber
surveillance essentially involves a covert moniigriof computer
activity and data stored on a hard drive, or daiad transferred over
computer networks via the Internet. This monitorggfivities which
may be legally or illegally conducted can be conedddy governments,
corporations, criminal organizations, or individsial However,
regardless of the means through which it is beargied out, be it legal
or illegal, a major common feature of cyber sutaeite is itscovert
nature.

Cyber surveillance takes a rather different apgrdasm its terrestrial
counterpart. Rather than monitoring the physicaspnce and bodily
actions of subjects, Internet surveillance obsearekcollects the digital
footprints that all online activities leave in theiake. All Internet users,
whether they know it or not, leave a ‘data traitie electronic record of
their mouse clicks and keystrokes, the websiteg Haeve visited, the
searches they have run, the materials they havenldaded, the
personal information they have entered, the wondsimages they have
sent via email, and so on. From sudtaveillance(Gandy, 1993) it is
possible to construct a digital double or simulatad an individual and
her or his activities, without ever having to engam physical
observation (Poster, 1990; Bogard, 1996). Therefooen a web user’s
online activities, it is possible to discover anack, among other things,
her or his consumer choices and preferences; seatahtation,
fantasies and fetishes; political opinions and sytmies; professional
interests and career aspirations; personal asgow@atfriendships and
intimate relationships (King, 2001).

The use of cyber surveillance by governments awd énforcement
agencies to monitor the online activities of Intgrosers is increasingly
generating serious debates in many countries elsaitenges peoples’
rights to privacy and confidentiality. The opporenbf cyber
surveillance argue that though law enforcement @geeed to able to
identify offenders and collect evidence of onlimenes, yet unapproved
monitoring constitutes a form of privacy intrusidhat has serious
implications for their fundamental human rightsrtRermore, critics of
Internet surveillance point out that we risk losingntrol over the
personal information that circulates on the webhe tontent of our
emails, the sites we visit, our financial and otkensitive information
because the potential for abuse is all too appaféwnis, efforts to secure
society against the threat of cybercrime thus camth them far-
reaching consequences for the future of onlinedfree itself (Yar,
2006).
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Generally, it is an undeniable fact that we argemity witnessing an

intense struggle over the balance between onlimgeglance and

privacy; while authorities move towards greater itwing in order the

tackle organized criminals, terrorists, paedophittalkers, and so on,
civil libertarians encourage users to evade suehsion of privacy by

making greater recourse to privacy-enhancing toGds, 2006).

Alex and Fieke (2018) suggest the following stepgassible strategies
that can enable one to regain a certain amoundrtfa over one’s data
and digital shadow:

a. limiting data generation by withholding informatieryou do not
need to fill out all the fields in registration fos online

b. cleaning your online identity by deleting apps thati no longer
use from your mobile phone, and erase pictures,il€naad
messages that are outdated

C. blocking unwanted access, and installing Privacylgga and
NoScript to block cookies and other third partyigsr from
running in your browser and collecting data

d. masking your individual identity on Facebook by atreg a
group account and identity

e. creating noise by clicking on random ads, or ihgtdhausium, a
tool that will do this for you, while you do oth#tings

f. misleading Google by installing TrackMeNot, a towhich
generates random search queries, masking youseaathes and
guestions
using a VPN to change your IP address

breaking your online routine
creating a barrier: install an anti-virus progrand keep it up to
date

K. keeping your data under lock and key: encrypt ymabile
phone, computer and tablet

l. breaking all signals, turning off Wi-Fi and Bluetbovhen not in
use and putting your phone in a faraday shield gaumake one
yourself) when you don’t want to be tracked

m.  a simple but effective measure is to cover yourcaebwhen not
in use

n. ensuring that you connect to websites through aursec
connection (wherever possible), by instaling HTTPS
Everywhere in your browser.

g.
h. changing the name on your phone
|
J

40 CONCLUSION
Cybercrime has led to the emergence of cyber diamee as part of

measures that is being deployed by security expgoigernments, and
law enforcement agencies to counter the illegalividiels of
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cybercriminals on the cyberspace. Although thia rgght step in a right
direction. However, strategies being adopted incth@se of conducting
cyber surveillance are also throwing up serioustrowersies as to its
violation of the privacy of legitimate Internet use

50 SUMMARY

In this unit, students have been exposed to thergamee of cyber
surveillance as a rational response to the inimiaativities of
cybercriminals on the cyberspace. Equally, the eom of legitimate
Internet users and human rights groups as to tipdication of cyber
surveillance for their privacy were also discussed.

6.0 TUTOR MARKED ASSIGNMENT

1. Cyber surveillance is a major cause of concernldgitimate
Internet users. Discuss
2. Explain the strategies that can be adopted by riateusers to

safeguard their data and digital shadow from cgeveillance
7.0 REFERENCES/FURTHER READING
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1.0 INTRODUCTION

Cyber threat comes in different dimensions. Theee@f their impacts
varies considerably in terms of magnitude and dasaglthough while
it is true that cyber safety cannot be totally guéeed because of the
transient and fluid character of cybercrime, tremecertain tips that can
help Internet users to strengthen their securitthercyberspace.

20 OBJECTIVES

At the end of this Unit, you should be able to:

o discuss threat modeling and control flow integafyproaches to
cyber safety
o state the basic cyber safety tips

3.0 MAINCONTENT
3.1 Cyber Threat and Cyber Safety Tips

Today, it is a common reality that cyber threat basome a permanent
feature of the digital space. The level of expogsareyber threat varies
considerably for individuals, business, governmaggncies, corporate
institution, amongst others. Nonetheless, all uséig/berspace need to
take appropriate conscious security steps to ressm from the threats
lurking around on the digital space, and from thetica of
cybercriminals. Each participant has to assume péarthe shared
responsibility. Each must stop transferring segueisponsibilities onto
other entities and start discharging them himsEfferefore, this unit
focuses on the basic cyber safety tips.

Waschke (2017) asserts that for a computer sysidme tully secured it
has to fulfill the triad goals of security theoryhwh include:
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confidentiality (when a system is confidential, al@nd processes are
only available to actors who have a legitimate trighaccess), integrity
(when a system has integrity, data and processkesnly be affected by
authorized actors in a regulated fashion), andlavisity (a system has
availability when legitimate actors can get to datal processes in an
orderly and predictable manner). Therefore, as mpewer user, the
security triad can help you systematically revibe security of features
of a new laptop, tablet, or smartphone. They cap peint out the
weaknesses and strengths of applications you cams$d installation.
They can also help you evaluate the safety of it#oma the Internet of
Things you might place in your home or office armhmect to your
network. Furthermore, Waschke (2017) submits that designing
computer operating systems such as Microsoft Wirsdofpple iOS,
OS X, Android, or Linux, computer security expea® utilizing the
following techniques to anticipate, recognize, #aakle the problem of
cyber security threat:

I Threat Modeling

One of the techniques developers use to designcandtruct more

secure systems is called threat modelling. To &ehikis, a developer,
or group of developers will sit down to imagine #ie threats that a
system may be subject to and the consequence< ithiteats were
carried out. The security triad provides a syst@attern for thinking

about threats. Simply taking time to imagine thegilole threats is a big
step forward from the old days when security wasaéerthought.

Developers have taken threat modelling beyond hthigstructured

“what if” exercise. The details of threat modeliteghniques vary but
they all identify the data processed by the systdmg, users of the
system, and who the adversaries of the system rbgland what they
might be after. They also identify how data move®ugh the system
and where it is stored. The next step is to spetpbints where the
system is vulnerable. That is easier than it mgyeap because almost
all vulnerabilities occur when data moves from omedule to another.
One of the key tools in threat analysis is a débav fdiagram that

delineates the flow of data from one module to h@otWith the system
assets and points of vulnerability all listed otite threat modelers
evaluate each threat, rating them by the amount samsusness of
damage they could cause. The results of this etratuare fed back into
the project plans and developers are assigned tigate the threats.
Threat modeling is usually an iterative process gulie, 2017).

Modeling is repeated during development, contiryuatiodeling new

threats as they may appear and testing the maigafi old threats. This
process replaces the old plan, where a developaltdwse assigned to
code a solution to a security defect whenever defeappened to show
up in testing or in the field, but no one systecslly looked for
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vulnerabilities and developed plans for eliminatbefore they made it
to testing.

ii. Control Flow Integrity

Control flow integrity is important because it is attempt to build
resistance to one type of system attack into theratimg system and
application code, rather than address individualv$. This procedure
adds a layer of sophistication to the operatingesgssoftware that
determines the conditions when privileged instarddi will be executed
by looking at the flow of control from one softwasection to another.
Researchers have identified patterns of shiftsomirol that indicate a
program is doing something it was not intendeddo(Waschke, 2017).
For all the complexity of software and hardwaresheeore in a running
computer is simply executing one instruction af@mother. The
mechanisms that are used to determine which irigiruowill be
executed next can be quite intricate, but theyaaléwer a simple
guestion: what next? If a hacker can insinuateangé into the control
mechanism that will start the computer executing kequence of
instructions and abandon the legitimate sequeteehacker has won
and the computer is pawned.

Control flow integrity does not address how cohisdijacked from its
legitimate path. Instead, it detects when the cbigmes awry and raises
a flag. No matter how the system was rigged by tibeker, if the
program strays, control flow integrity detects thmesadventure and
guides it back to a safe path. Enforcing controwflis a way of
approaching the problem at a higher level. Rathan &liminate buffer
overruns that cause control flow misadventurestrobflow integrity
measures detect deviations in flow control and stbe deviation. For
example, Microsoft Windows 10 supports a featuleedaControl Flow
Guard, which is an example of forcing control floimtegrity.
Developers use features built into the operatingtesy to write
applications that detect when the flow control loéit code has been
diverted from its intended direction.

Generally, the following basic security and safgtigps can a long way
in protecting your computer system and safeguard from being
victimized on the cyberspace:

a. Installing Antivirus Software on your Computer
System

Antivirus software is important because it providessic protection

against specific and generic types of malware, tofyiworms, viruses,
Trojans, keyloggers, etc. This is readily availalbbe all types of
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computers and operating systems. The following gjinds should be
taken into consideration when using antivirus safev

. Acquire antivirus software from a reputable seur

. Make sure you install reputable antivirus prddubefore you
connect your computer to the Internet; otherwisaryomomputer
will be compromised even before you finish downlogdneeded
product upgrades and patches.

* Update the virus definition or signature filegydaMost antivirus
software provides a way to do this automatically

. Scan your system for viruses weekly.

. Enable any automatic protection, such as emaihsing.

b. Use a Software or Hardware Firewall

A firewall regulates communication between your catap and the
network, including the largest network of all, tiéernet. It provides a
set of access lists installed on a computer or ¢oad® an appliance
that protects a computer or network from intrudéfsa worm or a
hacker attacks your computer from the Internet fittesvall will block

access to your computer. Some firewalls only regudatnmunications
attempting to enter your computer (Windows XP);enshalso provide
control over what leaves your computer (e.g., ZAlam) (McQuade,
2009). Firewall rules can be configured to deteat dany intruder
probes in various ways. Firewalls are availableboth hardware
(appliance) versions and as software. A properhfigared router will

also provide much of the protection of a firewalirealls provide
protection from individuals who do not know the cifie access
credentials (such as passwords) to your computstersy and will

eliminate a good deal of risk from outside attack.

c. Applying Patches Against Vulnerabilities

One method used by cybercriminals to attack younmder is taking
advantage of vulnerabilities or weak spots. Tha@erdbilities may be in
your operating system or the specific applicatioms gre using. Patches
provide protection against software vulnerabiliti¥®hen a software
vendor discovers vulnerability, it will often makeailable a patch to
address that vulnerability. Although most operatiygtems provide an
automatic updating feature, some applications do khas critical to
apply patches as soon as possible. When a patchelé&ased,
cybercriminals will develop exploits for the respee vulnerability,
often within hours. Release of a patch provideshbat fix for
vulnerability and a target for a cybercriminal. @ytriminals will use
an exploit to attack the specific vulnerability ammputers whose users
have not yet applied the patch. Patches may basaieon a regular
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cycle. They may also be released when vulnerasliire discovered.
Patching also is one of the chief defenses agaiosts.

d. Installing Antispyware and Adware

Software spyware has become the scourge of then&ttéMcQuade,
2009). Unlike other types of attacks whose effeoy be obvious,
spyware infestations are designed to run unobtelisivcapturing
information about your Internet activities. Antispgre and adware
software products will help you to detect and remadkese types of
malware from your system, may speed up system ipeafioce, and may
provide protection when you visit malicious Webesit Use of
antispyware products is not as straightforward ae of antivirus
products. Although most antivirus products are rotiangeable,
different antispyware and antiadware products ealiect different types
of spyware and adware. You must use more than oispgware
product to provide adequate protection. Antispywareften free and
available online. However, some spyware actuallysqunarades as
antispyware, so use care when downloading fromnapeay that is not
a well-known security vendor.

e. Use Strong Passwords

Passwords provide a means of limiting access to gomputer use and
to information stored on the computer or the nekwofA strong
password provides a fundamental layer of protectiBecause of
advances in password cracking technologies, eigditacter passwords
may not prove to be sufficient. Ideally, a passweslbuld be 15
characters or longer, although not all systemssuifiport a password of
this length (McQuade, 2009). A strong password khbe intuitively
associated with tangible items, pictures, or otimelligence known
about the workstation or device owner. Using argrpassword can
eliminate significant risk of system manipulatiorddass of data. Here
are the basic rules for selecting a strong password

. make your password at least 8 characters long,istors of a
mix of lower and upper case letters, numbers, gntbsls.
. use a passphrase of at least 15 characters Iffaisslible. A good

passphrase can include dictionary words, but shalgkl include
special characters, etc. An example of a good passe would
be “IflOnlyHad8Brain?”

. do not use proper names or words from a dictionary
encyclopedia, including those printed in foreigngaages
. make sure the password does not contain data oérsomal

nature, such as birthday, anniversary, street addpart of your
social security number, or pet's name, etc
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. change your password at least every 120 days.

. do not repeat use of a password.

. do not share your password.

. do not write it on a sticky note on your computekeyboard.

f. Protect Yourself When Using Wireless Devices andcess
Points

Wireless networking allows you to connect to a rmekvand often the

Internet without using a cable. As more people pase laptops, PDAs,
and other mobile devices, wireless network acceas hecome

increasingly popular and convenient. Wireless acpesnts must be set
up properly to provide sufficient security. Howevenost wireless

access points are set up in a manner that is eslyansecure. Without
the proper precautions, wireless networking carceplgour privacy,

your data, and your computer at significant risk.ewleconnected to an
insecure wireless network, anyone within range airycomputer and
using the right tools can easily capture your tradf$ it is transmitted
across the network. This type of “listening inkhown as sniffing, can
be done with a laptop (or PDA), a wireless cardd aome freely

available software and is very difficult to dete&ttackers may also use
your connection for their own nefarious purposelsisTcould include

anything from illegally downloading copyrighted 8léo posting child

pornography on the Internet. Follow these tips $@ sBomeone else’s
wireless connection safely:

. avoid sending sensitive information over a wirelestsvork.

. encrypt your traffic

. provide sensitive information only to “secure”tes, i.e., sites
that display https:// in the address bar and aqu&d|

. use virtual private networking (VPN) to encrypt aétwork

traffic to and from your computer. If you have VPNcess
through your company or school, use it whenever gocess a
wireless network.

Focusing more on information systems and networgursy, the

following elements from the Organization for Econor@o-operation
and Development's (OECD) 2002 guidelines for thecusgéy of

information systems and networks‘Towards a Culture of Security-

are a good starting point for examining securitgues. Although
published a decade ago, they remain a robust sgéréral guidelines
that can be applied independently of technologidaivelopments
(Clough, 2010).
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0] Awareness: participants should be aware of the f@esecuring
information systems and networks and what can bee do
enhance security;

(i)  Responsibility: all participants are responsibletfee security of
information systems and networks;

(i)  Response: participants should act in a timely amperative
manner to prevent, detect, and respond to sednaiyents;

(iv)  Ethics: participants should respect the legitimaterests of
others;

(v) Democracy: the security of information systems aedworks
should be compatible with the basic values of a ahratic
society;

(vi)  Risk assessment: participants should conducadgskssments;

(vii)  Security design and implementation: participantsousd
incorporate security as an essential element obriamdtion
systems and networks;

(viii) Security management: participants should adoptngoehensive
approach to security management;

(ix) Reassessment: participants should review and =astee
security of information systems and networks andkena
appropriate  modifications to security policies, giiees,
measures, and procedures.

These security guidelines apply everywhere and titates a good
starting point for considering ICT security isSubST security is not
simply a cultural problem that has a technologtaiension. It is also a
regulatory issue. A cyberspace regulatory framewookild help to
transform the Internet into a safer place to cohdadivities. An

appropriately adapted legal framework and laws #rat applicable to
the digital world must be both operational at tregional level and
internationally compatible. At the same time, giiedi participants in
the justice system and police authorities skilledGT and cybercrime
should enforce the legal aspects of informationhnetogies and
cooperate with their partners at the internatiéenadl (UNODC, 2013).

40 CONCLUSION

Having explained the issues of cyber threats arzbrcgafety in this
Unit, it is crystal-clear that cyber safety measusened at anticipating,
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recognizing, and tackling the problem of cyber siguthat were
developed by internet developers and security groame important
mechanisms for combatting cybercrime and its aasedithreats on the
cyberspace.

50 SUMMARY

In this unit, students have been made to underdtamdto anticipate,
recognize, and tackle the problem of cyber threatso, both simple
and complex strategies that Internet users cantddognsuring safety
on the cyberspace were highlighted and discussed.

6.0 TUTOR-MARKED ASSIGNMENT

1) Differentiate between threat modelling and conti@d integrity
2) With relevant examples, discuss the major cybestgdips that
you are familiar with
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1.0 INTRODUCTION

With the rapid advancement in the nature, dimension patterns of
cybercrime, electronic evidence has assumed a gbivposition in the

detection of online crimes, the prosecution of ¢cgbminals, and the court
determination of cybercrime cases. Generally, edaat evidence is tendered
in court for the purpose of either convicting ogaitting a criminal suspect.
Before an electronic can become admissible in at@ddaw, its authenticity

and integrity have to be clearly established. Algomust be adequately
confirmed that the procedure for its extraction @nelservation comply with
the extant laws governing the use of electronidentce.

20 OBJECTIVES
At the end of this Unit, you should be able to:

define electronic evidence

state the importance of evidence in criminal trials
discuss types of evidence

explain electronic evidence in relation to cybengi

3.0 Main Content

3.1 What is Electronic Evidence?

Evidence is anything that is useful to a judgeuny jn deciding the facts of a
case. It may take the forms of witness testimonyittem documents,

videotapes, magnetic media, photographs, physidgécts, and so on
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(Schmalleger, 2011). Therefore, evidence can limedke as any object or
piece of information that is relevant to the cribeng investigated and whose
collection was lawful. It is the means by whichtfacelevant to the guilt or
innocence of an individual at trial are established

Evidence is central to the determination of anymaral trial due to the
following reasons:

a prove that an actual crime has taken place (tcogelicti”)

b link a particular person to a crime

C. disprove or support the testimony of a victim,negs, or suspect
d identify a suspect

e provide investigative leads

f. eliminate a suspect from consideration.

Types of Evidence

Evidence comes in different forms ranging from diréo circumstantial,

testimonial, documentary, demonstrative, physibalarsay amongst others.
They are all primarily employed to determine orabish the merit (to prove
or disprove) of a case. Explanation regarding thtune of some types of
evidence is provided below:

a. Direct evidence: this is straightforward evidenbattestablishes the
fact of case. Typically, it is usually employedpimve a fact of a case
without requiring the judge or jury to draw infeoes. For example,
direct evidence may consist of the information eordd in a
photograph or a videotape. It might also consist tegtimonial
evidence provided by a witness on the stand. Amditren of direct
evidence that a particular individual engaged licitl activity is the
confession of the suspect that he or she actuatiymtted the alleged
offense.

b. Circumstantial Evidence: this type of evidencendirect in nature. It
essentially requires the judge or jury to makereriees and to draw
conclusions. Circumstantial evidence is sufficieat produce a
conviction in a criminal trial. It generally allonssomeone to infer the
truth of a given fact.

C. Testimonial Evidence: testimony is a type of eviethat consists of
witnesses speaking under oath, including eyewitnasd expert
testimony. A witness is considered competent ttifyed he or she
meets several criteria outlined in the criminal €ad a country. For
instance, the individual who testifies must havespeal knowledge of
the subject about which he or she is providingrimi@tion. This can be
either firsthand knowledge of the crime—if the wdual is an
eyewitness—or specialized knowledge directly résglt from
education, training, experience, and skills reqlite authenticate or
refute a piece of information that is being presdnin the case
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(Clough, 2010). This specialized knowledge is resplifor those
individuals who are called to provide expert testmy.

d. Physical Evidence: this is also known as real ewide This type of
evidence is generally utilised to corroborate sogpwitness, and
victim statements; to link a suspect to a crimensaar crime; to link a
suspect to a victim; or to rule out a person a®ssiple suspect. This
tangible evidence includes objects such as amnoanitfirearms,
knives, glass, and questioned documents (handwrdtetypewritten
documents whose authenticity has yet to be eskadol)s Physical
evidence found on computers and related electrdaigces usually
take the form of trace evidence and impression eevad. Trace
evidence includes items that are extremely smadl, (microscopic),
such as soil, hair, fibers, and dust. Fingerpriate considered
impression evidence. Normally, fingerprints are wigible to the
human eye (and, therefore, are known as latenefprgts) and need
to be enhanced with some sort of chemical devel@eugh, 2010).

e. Documentary Evidence: this form of evidence cossigtany kind of
writing, video, or sound recording material whoséhanticity needs to
be established if it is introduced as evidence ircoart of law.
Examples include business records, manuals, angemprintouts.
The genuineness of each piece of documentary exedeaeds to be
established. Typically, an expert provides testinoms to the
authenticity of the evidence being presented, aljho certain
exceptions to this rule exist.

f. Demonstrative Evidence: this form of evidence canndependently
prove a fact of a case. It is typically used tolaxpother evidence;
illustrate, demonstrate, or recreate an eventhowsa situation similar
to something being presented in a case. Diagranasyirtgs, maps,
models, and sketches are used to make evidenceundegstandable.
Photographs and videos are other examples of ypis of evidence,
which provides a visual depiction of what happeae@ crime scene
and/or what is being narrated by the individualifyag in court.

Typically, evidence of cybercrime acts is almostajs in electronic or digital
form. These data can be stored or transient, andegsst in the form of
computer files, transmissions, logs, metadata, etwork data (UNODC,
2013). Electronic evidence consists of any typenédrmation that can be
extracted from computer systems or other digitaiais and that can be used
to prove or disprove an offense or policy violatiMaras, 2015). Such
evidence can illustrate possession and intent. Pphesence of child
pornography images on one’s computer can show gsisse for example.
Intent could be shown if these images were orgdniaed placed in
alphabetized files according to the child’s screame. Electronic data can be
used to support a claim or can serve as an alyiamalyzing the evidence
retrieved during computer forensics investigatiansestigators try to figure
out what happened, when it happened, how it happheney it happened, and
who was involved (Maras, 2015).
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Generally, acquisition of electronic evidence reggian amalgamation of
traditional and new policing techniques becauseftén requires a delicate
procedure. Law enforcement authorities may useditimal’ police work
(interviewing victims or undercover visual survailce of suspects) in some
stages of an investigation, but require computecsic approaches for other
parts. These can include viewing, and seizing pyit@, computer data from
devices belonging to suspects; obtaining computa ftom third parties such
as internet service providers, and — where necggessartercepting electronic
communications (UNODC, 2013).

Regardless of the way that a piece of technology beautilized or fected,
any information stored on the device that tie®iatcrime constitutes digital
evidence, defined as information that is eitherdi@med or stored in a binary
format (Casey, 2011). Laptops, desktops, mobilenphptablet computers,
Kindles, GPS devices, digital cameras, flash driv&3s, DVDs, and even
video game systems all store digital files in somashion. Thus, any
applications, email, images, video, audio files, wser histories, search
histories, user contacts, and other informationrestoon these devices
constitute digital evidence (Holt & Bossler, 2018his information may be
used in the course of investigations of both ondfitine crime. For instance,
the browser history of an individual’s laptop magyde evidence of searches
for and attempts to illegally download movies agtevision shows (Casey,
2011; Ferraro & Casey, 2005). At the same time, émforcement fiicers
may seize a drug dealer’s mobile phone in ordeafiure text messages, call
logs, and contact details to see who they are camwating with, and
determine if the device may implicate the individia drug tréficking or
other crime (e.g. Holt, Bossler, & Seigfried-Spel2015).

The inherently social nature of the web and CMCs laéso led law
enforcement and intelligence agencies to seekatligitidence, or artifacts,
from websites and social media that implicate irehlials in criminal activity.
The broad range of storage devices that may codigital evidence requires
law enforcement to carefully search any suspectcante scene to identify all
potential pieces of technology that may implicateiradividual in an ffense
(Holt & Bossler, 2016). Moreover, there are majariations in the ways that
different devices work, and how they may connect torttegnet. This directly
impacts the way that anfficer must handle the device to ensure that it is
properly maintained and will not be rendered inedible later during any
court proceedings. Not all law enforcemenffiaers are aware of the
differences in the processes and storage capacitie®dretdevices—even
those made by the same company. In fact, the aathstavolving nature of
technology makes digital evidence handling onehef ihost complex issues
that law enforcement may face in the field (Holt &Bler, 2016).

40 CONCLUSION
The importance of electronic evidence in thes2dentury cannot be
overemphasized. As the advancement in technologyirfteased the range

and intensity of cybercrime, so also has the saufpdigital devices from
which electronic evidence can be extracted.
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50 SUMMARY

In this unit, effort has been made to introducelsids to the type of evidence,
with particular focus placed on the meaning andeetgd qualities of
electronic evidence. The centrality of electront@ence to the operation and
criminal investigations of law enforcement offigalwas also carefully
explained.

50 TUTOR-MARKED ASSIGNMENT

1. What is electronic evidence?

2. Compare and contrast electronic evidence and phlyeswidence

3 The prosecution of cybercriminals will be impossibwithout
electronic evidence. Discuss
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1.0. INTRODUCTION

The retrieval of evidence from electronic devicevolwes a careful and
meticulous process which usually starts from seardlscovery, and
documentation of such evidence and confiscatiothfaing of the extracted
electronic device. Such evidence in electronianfazould be documents,
photos, image files, e-mails. Forensic experts wfibcial knowledge are in
charge of this type of investigation to avoid damdgss, and manipulation of
evidence. The common principles and approved proesdgenerally apply
when investigating electronic evidence to avoidrfar challenges in court to
the authenticity, integrity and originality of tleetracted data.

20 OBJECTIVES

At the end of this Unit, you should be able to:

o know the basic steps to be followed in the extosctof digital
evidence

. explain the procedures to be followed by electromicidence
investigators.

3.0 MAINCONTENT
3.1 Proceduresfor Generating Electronic Evidence

Many forms of electronic evidence may be compaedtistraightforward,
such as a printout of a readily available emait §gna perpetrator of a crime,
or IP connection logs reported directly by an ing&trservice provider. Other
forms, on the other hand, may require sophisticaets and techniques in
order to recover traces of activity or data fronmpoters and networks that
can provide evidence of criminal behaviour (UNOLRZD13). To discover
such traces, digital forensics experts take adgantaf the tendency of
computers to store, log and record details of atrawsry action that they, and
hence their users, perform (Clough, 2010).
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To acquire electronic evidence, an investigatortndesermine whether he or
she will conduct an onsite or offsite search. Moften than not, the factors
that usually influence this decision include theesand complexity of the
computer system and related electronic devicestettenical demands of the
search, and the specialized knowledge and skiligiimed to successfully
conduct the search (Maras, 2015). Computer forsnsnestigations can be
very time-consuming. Partly for this reason, seesclof computers and
electronic devices are frequently conducted o#. sit

When the target of the search and seizure is a g@npr information stored
in the computer, the investigator needs to docurhewtthe computer was set
up when it was found and what it was doing at theetof the seizure. It is
important to note that computers can be accessetbted. As such,
computers should be isolated from networks (i.@nnections to other
computers) and telephone lines to prevent the tengwith or destruction of
data (Maras, 2015). Computers may also be connedotéde Internet on a
wireless basis. In all of these circumstancesnaastigator should document
these connections to computers and then discorthest. The status of the
computer (on, off, or in sleep mode) must first thecumented in the
investigator’s notes and photographed. To deternfithe computer is on, the
investigator will check whether the computer’s tighon and whether the fan
is running (which, of course, can be heard). If tbeputer is warm, that fact
may indicate that the computer was on or that & weently turned off. To
secure the computer as potential evidence, if tmapater is off, it should
remain off. If the computer is on, it should reman. If an investigator
immediately shuts down the computer after arrivatgthe scene, potential
evidence could be destroyed (Maras, 2015).

Electronic evidence is fragile and could be changedhe investigator
accidentally or even purposely hits a key on thgbkard or clicks on the
mouse. In particular, data held in computer mencoryld be lost through such
an action. As such, all volatile data should be edmately noted and
photographed. The date and time of the computetesysnust also be
documented (Maras, 2015). If the computer is ieslmode, the investigator
should move the mouse slightly, without touchingy eeys. Under no
circumstance should the investigator click on treuse or press any keys on
the keyboard to display something on the computeees; doing so may
modify data. Moreover, the suspect may have createdll switch. For
instance, the suspect may have programmed the ¢emjmuwrite over the
hard drive in such a manner as to render the dataunusable if a particular
key is pressed on the keyboard (e.g., “Enter”). Twestigator should note
how the computer is set up. Photographs of the atengrom each side
should be taken (Maras, 2015). The entire compsystem configuration
should also be photographed, including cable cdiores; electrical wires,
and outlet configuration. The investigator shoulsbathoroughly document
the peripheral devices that are connected to th@pater. The ports that the
cables are connected to should be documented asGae#r-coordinated tags
should be used to label the cables and their coiomscto ports of the
computer. This will allow a computer forensics spkst to set up the
computer at the forensic lab in exactly the samaneait was set up at the
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crime scene. The status of the peripheral devicesether they were on or
off—must also be noted. If dealing with a desktomputer, the investigator
should also note the position of the mouse in iaato the keyboard. Was it
on the left side or the right side of the keyboaidis factor will help
determine whether the computer user was left-handedht-handed (Maras,
2015).

After the investigator has completed documenting ttomputer and its
attached peripheral devices, the unit will be p@dedlown if it was found on
or in sleep mode. After the computer is poweredmats power cable should
be disconnected from the wall socket, but not frdme computer. This
procedure, however, is not appropriate for eachprder system; rather, the
procedure used depends on the computer's opersystgm. The previously
described procedure can be used for Windows opgratystems. Other
operating systems, such as UNIX/Linux and Macintosdquire different
shutdown procedures. For example, to shut down atenp with Macintosh
operating systems, an investigator must click enaibple icon in the menu bar
and then select “Shutdown. When the screen indidag it is safe to turn off
the computer, the investigator should then pull ¢obenputer’s power cord
from the wall socket (Maras, 2015).

Finally, other electronic devices found on scenehsas mobile phones,
personal digital assistants (PDAs), and caller ¢Rds should be handled with
special care, as they contain volatile data. Ihsidevices are on, then the data
displayed must be documented as soon as possildlien \Weizing mobile
devices or PDAs, special procedures are requiredheir packaging and
analysis at the forensic lab. The appropriate gtoaes for analysis of these
devices must be followed to ensure the admisgibdit data extracted from
them in court (Maras, 2015).

40 CONCLUSION

Electronic evidence is highly fragile and sensitivanature. Thus, the process
of extracting them is not often simple and haphdzarthe extent that it can
be conducted by a layman. Rather, electronic ecelapathering typically
requires a carefully a planned systematic procethatecan be only handled
by forensic experts.

50 SUMMARY

In this unit, you have been exposed to the basesrand regulations guiding
forensic investigators in the course of extractatgctronic evidence on the
field. Also, the basic procedure that need to Hivied in the analysis of
electronic devices so as to guarantee the adnligsibi data extracted from
them in court are discussed.

50 TUTOR-MARKED ASSIGNMENT

1. Discuss the procedure for generating electronidenge
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2. What are the steps expected of a forensic investiga the course of
electronic evidence extraction?
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1.0. INTRODUCTION

In the process of investigating cybercrime, there some digital devices
usually seized for the purpose of being searchedvilence extraction. Thus,
some level of technical know-how is often requikddspecialists handling
such electronic evidence. Consequently, the hagdifrelectronic evidence in
cybercrime investigation usually involves a systemeollection of items of

evidence that typically starts from the point otdmentation to the point of
analysis of extracted evidence.

20 OBJECTIVES

At the end of this Unit, you should be able to:

. discuss how electronic evidence should be handteaybercrime
investigation
o describe the requirements expected of computensarexperts.

3.0 MAINCONTENT
3.1 Electronic Evidence Handling in Cybercrime I nvestigation

Electronic evidence is generally very delicate byure. Therefore, it must be
professionally handled all through its lifecyclegiplcally, certain requirements

are expected of computer forensics experts forpimpose of ensuring the

protection and preservation of electronic evidefddese requirements are the
focus of this section:

i. ldentifying Evidence

When identifying potential evidence in computerefasics investigations,
an investigator should not overlook nondigital evide. Specifically, the
investigator should not forget about any physicadlence (e.g., trace and
impression evidence, such as fibers, hair, dust fiagerprints) that might
be on or near the computer, keyboard, mouse, dret ctlated electronic

144



CSS 808 MODULE 5

devices. Storage devices such as DVDs, CDs, ast tlaves should be
considered physical evidence as well. Because Henicals used to
process extract the electronic evidence from, xamngle, a CD before he
or she dusts it for fingerprints so as not to daendag The investigator
should photograph and collect any books, papersggsn@and hardware
relating to his or her investigation. In additictmay be necessary to seize
any documentation that explains the hardware aftsv@® installed on
the system (Maras, 2015). Often, individuals keegsspiords and
decryption keys within their view. As such, notpsapers, Post-it notes,
and other such items that are found on a deskg,tablokcase, computer,
and related devices, as well as on walls or boelase to the computer,
may hold such information and, therefore, shoulctdécted. As part of
the search for evidence, an investigator shoulk londer desks and
tables, in areas of concealment near the companerjnside manuals and
books. Any trash bins should be checked for paémividence as well.
Basically, investigators should look everywhereythee authorized to by
law.

ii. Extracting Electronic Evidence

When investigating a computer system, the comdotensics technician
must also choose a computer forensics tool to intlagénard drive whose
validity for this purpose has been upheld in coOtherwise, the validity
of the tools used to create the image of the hakek adnay be called into
guestion and the evidence deemed inadmissibleiniestigator must also
have all the appropriate tools with which to exaenthe evidence. For
instance, most computers are password protectecsudls, a password
cracking tool would be required to gain accessh® duspect’s computer
system. Consistent with applicable law, it is rettetry to get the owner
of the computer to voluntarily divulge his or hesetname, passwords, and
decryption passphrase, if possible. Password argcsoftware should be
used cautiously, as an individual may have setctmputer to recognize
unauthorized access to the system (with repeatksdl fattempts to access
the system) by setting a “booby trap” to delete tha that the
investigator is trying to retrieve (Maras, 2015).

iii. Tagging, Bagging, and Transporting Evidence

All physical items that are collected as evidencesimbe labeled,
packaged, and transported to a forensic labora#rya minimum, the
label should include the case number, the initidighe investigator, the
date when the evidence was found, a descriptichetvidence, and the
location where the item was found. All evidence udtidbe packed into
antistatic packaging. Faraday bags are requirgaeeent messages from
being sent or received by electronic devices (saglPDAs and mobile
phones). Items should be wrapped in static-freéol@yrap and placed in
separate containers to prevent shifting (MaraspP®&ach external hard
drive, flash drive, and other electronic storageicke must be placed in a
separate paper envelope. Iltems should be disasseianl packaging and
transport only as required. Special factors thammater forensics
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investigators need to consider when packaging eanporting evidence
are magnetic fields, static electricity, corroselements, and temperature.
Caution should also be taken to ensure that evedeacnot altered,
damaged, or destroyed by any of these factors glutsnpackaging and
transport.

iv. Preservation of Evidence at the Forensic Lab

After its collection, evidence is usually sent tdadoratory for forensic
analysis. At the forensic laboratory, all of thazed items need to be
inventoried, recorded, and secured in a locked rodcoess to this room
must be restricted to essential personnel only. Td@m should be

guarded, and access to it should be regulatedearmided in a log. In the
lab, computer systems and related devices mustbeared away from

extreme temperatures, humidity, dust, and othesiples contaminants.
Thus, when electronic evidence has been transptotdee forensic lab, it
should be kept in a cool, dry place, away from negignfields or radio

frequency interference sources and in a climaterol@d environment.

V. Analysis of Evidence

All of the actions of the computer forensics spkstianust be documented.
Investigators need to document which evidence watsired, where the
evidence was taken from, when the evidence waeatell, how the evidence
was acquired, and who retrieved the evidence. tigagsrs will need to

provide proof in court that they preserved all taa in a computer system
without damaging or modifying it. If any modificatis were made to the
evidence, the investigators must be able to progideasonable explanation
for why this change occurred. An exact copy ofdata contained in the hard
drive of a computer or electronic device is reqiiifer analysis. Security
measures must be taken to ensure that computersredaigd electronic

devices and the data in them are protected fronenpat damage or

modification (with, for example, tamperproof stogagevices and a write
blocker). To minimize possible alternations, desion, or damage of data,
the computer forensics specialist should limit ascdo the data. An

investigator can analyze the copy of the hard driveseveral ways. For
example, he or she might search the copy for deg that the suspect may
have purposely hid or deleted. An investigator dalko conduct an analysis
to find suspect application software—for instancftware such as
Timestomp, which seeks to modify or erase timestarfggmation of a file, a

program, or the computer system itself. Data caartadyzed to determine the
dates and times when files, emails, and program® weeated, accessed,
modified, and downloaded. The dates and times efcthmputer system can
provide information on who accessed the system iastiared computers are
involved, which users were logged on to the compute

40 CONCLUSION
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Specialised skills and knowledge are indispensiblee effective handling of
electronic evidence needed for the successful figag®n of cybercrime and
for the successful prosecution of cybercriminaldhergfore, five major

requirements are typically expected of computeerierc investigators at the
point of extracting evidence from digital devices.

50 SUMMARY

In this unit, students have been introduced to fibe basic requirements
expected of computer forensic investigators hagdlircybercrime
investigations. These requisite steps include: telec evidence
identification, electronic evidence extraction, gay, bagging/transportation
of electronic evidence, preservation of electranience at selected forensic
laboratory, and electronic evidence analysis.

6.0 TUTOR-MARKED ASSIGNMENT

1. With relevant examples, discuss the procedures Ivadoin the
extraction of electronic evidence.
2. Explain the process of electronic evidence analysis
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1.0. INTRODUCTION

Cybercrimes are traced and investigated with varisources of electronic
evidence that are helpful for prosecution and odtiom of cybercriminals.
Cybercrime investigation, therefore, requires thecalery of electronic
evidence, alongside non-electronic evidence. Sisdtrenic evidence can be
found on any type of computer and any other typédigital device used for
the perpetration of the crime. Evidence of cylieres may be present on a
computer's hard drive or any other peripheral egeipt. The identification of
potential electronic evidence can be simple andtasecomplex and covert.
Therefore, the process of sourcing for electrowmiclence often requires the
expert knowledge of digital forensics experts.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e discuss the generation of electronic evidence dugybercrime
investigation

e classify and discuss the procedure for electremidence sourcing
on digital devices and the locations from which rsugpe of
evidence can be generated.

3.0 MAINCONTENT
3.1 Sourcing for Electronic Evidence in Cybercrime Investigation

Despite the fact that electronic evidence is imgiregly becoming ubiquitous
as a result of the growing availability of computgstems, PDAs and storage
devices, this important information may not readibcessible to an untrained
person. Trained computer forensics experts arerbptofessionally skilled to
source for electronic evidence in cybercrime ingedton. Electronic
evidence is not conspicuously obvious on the digikwices containing them.
Rather it is to be professionally sourced in cartacations.

Electronic evidence is most commonly found on hdnides. Generally, data
in the hard drives of computers consist of bothatld and nonvolatile data
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(Maras, 2015). Volatile data disappear when the pdar is powered off,
whereas nonvolatile data are stored and preservéteihard drive when the
computer is powered off. Evidence in the hard drieé computers may be
found in files created by the computer user (eeqails, spreadsheets, and
calendars), files protected by the computer user,(encrypted and password-
protected files), files created by the computeg.(dog files, hidden files, and
backup files), and other data areas (e.g., metaddtaras (2015) identified
some of the locations that should be examinedvmeece on a digital device
as including the following:

1. Files Created by Computer Users

Files created by the user usually include docurfeegt, Word; file extensions
of either “.doc” or “.docx”), text, spreadsheetgie.Excel), image, graphics,
audio, and video files. These files contain metadia¢., data about data).

la. Metadata can provide the following kinds obmnfiation:

I. name of the author of the document and the compiamydocument
belongs to
owner of the computer

il. date and time the document was created

iii. last time the document was saved and by whom itsawasd

iv. revisions made to the document

V. date and time the document was last modified andssed

Vi. last time and date the document was printed

Vii. metadata can also yield substantial evidenceegtlat an incident or
crime.

1b. Timestamp data (i.e., the time of eventonded by computers) may
also provide valuable information to an investign. It can yield the
following data:

I. validate a statement or testimony the suspect made
il. provide the suspect with an alibi
iii. eliminate the person from consideration as a ptessilspect.

The use of Timestomp can frustrate computer foosnsivestigations if the
offender has taken specific measures to concealrhisr use of this software.
For instance, an investigator will be alerted te tise of this type of software
if the suspect clears the timestamp of the entystesn. Therefore, an
investigator should also check the computer toifsée suspect has created a
calendar. Calendars may hold appointment informadiod other data that can
reveal important clues about the suspect’s wherdabon a given date and
time. It can also reveal the contacts of a suspect.

1lc. additionally, investigators should examine VWebwsers for any files
created by the user. In particular, they may lobgaaticular websites
that a user may have bookmarked or added to hiseorfavorites
folder in the Web browser. Evidence can also beeratd from email
accounts. For instance, address books in emailatEcan include the
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contacts of the suspect. Other pertinent infornmatm a criminal or
civil case under investigation can be retrievedmfremails in the
inbox, sent, delete, draft, and spam folders och@sount, which reveal
the content of communications and the persons witbm the suspect
was communicating.
2. Files Created by the Computer

Files that are created by the computer may alse baidentiary value.
Files that may assist a computer forensics spstiali his or her
investigation include event logs, history filespkes, temporary files,
and spooler files.

2a. Event Logs

Event logs automatically record events that ocoua computer to provide an
audit trail that can be used to monitor, understand diagnose activities and
problems within the system. Several event logs reoe displayed on the

screen including the following:

o Application logs: these logs contain the eventd @@ logged by
programs and applications. Errors of these appbieatand programs
are also recorded in this log.

o Security logs: these logs record all login attemfiisth valid and
invalid) and the creation, opening, or deletionfitds, programs, or
other objects by a computer user.

o Setup logs: these logs provide data on applicatioatsare installed on
a computer.
. System logs: these logs provide information on Wimsl system

components. For example, they record any failura cbmponent to
load during the startup process.

. Applications and services logs: these are new dogstin Windows 7.
Instead of recording events that may affect théesysas a whole, each
log stores events from a single application or congnt.

The most important event log of those mentionediptesly is the security
log, which records all login attempts and actiwtef the computer user. As
such, this log can indicate that malicious actiatyother forms of cybercrime
have been or are being committed. For instance,enuuns failed login
attempts in the security log may indicate that smmeeis trying to access the
computer without authorization. Moreover, this logn reveal a suspect’s
attempt to delete data from the computer.

2b. History Files

The operating system also collects data about tiesies visited by a user.
The toolbars of most Web browsers save the browsstgry of the computer
user. Although the majority of cybercriminals erdiseir browser history, it is
important to check it in case its contents havenbeeerlooked by the
offender. The address bar of a Web browser shdstu lze checked, as it is
often overlooked by offenders. This area does mnotige information on all
websites viewed, but includes those whose addresgses explicitly typed or
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copied and pasted into the address bar by the Mst online chatroom
software temporarily stores chat session logs. I$b affords users the
opportunity to permanently save logs of chat sessi®he default settings of
certain chat room software (e.g., Gmail instant sarger) are set to
temporarily save messages until the user clickésMaore” and chooses “Go
off the record.” Once this option is selected, skt not saved and a message
appears informing the user that chats “are nowttwdf record”. Users may
actually set this software to save all of the mgssasent or received. With
these settings, the logs can provide details ofdteeussions the suspect had.
Thus, chatroom software provides a wealth of infation of potential value to
investigations.

2c. Cookies

Cookies are files created by websites that aredton a user’s computer hard
drive when he or she visits that particular websfe such, by viewing
cookies, the investigator can determine which websihe user has visited.
Certain cookies are used by websites to gatherrnrd@bon about an
individual's activities, interests, and preferenc€thers are used to store
credit card information, usernames, and passwd@dse cookies do both.
The type of information an investigator finds degieon the cookies stored on
the suspect’s computer.

2d. Temporary Files

Some files are created by the computer that is emknto the user.

Specifically, the operating system collects ancehidertain information from
the user. Computer also stores information abouiswes browsed, items
searched online, usernames, and passwords. Thisriahats stored in

temporary Internet files or cache. Therefore, arestigator should check the
temporary files because criminals may forget t@tdethe information that the
computer stores. Some are not even aware thatirtfuemation is stored.

Other criminals take additional steps to deletes¢heata. In particular, they
may use software to delete browser cache, coostret other files. One such
software package, Evidence Shredder Pro, clainetmanently delete this
information and even provides the user with a pawiton that will close all

browser windows and wipe the computer if the uekg on it.

2e. Yooler Files

As a default setting, most Microsoft Windows opgtsystems have print
jobs “spool” to the hard drive before they are gerthe printer. Accordingly,

a copy of the printed item is stored on the haidedof the computer. This
copy can be recovered and could provide vital exddein the case under
investigation.

3. Peripheral Devices

Peripheral devices are devices that are not easgudrts of a computer
system, such as scanners, copiers, printers, anthéehines. Such devices
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can contain valuable information about the casadéivestigated. Suppose
the crime being investigated is child pornograpapd images of child
pornography have been found on the suspect’'s canptiiese digital images
could have been generated from a variety of sourltess possible for
investigators to determine the particular devicat tpenerated the image and
the make and model of the device. For instance,stteeiner may leave
potential markings on scanned items that may lilckupes or documents to
the particular scanner. Specks or marks on thenschitem may result from
dirt or scratches on the glass window where thgirmal document was placed
and scanned.

4, Telecommunication Devices
Evidence can also be generated from a wide ranggemfommunications such

as fixed telephony, mobile phones, and answeringhinas. The following
types of evidence are available from fixed telephon

. calls made, received, and missed
. voice mails

. messages

. favorite numbers.

In mobile phones, the following types of evidencayrbe found:

. names and numbers of contacts
. calls made, received, and missed
. date, time, and duration of calls
. text messages.

Nowadays, mobile phones have vast storage capaatid can hold even
more information than that listed above that carubed by investigators. In
particular, mobile phones may be able to send em#ike photographs,
download music, send instant messages, record & \pdeos, open
application files (e.g., documents, spreadsheets] presentations), and
browse the Internet. Mobile phones may even sttwiead) positioning system
(GPS) coordinates when photographs are taken, aldthgthe time and date
when the photo was created. Additionally, mobil®mds may contain GPS
navigation systems. Thus, an investigator canyguiihe GPS history and any
addresses programmed into the GPS and determirad \pltaces an offender
visited. Moreover, some mobile phones can link tslknand home computers,
thereby providing investigators access to even nuoeential evidence.
Finally, answering machines can contain, amongrdthiags, recorded voice
messages (current or deleted), missed calls, ddketification information,
and the last number called or dialed on the device.

5. Handheld Computing and Wireless Devices
Examples of handheld computing and wireless devicekide pagers and

personal digital assistants (PDAs). Extra care nmastaken when seeking
evidence from these devices because these devisesallyu lose their
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evidentiary value if power is lost. The information these devices is also
easily destroyed. For instance, incoming messagegielete a pager’s stored
information. Pagers may contain messages that #renterest to the
investigator seeking forensic evidence. Many dé#ferkinds of pagers are
available on the market, and the type of pagerdetermine the data that may
be retrieved from it:

. a tone-only pager alerts the user that aiviehglal has tried to contact
him or her. To hear a message that an individual naae left for the
user, the recipient must contact the paging service

. numeric pagers, as the name implies, proda@ in the form of a
numeric code or telephone number.

. alphanumeric pagers can handle both texnanukeric messages.

. voice pagers actually transmit the voice sagss directly to the user.

Pagers have largely fallen out of favor today, amany companies have
discontinued making them. However, they are st#diby some people (e.g.,
emergency services and medical personnel). Theeguve for handling a

PDA is similar to that for handling a pager. PDAayntontain evidence of a
crime or incident in its documents. Previously sihéevices were limited to a
single function—acting as a personal informatiomyamizer. These days,
PDAs can be used not only as organizers but almong other things, to

browse the Internet and send and receive text gessmd emails; all of these
actions may produce information that is pertinerdar investigation.

5. Miscellaneous Electronic Devices

Another type of electronic device that may be ¢énest to computer forensics
investigators is the digital camera. Evidence ofges, sounds, and date and
timestamps may be retrieved from the memory carfdsligital cameras.
Digital cameras contain a wealth of metadata inhArgeable Image File
Format (EXIF). EXIF can provide the following kind§information:

. date and time when a picture was taken (asguthat this capability
has been set properly by the user)

. make and model of the camera used

. latitude, longitude, altitude, and Universa&in€ Coordinates (UTC) of

the location where the picture was taken.
40 CONCLUSION

Regardless of the type of cybercrime committedctedaic evidence for
cybercrime investigation is mainly sourced to raaitl prosecute a suspected
cybercriminal(s). This evidence is typically found a computer system and
other digital devices which allows for storing, pessing, and dissemination
information. Identifying such electronic evidenceelgs in cybercrime
investigation if properly handled by a digital fostc investigator.

50 SUMMARY
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This unit discussed the procedure for sourcingefadence from a computer
system and other digital devices. Attention waso alevoted to locations
where potential evidence can be extracted fromtreleic devices. Evidence
of cybercrime perpetration can be found on a coermuihard drive or other
peripheral equipment, internet history, removabéslia, and so on.

6.0 TUTOR-MARKED ASSIGNMENT

1. What are the sources for electronic evidence in eryime
investigation?
2. With relevant examples, discuss the information taa be yielded by

metadata and history files.
7.0 REFERENCE/FURTHER READING

Maras, M. (2015)Computer Forensics. Cybercriminals, Laws and Evidence
(Second Edition). Jones & Bartlett Learning.
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1.0. INTRODUCTION

Electronic evidence and computer forensics ardivelg recent additions to
the means of proof in legal proceedings. Thereforestablishing the guilt or
innocence of a defendant during a criminal trideceonic evidence is
admissible in courtroom if it has been confiderdltablished that it has not
been altered and damaged in any way. In the caumydhe importance of
electronic evidence is predicated upon how relewaaut reliable it is. Before
presentation of such evidences during criminaldyid is necessary for an
investigator to first of all establish that theattenic evidence is what it
claims and carries an accurate representation eofddta or information it
claims before it becomes presentable in a crinpnateeding.

20 OBJECTIVES
At the end of this Unit, you should be able to:

° state the importance of electronic evidence in icraitrials
o explain the procedure for determining the admisigibof electronic
evidence in criminal trials

3.0 MAIN CONTENT
3.1 The Place of Electronic Evidencein Criminal Trials

Procedures in a modern courtroom are highly formedli Rules of evidence,
which govern the admissibility of evidence, andeotprocedural guidelines
usually, determine the course of a criminal heammgl trial. The primary

purpose of any criminal trial is the determinatmithe defendant’s guilt or
innocence (Schmalleger, 2011). In this regard; itriportant to recognize the
crucial distinctions that scholars make betweenutdcguilt and legal guilt.

Factual guilt deals with the issue of whether trefeddant is actually

responsible for the crime of which he or she staamtsised. If the defendant
did it, then he or she is, in fact guilty. Legallgis not as clear. Legal guilt is
established only when the prosecutor presentscgerifi evidence to convince
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the judge (where the judge determines the verdictlthe jury that the
defendant is guilty as charged. The distinctiowleen factual guilt and legal
guilt is crucial because it points to the fact tthe burden of proof rests with
the prosecution, and it indicates the possibilitgttguilty defendants may,
nonetheless, be found “not guilty” (Schmallegerl 20

Electronic evidence can play pivotal role in thécome of a criminal trial.
The following are some of the ways in which elegicoevidence can be
utilized in the course of a criminal proceeding:

I. electronic data can be used to support a claimraorserve as an alibi
by a defendant. By analyzing the evidence retriesd@ing computer
forensics investigations, investigators try to fgwut what happened,
when it happened, how it happened, why it happeaed, who was
involved.

il. digital information can help to validate or disméss alibi or a witness
statement, to prove that a specific action wasoperéd at a given
time, to determine how a crime was committed, v@atlinks between
an offender and a victim, etc.

iii. electronic evidence can be used to link a particslasspect to the
crime.

iv. electronic evidence can also be used to eliminatsuspect from
consideration.

V. electronic evidence can be useful for reconstrgaicrime history.

According to Clough (2010), the following conditeare usually expected to
be met before electronic evidence can be deemedssithie in the court of
law:

that the investigator has the necessary techbaz{ground;
that the data collected are an identical copyhaf original data (no
changes made to the data or the media);

op

c. that the correspondence between the data presandethe original data
can be demonstrated and authenticated,;

d. that in the case of storage media that have beeragied or destroyed,
intentionally or otherwise, any data supposed teehbeen deleted or
destroyed can be recovered in a useful form anditon; and

e. that records of the time (time and date stampiagdl the place of

collection of data are systematically recordedhenticated, and stored in
a reliable way.
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The data collected in this way can then be analyiséetpreted, and formatted
in such a way that they are understandable to atewmical audience that
will include detectives, police officers, defensavyers, magistrates, judges,
and jury members. The investigators should alwaysdpable of defending
the results they have obtained, as well as desgil@nd justifying the
methods, tools, and techniques they have used terge those results
(Clough, 2010).

When searching for digital evidence, many problamnise including these key
guestions:

I which elements may contain pertinent informationthe case being
investigated?

. how can the relevant data to be seized first brtified?

ii. how can investigators proceed?

Iv.  what procedural rules must be followed?

V. how can data be collected, stored and preserved?

Vi. how can data be safeguarded and proof of itsraigstablished, such
that others may later analyze or review it?

Vil. how can digital data be preserved as evidenceafpotential trial,

given that the storage medium from which the ewidenas recovered
Is not infallible (for example, with date and tinrdormation being
treated differently from one computer system totleg and subject
to tampering?

viii.  how can data be copied from its original supposriother for analysis
without modifying it?

IX. how can a non-modifying “bit by bit” copy be pemized?

X. how can a copy be authenticated?

Xi. how can the original data be preserved?

Xii. how can it be guaranteed that the process of ngpyata does or did
not modify it?

xiii.  how can data copy analysis be conducted?

xiv. how can deleted files be recovered?

XV. how can a cybertrail be followed?

xvi.  how can the origin of a message be proven?

xvii.  how can an IP address that identifies a systemmnetwork be linked
to an individual?

xviii. how can primary binary data be transformed intonificant and
comprehensible information?

xix. how can results be presented to non-specialists?

XX. how can one avoid digital evidence becoming aefal#i?

To begin to answer these questions, some ICT cangatensic tools and
procedures have been developed. However, only apedrained and
competent experts should use them. Over the pasydéars, some evidence
processing tools have been developed and commeecial and their
standardization is also a current issue (Clough,0R0For instance, active
communication monitoring and live surveillance abuirack criminals.
Telephone, e-mail, or instant messaging eavesdnggpitechnically feasible
to collect information related to both the cont&fitcommunications and
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useful non-content, such as e-mail headers or tiPeades. In fact, criminals
can also be identified through undercover investgawhen investigators

join, for example, Instant Messaging (IM) servic®ger-to-Peer networks
(P2P), Internet Relay Chat servers (IRC), or neauggs to lure criminals. But

cybercriminals will always try to find ways to bygsasecurity measures or to
fool computer forensic tools or simply to developtidorensic actions

(Clough, 2010).

40 CONCLUSION

It was explicitly established in this unit that@&l®nic evidence is increasingly
becoming important in legal proceedings during arahtrials. Electronic
evidence is considered admissible in a court of ifai has carefully been
established that it is not damaged, manipulateadtered in any way. Also, the
presentation of electronic evidence during a crahirial is dependent on how
relevant and reliable such evidence is.

50 SUMMARY

In this unit, effort has been made to explain thgartance of electronic
evidence during criminal trials, the conditionstthaed to be fulfilled before
electronic evidence can become in a court of lavd #e major challenges
that are usually present in the search for eleatrevidence.

6.0 TUTOR-MARKED ASSIGNMENT

1. Explain the importance of electronic evidence dgignminal trials.

2. Describe the basic conditions that electronic eweéeneed to meet
before becoming admissible in a criminal tria.l

3. Discuss the major challenges that usually arisenwsearching for

digital evidence.
7.0 REFERENCESFURTHER READING
Clough, J. (2010Principles of Cybercrime. Cambridge University Press.

Schmalleger, F. (2011Lriminal Justice Today: An Introductory Text for the
21% Century. Pearson Prentice Hall.
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1.0. INTRODUCTION

The purpose of computer forensics is to conducbrganized investigation
with the goal of archiving a documented chain atlemce to find out exactly
the type of crime perpetrated with the aid of a patar device (including
other digital devices) or on a computer device lgidimg other digital
devices), and the perpetrator(s) of such a crimeskence, computer forensic
is typically conducted to extract useful evidencg darefully searching,
uncovering, sieving and examining conspicuous arttiem folders in a
computer device or other forms of digital device.

20 OBJECTIVES
At the end of this Unit, you should be able to:

e explain the meaning and purpose of computer focsnsi
3.0 MAIN CONTENT
3.1 Meaning of Computer Forensics
With the increasing cases of cybercrime being amrglobally, computer
forensics has now become crucial for public safefional security, and law
enforcement. Tracking the digital activities of g@uatial criminals can help
investigators find digitally stored information aliotheir criminal activity
(Information Technology, 2020). Computer forensgaot only capable of
uncovering deliberate criminal intent but can gisevent future cybercrimes.

Computer forensics is a branch of forensic scighe¢ focuses on criminal
procedure law and evidence as applied to compweds related devices
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(McQuade, 2009). This branch of forensics is ndy dimited to computers,
but also includes mobile phone forensics, persaligital assistant (PDA)
forensics, and network forensics. Computer forensg the process of
obtaining, processing, analyzing, and storing dlgihformation for use as
evidence in criminal, civil, and administrative eagMaras, 2015). The major
goal of computer forensics is to provide forensiactices, legal processes,
and ethical principles to assure reliable and ttadigital evidence that can
be used for the courtroom needs, while its soleedilye is to essentially
guarantee a well-structured investigation and lavielip of processes in order
to resolve incidents and malfunctions in an orgatnn.

Computer forensics is essentially concerned withahalysis of information
that can be obtained from computers and other rel@ct devices such as
printers, scanners, copiers, CDs, DVDs, Blu-raksli®external hard drives,
universal serial bus (USB) flash drives, magnegipet data storage devices
(e.g., linear tape-open [LTO] devices), cameras,bil@ophones, fixed
telephony, faxes, PDAs, portable media players.,(éApple’s iPod), and
gaming consoles (Maras, 2015). Technically, alk¢hdigital assets have a
different design to store data and this makes #rg kase for dividing digital
forensics into several categories. Its various grfithes include computer
forensics, network forensics, forensic data angalysind mobile device
forensics (Maras, 2015).

As law enforcement, private investigation, and sitiie discipline, computer
forensics began during the early 1990s as persmmaputers (PCs) became
popular among business and residential users (Md€Z#909). The misuse of
PCs to violate acceptable use policies, violate pugter crime laws, or harm
people in other ways led to the onset of compuissrfsics and advancements
within this field (McQuade, 2009). Law enforcement particular needed
policies, procedures, and tools to identify, cdlleand preserve digital
evidence of various types of cybercrimes incredgifigging committed by
criminals.

Computer forensic specialists investigate secus$yies, data breaches, and
other cybercrimes. Law enforcement, criminal justicforensics, and
cybersecurity all come together inside this fiéltiat is why many computer
forensic specialists work for law enforcement agesicThese experts recover
documents, photos, emails, and other files from pger systems, hard
drives, and other devices. They often work on “cghbme” and digital cases
and examine computer systems to help find digitadence of illegal activity
(Information Technology, 2020). Computer forensiss also focused on
helping organizations deal with network breachesthis context, forensic
specialists will help determine how a breach hapden a computer system—
the main focus of these experts is to look at digireaches and hacks that
have already happened, and learn from them foiutiniee (McQuade, 2009).
Computer forensics consists mainly of searchingefadence and artifacts that
indicate use, possession, or ownership of digitadlemnce. For this reason,
computer forensics is like archeology insofar as éaminer is looking for
evidence and artifacts that provide informationnfrahe past about who
possessed, owned, and used certain things (i.epwterized files) and for

160



CSS 808 MODULE 6

what purposes. And like sciences underlying infdromatechnology (e.g.,
mathematics, physics, electronics, and chemisthg, scientific nature of
computer forensics relies upon tested and verifietgsses recognized in
courts of law for identifying and protecting inciimating data (McQuade,
2009).

Through the possibility created by forensics soggrdata can be retrieved
from existing files (even those that have beentdd|leencrypted, or damaged)
or by monitoring user activity in real time. Thefdrmation acquired from

computers and other electronic devices can be aseevidence of a wide
range of traditional crimes, cybercrimes, and compmisuses. It can also
assist in the arrest and prosecution of crimirthks,prevention of future illicit

activity, the investigation of employee misconduahd the termination of

employment. The use of the acquired informationedels on the type of
investigation being conducted.

Information Technology (2020) identified the siagés involved in computer
forensics examination in matters bordering on ogt@re as including:

i. Readiness

This stage assists the investigator to ensurettiegt are ready to take on
investigation at any time. It ensures everyone basn trained correctly,
ensures they understand legal ramifications ofgtigations, plan ahead for
technical and non-technical issues, and make $wie ¢quipment is ready
anytime.

il. Evaluation

This happens when a team is given information alaouinvestigation.
They assign roles and resources to the team, dgatlsden facts and
particulars about the case, and identify riskdhefihvestigation.

ii. Collection

This involves the process of gathering evidence kaining about the
cyberattack or cybercrime. Many tools and techrsgaiee used to obtain this
data, and can involve conducting interviews, olarthe hard drives and
other devices, and more. Devices are sealed ineew@ bags to be further
evaluated at the forensics lab.

iv. Analysis

This stage is vital to the success of an investgatEvidence and data
collected are analyzed to generate as much infasmats possible about the
breach or crime. This can involve who performed trene, when it
happened, what data was lost, digital evidence,maok. The analysis must
be accurate, must be documented and recorded, st beuunbiased, and it
must meet correct deadlines.
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V. Presentation

After analysis, the team presents a summary offiitdings. They offer
strategies to companies to help them increase skeirrity and prevent issues
in the future. A presentation will also be givenaaourt of law that needs
details about the forensics evidence.

Vi. Review

After the process is completed, the forensics tealindo a review of how
their investigation went, talk about things to imye in the future, and
evaluate how to better serve in the next invesbgat

40 CONCLUSION

This unit has discussed the meaning of computesniics and the set of
procedures that must be followed while investigat@ncomputer device and
other digital devices to avoid accidental contarama and unintentional
damaging of electronic evidence.

50 SUMMARY

In this unit, effort has been made to explain adégjy what computer
forensics is all about and the six stages involwedcomputer forensics
examinations.

6.0 TUTOR-MARKED ASSIGNMENT

1. Computer forensics is central to cybercrime ingggion. Discuss

2. With relevant examples, discuss the six stageslvedoin computer
forensic investigations

7.0 REFERENCESFURTHER READING

Maras, M. (2015)Computer Forensics. Cybercriminals, Laws and Evidence
(2" Ed.). Jones & Bartlett Learning.

McQuade, S. C. (2009Encyclopedia of Cybercrime. Green Wood Publishing
Group.
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1.0. INTRODUCTION

Computer Forensics Investigation generally involtbs investigation of
electronic data retrieved from a computer hard diskany other storage
computing devices in line with strict adherence standard policies and
procedures to ascertain the type of crime perpatrahe time/date such a
crime was perpetrated, the location where the ciras committed amongst
others. Specifically, the investigative processe®lved in computer forensics
investigation are in several stages. There arerfiagor standard phases, and
these are highlighted and discussed below.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e discuss the five standard phases involved in coenpéorensic
investigations.

3.0 MAIN CONTENT
3.1 Standard Phasesin Computer Forensic I nvestigations

In computer forensics investigations, the followiing steps usually enable
digital examiners to effectively conduct their ggsnents:

1 Policy and Procedure Devel opment

Computer forensics plays a vital role in investiiggtactivities bordering on
cybercrimes, criminal conspiracy, or any kind afithil evidence indicating a
committed crime. These data are delicate and higelysitive. Computer
forensics investigators do understand how importaistto handle these data
under proper protection; otherwise, it can be cammsed easily. For this
reason, it is important to establish strict guided and procedures to be
followed by concerned investigators. These procesiuusually include
detailed instructions for computer forensic invgators about when they are
authorized to perform recovery operations on pésgiigital evidence, what
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steps to follow to prepare systems for evidenceeratl, where to store the
retrieved data, and how to document the completigit@es for ensuring the
integrity and credibility of the retrieved evidend&C-Council, 2018).
Typically, law enforcement and government agendmi®e experienced
cybersecurity experts to draw proper guidelineicigs, and procedures to be
followed during computer forensic investigation.igipolicy and procedure
also include a set of explicitly stated actionsludong what counts as
evidence, what are the places on a computer toflmo&vidence, and how to
handle the retrieved evidence (EC-Council, 2018)other integral part of
computer forensics is that there are times wheor peérmissions or warrants
are required to get through the computer data ahdiridual.

2. Evidence Assessment

Evidence assessment is a critical part of digdegrisics as it provides a clear
understanding of the case details. This directpsean classifying the
cybercrime at hand. For an instance, to find piecksvidence against
someone with potential identity theft-related cranecomputer forensic
investigators usually examine his/her hard drivesyail accounts, social
networking sites, and other digital archives fogiwil evidence linking
him/her to the crime (EC-Council, 2018). Beforertstg an investigation, it is
mandatory for the investigators to define the tygfeevidence they are
seeking, with minute details like specific platf@mand data formats. The
investigators should also be clear about how tegrke the acquired evidence.
Also, it is the investigator's responsibility tonifg the authenticity of the
source and integrity of the pertinent data befaiduding it into the list of
evidence.

3. Evidence Acquisition

Rigorous documentation is needed before, duringl, after the evidence
acquisition phase. In this phase, you are requo@bcument every tiny detail
such as all hardware and software specificatioysiems used for the
investigation, and the system containing the paéentévidence. During

evidence acquisition, computer forensic investiga@re subjected to follow
the policies dedicated to preserving the integotypotential evidence (EC-
Council, 2018). With that, the investigators alseed to follow general
guidelines which list the physical removal of stggalevices, proper retrieval
of sensitive data, and ensuring operations by usorgroller boot discs and
taking appropriate steps while copying and tramsfgrdigital evidence from

targeted system to investigator's system. This sbpuld be completed
carefully and legally as the documented evidence arucial in the

proceedings of a court case.

4, Evidence Examination
At this stage, the developed procedure should decyuidelines for retrieving,
copying, and storing evidence. The computer foremsvestigators usually

investigate officially assigned archives and relgedeleted files by using
specific keywords. Even the intentionally hiddenewrcrypted files are the
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suspicious evidence that investigators look foeoAkhe analysis of file names
offers you details like the date, time, and loaatichere the data were created
and downloaded. It simply helps the investigatarslihk the connection
between uploading of files from storage devicesatpublic network (EC-
Council, 2018). During this stage, the computeremsics investigators is
expected to work closely with all the other persannvolved in the case as it
helps in understanding what type of information bartagged as evidence.

5. Reporting

For this last stage, the investigators need to henceirate records of their
activities during the complete investigation. Thisp will ensure that all the
guidelines, policies, and procedures have beewvied throughout. Along
with that, it ensures the authenticity and intggat the data retrieved for the
evidential reasons. The report will directly imp#ogé civil proceeding if the
validity of the evidence cannot be justified.

4.0 CONCLUSION

In cybercrime investigation, computer forensicscansidered to be very
important as it is mainly concerned with the getieraof useful information
from data extracted from a computer device or atherodigital device
suspected to have been used for the perpetrati@ancoime. Generally, five
major phases are involved in computer forensicsstigations.

50 SUMMARY

This unit has carefully discussed the five stangdrdses that are involved in
computer forensics investigation. The phases ifiedtiand discussed
included: policy and procedure development, evideassessment, evidence
acquisition, evidence accumulation, and reporting.

6.0 TUTOR-MARKED ASSIGNMENT

1. Describe the processes that need to be followethéncourse of
evidence assessment.
2. Critically discuss evidence acquisition phase impater forensics

investigation.
7.0 REFERENCE/FURTHER READING

EC-Council (2018).An Introduction to Computer Forensics and How to
Become a Computer Forensics Investigator. EC-Council.
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1.0. INTRODUCTION

The retrieval of digital evidence in the course fofensic investigations
requires the use of some specialised forensics.t@@pending on the type of
computer device and the digital evidence to beaenatd, computer forensic
investigation requires a set of dedicated toolsve# as the use of some
specific techniques. Among the most popular typesooputer crimes that
are investigated tusing forensics tools are credid skimming, malware,
phishing, denial of service (DoS) attacks, haclkangngst others.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

. discuss different computer forensic investigatiools
. explain the purpose of each computer forensicsstinyation tool.

3.0 MAINCONTENT
3.1 Computer Forensic Investigation Tools

Due to the delicate nature of digital evidence, poter forensics investigation
is often a systematic procedure involving the zaiion of different

specialised professional tool#\ digital investigator should be able to
determine how to apply specialised technical tofis the collection,

preservation, and analysis of digital traces, amenhtfollow appropriately

tailored procedures for the extraction and proogssi data. This forms part
of the overall methodologies for digital investigats (the idea of digital

forensics), the end results of which should beptweluction of evidence that
can be presented to and accepted by the courtadie|@010).

A computer forensics investigator must be equippél the appropriate kits
to collect, store, preserve, and transport foremsicence. The tools the
investigator uses will depend on the operating esys(e.g., Windows or
BlackBerry) and the type of electronic device (e.gpmputer or mobile
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phone) to be examined (Clough, 2010). Thereforeosimg the right tools
with which to examine computer system components elactronic devices
for evidence is extremely important. Before examgnthe evidence with the
chosen forensics tool, an investigator must aslkséifror herself if the chosen
software is appropriate for the computer systemelactronic device in
guestion (Maras, 2015).

According to a manual written by the Technical WogkGroup for Electronic
Crime Scene Investigation, each investigator of/laercrime is expected to
carry a forensic toolkit that contains at leastftiiwing items:

1. documentation tools (e.g., cable tags and sticlabels),

2. disassembly and removal tools (e.g., screwdrivgrers, and
tweezers),

3. package and transport supplies (e.g., evidence, @ptistatic bags,
and packaging materials),

4, and other essential items (e.g., flashlight, seizdisk, magnifying

glass, and gloves).

Clough (2010) notes that the majority of forensmol$ available to
investigators, be they commercial products or opeuarce tools, offer the
same kinds of functionalities, including:

I. the creation of a bit-for-bit image — an exact\cepof the original
data;

il. the preservation of the data collected;

iii. time and date stamping;

Iv. the recovery of files, directories, or data desttbor hidden, and of
the logs of actions or transactions;

V. search based on a number of criteria (key wordsesyof access
request, file types, types of programme, amondsrej;

Vi. search for passwords;

vii.  file descriptions (size, location, date of creatidiate of last access,
etc.) epresentation of results; and

Viii. possible analysis of encrypted files or of metadat

Some of the tools commonly deployed by computegrfsics investigators for
gathering, analysis and interpreting digital eviceeare discussed below:

a. Encase: this is a computer forensics tool that is wideledidy law
enforcement agencies. It allows users to createmaige of a drive
without altering its contents and calculates thehhaalue for further
authentication. It can locate hidden drives oriparts within a drive,
as well as other hidden files or media that sorhergbrograms would
not be able to discover. Encase can search mufilpléocations and
devices simultaneously. In doing so, it createsimmiex of what is
found on the computer, such as emails and deldesd Overall, it is
an incredibly useful tool for investigations and fawv Encase has been
used by law enforcement agencies worldwide. Theegrppowerful,
and trusted EnCase Forensic solution, lets examsgguire data from
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a wide variety of devices, unearth potential evadewith disk level
forensic analysis, and craft comprehensive reportgheir findings, all
while maintaining the integrity of their evidence.

b. ILook: this tool is usually used to forensically examinemputer
media. Its capabilities include imaging, advancethié analysis, and
data salvaging (to recover files that have beewetddl by the user).
This tool is used by the Criminal Investigation Bien (CID) of the
Internal Revenue Service (IRS), a bureau of the. D&partment of
Treasury. It is not available to the general pyliiat rather is provided
to law enforcement agencies, government intelligeragencies,
military agencies, and government, state, and otgarlatory agencies
with law enforcement missions (Maras, 2015).

C. E-fense Helix and Live Response: this tool offers cybersecurity and
computer forensics software such as Helix3Pro and Response. E-
fense Helix3Pro software can be used on multipleragng systems
(Windows, Macintosh, and Linux). This tool is cargf designed to
ensure that data is not altered during the imagnogess. Local, state,
and federal law enforcement agencies, along withaf@ practitioners,
have used this computer forensics tool. E-fense IResponse is a
Universal Serial Bus (USB) key that is designedéoused by first
responders, investigators, information technologgfgssionals, and
security professionals to collect nonvolatile araatile data (which
will be lost if the computer is shut down) fromdivunning systems.

d. Forensic Toolkit: this product is sold by Access-Data. It is recogdiz
around the world as the standard in computer facersoftware. This
court-accepted digital investigation platform is ilbufor speed,
analytics and enterprise-class scalability. Knovar fts intuitive
interface, email analysis, customizable data viewd stability, FTK
lays the framework for seamless expansion, so goonputer forensics
solution can grow with your organization’s need®(@h, 2010). This
software has many capabilities, including the gbilo create images
of hard drives, analyze the registry, scan slaelcsgor file fragments,
inspect emails, and identify steganography. Unldteer computer
forensics tools on the market, FTK can crack pasdsvdlhis tool can
also be used to decrypt files. Indeed, FTK was ueedecrypt files
seized from a safe haven of a Bolivian terrorigiamization that had
assassinated four U.S. Marines (Clough, 2010).heurtore, this tool
is quite beneficial because even if a computerhassvhile using FTK
software, the information will not be lost.

e Vogon Forensic Software: this tool comprises a range of imaging,
processing and investigation software tools desigrfer the
professional computer forensic investigator. Théwsre has been
developed by Vogon over the past decade to offey vEgh
performance, extensive investigation facilities acdmprehensive
auditing and anti-repudiation techniques.
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f. Forensic E-mail Analysis Software: this is typically used to
forensically examine the most popular e-mail fosraich as America
Online (AOL), Outlook Exchange (PST), Eudora, andngn others.
Paraben’s E-mail Examiner is one of the most cohgosive
forensically sound e-mail examination tools avddab E-mail
Examiner quickly recovers deleted messages anderldE-mail
Examiner doesn’t just recover e-mail in the deletelders; it also
recovers e-mail deleted from deleted items (deld&deted).

0. Live View developed by CERT, Software Engineering Institute: this is a
Java-based graphical forensics tool that creatédMavare virtual
machine out of a raw (dd-style) disk image or ptgisidisk. This
allows the forensic examiner to «boot up» the imagdisk and gain
an interactive, user-level perspective of the emrment, all without
modifying the underlying image or disk. Becausecalhinges made to
the disk are written to a separate file, the examaan instantly revert
all of his or her changes back to the original tpres state of the disk.
The end result is that one need not create extravitaway] copies of
the disk or image to create the virtual machinegi@aouti, 2013).

4.0. CONCLUSION

Forensic investigations tools are essential in agempforensics, and every
potential electronic or digital piece of evidenaxuires a set of dedicated
tools that will facilitate the easy generation efewant evidence, devoid of
damage, alteration, and manipulation. Studentsldhmderstand that forensic
evidence is important to cybercrime investigatidtence, the choice of
forensic tool is very important as the use wrongoais can lead to a loss or
damage of potential electronic evidence.

50 SUMMARY

In this unit, efforts have been devoted to the mammputer forensic tools
commonly deployed for generating electronic evidean the field. Also, the
major functionalities of forensics tools were atbscussed.

6.0 TUTOR-MARKED ASSIGNMENT

1. With relevant examples, discuss the major functibes of forensic
tools
2. Identify and discuss three major forensic tools wumly deployed by

computer forensics investigators
7.0 REFERENCESFURTHER READING
Clough, J. (2010)Principles of Cybercrime. Cambridge University Press.

Ghernaouti, S. (2013). Cyber Power: Crime, Conflastd Security in
Cyberspace. EPFL Press.

169



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

Maras, M. (2015)Computer Forensics. Cybercriminals, Laws and Evidence
(Second Edition). Jones & Bartlett Learning.
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1.0 INTRODUCTION

Mobile device forensics is the branch of forensim&stigation relating to the
recovery of electronic/digital evidence or dataniroa mobile device

forensically. In every forensics investigation ilwing a mobile device(s), the
forensic expert needs to first identify the typetloé mobile device(s) i.e.,
PDAs smartphone, tablet, etc. to determine how tocqed with such

investigation. Mobile devices forensics are impart® forensic investigation

because due mobile phones and PDAs have capactpr® and disseminate
information.

20 OBJECTIVES
At the end of this Unit, you should be able to:

know the importance of mobile devices in forensi@stigations
list the types of information that can be acce$smu mobile devices
describe the forensic tool kits suitable for moloié¥ices.

3.0 MAINCONTENT
3.1 Mobile Devicesin Computer Forensics I nvestigation

Mobile devices have over time played important solen criminal
investigations. These devices have been the taofjetsmes, have been used
to commit crimes, and have stored evidence of @irvobile devices can be
used to make phone calls and send and receivenessages. Many of these
devices also have GPS navigation systems. In maays,wmobile devices
behave can be used to store files, create andisages, browse the Internet,
send emails, and record videos. Therefore, molelecds hold a wealth of
data that may be used as evidence in an investig@ilaras, 2015).

Mobile devices are important gadgets on which fsieninvestigations are
frequently conducted to gather evidence of a crioneincident. Today’s
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mobile devices have vast storage capacities whmiential reservoirs of
valuable information to an investigation (Maras,120 The type of
information normally retrieved from PDAs and mobgbhones for use in an
investigation include, but are not limited to:

a. Personal information manager (PIM) information sash

. a memo pad, personal notes, diary, and/or a journal

. a calendar, datebook, and/or events list that aom@gapointments and
reminders

o a “to-do list,” which records tasks that a userdse® accomplish

) the numbers dialed, the numbers from which callseweceived,
missed calls, and the dates and times of these call

o contacts listed in the phone book: this data majude names, emalil
addresses, home addresses, and phone numbers bwark, and/or
mobile).

o text messages (such as Short Message Service ;(8MMljimedia

Messaging Services (MMS); Enhanced Multimedia Mges4dEMS).

b. Email and Internet data: Information regarding elsnaent and
received can be stored and found in mobile phondsRDAs. Also,
draft emails of suspects may also be found.

C. Information on websites accessed can be obtaimed fhese sources
as well.
d. Memory Card Data: these cards allow users “to saoiditional files

beyond the device’s built-in capacity and providetaer avenue for
sharing data between compatible devices. Some efctmmonly
sourced data on memory cards are photographs, aechodings, and
video clips. Given that the majority of PDAs andbie phones have
digital picture and video capabilities, images @cardings of a crime,
evidence, victims, or accomplices can be storechemory cards.

e. Computer Applications: such as programs used tov\aed create
documents, spreadsheets, and presentations.

f. Subscriber identifiers: these identifiers are usealuthenticate the user
to the network and to verify the services tiedh® account

g. The personal identification number (PIN) and finahdénformation

(e.g., credit and debit card numbers) of the magtilene or PDA user
can also be retrieved, including data from the 'asgpice malil
account.

h. Location data can also be retrieved from mobileiak: mobile
phones are capable of identifying a user’'s locatmrwithin a few
meters, requiring only that the phone is switchedt® identify this
site. Additionally, the GPS functionality includead most mobile
phones and PDAs enables the pinpointing of theilmtaf the user to
within a few feet. GPS navigation systems can ktbhe user's home
address, work address, and other areas to whidhdhadual traveled.
Moreover, Google offers mapping capabilities tHaavathe user of a
mobile phone to pinpoint the locations of his or lfeends. This
capability could prove extremely useful in missicigldren cases, as
long as the child’s phone remains on long enoughafe enforcement
authorities to identify the location of the childdras, 2015).

172



CSS 808 MODULE 6

Phone records may sometimes be employed to prodésprove a suspect’s
testimony or alibi. Cell phones are constantly camimating with whichever

signal tower is closest to them. Telecommunicagimviders do keep track of
which phone numbers are communicating with eveggaitower at any given

time. Thus, this information can then be used tot plut the course and
subsequent locations of a mobile device (Maras5R@Evidence of this type

has been used in many criminal investigations. Sohthe remarkable cases
where mobile phone data have proven critical imlk#sg crime incidents are

highlighted below as presented by Maras (2015):

a. The murder of Veronica Guerin.

Veronica Guerin was a well-known Irish journaligteweported on gangs and
drug dealers in Dublin. In 1996, she was murderetler car by individuals

who drove up alongside her vehicle in a motorcyaiel shot her multiple

times. In this particular case, mobile phone calladproved critical in the

criminal prosecutions of those responsible for Guemurder.

b. Omagh bombing

On August 15, 1998, the Real Irish Republican AriRegal IRA), a splinter
terrorist group from the Provisional IRA, executad attack in Omagh,
Northern Ireland, that killed 29 individuals anguired 220. The information
retrieved from mobile phone data led to the crirhipeosecutions of the
perpetrators of the Omagh bombing.

(o} Soham murders

In 2002, two 10-year-old girls, Holly Wells ands3&a Chapman, were
murdered in Soham, United Kingdom. Authorities wat#e to use mobile

phone records to track the location of JessicaHity. The records indicated

that right before Jessica’s mobile phone was tuwfédn the night the pair

was killed, she was close to the home of lan HyntMho was charged in the
murders. Mobile phone records were also used toredig the testimony of

Huntley and his girlfriend, Maxine Carr. Huntleyda@arr had stated that they
were together, but mobile phone records revealatdGarr was actually miles
away from Huntley on the night of the murders.

d. Murder of Avis Banks and her unborn child

Keyton Pittman was engaged to Avis Banks, who wagrmant with his child.

However, Pittman was also having an affair with I&afdughes, a fellow

teacher at his school. In November 2006, Hugheg teeBanks’ home, where
she stabbed and shot Banks and her unborn childmidbile phone records
helped place Hughes at the crime scene during tivelen This, along with

the other evidence, proved critical in her conwaictior two counts of capital

murder.

In some instances, mobile phones have been usigtdonate explosives, as in
the following cases:
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a. Bali bombings

On October 12, 2002, a terrorist attack was executeBali by a militant
Islamic group based in Southeast Asia, known asadbnislamiyah. Two
nightclubs were targeted in the Bali areas thateweery popular with
Australian tourists, Paddy’'s Pub and Sari Club. TWe nightclubs were
located opposite each other. The first bomb wasndéed in Paddy’s Pub by a
suicide bomber wearing a vest filled with explosivlline people were killed
by this bomb. Survivors of the bomb frantically texi Paddy’s Pub, only to
encounter a second bomb that had been placed ehieler parked in front of
the Sari Club. This bomb was triggered by a mophene 15 seconds after
the initial blast.

b. Madrid bombings

On March 11, 2004, bombs detonated on four commiusééns in Madrid,

Spain, kiling 191 people and injuring more thar8QD individuals. The

terrorists responsible for this attack detonatedltbmbs with mobile phones.
This event represented the first coordinated testraattack conducted by
Islamic extremists on European soil. These tet®ngere inspired by al-
Qaeda’s cause, rather than explicitly directedlspaeda personnel.

C. London bombings

On July 7, 2005, during morning rush hour in Londitmee suicide bombers
(Shehzad Tanweer, Mohammad Sidique Khan, and Jeemaindsay)
detonated bombs on their persons (within one miofitne another) on three
separate subway trains heading in different dioesti Approximately one
hour later, another suicide bomber (Hasib Hussdetpnated his explosive
device on a bus. It was believed that mobile phovere used to set off these
bombs. Like the Madrid bombers, these terroristeeviespired by al-Qaeda’s
cause, but not directed by this group. This eveas the first coordinated
suicide bombing by Islamic extremists on Europeash(Maras, 2015).

d. Bombing in a Saudi Arabian palace

On August 28, 2009, an al-Qaeda suicide bomberuhddu Asieri, detonated
explosives hidden in his rectum in an attempt tib tkie head of Saudi
Arabia’s counterterrorism operations, Prince MohadnBin Nayef. Asieri
had passed through two airport security checkpants had spent more than
30 hours with Saudi Arabian secret service ageetsré reaching the Prince.
Once in the Prince’s company, Aiseri informed hirattmore senior members
of al-Qaeda wanted to surrender and convinced timedto speak with them
on his mobile phone. The bomb is believed to haaenhtriggered by a text
message that was sent to Asieri’s phone.

When conducting a criminal investigation on a melkvice, the following
are expected of a forensic scientist:
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a. The investigator must first locate and document all the relevant
evidence to the case: he or she must document the location, make,
model, serial number, identifying marks (if anyjidacondition of the
electronic device (on, off, standby) to be seizedaddition, if the
device is on, the investigator must write down thk information
projected on the display of the electronic deviod @s current battery
charge in his or her notebook. The screen of thbilmaevice (if on)
and other related evidence should also be photbhgthpForensic
protocol dictates that if mobile devices (mobileopls, smartphones,
and PDAs) are discovered during an investigatibay tmust be left in
the state that they were found. If the device fsibShould remain off.
If the device is turned on, the data in it may bedified. If the device
is found on, the device should remain on (Marag520These devices
are powered by battery; they must be charged tarenthat they
remain on. As such, an investigator should ensaethe “on” state is
maintained by powering the devices with, for exampl battery pack.
Although other electronic devices such as computerst be powered
down before transport, PDAs, mobile phones, andtpmanes should
remain on if they were found in this state.

b. When collecting mobile phone, PDA, or smartphonddewe,
investigators should look for memory and SIM caise suspect may
have hidden such items. Given their small sizeséheards may be
easily overlooked by investigators. In addition ttmse items, the
cradle and all synchronization and power cablesdcated with the
mobile device should be seized, labeled, packaged, transported
back to the forensic laboratory (if available). Alkripheral devices,
cloning equipment, and instruction and informatiomanuals related
to the electronic devices (if present) should dlsseized.

C. All of the seized devices must be handled vergfcdly to avoid any
destruction or tampering of the evidence. Investigashould take
special care when examining a mobile phone foreswd. Care must
also be taken to ensure that a forensic tool doealter the data in the
device. Highly specialized tools are required tooker data from
PDAs and their memory cards. In addition, specaizools are
required for recovering data from mobile phonesarspmhones, and
SIM cards. The tools used depend on the operatystem of the
mobile device. The investigator must ensure thatftinensic tool that
is used is documented in his or her notebook. Mmeace stored on
the mobile device (PDAs, mobile phones, and smartpk) will
depend on its make and model. All storage devieeshave deleted
files or fragments recovered using a forensic ptape. Recovery
depends on the time a manufacturer allotted forrétention of this
information on a specific device (Maras, 2015).

d. The analyst must ensure that the mobile devicedpgrly connected
to a forensic workstation (i.e., computer) beforguaring data from it.
For example, to acquire data from a PDA, the ingagir must make
sure that the device is powered on, in the appatgrcradle, and

175



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

properly connected to the computer via a USB dakport. The most
important thing for an investigator to remembetoisnake sure that no
matter which device is involved (e.g., PDA, mobilghone,
smartphone), he or she must create a bit-by-biy odphe contents of
the device. The investigator must then verify tihad bit-by-bit image
is an exact copy of the contents of the device.

e. The investigator must also make sure that no neadibns are made to
the original contents of the device because domgnay render the
evidence inadmissible in court of law. For examplelevice could be
used to copy the SIM card while simultaneously prewg it from
connecting to the mobile phone network. A search daen be
performed securely (i.e., without threat of modifion of the data) on
the contents of the device and pertinent datagartbestigation can be
retrieved (if any). An investigator may also usdtware, such as
Forensic SIM, to clone a mobile phone’s or smam@® SIM card.
This cloned card can then be used to examine théewts of the
device without worrying about the possibility of difying any
potential evidence. Criminals have been known tstrdg mobile
devices to prevent investigators from retrievingadstored on them by
breaking, burning, and submerging the device irewaiowever, even
in these instances, an investigator can retrieeeddta stored by the
suspect’s service provider (Maras, 2015).

Mobile Devices Forensic Tools

Typically, some specialized forensic tools are negl for the successful
investigations of mobile devices. However, the ci@@ of forensics tool that
is used on mobile devices to obtain evidence gelgrdependent on the make
and model of the device and its operating systdms i€ essentially due to the
fact that these devices require different toolstkiaose used on computer
systems.

The NIST states that PDA forensics tools are amo&a use in an
investigation based on their ability to succesgfutheet the following
demands:

a acquire the contents of the device

b. retrieve information associated with PIM applioas (e.g., calendar,
“to-do list”)

locate graphic, text, video, and audio files

identify websites visited and obtain emails exgegh

find and display fields acquired from the device

locate data in compressed, archived, and formétesd

recover deleted, misnamed, and hidden files

retrieve files from a removable memory card

acquire data after a hard reset is performed

obtain the user’s password to acquire the contehtfie device in
guestion.

T TSe@meaon
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The following are some of the forensics tools comipaeployed in mobile
devices investigations:

a. Encase

Encase is one of the most popular forensics tdmls,is incompatible with
PDAs running Pocket PC (Maras, 2015). It is usuaBied to acquire data
from PDAs with Palm operating systems (OS). Thisl talso facilitates
investigations of Linux-based PDAs. With Encasectanplete physical bit-
stream image of Palm OS devices is created andbibistream image is
checked with the already obtained existing CRC [(iCsc Redundancy
Checksum) values (Maras, 2015). Encase imageseWieedand provides a
hash value for it. Accordingly, the evidence fitat is created by this tool can
be reviewed for potential evidence. A report of éimalyses performed and the
results of these analyses can also be provided) ukis tool. Furthermore,
Encase has organizing and bookmarking capabilitiestatter may be used to
highlight and store certain data for future refeeen

b. Palm dd

The Palm dd (pdd) tool is used to acquire data fadP@alm device with a Palm
operating system that is running in console modes Tool does not have
report, bookmarking, and search capabilities. Tles that are “created from
pdd can be imported into a forensic tool, suchE&scése], to aid analysis;
otherwise the default tool is a hex editor.”45 Ailtigh this tool can image the
memory of the device, it does not provide hash ealfor the data that are
acquired; as such, a separate procedure must aaisasure the integrity of
the data collection process.46 As of January 2€€08,forensics tool was no
longer being updated, although Paraben has incladett engine in its PDA
Seizure software (Maras, 2015).

C. PDA Saizure

The PDA Seizure tool can be used to extract data fPDAsS running the
Windows CE, Pocket PC, or Palm operating systerhss ool can image
RAM and ROM and works in a Windows environment. ikilthe pdd, PDA
Seizure can provide hash values for acquired irdtion. This toolkit is
oriented toward PDAs without mobile phone functioas it does not include
features such as the ability to acquire SIM data.idvestigator can use this
tool to evaluate the contents of the PDA and p@wadeport on the results of
his or her analyses. PDA Seizure tool also hasnizgey and bookmarking
capabilities (Maras, 2015).

40 CONCLUSION

This unit established that mobile devices do ndy @hay important roles in

the generation of electronic evidence needed fbeyime investigation, but
are also necessary for the prosecution of cybencal® Students should also
note that mobile devices are important to cybererinvestigations because
they are used to store and disseminate informag&tndents should also be
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aware of the technical and evidential challengesnobile devices forensic
examination.

50 SUMMARY

Effort was made in this unit to explain the sigraince of mobile devices in
computer forensics investigations, the proceduned steps required for
electronic evidence sourcing from mobile digitalides, as well as the major
problems usually associated with forensic invesioga of mobile devices.

6.0 TUTOR-MARKED ASSIGNMENT

1. Mobile devices are important reservoirs of eledo@vidence.
Discuss.

2. State the steps required of a forensic expert attimducriminal
investigations on a mobile device.

3. Identify and explain the use of any three majoefsic tools used in

mobile device investigations.
7.0 REFERENCE/FURTHER READING

Maras, M. (2015)Computer Forensics. Cybercriminals, Laws and Evidence
(Second Edition). Jones & Bartlett Learning.
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1.0. INTRODUCTION

During investigation of computer-based crimes, tigie experts usually
encounter series of challenges with regard to thkeation, retention and
examination of potential electronic evidence. Thelallenges usually stem
from the technical, administrative, and legal frames. The technical
challenges often border on electronic evidencatewa and documentation,
while administrative/legal challenges usually cance
procedural/jurisdictional/privacy issues. Also, aese challenges often
mainly center on the volume of data, time needecdguire and analyze
forensic media data.

20 OBJECTIVES
At the end of this Unit, you should be able to:

e highlight and discuss the major challenges thatusreally associated
with computer forensics investigations.

3.0 MAINCONTENT
3.1 Challenges associated with Computer Forensic I nvestigations

Generally, criminals are conscious of the illegabf their conducts and the
possibility of being detected via the data contdio@ their digital devices.
Thus, they always make extra effort to cover theiminality tracks.
Criminals use different techniques with which tonmgounicate undetected
online. They may also seek to avoid detection bgnging their IP or email
addresses. In other cases, criminals may use wemryers to hide or mask
their IP addresses (Maras, 2015). If an individusés a proxy server (i.e., a
server that acts as an intermediary for client estgifor resources from other
servers when accessing a website), the user’sitgénnot revealed because
the proxy server provides its own identity whereirieves the website for the
user.
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Criminals may also use anonymous remailers to comucate undetected

These services allow an individual to send an emwdtout revealing the

sender’s identity to the receiver (Maras, 2015).rédoer, a criminal may
intentionally bounce (or route) his or her commatimn through numerous
intermediate computers all over the world beforevenrg to the target

computer. Therefore, to find the criminal, the istgator will have to identify

each router or bounce point through which the ngessaveled to eventually
find the email's point of origin. This is likely tde a slow process, as
investigators may have to retrieve data from eaomtppursuant to a

subpoena, court order, or search warrant (deperafinghich location in the

world the message bounced to) to trace the medsage to the computer
from which it originated.

Criminals may also attempt to evade detection ltyngeup a foreign POP3 or
IMAP email account and then accessing this accdwntusing certain
webbased systems such mail2web.com. With this apprahe mail is stored
in and accessed from a foreign account, so thatcthminal never uses
publicly available electronic communications seegic or public
communications networks. Investigators may run igiggnificant obstacles
when attempting to obtain emails retained on faresgrvers (Maras, 2015).
Moreover, criminals may attempt to avoid detectignaccessing the Internet
from Internet cafés. Criminals have also been kntwase library computers
to commit crimes, believing that the anonymity afied to them in these
venues will shield them from detection by authesti This, however, is not
always the case.

Another challenge to the utilization of computerefsics investigation is that
the availability of several tools online that allégrrorists and other criminals
to hide their messages. For instance, spam minag@r®gram that turns email
messages into spam. This program is designed tdernthe email to appear
as spam. The spam is then decoded by the recifperdveal the original
message (Maras, 2015). Another technique that imllysused to avoid
surveillance is blocking moves. In this case, imimls “physically block
access to the communication or, if unable or umglto do that, to render it
(or aspects of it such as the identity, appearamcelocation of the
communicator) unusable.” Individuals may encrypsaages by transforming
the plaintext message (or parts of it, such aspamrgonal information of the
sender) into a cipher text message. The ciphemtestsage is gibberish; thus,
if eavesdroppers get their hands on this ciphetr, teey will not be able to
determine what the message means. The intendeoiemrgicof the message
should have the decryption key— the means for toamsng the cipher text
back into the plaintext message (Maras, 2015).

Furthermore, criminals also do find different creatways to inhibit law
enforcement efforts by using privacy-enhancing nedbgy. An example of
such technology is Tor—an anonymous Internet comeation system that,
among other things, provides individuals (and ozgtions) with the ability
to share information and communicate over publidwoeks without

compromising their privacy (Clough, 2010). Tor weily distributing a user’s
transaction over several places on the Internehossingle point can link [a
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user] to [his or her] destination.... Instead of taka direct route from source
to destination, data packets on the Tor networle takrandom pathway
through several relays that cover your tracks sobserver at any single point
can tell where the data came from or where it fisjng. Nevertheless,
criminals are not the only people who seek to us®&agy enhancing
technologies, such as Tor. Some individuals alsas#othese technologies to
retain anonymity, wherein an individual seeks amdd freedom from
identification and surveillance in public or whié@gaging in public activities
(this can include Internet activities) (UNODC, 2013

Additionally, digital evidence is even more difflcuo obtain when it is
scattered across systems located in different degnin such cases, success
depends entirely on the effectiveness of intermaliccooperation between
legal authorities and the speed with which actisntaken (Maras, 2015).
Effective use of such evidence to identify indivatki depends on the speed
with which requests are treated: if treatment evslidentification is next to
impossible. In most countries there is a significemsmatch between the
skills of the criminals who commit high-technologgmes and the resources
available to the law enforcement and justice aiilesrto prosecute them. The
use of computer technologies by those authoritigsther at the national or
international level, remains weak and varies gye&tbm one country to
another. In most cases, the police and judiciahaittes rely on the
conventional investigation methods used for ordinarime to identify
cybercriminals and build up cases against them (DR(2013).

40 CONCLUSION

It was clearly demonstrated in this unit that cotepdorensics investigators
usually encounter series of challenges in the eoofsextracting electronic
evidence. Despite the multiple challenges embeddecomputer forensics
investigations, professional experts working witlerh have the chance to
generate important evidence by deploying apprapriachnical tools and
techniques.

50 SUMMARY

This unit has documented the major challenges witicmputer forensic

investigators usually face in the process of cailbdec examination, retention,

and analysis of potential electronic evidence. Hewethese challenges are
avoidable if computer forensic investigators follawe earlier discussed
standard phases in computer forensics investigation

6.0 TUTOR-MARKED ASSIGNMENT

1. Computer forensic investigations are usually asdedi with
multidimensional challenges. Discuss
2. With relevant examples, explain the steps thatbmataken by forensic

scientists to overcome the challenges that areceted with computer
forensics investigations.

181



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

7.0 REFERENCESFURTHER READING
Clough, J. (2010)Principles of Cybercrime. Cambridge University Press.

Maras, M. (2015)Computer Forensics. Cybercriminals, Laws and Evidence
(Second Edition). Jones & Bartlett Learning.

United Nations Office on Drugs and Crime (2013)ntpoehensive Study on
Cybercrime. UNODC, Vienna.

182



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY
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UNIT 1 ANOMIE-STRAIN THEORY AND DIFFERENTIAL
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1.0 INTRODUCTION

The majority of traditional criminological theorie@gere postulated to explain
the factors underlying the occurrence of offlinangs, the victims of such
crimes, as well as how such crimes can be prevemtags, the emergence of
cybercrime has generated series of debates amangqalogists as regards
the applicability of traditional criminological tbdes on this relatively new
form of crime. These initial debates were largelijoimed by both the novel
nature of the Internet at that time and the inérnegyg ubiquitous presence of
technology in daily life (Holt & Bossler, 2015). Fmstance, on the one hand,
David Wall stated that the development of crimé&e kkomputer hacking and
computer intrusion via malicious software, areltptdependent on the advent
of computer technology and the Internet. Therefdhese €fenses may
constitute “new wine in new bottles,” meaning thath the éfense and the
space where they operate are unique (Wall, 1998)th® other hand, Peter
Grabosky (2001) and scholars belonging to sameo$afidhought countered
Wall's argument by focusing on the motivations éfieaders. The suggested
that the larger body of traditional criminologi¢hkories should have utility to
account for cybercrimes. Regardless of these gerdrviews, attempts shall
be made in this unit to demonstrate how some szetld’ and ‘new’
criminological theories can be employed to provieleplanation on the
phenomenon of cybercrime, its characteristics, taetors motivating
cybercriminals to engage in the act, as well asrdasons why victims of
cybercrime fall prey to the antics of cybercrimmal
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Crime is a product of society, and it is ingrained shared human
relationships. As such, cybercrime has become popuith an exponential
increase in the number of cybercriminals due to gremium which
contemporary society places on financial succedstla limited opportunity
available to achieve such institutionalised godlisTsituation inadvertently
ferments a condition which breeds different formh<raminality, which also
includes cybercrime. Moreover, cybercrime behaviedearnable, and can be
transmitted in the process of interaction with otbgbercriminals. Through
this association, potential cybercriminals learnonfr established
cybercriminals, the techniques for perpetratindgaiercybercrime, the specific
rationale, motives, and gains of committing sucle thrime. Today,
cybercrimes are national, transnational, and iatgwnal in nature and scope.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e discuss the basic tenets of anomie-strain theory differential
association theory
e explain the problem of cybercrime in society.

3.0. Main Content
3.1 Anomie-Strain Theory

Robert K. Merton proposed Anomie-strain theory rafteviewing Emile
Durkheim’s theory of anomie. Durkheim had analydesl concept of anomie
as a breakdown in the ability of society to regultie natural appetites of
individuals. Merton, in an article published in B9®ointed out that many of
the appetites of individuals are not necessarilatdral” but rather, are
“culturally induced”. He argued that social struetwewould limit the ability of
certain groups to satisfy these appetites. Thisldvthen mean that the social
structure itself might exert a definite pressurecertain persons in the society
to engage in non-conformist rather than confornashduct (Vold and
Bernard, 1986).

Merton’s theory is a theory of deviance; it does focus on criminality. His

conception of deviance is relatively large (Williail and McShane, 1999).
He opined that the culture of any society definesain goals it deems “worth
striving for”, and that there are many such goal®very society, and they
vary from culture to culture. Cultures also spedifye approved norms or
institutionalised means all individuals are expddi@ follow in pursuing the

culture goals. These means are based on valuée ioutture, and generally,
they will rule out many of the technically mostieiént methods of achieving
the goal (Vold and Bernard, 1986).

Robert Merton noted that certain goals are toaglsoemphasised throughout
society (he uses the example of financial succassl) society also emphasises
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certain means such as hard work, education, gjadinthe bottom and

working one’s way up to reach those goals. Whesdlgpals are too strongly
stressed, as Merton said financial success waghenUnited States of

America, the stage is set for anomie. This is duihe¢ fact that everyone does
not have equal access to the achievement of thiémate financial success,

and as a result, these people may search for qibgraps illegitimate, ways

of succeeding. Due to social inequality, the appdovneans to reach the
success goals are not readily available to cedemups in the society even
though the goals are said to apply equally toGéiitain groups of people, the
lower social class and minorities, for instanceyrba at a disadvantage in
gaining business positions that would allow themptosue the goal of

financial success (Williams Ill and McShane, 1999).

According to Merton, when this inequality existcaese of the way society is
structured, the social structure is anomic (Willlaemd McShane, 1999). The
individuals caught in these anomic conditions @ydghe lower classes) are
then faced with the strain of being unable to redertheir aspirations with
their limited opportunities. He, however, presefite ways by which an
individual can respond to this problem of anomiepehding on his attitude
towards the cultural goals and the institutionaliseeans. These options are:
conformity, innovation, ritualism, retreatism, arabellion (Vold and Bernard,
1986).

To the extent that a society is stable, most parsion it will choose

‘conformity’, which entails acceptance of both tleailtural goals and
institutionalised means. These persons try to a&ehwealth through the
approved methods of middle-class values and wiltiooe to do so whether
or not they succeed. Most crimes that exist inetgowill probably take the
form of ‘innovation’. Persons who innovate retaimeit allegiance to the
cultural goal of acquiring wealth (since this is lseavily emphasised), but
they find that they cannot succeed at this thratghinstitutionalised means.
Therefore, they figure out new methods by whichltheean be acquired (i.e.
pursing culture goals through unapproved means).

A third possible adaptation is ritualism, it inves/rejecting the possibility of
ever achieving wealth, but retaining allegiancéh® norms of hard work and
honesty. This is the adaptation of those persons wikh to “play it safe”.
They will not be disappointed by failure to achigkeir goals, since they have
abandoned them. At the same time, they will nevet themselves in trouble
since they abide by all the cultural norms. Thesesgns have achieved a
minimum level of success through the institutiosedi means, but have no real
hope of achieving anything more. The fear of loswgn this minimum level
locks them into their adaptation. The fourth adapita retreatism, involves a
rejection of both goals and means. Retreatistdtmse individuals who opt
not to be innovative, and, at the same time, nee@dolve their inability to
reach the important goals in life. Their solutisrthat they simply quit trying
to get ahead. This pattern is best seen as dropmihgof society and is
exemplified by vagrants, alcoholics, and drug adi@Nilliams 11l and
McShane, 1999).
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Merton'’s typology of adaptations to anomie

Culture goals Institutionalised means

Conformity + +
Innovation + _
Ritualism _ +
Retreatism _ _
Rebellion _+ _+

(+) signifies “acceptance,” (-) signifies “rejeatip and (+ ) signifies
“rejection and substitution of new goals and stadd”.

The final mode of adaptation, ‘rebellion,’ is ofldferent type from the others.
It focuses on the substitution of new goals andnadar the original ones.
Merton’s conception suggests that rebellion “leaxs outside the environing
social structure to envisage and seek to bringhetng, a new, that is to say, a
greatly modified social structure. It presuppodesation from reigning goals
and standards” (Merton, 1968). The basic poirth# this person ceases to
function as a member of the existing society angdinseto live within an
alternate culture.

Therefore, from the perspective of anomie-stra@otii, people who engage in
cybercrime belong to the category of innovatorsesehgroups of individuals
take to cybercrime because they have acceptedutheally prescribed goal

of wealth accumulation, but rejected the institngilised means (engaging in
hard work and legitimate business) of reaching ¢h#ural goal. Hence,

innovators respond to the existing anomic situatiorsociety by taking to

cyber criminality as a way of fulfilling societatgscribed cultural goal.

Differential Association Theory

Differential association theory was first propoudd®y Edwin Sutherland in
1939, but he later modified it in 1947. He creadegeneral theory of criminal
behaviour by insisting that behaviour is learnedaisocial environment. In
fact, all behaviour is in what is learned, rath®art how it is learned. By the
“differential association”, Sutherland meant thtte* contents of the patterns
presented in association would be from individwaindividual (Sutherland,
1939). Crime is viewed as a consequence of comffjctalues; that is, the
individual followed culturally approved behaviotmat was disapproved by the
larger society. Hence, systematic criminal behavisudue to differential
association in a situation in which cultural caortfi exist, and ultimately lead
to the social disorganization in the situation.

The core assumption of the theory is that all hurbahaviors are learned

within a social environment. It essentially subnihat criminal behavior is
learned in association with others via communicat®enerally, the two basic

185



CSS808 ADVANCED CYBERCRIMES AND CYBER SECURITY

things that people learn through association anchnconication are the

techniques for committing criminal behavior and thefinitions (values,

motives, drives, rationalisations, attitudes) suppg such behavior (Vold &

Bernard, 1985).

Also, Sutherland posits that the key factor detaing people’s propensity
towards law violation is not the social or psyclgial conditions they

experience, but the way they define those conditibm essence, differential
association theory argues that people tend toteidke law when “definitions

favorable to law violation” outweighs “definitionstinfavorable to law

violation”. Specifically, the major tenets of difémtial association theory as
contained in Sutherland’s 1947 edition include:

(2) criminal behavior is learned;

(2) criminal behavior is learned in interactiontlwiother persons in a
process of communication;

3) the principal part of the learning of criminaéhavior occurs within
intimate personal groups;

(4) when criminal behavior is learned, the leagnimcludes (a) the
techniques for committing a crime, which are somef very
complicated, and sometimes very simple; (b) thecifipedirection of
the motives, drives, rationalisations, and attisade

(5) the specific directions of the motives andvesi is learned from
definitions of the legal codes as favorable or uafable;

(6) a person becomes delinquent because of ansexuke definitions
favorable to violation of law. This is the prinagplof differential
association;

(7 differential association may vary in frequendyration, priority, and
intensity;

(8) the process of learning criminal behavior Bgaxiation with criminal
and anti-criminal patterns involves all of the mauisms that are
involved in any other learning;

9) while criminal behavior is an expression ofgel needs and values, it
is not explained by those general rules and valsiasg non-criminal
behavior is an expression of the same needs ands:al

Generally, differential association theory saysttbeminal behaviour is
learned in association with others by communicatwity those of others. Two
basic things are learned. The technique for cormgittriminal behaviour and
the definitions (values, motives, drives, ratiopations, attitudes) supporting
such behaviour. Criminal behaviour occurs accordmgSutherland, when
there is an excess of definitions, favouring comeeral behaviour. Therefore,
once certain definitions exist, an individual tertdsbe more susceptible to
similar behavioural definitions will be opened toinunal definitions.
Moreover, the individual will be less receptive dati-criminal definition.
Thus, differential association theory posits thatimdividual learnt criminal
behaviour through his or her interaction with otpeople that are involved in
crime.

Using the point of view of differential associatioeory to explain
cybercrime, it can then be said that individualgaging in cyber criminality
take to the act because of their excess of infersctvith already established
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cybercriminals from whom they learnt the techniquies committing
cybercrime, and the specific direction of the megivdrives, rationalisations,
and attitude favourable to the perpetration of cgtiae.

40 CONCLUSION

This unit carefully explicated the conditions amaial structures that promote
the emergence of cybercrime and subculture of cylmeinals. The social

strains and social relationships that created tioblpm of cybercrime were
also discussed.

5.0 SUMMARY

This detailed discussion of the anomie-strain theand differential
association theory has provided student with th@agsation on how existing
strains in society and human social relationshipse @aromoting the
phenomenon of cybercrime.

6.0 TUTOR-MARKED ASSIGNMENT

1. Critically explain the phenomenon of cybercrimenfrohe viewpoint
of anomie-strain theory

2. How valid are the propositions of differential asstion theory for
understanding the emergence of t@hoo yahoo sub-culture in
Nigeria?
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1.0. INTRODUCTION

Social learning theory asserts that people leanm fpeople around them. This
happens in two ways — through differential assamiatpeople learn values
and behaviors associated with crimes, and throuiggrehtial reinforcement-

people learn the rewards and punishments assoaidtieéd behaviour. On its

own part, situational crime prevention perspectogeises on the settings
for criminal acts rather than on the charactesstt offenders. According to
the theory, offenders choose to commita crime whieere are available
opportunities that are rewarding.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e explain the propositions of social learning theanyl situational crime
prevention perspective

e show how it can aid our understanding of the o@nae of cybercrime
in society.

3.0 MAIN CONTENT
3.1 Social Learning Theory

Social learning theory is among the primary theomgnerally applied by
criminologists to a wide variety of criminal andvient behaviors over the last
50 years. This theory was proposed in the 1960sarasexpansion of
Sutherland’s (1947) ffierential association theory which argued that cerahi
behavior was learned through interactions and commcation with others,
with the most important influences derived from tisgent with intimate
personal groups. Through social engagement witlerstirsome individuals
were exposed to beliefs and attitudes that suppouie-breaking behavior as
well as techniques of ffending. The more frequently an individual was
exposed to definitions supporting the violation aw,| defined as
rationalizations and attitudes supporting crimityalielative to definitions that
did not support law violation, the more likely thatlividual would engage in
crime. Akers initially expanded this theory to imdé aspects of operant
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conditioning and reinforcements for behavior, thoitghas subsequently been
reformulated into a processual theory dfeading. Specifically, Akers’s
(1998) social learning theory argues that the iegrprocess of any behavior,
including crime, includes at least four principangponents: (1) dfierential
association; (2) definitions; (3) féerential reinforcement; and (4) imitation.
The process begins with fférential associations with deviant others which
expose individuals to models offending as well as definitions supportive of
criminal or deviant behavior and justifications thegutralize the possible
negative consequences of deviance. Social leartiagry argues that the
more beliefs and attitudes an individual has that supportive of deviant
behavior, the more likely they will be to engagethnse activities. Exposure
to delinquent peers and definitions supporting cratiy are critical sources
of imitation for first-time éfenders. Future ffending behavior is dependent,
however, on the ways that individuals experiendefeecements for their
actions. The experience of reinforcements througinemic gain, emotional
fulfillment, or social acceptance as well as expeés with punishments is all
critical in influencing whether behaviors persistesist over time. Therefore,
from the purview of social learning theory, cybargnals take to the crime by
imitating their significant others (family memberw friends) who are
positively reinforced and favorably disposed toveartiulging in cybercrime.

Situational Crime Prevention Perspective

Situational crime prevention perspective seeksetebbp crime and situation
specific methods for limiting and eliminating crimal opportunities (Reyns,
2010). The theory posits that the probability otraminal activity can be
reduced by changing the features of a given scsitalation or of the
surrounding environment (Cornish and Clarke, 2008ynish and Clarke,
1987). According to the theory, society plays arol inadvertently creating
crime through the manufacturing of “criminogenicodge”, through leaky
systems, and poor management/design of faciliéarke, 1992). Therefore,
situational crime prevention involves measures ctig@ at highly specific
forms of crime that involve the management, desigmanipulation of the
immediate environment in a systematic and permanant (Clarke, 1992).
Generally, situational crime prevention perspectuggests five major crime
prevention strategies that can further be brokelw @5 techniques: (a)
increasing the effort (this involves physically asgging the offender from
his/her target through target hardening, contrgllaccess, screening exits,
deflecting offenders and controlling tools); (b) remsing the risk (this
suggests the manipulation of the environment inpasnanent a way as
possible to limit criminal opportunities by extendi guardianship, assisting
natural surveillance, reducing anonymity, utilisifglace managers and
strengthening formal surveillance); (c) reducingwaeds (this entails
concealing targets, removing targets, identifyimgperty, disrupting markets
and denying benefits); (d) reducing provocations(ihivolves understanding
and reducing the immediate triggers of criminal rese by reducing
frustrations and stress, avoiding disputes, reducemotional arousal,
neutralising peer pressure and discouraging iroitgtiand (e) removing
excuses (this connotes setting rules, postinguastms, alerting conscience,
assisting compliance, and controlling drugs andtadf). Therefore, within
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this context, the occurrence of cybercrime may tbébated to the failure of
society and law enforcement officials to practigathanage and deal with
some specific situational and contextual conditidine occurrence of this
‘new’ of crime.

40 CONCLUSION

This unit was designed to familiarize students vitie major tenets of the
social learning theory and situational crime préen perspective. It also
showed how these two criminological theories caratbepted to understand
the phenomenon of cybercrime in society.

50 SUMMARY
In this unit, the propositions of social learnifgedry and situational crime
prevention perspective were discussed and utiliedconceptualize the

occurrence of cybercrime in society.

6.0 TUTOR-MARKED ASSIGNMENT

1. Justify the relevance of social learning theorythte understanding of
cybercrime
2. Critically contextualise the phenomenon of cybenerifrom the lens

of situational crime prevention perspective.
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1.0. INTRODUCTION

Routine activity theory is among the most populeme opportunity and
victimization theories. According to the proponera$ the theory, the
combination of a motivated offender, a suitablgetr and the absence of a
capable guardian will make a crime to occur. Onpdast, lifestyle exposure
theory posits that persons with certain demograptoéles are more prone to
experience criminal victimization because theediyles expose them to risky
situations that promote crime. Also, lifestylesrease people’s exposure to
would-be offenders without effective restraints that pegvent the occurrence
of a crime.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e discuss the major tenets of routine activity the@AT) and lifestyle
exposure theory

e provide an understanding of the occurrence of aybee, online
criminal activities of cybercriminals

e explain action or inaction of victims falling preyp the antics of
cybercriminals.

3.0 MAIN CONTENT
3.1 Routine Activity Theory

Routine activity theory was postulated by Larry €ohand Marcus Felson
(1979). The theory opines that the risk of criminattimisation varies
dramatically among the circumstances and locatianwhich people place
themselves and their property (Schmalleger and V@B18). Its major
proposition is that a criminal activity is orgardsaround routine activities of a
population, and that crime is likely to occur a®sult of the interplay of these
three principal elements- motivated offender, aafle target and the absence
of a capable guardian (when a motivated offender sntable target come
together in the absence of a capable guardianjrainepportunity occurs).
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Target suitability refers to qualities such as takie of a person or property,
access to them, and resistance capability. Motiwadf offender refers to both
criminal inclinations and the ability to carry othose inclinations, while
capable guardians may either be formal or infortmad parties with a
capacity for intervention (Cohen and Felson, 197%cording to routine
activity theory, although there will always be abstantial number of
motivated offenders, however, suitable targetshéeitvulnerable people or
unattended valuables) and capable guardians (watchiends and
neighbours, the police, security personnel) vamphe place and over time.
Early cybercrime scholars recognized that routicivities theory had great
potential to account for cybercrime victimizatioBrabosky & Smith, 2001;
Newman & Clarke, 2003). Each component of the thémgically connects to
individuals, entities, or behaviors in online eviments. Motivatedfenders
are plentiful online, and are fueled by various inex including economic
gain (Hutchings & Holt, 2015), personal desires I{Hb Bossler, 2009) or
sexual proclivities (Holt, Blevins, & Burkert, 2010enkins, 2001). Suitable
targets in cyberspace may be individuals, computdm&a, or various other
items depending on the type of crime being examifddekir suitability or
attractiveness may vary based on the interestsyations, and preferences of
the dfender. Various guardians are also present onlimg] ean be
conceptualized as physical (e.g. antivirus softwaré password protection),
social (e.g. peers), and personal (e.g. compuiks)sk

Lifestyle Exposure Theory

Lifestyle exposure theory was originally propose@d¢count for differences in
the risks of violent victimization across sociabgps, but it has been extended
to include property crime, and it forms the basisrhore elaborate theories of
target-selection processes (Meier and Miethe, 1993)is theory posits that
the patterned activities and lifestyles of indivatki (both work and leisure)
lead to differential victimization rates (Williamand McShane, 1999).
Specifically, the demographic differences in tlkelihood of victimization are
attributed to differences in the personal lifesylef victims. In essence,
variations in lifestyles are important because theyrelated to the differential
exposure to dangerous places, times, and othatisiigs where there are high
risks of victimization (Meier and Miethe, 1993). darding to the theory,
lifestyles are essentially influenced by three bastments: (i) the social roles
played by people in society based on the expeastwf others (people
conduct themselves in certain ways and constrdestyles more or less
conducive to victimization); (ii) the social sttuce (the higher one’s position,
the lower the risk of victimization-largely becausfethe kind of activities in
which one engages and the places one frequents)jiamational component
in which decisions are made about which behaviauesdesirable (based on
one’s social role and structural position, decisiman be made to restrict
routine behaviours to relatively safe ones or toegt risk) (Williams and
McShane, 1999). When lifestyle variations are takegmo account,
victimization experience and potential victimizaso are relatively
predictable. Therefore, for those whose social atrdctural background
creates greater interaction with offenders andgdamnducive to crime, there
is indeed a great risk of victimization (WilliamadMcShane, 1999). In this
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particular context, people’s exposure to cybercrimeimization will be
explained as being primarily influenced by the trexqcy of their presence on
the cyberspace, type of activities they engagenithe cyberspace, the type of
websites they usually visit, the potency of thecptgions they normally take
to protect themselves and their digital device wbelme, amongst others.

40 CONCLUSION

This unit essentially explains the circumstanced siuations that usually
expose people to the criminal antics of cybercratganon the cyberspace
through the perspectives of routine activity theanyd lifestyle exposure
theory.

5.0 SUMMARY

In this unit, students were introduced to the basmets of routine activity
theory (RAT) and lifestyle exposure theory. The pa#rator-victim(s)
interactions and contacts leading to victimization the cyberspace was
analysed from the perspectives of the two theories.

6.0 TUTOR-MARKED ASSIGNMENT

1. Using routine activity theory and lifestyle expaosuheory, critically
discuss the circumstances exposing people to thecsarof
cybercriminals on the cyberspace.
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UNIT 4 SPACE TRANSITION THEORY AND DIGITAL DRIFT
THEORY

CONTENTS

1.0 Introduction
2.0  Objectives
3.0 Main Content
3.1 Space Transition Theory
4.0 Conclusion
5.0 Summary
6.0  Tutor -Marked Assignment
7.0 References/Further Reading

1.0. INTRODUCTION

The space transition theory argues that peoplevieetidferently when they

move from one space to another. It posits that lee@po are not criminal in

the physical space do find it easy to commit criomnethe cyberspace due to
convenience, anonymity, and reward it presentsirmlar terms, the digital

drift theory attempt to explain how technology pd®s an avenue for
criminals to engage and disengage from criminabiien online with the help

of the Internet that help to shield criminals’ adtidentity. This theory leads
to criminal motivational behaviours online that aiéferent from physical or

traditional crimes.

2.0 OBJECTIVES
At the end of this Unit, you should be able to:

e discuss the tenets of space transition theorydagital drift theory
e explain how these theories were used to explaimtiiee activities of
cybercriminals.

3.0 MAIN CONTENT
3.1 Space Transition Theory

Space transition is among the recently propoundedirmlogical theories
specifically developed to explicate the issue dfergrime. This theory was
postulated by Karuppannan Jaishankar in 2008. #éraips on the basic
argument that people behavefeiently while online than they otherwise
would in physical space, leading toffdrent behavioural patterns in online
environments. Specifically, Jaishankar presentersedasic propositions to
explain people’s behavior both online arftHme:
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1. individuals who repress their desire to engagerime in the real
world due to either status or position have a pmsfig to engage in
crimes online

2. dfenders may be more likely to engage in cybercrieeabse of the
ability to utilize various identities, hide thewdation, and the lack of
deterrence in online spaces

3. crime in online spaces is likely to move intoysical space, and vice
versa.
4, cybercriminals may have the opportunity to siesiecause of the

temporary nature of the Internet and its spatioptemal disconnect
from the real world

5. the nature of technology allows strangers toneotogether in
cyberspace in order to plan and comnfifenses in the real world, and
those who know one another in the real world maynea in order to
engage in cybercrimes

6. closed societies may produce greater levelsybércrime than open
societies due to the repressive nature of goverhregimes

7. the disconnect between norms and values ofiatgan the real world
and those of the Internet may lead some individualengage in
cybercrime.

Digital Drift Theory

Digital drift theory was proposed in 2015 by Andr&wldsmith and Russell
Brewer. Using the tenets of drift, they present tomcept of digital drift.
Goldsmith and Brewer (2015) state that they do intend to account for
hacking and other forms of cybercrime, but ratloerttfie ways that technology
creates opportunities to engage and disengage droninal communities on
and dfline. Access to and use of the Internet for persepanmunications
exposes individuals to environments where theydseonnected from their
actual identity. Anonymity frees individuals fromsanse of responsibility,
and may encourage or embolden individuals to acways they would
otherwise not in the real world (Goldsmith & Brew@015). The escapism
provided by online games, chat, and other media sdtaxes the need to
conform to social norms and mores, which may erageirr deviance.
According to the theory, the asynchronous, facelassure of online
communications leads individuals to feel that beétaal norms are
meaningless because they are disconnected fromsétess and others.
Therefore, the absence of moral or social contealds individuals to feel that
they can behave in whatever way they see fit, anpbaap to have some
association with digital piracy and trolling behard. In this respect,
Goldsmith and Brewer (2015) argue that the Interfaeilitates the two
conditions necessary for drift to occuffiaity (immediate rewards, awareness
of others) and féiliation (means of hooking-up, deepening of deviant
associations, skills, etc.). With respect ffiraty, the content of the websites
and other forms of CMC may surprise youth and egpibem to criminal
beliefs, behaviors, and justifications that can makminality attractive. The
same is true for social relationships cultivatedaowl df-line. For instance,
increasing rates of viewing pornography and digsiehcy among various age
groups may present the notion that crime onlinsasially acceptable, and
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increase willingness to engage in other forms dfnendeviance as well.
Regarding ffiliation, the more time individuals spend onlines tinore likely
they are to be exposed to criminogenic pathwaytsntiag entice individuals to
engage in various behaviors. Time spent on socaliansites may expose
individuals to new people they do not kno¥f-tine, who may be engaged in
various forms of deviance on offdine. The ability to access new social
networks may increase exposure to criminal othed facilitate entry into
deviant peer groups. In turn, these relationshipg provide individuals with
knowledge to justify and neutralize any sense obngdoing in criminal
activity, creating what Matza (1964) argued werarses of reassurance that
crime will neither be detected nor resolved. Siankne relationships may or
may not spill over into the real world, individuatan slip in and out of
wrongdoing depending on their attitudes and peroeptof dfending.

40 CONCLUSION

This unit focused on two relatively new theoriespace transition theory and
digital drift theory specifically propounded to daim why people take to
crime on the cyberspace. Digital drift theory expdawhy people behave
differently when they move from physical space tdarspace to commit
crime due to convenience, anonymity, and rewardlewdigital drift theory
explained how technology and internet power providgportunity for
criminals to engage and disengage from criminabbign online.

5.0 SUMMARY

This unit exposed students to the propositionspats transition theory and
digital drift theory on the factors motivating pé®pgo engage in criminal
behaviour on the cyberspace even if they do natatly indulge in such a
behaviour in the physical space.

6.0 TUTOR-MARKED ASSIGNMENT
1. Critically interrogate the relevance of the propiosis of space
transition theory and digital drift theory to tix@hoo yahoo sub-culture
in Nigeria.
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