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Introduction
Introduction to Information System Management isre-semester, 3-Unit, 100 level
core course available to students registered fa& BiSc and B.Sc (Hons( in
Communications Technology and Computer Science.
This course ill consist of twenty-one (21) unitleftures organized into 6 modules. This
course deals with the management of informatiohrtelogy (IT) as it is being practiced
in organizations today. Successfully managingd$ hecome crucial for several reasons:
* Itis now a strategic asset that is being used @aaldhcompetitive strategies and
change organizational processes.
» The situation in which organizations are applyifidhhve increased in complexity,
including more interroganizational environments.
» The capabilities of IT and the complexities of wgsithe technologies are also
growing at an accelerating rate.
* As IT and its uses become more complex, developirajegies and systems to
deliver the technology has become more difficult.
This course requires you to gain some practicaleegpce in how to organize and
manage systems, as well as the interrelated canoémformation and technology. To
achieve this, you will have to perform various pica exercises in each of the lectures.
You should endeavour to do these exercises, irtiaddp the tutor marked assignments
(TMASs) that you are required to submit for markidgring this course. Some of the
exercises will also require you to use micro-corapsbftware, for which basic skills in
computer operation is required. You should haviiobd the required level of skill in
the computer Fundamentals course, which is a peisie for this course.
This course guide tells you briefly what the coussabout, what course material you will
be using, and how you can work your way througtsehmaterials. It suggests some

general guidelines for the amount of time you d@kely to spend on each unit of the
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course in order to complete it successfully. #oagives you some guidance on your
tutor-marked assignments (TMAS)
You will be required to attend some tutorial clasteat are linked to the course. Details

of times and locations of and tutors for, the tialsrwill be communicated later.

What you will learn in this course
The overall aim of introduction to Information Sgst Management is to introduce the
basic principles underlying information system aechnology. During this course, you
will learn about various information systems withwhich data are created and managed

and about practical methods for organizing systantsmanagement of informations.
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COURSE AIMS

The aim of this course can be summarized as follothss course aims to give you an
understanding of the principles of information teclogy and how the principles are
applied to the management of information.
This will be achieved by aiming to

* Introduce you to basic concept relating to dat@rmation and management.

» Develop ability of disaster recovery for informatisystem;

» Enable you to appreciate the significance of dadaagement as a core activity of

information systems, etc.

COURSE OBJECTIVES
To achieve the aims set out above, the courseosetsll objectives. In addition, each
unit also has specific objectives. The unit obyes are always included at the beginning
of a unit, you should read them before you stantking through the unit. You may want
to refer to them during your study of the unit teeck your progress. You should always
look at the unit objectives after completing a uritl this way, you can be sure that you
have done what was required of you by the unit.
Set our below are the more specific objectivediefdourse as whole.
By meeting these objectives you would have mefaihes of the course as a whole. On
completion of the course, you should be able to:
» Describe the important features and roles of infdrom system management in
information technology.
* Explain the nature of and relationships betweer,datformation systems,
knowledge, information management, data management.
» Describe the processes involved in the creationes¥ information systems for
managing data.
» Describe and explain the elements that charactéhieefoundations of system
development
» Explain the approaches to system integration
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» Describe and analyse the mathematic models employaakerations research.
» Explain the process of protecting assets and irdtion; consumers privacy and
financial transactions in the internet.

» Working through this course
To complete this course, you are required to readstudy units and read other materials
provided by the NOU. You will also need to undketgractical exercise for which you
need access to a personal computer running windperating system and the Microsoft
Access software. Each study unit contains seksssaent exercises, and at a point in the
course you are required to submit assignmentsskessment purposes. At the end of the

course is a final examination.

COURSE MATERIALS
Main components of the course are:
* Course Guide
» Study Units
» Assignment File (will be available of the NOU wedb}i

* Presentation Schedule (will be available at the N@bsite)

STUDY UNITS

There are twenty one study units in this coursamizged into size modules as follows:
Module 1

Unit 1 The organizational environment

Unit 2 The technology environment

Unit 3 The mission of information systems

Module 2

Unit 4 Looking inward: E-business to employee
Unit 5 Looking across: e-business to business
Unit 6: Technical Considerations

Unit 7 Legal and ethical considerations
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Module 3

Unit 8 Foundations of System development
Unit 9 System integration

Unit 10 Internet-based systems

Unit 11 Project management

Module 4

Unit 12 Managing Corporate data records
Unit 13 Managing data

Unit 14 Managing information

Module 5

Unit 15 What are operations?

Unit 16 Outstanding information systems functions
Unit 17 Security in the internet age

Unit 18 Disaster recovery for distributed systems

Module 6

Unit 19 Mathematical programming

Unit 20 Where s the information system departnnesaided?
Unit 21 The CIO’s responsibilities

SET TEXTBOOKS

There are no set textbooks for this introductoryree. However, you may supplement
the course units with related personal reading.u Yl also be able to increase your
understanding of information system managementestsitand strategies by paying
attention to how people organize information irfetiént media — in textbooks, computer
screens, IT industries, etc and thinking througle tbrinciples and strategies of
information technology that such people might belypg.
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COMPUTER SOFTWARE

You will be expected to undertake some practicar@ses on a micro computer running
the windows operating system, and the MicrosoftesscSoftware for creating, using and
managing data. Besides, access to the internetasid internet browsing skills are

required.

ASSIGNMENT FILE

The assignment file will be available at the NOUbgiée in due course. In this file, you
will find all the details of the work you must sulino your tutor for marking. The
marks you obtain for there assignments will coomiards the final mark you obtain for

this course.

PRESENTATION SCHEDULE

A presentation schedule for this course will bduded in your course materials. The
schedule gives you the important dates for thig j@athe completion of tutor-marked
assignments (TMAs) and for the tutorials. Remenyoerare required to submit all your

assignments by the due dates. You should guidastidalling behind yin your work.

ASSESSMENT

Tutor-marked assignments (50%) comprising of thst lhleout of seven tutor-marked

assignments that you will be required to submibuYnust obtain at least 25 marks (out
of 50 marks) in your best five TMASs.

Final examination (50%). You will be expected tewaer five out of six questions in this

three-hour examination. You must also obtain asti@5 marks (out of 50 marks) in the

examination.
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MODULE 1: THE IMPORTANCE OF INFORMATION SYSTEM
MANAGEMENT

UNIT 1: The Organizational Environment
UNIT 2: The Technology Environment

UNIT 3: The Mission of Information Systems

UNIT 1 THE ORGANIZATIONAL ENVIRONMENTAL SYSTEMS
1.0Introduction

2.00bjectives

3.0Main Content

3.1The External Business Environment

3.2 The Internal Organizational Environment

3.3 Goals of the New Work Environment

4.0 Conclusion

5.0 Summary

6.0 Tutor Marked Assignment

7.0 References/ further reading
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1.0

2.0

3.1

INTRODUCTION

The way information technology is used dependsherenhvironment surrounding
the organization that uses it. This environmenluiies the economic conditions,
the characteristics of principal resources, managerphilosophies, the social
mores of the society and other factors. This emvitent has been changing
constantly. Simultaneously, technological advaraféect the way technology can

be used.

OBJECTIVES

At the end of this unit, you should be able to:

+ Understand the external business environment.
+« Explain the internal organizational environment.

¢+ Mention goals of the new work environment.

THE EXTERNAL BUSINESS ENVIRONMENT

The changes taking place in the worldwide scene leen widely discussed in
both the public and technical press. Today, ouruient business world includes
dotcom companies rising and falling faster thanoaa keep track of them. IT

contributes to this turbulence because it allowsrmation to move faster, thus
increasing the speed increasing the speed at wihitthidual and organizations

can respond to events. Following are the main obsamge see taking place in the

market place

The New Digital Economy.

Far and away the largest external driver is the eemnomic world being formed
around the Internet. This new economy began witinass-to-consumer retailing,
commonly called e-tailing, which means selling otrexr World Wide Web (Web).

The leader was Amazon.com. The action then movelduBiness-to-business,
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with buyers and sellers using marketplaces on titerriet to find consummate
business deals. The new economy has new ruleshwahgcin the process of being
discovered, so success is not garnered in the saayas the as in the brick-and
mortar “Old Economy.” The main point is that themeconomy will encompass

both old and new, and IT is the underpinning o tieconomy.

Globalization.

The entire world has become the marketplace. T@emd; large companies
believe they need to be global, meaning huge aedyetere. Merger Mania is
occurring across industries as companies aim figr gbal. The mergers even
cross country borders. It is unusual for a Britisbhd company to own US.,
French and other food and beverage companies, assSpharmaceutical
company to buy out American and Japanese countsrpar

In addition, the Internet allows companies to wgt&bally- with three
main operating arenas, Asia/Pacific, the Americang, Europe- and work around
the clock by passing work from one to the nextdieihg the sun.

Globalization has become a two way street. Firemlirenched companies
suddenly find unexpected competitors from halfweguad the world bidding on
work via the Internet an unlikely occurrence justesv years ago. Parts and
subassemblies are being manufactured in many dgesinthen shipped to other
countries for final assembly, to cut overall lalbosts.

The internet also allows small firms to have abgloreach. Norwegians
can order extra hot chili sauce from Texas. Eurnpean order books over the
internet from US companies before those books aagable in the country. And

S0 on. The business environment is now globaltdsies still matters.

Ecosystems.
A new term is creeping into the business lexicausgstem. An ecosystem is a

web of relationships surrounding one or few comgankor example, Microsoft
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and Intel are the centre of the Wintel ecosysteat ttas dominated the PC
world.Yet, although they dominate the PC ecosysthey are far less dominant
in other ecosystems, such as the Internet ecosystech the wireless
communication ecosystem. The point about ecosystethmat they appear to
follow biological “rules” rather than industrial-agmachine-like rules. They
require flexibility because relationships changerenfsequently; they are more
organic. Relationships and co-evolution and sudhkithg require a different

corporate mindset from the command-and-control sehdf the past.

Idea economy

Whereas tangible item, such as capital, equipnienlclings, and such, were the
tenets of power in the industrial age, in the Newortomy, entangles items such
as ideas, intellectual capital, and knowledge Haseome the scarce, desirable
items. For this reason, managing talent has beguoore important to corporate
success than managing finances. Without talengsidkvindle, the new-product
pipeline shrivels up, and the company is less caitngee More and more talk
focuses on managing intellectual capital (the kealgke in people’s heads), and

this talk will only increase.

Deregulation

The deregulation of major industries — banking, edemmunications,
transportation, utilities, and others — has ma@agier for new companies to enter
these industries. In the United States, for exanrplgional airlines have literally
driven major carriers out of some short haul, udrdtive, markets. The U.S.
banking industry has been fighting hard to getUl® congress to limit the ability
of non-banking firms to enter the banking field.thdugh it is true that
deregulation in the United States is more widespthan elsewhere in the world,

this trend in underway in many countries. The fegtobal competition in the
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telecom industry worldwide, especially in the wasd area, has resulted from
deregulation.

Deregulation has prompted companies to cross indbsundaries, such
as major brokerage firms offering bank — like seswvith their cash management
accounts (loans, credit card, etc.) insurance comapaare essentially in the
securities business, with their single payment iffsurance policies in which
owners can direct the investment of the policy ceslues. Major brands are
entering the entertainment business, not only sgorg sporting and other major
events but broadcasting them via their Web sitdd, f6r example, webcast the
Detroit Auto Show with commentary and other feasuva its Web site — creating
a spike in hits on its site that lasted long aftie® webcast. Most of these

boundary-crossing examples are led by IT-enabldynts or service.

Faster business cycles.

The tempo of business has accelerated appreceblygpmpanies do not have as
much time to develop new products or service andvemthem into the
marketplace. Once on the market, the useful livggpods and services tend to be
shorter as well, so speed has become of the esdeffiaes to accelerate “time to
market” or reduce “cycle time” often depend on mative uses of IT. Even
“Internet time” seems to be getting shorter. Itduge be that four Internet years
equaled one calendar year. We recently heardnibug seven. No wonder twenty
—something million aires: retired” in their thirsieThey probably reached Internet

retirement age.

THE INTERNAL ORGANIZATION ENVIRONMENT

The work environment is also changing, so the drtmanaging people is
undergoing significant shifts. These changes aofopnd enough to change the
structure of organizations. Here are some of ttengés that impact how people

work and how organizations operate.
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Talent wars.

In the early 1990s, companies were laying off peapht and left. In the late
1990s, all of sudden, companies could not find ghqueople to go around. The
information Technology Association of America esited 850, 000 IT jobs were
left unfilled at the end of 2000 in the United $tatione! What happened: An
explosion of innovation in business was fuelledhsy Internet and the e-economy.
It led to severe labour shortage in certain aread ‘dalent wars” where
companies compete for all manner of talent. At Itexsf people have actually
become “our most important asset,” as companietedofor years, but did not
truly practice. The shortage is causing comparoe®dtate near talent, often in
faraway places. It is causing cities, state, anchtt@es to rethink their educational
system, infrastructure, and mindsets, and it igifepto employee who expects

much different treatment from their employer tharthe past.

Demand — pull.

The 1990s saw an increase in system that let car&inaccess corporate
computer system. Bank automated teller machinedgYwere an early example.
Customers could check account balances, determivather certain checks had
cleared, and establish automatic bill-paying presess The Internet has
accelerated such consumer computing beyond anydoeixasts, determine
whether certain checks had cleared, and establigimatic bill-processes. The
internet has accelerated such consumer computiggnbdeanyone’s forecast;
wireless internet will blow even the widest fordca&e ca safely say that most
companies have, or are planning, B2C systems tlmat aonsumer to purchase
products, inquire about the state of an order,iargkneral, do business with the
firm online through the World Wide Web. FedEx waee ®f the first companies

to leverage the Web by allowing customers top tlyeaccess its package

DAM 382: INFORMATION SYSTEM MANAGEMENT



tracking system via its home page. Today, compathias ship products via
FedEx have links to the same home page, providiagservice to their customers.

This access is causing a shift in kind from sugplgh to demand-pull. In
the industrial age, companies did their best tarégout what customer wanted.
They were organized to build a supply or producsenvices and then “push”
them out to the end customer, on store shelveatalags, and such. The Internet,
which allows much closer to one-to-one contact ketwcustomer and seller, is
moving the business model to demand-pull. Compapiésr customers the
component of a service or product and the consunceeste their own
personalized version, creating the demand thats pilé product or services
through the supply chain, or rather now, the denedadn.

Companies thus need to essentially reverse tlusineéss processes to be
customer-facing to move to this consumer-pull messimunication business
model. In fact, this model can lead to supplierd eonsumers creating products
and services. For example, book buyers who purt ttrigues of books on
Amazon.com Web site are in a sense co-creating giaftmazon’s service to
other book buyers, Demand-pull is just one of theysvthe economy operates
differently from the past economy.

Team-base working

The trend now is toward people working togethepmjects. Rather than depend
on chains of command and the authority of the bassny organization are

emphasizing teams to accomplish major tasks angeqiso Peter Drucker’'s

classic article in the Harvard Business Review uBesanalogy of a symphony,
where each member of the team has a unique cotnbrbio make to the over-all

result. Task-oriented teams form and work togetbrg enough to accomplish
the task then disband, perhaps to form another.t&am project-based working,

where people are simultaneously working, where lge@ve simultaneously

working on several projects with different teamsoas different organization, is
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generating major interest in information systemtedagroupware, which support
meeting, promote collaborative work, and enrich camication among far-flung

team members

Anytime, Anyplace Information work
Information workers are increasingly mobile so tleed for computers is not just
for accessing mobile so the need for computer®igust accessing information
but for communicating with others. One of the haltks of the new economy is
that communications capabilities of computers amremimportant than the
computing abilities. Communication technology haseloped to the point where
information work can be done anywhere with a laptapmputer, cellular
telephone, and modem. Electronic mail, facsimitel @oice-mail systems across
time zones to allow work anytime, anywhere. Pecgle sporadically
working daily; they are working in their preferrgdographical location, even if it
is remote from the main office. The advances invireless technology enable

many people to work in their car, on the beachewvalking and so on.

Outsourcing and strategic alliances

To become more competitive, organizations are exaiwhich work they
should perform internally and which can be donethers. Outsourcing may be a
simple contact for services or a long-term strategiiance. Between these two
extremes are a variety of relationships that adefreing the way organizations
working together. Strategic alliances built arouad organization’s core
competencies are becoming known as the “extendedpeises.” IT is providing
the information and communication flows to managempglex sets of

relationships.

The demise of the hierarchy
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The traditional hierarchical structure groups salvpeople performing the same
type of work, overseen by a supervisor. The supervallocates work, handles
the problem, enforces, disciplines, issues rewgrdsyides training and so on.
Management principles such as division of labouartyuof command, and chain
of control define this traditional work environment

But it is no longer the most appropriate in faesror offices. Self
managed-groups whether working on an assembly ¢éindn an insurance
company, provide much of their own management, hawver absenteeism, yield
higher productivity, produce higher productivityroduce higher quality work,
and are more motivated than workers in the tradticettings.

A major reason for the demise of the hierarchthét the more turbulent
business environment — represented by the changesigpted — challenges the
premises of a hierarchical structure, becausenhatacope with rapid change.
Hierarchies require a vertical chain of command neHmes of responsibility do
not cross and approval to proceed on major invatis granted from above. This
communication up and down the chain of commandstake much time for
today’s environment. IT enables team-based orgaoied structures by

facilitating rapid and far-flung communication.

Goals of the new work environment

As a result of theses changes in the internal axtérreal organizational

environment, companies around the world are intkinees of redefining their

work environment--a tumultuous proposition, at besithout any true guidance.
Their goal is to either simply survive in the néwsiness climate or to

thrive in it. We see the following overarching go#&br thriving in the new work

environment:

. Leverage knowledge globally

. Organize for complexity

. Work electronically
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. Handle continuous and discontinuous change

Leverage knowledge globally

The newly recognized asset, the new form of chpitacompanies is
knowledge. Not “knowledge” in an expert system dro&us Notes database, but
knowledge in people’s head. Knowledge they “knowt bannot really explain to
others is called tacit knowledge, as opposed tdi@ixexplainable knowledge.
Companies that are able to leverage it globally kel successful— provided, of
course, its use is directly by sound strategy.

Brook Manville and Nathaniel Foote of McKinsey &@pany point out
those knowledge-based strategies, not knowledgéelldatual capital is
meaningless unless companies have the corporad@rfientals in place, such as
knowing what kind of value they want to provide aadvhom.

They also point out that executing a knowledgesagtrategy is not about
managing knowledge but about nurturing people wlawehthe knowledge,
tapping into the knowledge that is locked in theiperience. Although companies
have numerous systems in place to share explioivledge, the key to unlocking
tacit knowledge is a work environment in which pleopant to share.

A manufacturer that tried to foster greater “kneslde transfer” while
downsizing discovered that the combination was sfde. Why would
employees share what they know when the bosses leking for ways to
consolidate expertise?

The means to tap tacit knowledge is to foster isgam the work
environment and support the sharing with technal@&gynail and groupware can
provide the interconnection, but the driving foiisethe culture. When people
want to share, they from “work nets” — informal gps whose collective
knowledge is used to accomplish a specific task.sBaring and leveraging
knowledge happens through organizational “Pull”oge needing help from

others to solve a problem — rather than organimati6Push”, which overloads
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people with information. Therefore, leveraging kihedge is all about raising the

aspirations of each individual, say Manville andteo

Organize for complexity.

A second overarching goal of companies, whether tbeognize it or not, is to be
able to handle complexity. Why? One reason is lmxthe world has beconse
interconnected that simple solutions no longeres@roblem. Corporate decisions
can have an environmental impact, human resouropadt, economic impact,
and even ethical impact. The issues are systenfatithermore, capturing market
share today oftentimes requires allying with othetso have complementary
knowledge. Alliances increase complexity, so dopscmlization. Have you
bought shampoo, crackers, or tires lately? Thosd tes be fairly straightforward
decisions. Today, the choices are so numerous dbsumers can spend an
inordinate amount of time making a selection. Toivth in this new age,

companies need to be organized to be able to handiplexity.

Work Electronically.
Just as a market plac® moving to market space, the workplace is movinthe
workspace. Taking advantage of the internet, andor&s in general, is a third
major goal of enterprises these days. But jushasrove from horse and buggy
to train automobile to jet plane each was not synglchange in speed but a
change in kind, so too is the move to working lis@ace” rather than a “place” a
change in kind. It requires different organizinghpiples, compensation schemes,
office structures, and more. It also changes hayamrations interact with others,
such as their customers.

George Gilder, columnist and author, noted thatnass eras are defined
by the plummeting price of the key factor of protlme. During the industrial era,
this key factor was horsepower, as defined in kdtiiaours, which dropped from

many dollars to 7.5 cents. For the past 35 yehlssdtiving force of economic
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growth has been transistors, translated into millistruction per seconds (MIPS)
and bits of semiconductor memory. The latter h#ierfe&8 percent a year, from
$7 per bit into a millionth of a cent. We are ngwpeoaching yet another “historic
cliff of cost” in a new factor of production: bandaith. “if you thought the price

of computing dropped rapidly in the last decadest pait until you see what
happens with communications bandwidth, ” said Gjldeferencing a remark by
Andy Grove, CEO of Intel.

Up to this point, we have used MIPS and bits topensate for the
limited availability of bandwidth. However, as wewe into an era of bandwidth
abundance, the vastly increase their ability to terabodies of specialized
learning. Microchips both flattened corporationsl é&unched new corporations.
Bandwidth, on the other hand, moves power all thg W the consumer. That's
the big revolution of the internet, Gilder saiddahe reason behind the move to
“relationship marketing” with consumers.

This revolution creates a different world. For mxée, TV is based on a
top-down hierarchical model, with a few broadcasttigns (transmitters) and
millions of passive broadcast receivers (televisjonThe result is “lowest
common denominator” entertainment, like what we fyetn Hollywood. The
internet, on the other hand is a “first -choice ldéirst —choice culture is vastly
different from lowest common denominator culturays Gilder. As the internet
spreads, the culture will move from “what we haveedommon” to one in which

our aspirations, hobbies, and interests are maades

Handle continuous and discontinuous change.

Finally, to keep up, companies will need to innevedntinually- something most
have generally not been organized to do. Contimumalvation, however, does not
mean continuously steady innovation. It goes is dimd starts. Change takes one
of two forms: continuous change is needed to imprfficiency. However, when

it is not fine, discontinuous change is needed wvenentirely new way of
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4.0

5.0

6.0

7.0

working. The two often form a cycle. Companies neetle able to handle both
for their products and processes.

These four major goals, then, we are what we beli@wderlie the new
work environment. With the organizational envirominas a backdrop, we now

explore the emerging technology environment.

CONCLUSION

In this unit, we explore two aspects of the orgati@nal environment: the
external forces that are causing executives toxagsée how their firms
complete successfully and the internal structumatds that affect the way

organizations operate or are managed.

SUMMARY
Lastly, we considered how these environmental sdad to a new set of goals

for thriving in the new work environment.

TUTOR MARKED ASSIGNMENT
1. What changes are taking place in the external basienvironment?

2. What changes are occurring in the internal orgaioizal environment?

REFERENCES \ FURTHER READING

Bridging the gap: Information Technology Skills fahe new millennium,
Information Technology Association of America, 16L&T Myer Dr, Suite 1300,
Arlington, VA22209,www.taa.org,April 2000.
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INTRODUCTION

The technology environment enables advances inn@aonal performance.
The two have a symbiotic relationship; IT organizaal improvements evolve
jointly. The IT evolutions now described in the fdtaditional areas of hardware,

software, data and communication.

OBJECTIVES
At the end of this unit, you should be able to:
» Explain hardware and software trends

+ Discuss data trends and communication trends

HARDWARE TRENDS
In the 1950s and '60s, the main hardware concefriilata processing managers

were machine technology and tracking new technoddgievelopments. Batch
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processing was predominant, with online systemsrging later. At that time,
hardware was centralized, often in large “showcataa centers behind glass
walls.
In the mid -1970s processing power began to movehaucentral site, but only
slowly. Often, it was at the insistence of user®Wwbught their own departmental
mini computers and word processors. In the 198@snlgndue to the advent of
personal computers (PCSs) interacting with the web.
This major development in hardware toward mobild handheld devices is led
by two factions: telecom companies (and the cetinghmanufactures that serve
them) and handheld computer manufacturers, suchabm. The hardware is
getting smaller and more powerful. Use of wireléssdware is becoming the
norm for growing the segment of the anytime, angg@laorkforce.

These hardware trends are further distributingcgseing beyond
organizational boundaries, to suppliers and custenide result is the movement
of enterprise wide hardware and processing powenbthe control — although

perhaps still under the guidance — of the IS depamt

SOFTWARE TRENDS

The early dominant issue in software and programgmias how to
improve the productivity of in-house programmeitsose who created mainly
transaction processing systems. Occasionally, 18agement discussed using
outside services, such as time-sharing servicgdicapon packages, and contract
programming from independent software houses. dftevare industry ward still
underdeveloped, however, so application developmamained the purview of
IS managers.

Later, programming issues centred first on modwad structured
programming techniques. Then the topic expandetifédocycle development
methodologies and software engineering, with thalg®f introducing more

rigorous project management techniques and getisegs more involved in the
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earth stages of development. Eventually, prototypfguick development of
mock-up) become popular.

Then two other software trends appeared. Onehpsed software trends
became visible alternative to in-house developnientmany traditional, well-
defined systems. Two, IS managers began to pagtiatteto applications other
than transaction processing. Software to suppaisibm support system (DSS),
report generation, and database inquiry shiftednesoprogramming from
professional programmers to end users develop tveir system on their PCs
using such languages as Visual Basic.

During the 1990s a push for open systems was mrppsemarily by
software purchasers who were tired of being “lock€dto proprietary software
(or hardware). The open systems movement contirtoeslemand that
different products work together, that is, “inteeogte.” Vendors initially
accommodated this demand with hardware and softvidaek boxes that
performed the necessary interface conversionstheutcost of this approach is
lower efficiency.

Another major trend in the 1990s was toward emiggpesource planning
(ERP), spurred by management’s desire for crossqamde financial figures, and
manufacturing tracking, and by concerns that tbristing systems were not Y2K
complaint. Implementing ERP involves integratingnpmnents, which is called
systems with a suite of tightly integrated ERP mapilon. ERP has proven to
expensive and troublesome, especially for thosepemmns wanting to modify the
software to fit their unique processes.

Like hardware, software is migrating to networkirice Rather than
replace legacy systems many companies are ougfitiem Web front-ends to
broaden access and “empower” employees, custoarassuppliers. Furthermore,
companies are turning towards buying software loéf Web on a per-use basis.
One example is what is called a “corporate pomdiere employees log into their

company intranet (which is maintained by a thiedty) and utilize software
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housed on that site. This approach moves the sedtivam being decentralized
(on PCs) to being centralized (on a server somesyhtralso reduces the capital

outlay for software is rented (or more properlyded ) rather than bought.)

DATA TRENDS

The evolution of the third core information teclogy area—data —has
been particularly interesting. At first, discussocentered on file management
and organizations techniques for files that sernvelividual applications. Then
generalized file management systems emerged, foagiag corporate data files.
This more generalized approach led to the condepbrporate database to serve
several application s, followed a few years latetttee concept of establishing a
data administration function to manage these datsha

In the 1970s the interest in data turned to texirsolutions—database
management system. As work progressed, it becaiderg\that a key element of
these products was their data dictionary\directditye early function of these
dictionaries was merely specification and formatt, that function has expanded
significantly. Dictionaries store more than datéirdgons, they store information
about relationships between systems, sources aedoliglata, time recycle
requirement, and so on.

So for the first 20 years of information procegsidiscussions on data
were about techniques to manage data in a cemaénvironment. It was not
until the advent of fourth generation languages B@$ that interest in letting
employees directly access corporate data begaevelap. Then users began to
demand it.

In addition to disturbing data, the major trendtire early 1990s was
expanding the focus from data resources to infaomatesources, both internal
and external to the firm. Data management organizesnal facts into data
record format. Information management, on the otteard, focuses on concepts

(such as ideas found in documents such as web )pdgws both internal and
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external sources. Thus “information resources donta richer universe of
digitized media, including voice, video graphicsinaation, and photographs.
Managing this expanded array of information resesrrequires new

technologies. Data warehousing has arisen to $toge amounts of historical
data from such systems as retailer's point of sgtems. Data mining uses
advanced statistical techniques to explore dateharses looking for previously
unknown relationship in the data, such as whiclstehs of customers are the
most profitable. Similarly, the massive amount otument-based information is
organized into the document repositories and ardlyath the document mining
techniqgues. And as noted earlier, businesses nopha&size managing the
intellectual capital of the organization. Some &e&# knowledge can reside in
machines, others believe it only resides in pesgie’ads. Either way, knowledge
management is of major importance in the new ecgnbatause the intangible

hold the competitive value.

COMMUNICATIONS TRENDS

The final core information technology is telecomneations. This area has
experienced -enormous change, and has now takém stage. Early use of data
communications dealt with online and time shariypgtems. Then interest in both
public and private (intra-company) data networksbbmed.

Telecom opened up new uses of information systeon# became an
integral component of is management. Communicatibased information
systems were used to link organizations to thgmpBers and customers. In the
early 1980s, a groundswell of interest surroundedriorganizational systems,
because some provided strategic advantage.

Communication technology is a crucial enablerdistributing computing.
Local area networks connected to wide area netw@Ak&Ns) allow computer
connectivity provided by the worldwide telephonestsyn. The growth of these

network infrastructures within companies furtheifted mainframe — centered
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computing to network — centric computing. The slodathe network is the
computer” has become the dominant view of infororagystems.

The internet, and it's dramatic growth in businegemarily through
electronic mail and the world wide web, has congalethis shift. Development
of telecom infrastructure that interconnects orgatons and individuals around
the world has launched electronic commerce, comaations, education, and
entertainment on a global scale.

Networking of computer-based equipment is alsarivlg the boundaries
between industries, and between private and workieg Cable TV provides
internet access, consumer electronic firms makeidhy®C/TVs, and telephone
companies make smart phones, combining the furattgnof PCs, cellular
telephones, pagers, and a fax in small, portalddymts. He development of these
and other “ information appliances” is leading ke tvision of an ever-present,
ubiquitous “ information window” through which pdemetwork.

Add to these options the explosion of wireless camigation, and we can
see that people use wireless networks to do tlebs pnytime, anyplace. The
interweaving of the business and IT revolutions ena@w an exciting time to live,
perhaps too exciting for some.

CONCLUSION
Like hardware, software is migrating to be netwoektric. Besides, the interest

in data turned to technical solutions - data baaeagement systems.
SUMMARY
Lastly, communication technology is a crucial eealbbr distributing computing.

Besides, the explosion of wireless communicatioddgobs anytime, any place.

TUTOR MARKED ASSIGNMENT
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Give two or three characteristics of the technoltgnds in hardware, software,
data and communications.

REFERENCES / FURTHER READING

Manville, Brook and Nathaniel Foote, “trategy aknbwledge mattered”, fast

company, www. Fastcompany.com, 1996.
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INTRODUCTION

With the organisational and IT environments as bdwps, we now turn to the
mission of information system. In the only days tednsaction processing,
systems acted as "paperwork” to get employees pastomers billed, products
shipped, and so on. During that era, the objectofasformation systems were
defined by productivity measures, such as percermwégp time for the computer,
through put number of transactions processed peamy lives of program code

written per week.

OBJECTIVES

At the end of this unit, you should be able to

» Explain a simple model of information system
» Discuss the system development

* Understand information systems management

A SIMPLE MODEL
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We propose a simple model to help define a stracfar the is function in
organization. Figure 1-2 represent the procesgplyang it to accomplish useful
work. On the life is the technology and on the trighe the users who put it to
work. The arrow represents the process of tranglatiser's needs into
implemented system that apply the technology inghdy days of information

system; this Translation was performed almost elytiny system analysts.

Figure 1-3 is a simple representation of what tespbned during the past
40 years technology has become increasing compidxpawerful: used have
become increasingly sophisticated. Informationesystére now viewed as system
“products” and users have become “customer” theeaged distance between the
two boxes represents the increasingly complex goé specifying, developing,
and delivering these system products. It is no éorfgasible for one system
analyst to understand the fine point of the teahgiels needed in an application
as well as the nuances of the application. Moreciapeation is required of
system professionals to bridge this wider gap.

System Information
Designer Specialist
e rre e B e

Expanded

Information
Technologies

\ Sophisticated
Products and

V L Customers

FIGURE 1-3 Systems Professionals Bridgingthe Technology Gap, |

System professionals are not the only ones whohe#m bridge this gap
between the technology and its users. Technology bexome sophisticated
enough to be used by many employees and consufidie same time, they are

becoming increasingly computer-literate; many erypés even develop their
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own applications. Figure 1-4 depicts this trendddy some of the technology is
truly user-friendly, and some application, such \&&b page development,
database mining, and spreadsheet manipulation,harelled by employees.
Transaction systems, however, are still developgdotofessional developers,
either inside or outside the firm.

The main point of this discussion is that the tetbgy is getting more
complex, the applications are becoming more sophisd, and users are
participating more heavily in the development oplagations. The net result is
that management of the process is getting more leomgnd difficult as it is
becoming more important to do well.

A BETTER MODEL
Expanding the simple model gives us more guidante managerial principle
and tasks. We suggest a model with four principahent:
1. A set of technologies that represent the technolafmstructure installed
and managed by the IS department.
2. A set of users who need to use the technology poaue job performance
3. A delivery mechanism for developing, deliveringdanstalling applications
and functions that serves the users.
4. Executive leadership to manage the entire procdssapplying the
technology to achieve organizational objectives goals.

Let us look more carefully at each of these elesent

FIGURE 1-4 Users Bridging the Technology Gap

System Information
Designer Specialist

Expanded
Information
Technologies

Sophisticated
Products and
Customers

User-Oriented Systems

Knowledgeable Users
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The Technologies
Several forces contribute to the increased impogand complexity of IT.

One of course, is the inexorable growth in compmutand communications
capacity accompanied by significant reductionsast@nd size of computer and
telecom components. Another is thmerging of the previously separate
technologies of computers, telephones/telecom/caWleoffice equipment, and
consumer electronics. Still a third is the abitiystore and handle voice, image,
and graphical data and to integrate them. Here lsief list of some rapidly
growing technology area:

» Handheld wireless devices

* The internet

* Wireless and fiber-based networks

* Multimedia integrating voice, image, text, graphiasd more

* Integration of consumer electronics and IT

These technologies form system products that arplogees, customers,
supplier, and consumers. No longer relegated pilyrtarautomating transactions,
information system now fills major roles in managem reporting, problem
solving and analysis distributed office support,stomers service, and
communication in fact, most activities of infornmati workers are supported in

some way by IT; the same is becoming true of seppltustomer and consumers.

The users
As IT becomes pervasive the old categories of asemo loner appropriate the
users of electronic data processing and managemfmnation system were
relatively easy to identify and the function ofystem was defined to meet a set
of their needs. Now, however, employees need systedo their daily work,
making new taxonomies necessary.

One helpful dichotomy to describe actives of infation worker defines

procedure-based activities and knowledge-based)dat-based) activities. The
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value of this model is that focuses on the impdrtdraracteristic of information
worker their job procedures and knowledge, rathanton the type of data (for
example number versus text) or the business fum¢timduction versus sales), or
even job title (managerial versus professional).

Procedure-based activities are large-volume tdiioses, where each
transaction has a relatively low cost or value. &bevities are well define so the
principal performance measure is efficiency (upitscessed per unit of resource
spent). For a procedure-based task the informatvonker is told what to
accomplish and the steps to follow. Procedure-bastadities mainly handle data
PROCEDURE BASED KNOWLEDGE BASED

* High volume of transaction . Low volume of transactions

* Low cost (value) per transactione High  value  (cost) pe

=

transaction

* Well-structured procedures * lll-structured procedures

e Output measures defined » Output measures less defined
* Focus on process * Focus on problems and goals
* Focus on efficiency » Focus on effectiveness

« Handling of “data” * Handling of concepts

e Predominantly clerical workers ¢ Managers and professionals

* Example * Example
“Back office” Loan department
Mortgage serving Asset/liability management
Payroll processing Planning department
Check processing Corporate banking

FIGURE 1-5 A Dichotomy of Information Work

Knowledge based activities on the other handleefetransactions, and
each one has higher value. These activities, wtachbe accomplished in various
ways, must therefore measured by results, i.einatent of the objectives or

goals. Therefore, the information worker must ustierd the goals because part
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of the job is figuring out how to attain them. Knledge based activities are based
on handling concepts, not data. Figure 1-5 summsarithese two kinds of
information-based work, giving several examplesnfimanking.

Some authors use the words “clerical” and “manatjeio refer to these
two types of activities. Looking at the attributbswever, it is clear that manager
often do procedure-based work, and many formergoa@-based jobs now have
knowledge-based components. Furthermore, the digtmbetween manager and
worker is blurring.

The most important benefit of this dichotomy iattht reveals how much
of a firm’s information processing efforts have bakevoted to procedure-based
activities which is understandable because comparerprocess engines that
naturally support process-driven activities. As aripnt as they are however, it is
clear that procedure-based activities are the “wafvihe past” The wave of the
future is applying information technology to knoddge-based activities, where
the objective is more important than the process.tite task “pay employees” or
“bill customers,” the system analyst can identifie best sequence of steps. On
the other hand, the task “improve sales of the gmarket” has no best process.

Decision makers need a variety of support systens/erage their judgment.

SYSTEM DEVELOPMENT
In our model system development and delivery bsddee gap between
technology and users, but system for procedurechasivities differ from

system for knowledge-based information work.
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Executive Leadership
(CIO, CEO, COO, CFO, etc.)

A

Essential System Development Information
Technologies ~and Delivery Workers

Distributed o Procedural Systems
Hardware and T Procedure-
Software Based
Information
Work

Telecommunications | -
Technologies

Knowledge-Based
Information
Work

Infrastructure Management

Information
Resources

Support Systems

FIGURE 1-6 A Framework for IS Management

Figure 1-6 shows, on the left side the set ofriethgies that form the IT
infrastructure. Organization builds system on thésehnology resources to
support both procedure-based and knowledge-bagédtias. The three main
categories, called “essential technologies,” amamdaer hardware and software,
communication networks, and information resource. &1l management of them
“infrastructure management”

On the right are the two major kind of informatiaork, procedure-based
and knowledge- based work. These two categories@reéistinct or separate of
course, but it is helpful to keep their major diffieces in mind become they lead
to difference approaches, and frequently diffeteatns, in the bridging function
of system development and delivery figure 1-6 saearthe delivery of services

to procedure-based users and knowledge-based users.

INFORMATION AND SYSTEM MANAGEMENT
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The fourth component of this book’s model may be most important of all —

executive leadership of the process of applyingdTaccomplish organizational
goals. Change required to support emerging orghoiwd structure require a
significant amount of well-coordinated business &héxecutive leadership. The
IT leadership comes from a “chief information offit (CIO) who must be high

enough in an organization to influence organizatiogoals, and have enough
credibility to lead the harnessing of the technglég pursue those goals. The
business executive lead ship includes all the C&,GEOO, CFO - plus the lead
executives of the functional areas. The technolisggecoming so fundamental
and enabling, that this executive team must wogetizer closely to manage and

utilize it fully

CONCLUSION

The mission for information systems organisatiotoismprove the performance
of people in organisation through the use of infation technology. The ultimate
objective is performance improvement — a goal basedutcomes and results
rather than a go through — the — step process gbal.focus is the people who
make up the organisation. Improving organisatigueaformance is accomplished
by the people and groups that comprise the orgamisa

SUMMARY

Finally, the resource for this improvement is IT.ah intertwining factors
contribute to performance improvement, but this wledfocus on resource
available from the development and use of IT: compuinformation, and

communication technologies.

TUTOR MARKED ASSIGNMENT

1. What is the mission for information systems recomdsel in this module?

DAM 382: INFORMATION SYSTEM MANAGEMENT



2. How does it differ from earlier perceptions of therpose and objectives of

information systems?

7.0 REFERENCE/FURTHER READING
Manville, Brook and Nathaniel Foote, “strategy &nowledge mattered” fast

companywww.fastcompany.cor996

MODULE 2: TODAY'S STRATEGIC IMPERATIVE AND E-BUSINE SS
Unit 1: Looking Inward: E-Business to Employee

Unit 2: Looking Across: E-business to Business

Unit 3: Technical Consideration

Unit 4: Legal and ethical Consideration

UNIT 1: LOOKING INWARD: E-BUSINESS TO EMPLOYEE
1.0 Introduction

2.0 Objectives

3.0 Main Content

3.1 Business to Employee

3.2 Business to Consumer

3.3 Systems Development

4.0 Conclusion

5.0 Summary

6.0 Tutor marked assignment

7.0 References/Further Reading

1.0 INTRODUCTION
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In the 1990's the commercialization of the interset off a revolution of the use
of information technology for conducting busine€dd assumptions about the
lost structure and geographic limits of networkgdtsms became irrelevant, it
became possible to build systems with worldwide cheaquickly and

inexpensively. Business people responded by agatntirely new types of
businesses and fundamentally altering existing nassies. The once limited
“strategic use” of IT become widespread New terneseacreated to label this
resolution: electronic commerce (more commonly ezhlle-commerce) and

electronic business (e-business).

OBJECTIVES

BUSINESS TO EMPLOYEE

The primary ebusiness way to reach employees is via “Intranétgranets are
private company networks that use internet techgieto and protocol, and
possibly the Internet it self. Applications use theb Interface and are accessed
through browsers; communication use several prgtokcwluding hypertext
transfer protocol (HTTP) for addressing Web sitegertext markup language
(HTML) for web content structuring, and transmissicontrol protocol/Internet
protocol (TCP/IP) for network routing. The resuk bpen system using
nonproprietary technologies.

The benefits from Intranets have been significanider access to
company Information, more efficient and less expansystem development, and
decreased training. By using an Intranet’'s opetesysarchitecture, companies
can significantly decrease the cost of providingnpanywide Information and
connectivity. One of the most important attributéésntranet is that they support
any make or brand of user device-from high-end wstation to PC, to laptop, to
handheld device-as existing databases and softwapplications. Such

interconnectivity has been the promise of openesystor many years. The

DAM 382: INFORMATION SYSTEM MANAGEMENT



internet provides the connecting standard prototolsnake the open-system
promise a reality.

Furthermore, investments in a companywide eleatrorirastructure are
significantly less than building a proprietary netwc. Companies only need the
servers, Brower’s, a TCP/IP network to build arranet. If. In addition, the
company wishes to use the infrastructure of thernat to geographically extend
its intranet, the only additional components needesl firewalls to keep the
public from accessing the intranet and local acdesthe internet. Figure 3-3
shows the basic architecture of an Intranet. Thie 10 the Internet allows the
company to expand its intranet worldwide easily arekpensively-a significant

benefit that was unthinkable before the Internet.

LB

Finally, becomes an Intranet uses the browserfade, user do not need
extensive training on different products. And, doghe HTML standard and the
availability of easy-to-use Web page authoringgpemployees can easily create
their own Web pages for whatever purpose they n&ea result. All employees
are potential site creators, reducing the IS depaat’'s program bottleneck, while
adhering to companywide standards. And companidy oered to record

Information in one place, where it can be kept ayoldte for access by all
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employees no matter where in the world they aratéxt In the following case,
Microsoft shows how it effectively implemented an Intranet imman resource

management

Managing intranets

Although Intranets offer many advantage to compathey create a

number of managerial concerns as well. Two keyessre figuring out
how to integrate legacy systems into the intranet deciding how much control
of the system should be decentralized. A lager athaf the information a
company wants to make available to its employessies in legacy system, but
the proprietary interface on those legacy systerkentadifficult to integrate them
into an intranet. Enterprises have two basic opgtiagither leaves the legacy
system untouched and replicates the data for tineniet, as Microsoft did in its
HR Web system, or modifies the legacy system madlirect access to their data
through a browser. With a history of failures in pfojects, many companies
resist modifying working legacy system for fear tththe system may stop
functioning properly.

Due to the ease with which Web sites can be createthy employees
have built their own, leading to a proliferation sifes company information. As
employees build more and more Web sites, employsesktop become cluttered
with confusing icon and links, many of which aresolete or incorrect. In
addition, potentially valuable company informatisrstored on independent sites-
sites most likely not under central control. Thesute is problems of data
redundancy, integrity, and security. Mangers false old trade-off between
central control, which provides greater data manmege, and decentralized
control, which provides more timely and relevantada

One proposed solution this control conundrum isiteate a corporate
portal to act ad the firm’s internal resource, mfation, and internet services.

This solution brings access to company data anticappn together in a single
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site. Employees simply need a Brower. At the same,tthe portal provides IS
management with a way to monitor and control teewvth of internal Web sites,
and the portal provides a link to internet resosiregternal to the company, such
as for industry news, customer, and business partne

Although the concept of corporate portals seemagsttforward, many
firms are reluctant to implement them because [soreguire changing existing
system and processes. These same reasons are mmsyhlave had so many
problems implementing enter praise wide ERP apjptica One approach to
manage the inherent problems and risk involvesldpireg separate departmental
or divisional portals, such as sales, HR, operatiamd finance portals can them

be linked to form a corporate portal

BUSINESS TO CONSUMER
Business-to-consumer e-business is the most wigglgrted form of e-business.
It entails linking a company to its customers other internet. Providing a means
of selling products or Services, and Managing austorelations. Nearly every
type of product can now be purchased online, fraokb, CDs, and flowers, to
automobiles, legal services, and wine. But, sucdessiot easily achieved.
Arguably the most Visible e-retailer Amazon. Commioues to have its business
viability questioned. Levi Strauss, a leader indise of IT for strategic purposes,
was ahead of its target for online sales, yetamudry 2000, it quit selling jeans
over the internet. Senior managers state thatngebiver the Internet was a
complex proposition and management had betterfasesmpany funds.

The advantages of selling online are numerous aethobvious Figure
3-4 lists some of the many advantages indeed, nbtsdifficult to find success
stories, such as Dell computer, e Trade, and chigets. However, the potential
problems are also numerous but not so obvious.r&i@d5 lists some of the

potential problems face in creating a successfsin@ss-to consumer system.
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FIGURE 3-4 ADVANTAGE OF B2CE-BUSINESS

Global accessibility:the internet eliminates geographic boundaries.

Reduced order processingAutomated order processing improves efficiency.
Greater availability: The Company is available online 24 hours a dayay a
week.

Closer customer relationship with a direct link to customers, the company can
quickly address concerns and customize responses.

Increased customer loyalty:with improved customer service and personalized
attention Comes greater customer loyalty.

New products and serviceswith direct links to customers, the company can
provide information-based products and services.

Direct making: manufacturers can bypass retailers and distributeelling

directly to customers.

FIGURE3-5 Potential B2C problems

Technical: The information systems are not always reliablenary be poorly
designed.

Logistics: getting products to Customers around the world iimmeely manner
bring “physical” barriers to the virtual business.

Personal:few people have expertise in dealing with the ewironment, both in
technical and business arenas

Competitive response:The case of creating Web presence brings low lvarte
entry for competitors.

Transparent prices: Customers can easily compare prices across We$, site

reducing profit margins

Greater competition: The elimination of geographic boundaries meangm f

must compete with competitors from around the world
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The E-business model

Successful selling over the Internet entails mudnenthan setting up a Web site
and taking orders. It involves organizing the entialue chain around the Internet.
As shown in Figure 3-6, the retail value chain sess several organisations.
Success in e-business requires retailers to rethimkir value chain from end to

end, determining where they can exploit technoladgy value. E-business affords
new opportunities to redefine value to customers$ ahd values by redesigning

relationships with business partners.
f""’"’ &=
' Manufacturer

B

I

: k ' Distributor “

‘,
l Wholesaler
I

Redefining customer value.

Information technology has changed what consumalsev They now expect
service to be fast; the key term is “demanding emand.” E-business allows
firms to respond by drastically reducing the tirhéake to respond to customer
request for company, product, and price informattonprocess an order, and to
get products to customers.

Consumers also expect convenience. They want rtltae one-stop

shopping; they want a single point of contact ie tompany. E-business allows
gathering and managing customer information sowim@ever interacts with the

customer has all the relevant customer informadinimand.
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Consumers further expect personalization of serkebusiness allows
direct on going communication with customers, sat fbreferences and buying
patterns can be tracked and analyzed to provideidudl service. By reducing
the time to process orders, e-business allows fitmgustomize products to
individual customers. Thus, products from music @G®sethink their pricing of
products and services. Consumers now have accassitte range of competitive
prices and sellers for products, driving down grafiargins and the price of
products. Some observers have speculated that imesaswill drive profit
margins and the price of products. Some observaxe tspeculated that e-
business will drive profit margins to miniscule é&s. Although some initial
studies have confirmed the lower price for goodecipased online, the highest
volume sellers do not always have the lowers pfReies are offset by branding,
awareness, and customer trust. Indeed, most stigcestine, retailers spend a
significant amount of money on money on marketing austomer acquisition
through traditional media, such as TV and magaadeertisements, to build
brand awareness and customer trust.

Redesigning Relationships With Business PartnerdMany retail value chains
include intermediary firms between the manufactuegrd customers. The
intermediaries can be distributors or sellers efphoducts, such as travel agents,
automobile dealership department stores, and rsiatee brokers. E-business
allows for “disintermediation which means bypassinggrmediaries by directly
linking customers to the manufacture. For examaidines now sell tickets to
consumers over the internet, saving commissiotiat@| agents.

E-business also allows the development of “virtuagjamizations.” In a
virtual organization, a firm does not own part ok tvalue chain but rather
controls the coordination of other firm to appearaasingle firm. The following

case illustrates how one company, garden.coeated a virtual organization.

CONCLUSION
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7.0

We define e-businesses as the use of telecommiamcagtworks, particularly
the Internet, to conduct business transactions.
E-business can be divided into three categoriéschwmap directly into
the three strategic roles of IT — inward, outwand across.
» Business to Employee: Internet-based applicatiotesniet to a firm.
* Business to Consumer: Internet-based applicatimna firm’s consumers.
» Business to Business: Extranet-based applicationsaffirms business
partners.

SUMMARY

E-commerce was coined originally to refer to atethcategories. However, as the
consumer-oriented e-commerce, - the buying andngelbf goods over the
Internet — began to receive considerable attertimth in the IT industry and in
the popular press, e-commerce began to refer enthd business to consumer
applications.

TUTOR MARKED ASSIGNMENT

1. What are the three basic types of e-businesseb@mdio their strategic roles
differ?

2. Why has e-business grown so quickly?

REFERENCE/ FURTHER READING

The e-business value chain: winning strategies emes global industries,

Economics Intelligence Unihttp://www.eiu.com October 2000
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INTRODUCTION

Business have long used information technologyethice the cost and time of
inter-organisational transactions, inter-organal system (IOS) have become
standard business tools for airlines, hotel, amtatecar companies. A computer

reservation system that links major business pestiseassential.

OBJECTIVES
At the end of this unit, you should be able to
» Explain Electronic Data Interchange

» Discuss Integration

ELECTRONIC DATA EXCHANGE

Simply stated, EDI is the transmission, ion staddamtax, of dta for business
transactions between computers of independent @@ons. As soon as
businesses began using computers, the amount ef fagy generated began to
expand. Soon most of the paper generated by onputemwas used as input into
another — not an efficient way to run a business.dxample, purchasing orders,

invoices, shipping notices, and payment verifiaatiotices.

Traditional EDI

The initial goal of EDI was to replace the papecwoent involved in business
transactions this goal only required automatingtéxy business processes; it did
not involve redesigning processes. Although it sblike a modest undertaking
today, two barriers to successful EDI system proegttemely challenging:
technology and standards. The first barrier wasatlalable technology. To link
two computers, firms needed a telecommunicationsrface between them,
which meant leasing a data line between the coreparsending data over
standard phone lines using modems, or contractittgaarthird party to handle the
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transmission. Each of these three options had wsri@advantages and
disadvantages, but they all entailed costly, irifiee system.

The second barriers to EDI, standards, or moreigely, the lack of
standards, includes both technical and businesslatds. To exchange data, the
two computers, needed compatible communicatioropod$, and the messages or
documents needed to be in a standard format. EDdrtransaction, a company-
specific form needs to be translated into a gerfaro and transmitted to the
business partner, who then translated the generio into its own company-
specific form. For EDI to be successful, firms negdo agree on these generic-
form standards.

Completing “universal” standards were developedhsas X12 from the
American National Standards |Institute (ANSI) arddIFACT from the United
Nations Economic Commission for Europe. In additidndustry-specific
standards were developed for document formats.development of standards
became, and still is a major task in facilitatinglE

An entire industry has emerged to facilitate teerwf EDI: value-added
network providers, or VANs. A VAN is a third pargompany that provides
communication links and EDI services to other conig® The services include
translations between communication protocols angingess standards, and
message store-and-forward services. In eliminativegg need for companies to
work out all the details of implementing EDI sys&nvANs provided valuable
services and proved to be successful businesses.

Therefore because EDI provides an efficient arfd ssethod of sending
purchase orders, invoices, product informationpinig data, and other business
documents, many large companies have adopted antine® to use EDI.
However, the barriers to EDI have proven too expenand difficult for most

small and medium sized companies. E-business rsahngthat.

Internet based EDI
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The internet adds several important dimensiong® (see figure 3-7),. First it
overcomes many of the technical barriers to EDIlingen inexpensive public
network that is widely available, it eliminates theeed for expensive
telecommunication networks. This wide access alawiges for more flexible

systems; trading partners can join the EDI systathomt high start-up costs,
allowing small volume partners to participate. Nettte Internet provides a
standard communication protocol. Finally, it presdthe means to send

multimedia documents, rather than simple integnate other e-business systems.

SUPPLY CHAIN INTEGRATION
The supply chain covers all the processes involwvedreating products and
delivering them to customers. These activities udel logistic, procurement,
production, and distribution. Management and raegtesif the supply chain has
become a major strategic issue. Over the last dgeans firms such as Dell
Computer and Procter & Gamble (P&G) have gainedhiiigint competitive
advantage by streamlining their supply chains, cedu operational cost but,
more importantly, allowing them to offer new andsté&x services to their
customers. The use of e-business to integrateupplys chain has proven to be
the e-business application with the highest payoff.
TRADITIONAL INTERNET

Public networks

* Private networks

» High setup cost * Low setup cost
* Specific groups e Large group
* Secure networks * Less secure networks

* Value added serviceg ¢ Limited services

Figure 3-7 Traditional versus Internet-based EDI
Integrating the supply chain require coordinatingns activities across

organisations and maintaining close communicatigh sustomers. As orders for
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products are placed, the company needs to know dhatedy whether the
products are available for shipment, and if notwhimng it will take to
manufacture and deliver the products. The manufiactiplant needs to know
what raw materials are on hand, which suppliers sigwply the materials, and
how long it will take to get the materials. Theidety department needs to track
the status of all deliveries.

Support for the activities of the supply chain kagg been in individual
information systems, for example, scheduling, inggn procurement, production
planning, and demand forecasting systems. Busitoelsgsiness e-business aims
to facilitate the integration of all these systemishin a company and across
business partners. Once integrated, the firms tleagost reduction benefits of
more efficient operations. They can then considerenstrategic options.

The strategic options include shifting from masedpiction and selling
from inventory to a build-to-order mode of operatitn the automotive industry,
we expect to see consumers being able to custoigrdélseir car over the
Internet and have it manufactured and deliverealnmatter of days.

Another strategic option is to eliminate intermeis in the supply chain.
For example, in the computer industry, manufactutie Dell Computer, have
been successful selling directly to customers.

A third strategic option is designing the procuremprocess by using
electronic markets or auctions. General Electri€)@ses an Internet-based
system Trading Process Network, to do more thahilB@n in business per year
with about 1, 500 suppliers. Using the system, Glclpasers specify their
requirements and suppliers submit bids. The bidghtntontain a variety of
information, including product drawings. The softeaalso helps manage the
proceeding of bids.

Movement in a number if industries is fuelling ttreation of common e-business

procurement systems. One of the most notabletiseimutomotive industry.
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INTEGRATION WITH BACK-END SYSTEMS

Most, if not all, business-to-business systems rmisgrate with existing
back-end systems, which proven to be particulanbllenging. Back-end systems
cover a wide range of applications, including actmg, finance, sales,
marketing, manufacturing, planning, and logisticod¥l of these systems have
been around for years, operate on a variety ofgrlas, and were not designed to
integrate with other systems. Modifying these gysteentails many risks,
particularly when the integration must cross orgations. Luckily, most
organisations have a head start on inter-orgaorsatiintegration because they
have been working for a number of years on inté¢ynialegrating their systems.

Understanding the need for internal integrationnyneompanies replaced,
or are currently repaying, their old back-end systewith newer ones using
database management systems (DBMS) and ERP sySteembenefits of DBMS
and ERP systems have always stemmed from theityatal provide integration.
Recognising the importance of e-business, DBMS &RP vendors have
modified their products to integrate with Interietsed applications. In doing so,
the vendors provide platforms for building businesdusiness systems.

Another approach to establishing B2B integratiotoisreate an extranet.
An extranet is a private network that uses Intenmettocols and the public
telecommunication system to securely share pag biisiness’s information or
operations with supplier, vendors, partners, custsmor other businesses. An
extranet is created by extending the company'sam@r to users outside the
company. The same benefits that Internet technesolgave brought to corporate
intranets have accelerated business between bsefmes

Whatever the approach, the goal is to extend thepeay’s back-end
systems to reengineer business processes exte@rngletcompany. Example
activities include sharing product catalogs, exgmamnews with trading partners,
collaborating with other companies on joint devebgmt efforts, jointly

developing and using training programs, and shasogware applications
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between companies. Initially, the benefits comehie form of greater cost and

time efficiencies. Ultimately, the systems will clge the structure of industries.

CONCLUSION
In banking and financial services, electronic fut@ssfer systems have been in
use for decades. In manufacturing, electronic dateer-change systems (EOL)
were developed in the 1960s and are now almosetsally used.

Business to business e-business represents thetage in the evolution

of inter-organisational system.

SUMMARY
It is not clear what the future holds for e-buss)dsut it is clear that e-business

has made a permanent change in the nature of lsgsine

TUTOR MARKED ASSIGNMENT

1. What are the major barriers to e-business?

REFERENCE/FURTHER READING
Microsoft Corporation, http://www.microsoft.com/technet/showcasé@ctober
2000
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INTRODUCTION

As with any new technologies development especiailg as profound as the
Internet, a new economy is created. That new ecgrimings challenges with it.
In the world of the Internet, two of the technichhllenges are concerns about the

further of the Internet and what to do about séguri

OBJECTIVES
At the end of the unit, you should be able to expilae evolution of the internet
» Explain the evolution of the Internet

» State the security measures against Hacking, 8gjféind Spoofing.

EVOLUTION OF THE INTERNET
As use of the Internet continues to grow, concéage raised about its ability to
handle the traffic generated by e-business. Cniefrey these concerns are quality
of service, availability, and security. In netwarkgineering, “quality of service”
refers to the ability of a network to provide a ganof assured levels of
performance.
Performance is characterized by many metrics imeutdandwidth, latency (the
percentage). And packet loss rata (the percentag@ta packets that do not reach
their destination).

They current version of the Internet was not desigprovide guaranteed
quality of service levels. The TCP/IP protocols evdesigned using a philosophy
of best effort in the delivery of packets. Delivasynot guaranteed nor is the

sender notified in the event of non-delivery. Ewerthe face of rapid expansion
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of fiber links, bandwidth on the Internet has hasluble keeping up with the
growing demand, and that produces bottlenecks,ircgysoblems with latency
and availability. As a relatively inexpensive pabliata network, the Internet
remains the network of choice for e-business. Caniggacontinue to upgrade
components on the Internet, but how long can itinoe to provide a minimum
level of quality of service?

Two major cooperative efforts are underway to deweh replacement
network that will provide higher levels of qualitf service, availability, and
security. The first is the U.S government’s Nexh@&ation Internet (NGI) project;
the second consists of two projects sponsored ivatprsector organisation, the
University Consortium for Advanced Internet Devetwmt (UCAID).

The NGI initiative began in October 1997 and inwesdva number of
federal agencies, including the Defence AdvancedeBeh Projects Agency
(DARPA), the National Science Foundation (NSF), Aladional Aeronautics and
Space Agency (NASA). NGI has three componentsarebeand development on
advanced network technologies, the deployment gi Ispeed tested networks,
and the development and demonstration of revolatipapplications that demand
high speed networks nor currently possible on tdkgernet.

UCAID, incorporated in 1998, sponsors two relateajgrts: the Internet 2
and Abilene projects. The internet 2 project wiflkl more than 100 member
universities with an advanced academic networkyilt also support research
which requires applications that cannot be run t¢ivercurrent Internet, Abilene is
seen as a second Internet 2 backbone. Spearhdhdimyoject are Qwest, Cisco
System, Nortel, and Indiana University. Abilenelvailild a network to support
the demands of advanced research application ofID@Aembers and a testbed

for new networking technologies.

SECURITY
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Security ranks as one of the top management ansuower concerns about e-
business. Managers are concerned about protectorgpany assets and
information, and ensuring the integrity of e-busméransactions. Consumers are
concerned about protecting their privacy and fimartcansactions. We divide the
security concerns into three categories:

1. Sniffing

2. Spoofing

3. Hacking

Sniffing is the interception and reading of elenttomessage as they
travel over the communication networks. Spoofindghis assumption of a false
identity and the execution of fraudulent transawidHacking in the unauthorised
access to a host computer. This access may bed hitrusion or via a computer
virus or Trojan horse.

To protect against hacking, a firm must instaliravwall. A firewall is a
device placed between the company’s network andhtkenet that monitors and
controls all data traffic entering and leaving toenpany’s network. Firewalls can
take many forms, from routers, which packets, todéaed host computers, to
software applications. Hardened firewall host atepged down computers
especially designed for security; they provide thighest level of security.
Routers and software provide less security, boue lmamuch lower price.

To protect against sniffing messages must be etextyipefore being sent
over the Internet. The two classes of encryptionthows in use today are the
secret key encryption and the public key encryptidre most common secret key
method is the Data Encryption Standard (DES) d@ezldoy IBM, the National
Security Agency, and the National Bureau of Statslatsing this method, the
sender and receiver of the message use the sam#éo keyde and decode a
message. The level of security is a function ofdize of the key. DES is widely

used and available in many software applications.
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The common public key encryption method is RSA, edrfor the three
developers: Rivest, Shamir, and Adleman. To sendramypted message using
RSA, two keys are necessary: a public and a prikeye As its name implies, the
public key is known to many people and is not kemtret. However, the private
key must be kept secret. The two keys are usedde end decode message;
coded with one can only be decoded with the other.

Figure 3-8 shows how an encrypted message is Bigst.the message is
encrypted using the receiver’s public key. The ragess now secure — it can be
decoded using the receiver’s private key, whiclong/ known to the receiver.
Note that the sender uses the receiver’'s publi¢ key a key belonging to the
sender. If a secure message is to be sent badketoriginal sender, then the
public key of the original sender would be usedud§hfor two-way secure
communications, both parties must have a set of.key

The RSA method is secure and widely used. It i®riporated into all
major web browsers and serves as the basis faetiere Socket Layer (SSL) in
Internet communications however; full two-way secaommunications requires
all parties to have a public and private key. Bseamost individuals do not have
such keys, most business-to-consumer applicatieqsinng encryption, such as
the transmission of credit card numbers, are oebue transmission from the

consumer to the merchant, not from the merchatitda@onsumer.
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Encryptior

Merchant's
Consumer Public Key
Decryptio
Merchant Merchant's
Private Key

FIGURE 3-8 Sending an Encrypted Message

Finally, to protect against spoofing, firms needay to authenticate the
identity of an individual. This verification reges a form of digital ID. The most
common form of digital signature uses the RSA epiioy method. Because the
private key is known only to one person and a ngessacrypted with that key
can only be decode with the matching public keg, ghvate key provides a way
of verifying that the message came from a certadividual. Figure 3-9 shows

the basic process.

Encryptior
4@ InterD
Consumer Consumer’s o
Private Key
Decryptio
Merchant Consumer’s

Public Key
FIGURE 3-9 Sending a Digital Signature

For digital signature to work, a trusted third pamust issue the keys to
individuals and firms. These parties are calledtifieation agencies” and can be

government agencies or trusted private companiks. agency issues a digital
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certificate containing the user's name, the useublic key, and the digital
signature of the certification agency. See Figuré® The digital certificate can

then be attached to a message to verify the igeritihe sender of the message.

User’'s name

User’s public key

Digital signature of
certificate issuer
FIGURE 3-10: A Digital Certificate

CONCLUSION
As a relatively inexpensive public data networle thternet remains the network
of choice for e-business. Besides, companies areectned about protecting their

assets and information, and ensuring the integfigrbusiness transactions.

SUMMARY

As attack on the online system could either beipggss one, which the hacker
enters the system without physically interferinghwvany program or data) or
aggressive (is one in which the data or programlteyed in some ways). This
may involve the transfer of funds, alterations @fcards, or indeed the
introduction of a virus. The Internet with all iidvious benefits has major sore

point, which is “security”.

TUTOR MARKED ASSIGNMENT

1. What are the three categories of e-business sgaaniicerns and how do they
differ?

2. Describe the public key encryption method

3. How has the Internet change consumer’s expectation?
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1.0 INTRODUCTION
As with any other business activity, e-businesstradsiere to legal and eithical
codes. However, e-business entails some new leghkthical issues of which
managers must be aware, including the following:
* Privacy
* Intellectual Property Right
» Legal Jurisdiction

» Content Regulation

2.0 OBJECTIVE
At the end of this unit, you should be able to

» Explain privacy and intellectual property rights
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» Discuss legal jurisdiction to control certain tygdsnformation.

PRIVACY
As with any other business activity, e-businesstnadéere to legal and ethical
codes. However, e-business entails some new leghkthical issues of which
managers must be aware, including the following:

* Privacy

» Intellectual property right

* Legal Jurisdiction

» Content regulation

Privacy includes freedom from intrusion, the rigbtbe left alone, the right to
control information about oneself, and freedom freanveillance. It is a major
issue in e-business because of the widespreadhbiigyl of personal data and the
ease of tracking a person'’s activities on the freer

The United States and many other countries havetethdaws to control
certain types of personal information, such as oadcredit, and other financial
information. These laws carry over to the e-businesvironment. However, in
the United State no laws protect the privacy ofstwner purchasing data. As
companies build large database on their e-busioest®mers, the values of this
data makes the selling of the data an attractigelegs option.

Internet technologies, cookies in particular, matecking the browser
activities of individuals possible. Consumer conserabout this perceived
invasion of privacy is requiring companies to p@std adhere to privacy
statements on their Websites. The following hyptithé scenario found on
zeroknowledge.com dramatise these concerns:

Bob’s father has just been diagnosed with caneeran effort to learn

more about it, Bob visit cancer Websites and pa®eeral inquiries to a
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discussion group. A month later, Bob insurance aamggnforms him that he is
no longer eligible for a certain rate given hisriddion.”

Some companies use third party cookies (that iskies by a firm other
than the owner of the site being visited) to dolife profiling.” It is also known
as profile-base advertising, and it is a technithet marketers use to collect
information about online behaviour of Internet gsand to facilitate targeted
advertising. Profile-based advertising could ealsdyconsidered a form of online
surveillance. What's worse, some third party coskaee often placed on Web
browser’ computers without their knowledge whenr®mnadvertisement appear.

It is not necessary to click to the banner advegenerate a cookie.

INTELLECTUAL PROPERTY RIGHT
The protection of Intellectual property is criticed e-business because many
products and services contain Intellectual propexypi8es are easy to make, and
the copy is as good as the original. Example ofigress activities in which
Intellectual property right are critical includeeetronic publishing, software
distribution, virtual art galleries, music distrian over the Internet, and inline
education.

We look at four types of legal protection of Inéeilual property:
copyrights, patents, trademarks, and trade secrets.
Copyright.
Copyright law aims to protect an author’'s or Artisexpression once it is in
tangible form. The work must be expressive rathantfunctional; a copyright
protect the expression, not the idea. For exanglegrtoon duck is an idea and
cannot be copyrighted, but Donald Duck and Daffcare expressions of that
idea and are copyrighted. Registering a copyrigimot a requirement; putting the
expression into tangible form is sufficient. A cogit is valid for the life of the

author plus 50 years.
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Just about all original content on a website canctyeyrighted by the
creator of the site, from buttons to video, fromtt® site layouts. If a company
hires someone to develop a site, by default, tipgraght belongs to the developer,
not the company. The developer can then demandtiesyfrfom the company if it
uses the Website; therefore it behoves companieleanly define the owenership
of the copyright in the contract.

The Internet raises many interesting issues foyrgipt law, which was
developed for physical media. Placing copyrightedamal, such as a photograph,
on a Website without permission of the copyrightdbois clear violation of law.
Less obvious is whether inserting a link to someelse’s copyrighted material is
a violation of the law. If, for example, the sitentains a direct link to the content
of another site, say a photograph, is it a viokatd copyright law? In case, the
answer is probably yes. However, if one includémlato the homepage of the
site rather than a direct link to the content, th@obably no violation has
occurred. Internet copyrightsues are now being worked out in the court and
legislatures.

Patents.

Patent law aims to protect inventions — thingsrocesses for producing things —
that is, “anything under the sun made by man” mit“abstract idea” or natural
laws, according to U.S. copyright law. Valid fory2@rs, the protection is quite
strong. In the United States, patents are grangetidoU.S. Patent and Trademark
Office after stringent thresholds on inventivenieage been met.

The United States recognizes patents for businessegses. Although
software, in general, cannot be patented — it nimestcopyrighted — certain
business practices implemented in software caratenged. In the e-business area,
Amazon.com has received a patent for “one cliclcipasing.” The company has
enforced its patent rights against its main conmpetBarnes and Noble cannot
use one click purchasing on its Website. BritisheGem has claimed to have

invented the hyperlink. To obtain the patent, tbenpany will have show that no
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prior use of hyperlinks occurred before its usey Anor use would invalidate the
patent.

Trademark.

Trademarks protect names, symbols, and other igeed to identify a company
or product. Trademarks can be registered with tife. Patent and Trademark
Office. A trademark is a valid indefinitely, as tpras it is used and does not
become a generic name for the goods or servicesairh of trademark law is to
prevent confusion among consumers in a market githlar identifying names
or symbols. The standard for trademark infringemsnivhether the marks are
“confusingly similar.”

The biggest area of trademark conflicts in e-bessnhas to do with
domain name registration. For a while, “cyber stprat were registration domain
names that clearly referred to known companiedizieg those companies would
eventually want the domain name and would be vgliio pay for it. Although
this tactic worked for a while, anti-cyber squagtiltws were passed and the
practice is now illegal. To avoid potential probknfirms should obtain and
register a trademark for its domain name. Note thast online services that
register domain names do not check for trademaflingements. Firms are
advised to do a search for possible trademarknigéments before using a
domain name to avoid future litigation.

Trade secret.

Trade secret, as the name implies, protect compansets, which can cover a
wide range of processes, formulas, and technicuéside secret is not registered
and is valid indefinitely, as long as it remainsexcret. Although laws protect

against the theft of trade secrets, it is not dleg discover a trade secret through
reverse engineering. Trade secrets are the aredetiectual property rights least

application to e-business.

LEGAL JURISDICTION
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Laws are written for particular jurisdictions withear geographic boundaries, so
how do those laws apply in cyberspace, which hageuwgraphic boundaries?
Take foe example the case of trademark rights, whre limited to geographic
area. In the physical world, a sign over “Lee’s (Qaoiers Services” in Singapore
would not have a significant impact on “Lee’s CongoServices” in Honolulu —
nether in customers nor competition. However, ibergpace the web pages of
the two companies would clearly overlap and, if twmpanies were to take
advantage of the global reach of the Internet,ioggmt completive overlap could
be an issue. The companies have little legal raeotor resolving the identity
trademarks.

Gambling provides another interesting example. Bawaiian laws
against gambling apply to a Nevada company witlamlgding site on its Web
server located in Las Vegas? The attorney Genéddirmesota has asserted the
right to regulate gambling that occurs on a foréfgeb page that is accessed and
“brought into” his state by local resident.

Similar cases have involved site dealing with pgmaphy and securities
trading. Alabama successfully prosecuted a Cali@oroouple for bringing
pornography into Alabama; their server was in @atifa. Note that U.S.
pornography laws are based on “community stand&mS; Angeles standards are
clearly different from those of Mobile. The stateNew Jersey is attempting to
regulate securities trading over the Internetnifane in the state has access to it,
and many states are revising their tax codes torgaenues from e-commerce.

We see a trend that, at best, is disturbing ahdyaast, could greatly
disrupt e-business: Faced with the inability totooirthe flow of electrons across
physical boundaries, some authorities strive to asep their boundaries on
cyberspace. When technological mechanisms, suéitteas, fail, the authorities
assert the right to regulate online trade if thewal citizens may be affected. In
essence, under this approach, all Internet-bas@smeoce would be subject

simultaneously to the laws of all territorial gomerents. Imagine a Hawaiian,
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company setting up a Web site for retailing over lfiternet needing to consider
the laws of Hawaii, California, New York, and thther forty-seven states, plus
Singapore, Peru, Syria, and any other place yolnthmgme. This situation would
clearly cripple e-business.

The concepts of “distinct physical location” orapé where an activity
occurred” fall apart in cyberspace; no clear ansiweavailable to the question:
where did this event take place? Of relevance laddcations of the business’s
offices, warehouses, and servers containing thesidéelsome of the uncertainty
can be resolved by placing online contracts on dite specifying the legal
jurisdiction that will be used for disputes. Usewho agree to the contract
designate so by clicking a button that says “I agrén most case, the contract
will hold.

In the United States, states have adopted theotmifCommercial Code
(UCC), a wide-ranging codification of significantea of U.S. commercial laws.
The National Conference of Commissioners of Unifo8tate Law and the
American Law Institute, who sponsor the UCC, arekivg to adapt the UCC to
cyberspace.

Internationally, the United Nation Commission amernational Trade
Law has developed a model law that supports theregial use of international
contracts in electronic commerce. This model latal@dshes rules and norms that
validate and recognize contracts formed throughteric means, sets standards
governing electronic contract performance, defingsat constitutes a valid
electronic writing and original document, providés the acceptability of
electronic signatures for legal and commercial psgs, and supports the

admission of computer evidence in courts and adoitn proceedings.

ONLINE CONTRACTING
A contract is a voluntary exchange between twoigmriContract law looks for

evidence that the parties haveitually assentetb the terms of a particular set of
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obligations before it will impose those obligatiomis them. Before the law will
recognise the existence of binding contract, tiheust be

1. A definite offer by one party, called the “offeror”

2. Atimely acceptancéy the “offeree”

3. Someconsideratiormust pass between the offeree and the offeror

A widespread misconception hold that contracts nhestwriting and
signed before they are enforceable in court. Theeige rule is that offerees can
show their acceptance of a contract offer by angmaehat are “reasonable under
the circumstance.” Reasonable acceptance includas agreements. Some
exceptions do apply, however. For example, salegsalfproperty require signed
writings and, in the United States under the Umifo€Commercial Code, any
contract for the sale of goods for a price gretiter$500 requires writing.

In e-business, evidence of acceptance of a conteactbe a simple click
on a button saying “I Accept” or “I Agree.” The eabecomes more complex
when the transaction involves payment greater 8&00. the relevant question
are: Is our purely electronic communication “in tmg” and have we “signed”
the agreement? The answers are as yet unresoleecadés have been presented
regarding whether a file that exists in a compagteriemory is “written” for
purposes of contract law. Most commentators thiv&kanswer is properly “yes”
but the final answer will have to wait until couttave reviewed the issue more
closely.

In June 2000 President Clinton Signed the Eleatr@mgnatures in Global
and National Commerce Act (E-Sign). Basically, B#Bigrants electronic
signatures and documents equivalent legal stattis tvaditional handwritten
signatures. It is technology-neutral so that theigm entering into electronic
contracts can choose the system they want to ugaittate an online agreement.
Many browsers contain minimal authentication feagdutand companies are

developing pen-based and other types of techndogie facilitate online
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5.0

6.0

7.0

contracting. In addition, a number of companiesady provide digital signature
products using public key encryption methods.

The full impact of E-sign may not be as revolutignas some would hope. The
act specific that no one is obliged to use or acekgetronic records or signatures
— all parties must consent to using the method. ddtedoes not apply to a wide
range of situations, such as the creation and ¢éwecwf wills, adoptions,
divorces, any notice of cancellation or terminatioh utility services, or
foreclosure or eviction under a credit agreementddition, the marketplace has
to sort out some serious problems with varyingtebeic signature standards. For
example, a number of companies issue digital ceatds, but none of them can
operate with the others. It would require parti@grested in adopting electronic
signatures for their business to provide severdirelogies, or risk losing access

to some customers.

CONCLUSION

Security includes authenticating business trans@agcticontrolling access to
resources such as web pages for registered ortestlacsers, encrypting
communications and effectiveness of transactions.

SUMMARY

Intellectually, the model law developed by the WEditNation Commission
International Trade Law, establishes rules and sdimat validate and recognise
contracts formed through electronic means, setdatals governing electronic
contract performance and provides for the accegtabif electronic signatures

for legal and commercial purposes.

TUTOR MARKED ASSIGNMENT

What are the four methods of legal protection &liactual property?

REFERENCE/FURTHER READING
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The e-business values chain: winning strategiesamen Global Industries,

Economist Intelligence Unihttp://www.eiu.com October 2000.
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INTRODUCTION

One of the toughest jobs in information systems agament is developing new
systems. In spite of the complexity of system depelent, the information
systems field has made significant progress in avipg the process of building

systems.
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3.1

OBJECTIVES

At the end of this unit, you should be able to

» List all the element that characterise System agreént
* Explain structured development methodology

» Understanding fourth — generation languages

STRUCTURED DEVELOPMENT

Structured development methodologies accompanisagystem development life
cycle and were meant to handle the complexitiessydtem design and
development by fostering more discipline, highdiakeality and fewer errors, and
more efficient use of the resources.

More Discipline.

By establishing standards for processes and dodatiem the structured
methodologies attempted to eliminate personal tians. At first they seemed to
threaten programmer’s creativity, but their discipl did increase productivity
and permit developers to deal with greater complexThe complexity was
handled through successive decomposition of syst@mponents, coupled with
preferred practices for conducting analysis, desal construction. The result
was a more disciplined system development process.

Higher Reliability and Fewer Errors.

The structured methodologies recognised that mastakf both omission and
commission were likely at all stages of systemding. One of the main tools for
coping with this tendency was (and still is) indpmts, performed at every
development stage and at every level of systemrdpasition. The goal has been
to catch errors as early as possible. The methgasoalso recognised that
iteration would be required to redo parts of aeysas mistakes were uncovered.

More Efficient Use of Resources.
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The project management approaches usually inclugdedthe structured
methodologies contributed to cost savings, inciégseductivity, and better
allocation of human resources. By imposing a timé eost control system, the
classic approach decreased (but did not elimintdte) tendency for system

development efforts to incur cost and time overruns

FOUTH — GENERATION LANGUAGES

In the early 1980s, two major developments occur@tk was the availability of
fourth-generation languages (4GLs). Previously, ettgyers only had third-

generation languages, such as COBOL and PL/1. diaen& of 4GLs allowed

end users to develop some programs, or allowedrgmagers to use a different
development method: prototyping. Formerly, systequirements were fully
defined before design and construction began. \pititotyping, development
was iterative: specify as much as possible, prptotyit, try using the prototype,
refine the prototype based on this experience andnsuntil the specifications
were fully defined via the prototype.

Both 4GLs and prototyping have proven to be imgrarinderpinnings for
today’s application development world.

Fourth-generation languages are really more th@npater languages,
they are programming environments. The major coraptmor characteristics of
4GLs are listed in Figure 9-3.

The heart of a 4GLs is its database managemetensy€OBMS) for
storing formatted data records as well as unfoedatext, graphic, voice, and
perhaps even video. Almost as important is the detgonary, which stores the
definitionsof the various kinds of data. The language prograrsrand users use
is nonprocedural, which means that the command®ceunr in any order, rather
than the sequence required by the computer. Thememmis can be used
interactively to retrieve data from files or a d&tse in an ad-hoc manner or to

print a report (using a report generator). The estrpainter allows a user or
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programmer to design a screen by simply typinghi various data input field
names and the locations where they are to appe&ny ohoosing graphic off a
menu. Some 4GLs include statistical packages fdculzing time series,

averages, standard deviations, correlation coeffisiand so on.

FIGURE 9-3 Features and Functions of Fourth-Generabn Languages
» Database management system

» Data dictionary

* Nonprocedural language

» Interactive query facilities

* Report generator

» Selection and sorting

* Screen formation

» Word processor and text editor

» Graphics

» Data analysis and modelling tools
* Library of macros

* Programming interface

* Reusable code

» Software development library

» Back up and recovery

» Security and privacy safeguards

* Links to other DBMS

SOFTWARE PROTOTYPING
According toWebster's 20th Century Dictionaryhe termprototype has three
possible meaning: (1) It is an original or modeéafvhich anything is formed, (2)
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It is the first thing or being of its kind, and (B)is a pattern, an exemplar, or an
archetype.

J. David Naumann and A. Milton Jenkins believe seeond definition
best fits the prototypes used in software develaprhecause such prototypes are
a first attempt at a design that generally is l&eiended and enhanced. Franz
Edelman, a pioneer in the use of software prototyptdescribed the process of
software prototyping as “a quick and inexpensivecpss of developing and
testing a trial balloon.”

A software prototype is Bve, working systemit is not just an idea on
paper. Therefore it can be evaluated by the desmymeventual users through its
use in an operational mode. It performs actual wibrttoes not just simulate that
work. It may become the actual production systemit may be replaced by a
conventionally coded production system. Its purpiest test out assumptions,
about user’s requirements, about the design ofagi@ication, or perhaps even
about the logic of a program.

A prototype is a software system thatcreated quickly- often within
hours or days, or weeks — rather than months aisy&dith only conventionally
programming languages, such as COBOL, it was maohekpensive to create
both a prototype and a production version, so @myduction systems were
developed. With end user tools, people can gebpnoés up and running quickly.
The prototypeis relatively inexpensive to buildecause the language creates
much of the code.

Prototypingis a processlt begins with a simple prototype that performs
only a few of the basic functions. Through usehef prototype, system designers
or end users discover new requirement and refine&sm@nincorporate in each
succeeding version. Each version performs mordefdesired functions and in
an increasingly efficient manner.

To demonstrate a dramatic use of both a 4GL amdofyping, we

describe work at Santa Fe Railroad in the early0$98heir use of a 4Gl was
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unique because it took the opposite approach ofgbsut everyone else. Most
companies used 4GLs for management reports andiserdapplications, that is,
as a sidelight for their operational system. S&®aon the other hand, used the
4GL for their operational system, and left the nge@ment reporting in COBOL.
Their approach, using today’s tools, would be jastunique. The reasons for

unusual decision are made clear in the case example

COMPUTER-AIDED SOFTWARE ENGINEERING

Even though the structured programming and anabgsisniques of the 1970s
brought more discipline to the process of develgparge and complex software
applications, they requiretkdious attention to detail and lots of paperwork.
Computer-aided software engineering (CASE) aimedawbomate structured
techniques and reduce this tediousness.

Definitions.

At a CASE Symposium, sponsored by Digital Consgltimc. Carma McClure, a
CASE pioneer, defined CASE as any automated taadl dlssist in the creation,
maintenance, or management of software systems.gdneral, a CASE
environment includes:

* An information repository

* Front-end tools for planning through design

» Black-end tools for generating code

* A development workstation.

Often not includedput implied and necessargre a software development
methodology and a project management methodology.

An information repositoryA repository forms the heart of a CASE system
and is its most important element, said McCluresttires and organised all
information needed to create, modify and develogoéware system. This
information includes, for example, data structunesycessing logic, business

rules, source code and project management datallyidehis information
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repository should also link to the active dataidiry used during execution so
that changes in one are reflected in the other.

Front-end tools:ithese tools are used in the phases leading updiog: One
of the key requirements for these tools is googlgis for drawing diagrams of
program structures, data entities and their redatigps to each other, data flows,
screen layouts, and so on. Rather than store p@itt@presentations, front-end
tools generally store the meaning of items depiatethe diagrams. This type of
storage allows a change made in one diagram tcefbected automatically in
related diagrams. Another important aspect of femd design tools is automatic
design analysis, for checking the consistency amopetence of a design, often in
accordance with a specific design technique.

Back-end tools: These tools mean code generators for automatically
generating source code. A few CASE tools use a 4&lccessful front-end
CASE tools provide interfaces to not just one,dmuteral, code generators.

Development workstationThe final component of a CASE system is a
development workstation, and the more powerful ble¢ter to handle all the
graphical manipulations needed in CASE developstkgays.

Time boxing.

One of the most intriguing CASE products and apghea in this timeframe is
the “Timebox,” which is a technique that uses CABSEuarantee delivery of a
system within 120 days. Although CASE proponentsildidave argued that such
an approach would not work with large, complex eyst, which is where CASE
proved to be the only alternative, IS departmentsv honour speed over
complexity, which is why many are turning illuseata RAD techniques. Which
is applicable today

CONCLUSION
Structured system development was characteriséiaebipllowing element:

» Hand coding in a third — generation language (f1c6OBOL)
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* A “structured programming” development methodology
* An automated project management system

* A database management system

* A mix of online and batch applications in the saystem

» Development of mostly mainframe applications

» Programming by professional programmers only

» Various automated, but not well — integrated, safentools.
* A well — defined sign — off process for system ety

* User participation mainly in requirements, defioitiand installation phases.

SUMMARY
This development supposedly followed the famoustéwall” approach, shown
below

em
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i [ Operation
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FIGURE 9-1 The "Waterfall” Development Life Cycle - -

Source: Barry Boehm, Software Engineering Economics (Upper Saddle River, NJ: Prentice Hall, 1981).
This unidirectional waterfall was much touted batety used. Development did
not proceed in a straight line from requirementsugh operation, a lot of back-
tracking and iteration secured.

TUTOR MARKED ASSIGNMENT
What are the goals of the traditional system dguwaknt life cycle approach?
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1.0 INTRODUCTION
Integration is complex, expensive and risky regerdbmpetitive pressures have
raised the importance of integrating business psE® and therefore, the
underlying information systems. The trend away fram— house software
development toward the use of off-shef software hathered the used of
integration. And the growth of e-business has gledithe means of integrating
systems across organisation. Infact, technologydeenhave responded with a

number of products to facilitate the integratiorsgétems.

2.0 OBJECTIVES
At the end of this unit, you should be able to:

» Explain an enterprise resource planning system
» Explain database management system

» Highlight the application of middle ware

3.1 DATABASE MANAGEMENT SYSTEM
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The database management system approach takesaarigated view of
integration. DBMSs allow application to share dat®mred in a single or
distributed database. The application can come faomumber of sources, but
they employ a common DBMS.

The EPR approach, discussed in the next sectikas tan application view of
integration. All application come from a single den and are specifically
designed to communicate with each other througl trarty translation software.
Each of the three approaches has advantages auvVaigages, depending on the
conditions of the enterprise. Typically, organisat use a combination of the
three. Indeed, a quick look at the strategies efvigtndors also reveals a mixture
of the approaches. Oracle, firmly in the databasmagement systems market,
has moved towards offering enterprise applicati@sP, a major ERP vendor
and long a competitor of oracle, has modified isdpicts to use standard DBMS,

including that of Oracle. So the three approachesat mutually exclusive.

ENTERPRISE RESOURCE PLANNING (ERP) SYSTEMS

An enterprise resource planning (ERP) system giferto integrate corporate
systems by providing a single set of applicatidren a single vendor, operating
with a single database. The goal is to provide rtfeans to integrate business
department and functions across an organizatior® f&hdors offer a complete
set of business applications, including order pssr®), human resource
management. By automating many of the tasks indbinghe business processes
and standardizing the processes themselves, the &Rfm can provide
substantial payback to a company, if a systemsisiled properly.

Although the history of ERP implementation projeatsitains both successes and
failures have been notable. Scott Buckhout anatdlisagues reported on a study
of ERP implementations in companies with more tH&00 million in revenues.
The average cost overrun was 179 percent, andvdrage schedule overrun was

230 percent. Despite these overruns, the desiradtifmally was 59 percent
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below expectations, on average. Only 10 percenh®fimplementation projects
actually finished on time and within budget 35 pmaitcof the projects were
cancelled. Even It companies have had problemd. Canputer cancelled its
ERP project after two years and expenditures oferttoetn $200 million.

Some failures can be attributed to other factorarmon to other IS projects, such
projects, such as the system'’s large size and @xityl But, ERP systems differ
in a significant way, which is not always recogudisBecause they are designed to
integrate and streamline numerous business furssti®@RP systems have
significant implications for the way a firm orgaag&zand operates. Many failures
result from too much attention being given to thgamizational impacts.

An ERP system contains a model of business thegctefassumptions about the
way the business operates. The vendor makes tksaeptions and designs the
ERP to reflect the vendor understands of businessepses in general. As a result,
the business model imbedded in the ERP system malfferent from the way
the customer actually operates. Even though the §Rfm can be customized to
some degree, configuring the system entails comigesn The company must
balance the way it wants to operate with the wayslystem wants the company to
operate.

In order to realize the benefits of an ERP systetegrated systems and
integrated business processes —a company mustfafeerehange their
organizational structure and culture. From his msitee studies of ERP
implementation, Thomas Davenport stresses that anrep that have derived the
greatest benefits have been those that viewed ERBns (he preferred the term
enterprise system, E)rimarily in strategic and organizational termst no
technical terms; they “stressed the enterprisetim@tsystem”. He recommends
therefore that before implementation decisionsmaagle, managers need to ask
the following questions: “How might an ES strengtheur competitive
advantages? How might it erode them what will be slgstem’s effect on our

organization and culture? Do we need to extend dygem across all our
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functions, or should we implement only certain med@ What other alternatives,
if any, for information management might suit ustéethan an ES?”

An example of a successful implementation of ERIAs@ler Colgate-Palmolive.

MIDDLE WARE

Most organizations have a wide range of applicatiorew and old, from a wide
variety of vendors, running on platforms. Replaaimgewiring these applications
is not feasible. So one option is to employ a ctdstevelopment products known
asmiddleware As its name implies, middleware is software tvatks between

and connects application, allowing them to sharta.d®ithout middleware,

applications would have to be to be modified to oamicate with each other,
usually by adding code to each application—a riekgeavour. Middleware acts
as translator between the applications so theyotloeed to be changed.

As Woolfe points out, middleware simplifies devetognt by acting as the glue
that binds the component together, allowing themdok together. A plethora of
middleware is available, as figure9-4 illustrat&ame are for communicating
among applications, others are for managing trdiosec across platforms, and
still others provide general services, such as rggcisynchronizing timing, or

software distribution.

A new type of middleware is gaining popularity argotarger companies;

Enterprises Application Integration (EAI) productAl tools typically use a

message broker to transfer data between applicatmad add a new level of
functionality that distinguishes it from other tgpef middleware. EAI tools

allow users to define business processes and na&endegration subject to rules
that govern those processes. As an example, amglet state that data moves
automatically from the purchasing application toe tlaccounts receivable

application only after the appropriate person hgisesl off on the purchase.

FIGURE 9-4 Types of Middleware Used in Client-ServeApplication

DAM 382: INFORMATION SYSTEM MANAGEMENT



Inter-application communication facilities: link sgponents.

» Application programming interfaces (APIs): providestandard way of
interfacing

* Remote procedure call (RCPs): enable a dialoguevdsst two
geographically dispersed applications

» Objects request brokers (ORBSs): allows applicatipatilities to network
nit h standard ways

* Message-oriented middleware (MOM):uses asynchronousssage
passing for interapplication communication

Transaction managers: Handle transaction acrosstiplel platforms

» Standard query languages (SQLSs): standardize tlyanwahich database
are accessed

* TP monitors (CICS, for example): monitor onlinengaction processing
with a database

* Two-phase commit: a protective mechanism for treth@as that fail to
complete successfully

Utilities: Provide general services

» Directory services: resource allocation

» Time services: timing

» Security services: encryption, and so on

» Software distribution: including configuration cooit

Companies purchase a central module plus the atesf needed to connect
the applications. To handle unique integration sed&fAl vendors provide
customs programming to modify the EAI modules tb thie company’s
requirements.

4.0 CONCLUSION

DAM 382: INFORMATION SYSTEM MANAGEMENT



5.0

6.0

7.0

To improve the process and retain customers, amgerppplication, integration
technologies was used. No new ordering process regsired,; the existing

process was simply automated

SUMMARY
Finally, the IT industry has responded with new Ido@nd approaches.
Application servers support integrated across aewahge of new and legacy

systems, as do component based development tools.

TUTOR MARKED ASSIGNMENT
* What are the basic characteristics of an ERP system
» Describe the three main approaches to integratieginformation systems

within an organisation.

REFERENCE/FURTHER READING
Bluckhout, Scott, Edward Frey and Joseph NemedJWaking ERP Succeed
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2.0

3.1

INTRODUCTION

The Internet and e-businesses are changing theenatunformation systems in
organisations. Now that the Internet has gainecwicteptance as a medium for
conducting business, companies must expand theimket-based systems beyond
simple Web pages. These Internet-based systemslbraustalable, reliable and
integrated both internally and externally with thgstems of customers and

business partners.

OBJECTIVE

At the end of this unit, you should be able to
» Explain Application Servers

» Describe Java Development Platform

» Discuss Application Service Provide

APPLICATION SERVER
Originally conceived as a piece of middleware td & Web sever to applications
on other company systems, the application sern@&ighawn into a framework for
developing Internet-based applications. Figures Gstrates the basic
application server architecture. A set of applmatservers is connected to create
a single virtual application server. This virtuahger takes requests from clients
and Web servers, runs the necessary business &gigprovides connectivity to
the entire range of back-end systems.
In addition to the middleware and integration fumas$, application servers have
become application development platforms, with wiglege of development and
automatic code generation tools. Their functions d¢e divided into five
categories, says Radding: business logic procesairigmation of low level core
processes, middleware, application developmentpagiolilt components.

» Business Logic Processing. The application server stores and runs

business logic components for applications. Theseponents are basic,
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reusable building blocks for applications and midbt example take the
form of applets or Java-Beans. More recently, vendoe standardizing
on Java 2 Enterprise Edition (see the followingn8g&ads section) to
provide components.

Automation of Low-level Processes. The application server can generate
networking and communication code, and code foridewange of low-
level functions. These functions can include ségusiession pooling, and
database connectivity. This capability can draByiceeduce the time
needed to code an application, increasing prograntimes much as 75
percent.

Middleware. As already mentioned, the application server bexoihe
backend link to legacy systems. In addition, itdmaes the link to systems
of customers and business partners. Thus, thecagiph is the central
point of integration for all Internet-based systems

Application Development. The application server is delivering many of

the capabilities provided by integrated developneamtironments (IDE).

T —
TOUKE 95 AR
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With the IDE an integral part of the applicatiom@&, companies can

build many of their client-server application searve

* Prebuilt Components. Recently, vendors of application servers have

begun including prebuilt components, such as tagailies, servlets,

JavaBeans, or, in the Microsoft world, componenteseld on the

component object model. Again, the goal is to iases programmer

productivity.

In addition to providing application developmentls) the application server
framework provides scalability. As demands on agpions grow, a company can
increase the power of its virtual application serbg either installing more
servers or replacing smaller servers with largeesonin either case, the
application server framework provides easy migratithe application server also
provides automatic load balancing among the meltg#rvers and coordinates
session information across multiple instances cdplication.

In summary, the goal of the application servepisitomate and manage
many of the technical tasks in the development amhing of Internet-based
applications. In doing so, developers can focusenan the business issues,
rather than the technical details.

JAVA DEVELOPMENT PLATFORM
If companies are to develop Internet-based systgmskly, as the e-business
environment demands, they need component-basedogaewent tools. If, in
addition, the systems being developed are to bé¢alper and scalable, the
companies need to employ open system architeddareboth component-based
tools and open systems, industry standards aresseage Currently, some of the
most widely used standards for Internet-based systeevelopment have evolved
from Java.

Java was originally developed to provide appletg thn on We clients:

however, it quickly evolved into a full-programmingnguage with the goal of
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providing a platform-independent language that douh on any system through
a “Java virtual machine.” This promised applicatipartability was dubbed
“write-once, run-anywhere” that promise has notrbeeet, however. As a
language for client applications, Java performeariyaelative to other languages,
such as C++. So companies have not converted dhent-based applications to
Java. However, Java has evolved into a standatfbytafor developing server-
side applications.

The two major components in the Java server-siddopin are Enterprise Java
Beans (EJB) and the Java 2 Enterprise Edition (JZ6HEware specification.
EJBs emerged on the developer scene in 1998 wheM&uosystems unveiled a
specification for creating server-based applicaiosing software components
using software components. These components, tBs, Eatt as preconfigured
pieces of code that IT staff no longer have tod@ibm scratch. A component
can be as simple as an order-entry form or as doatetl as a virtual shopping
cart that keeps track of where users have beemaittain their privacy. The use
of these reusable components can greatly enhangegpnmer productivity.

In the Windows environment, and in direct competitiwith EJBS,
Microsoft wants developers to build applicationngsithe Components Object
Model (COM) and Distributed Component Object Mo@BICOM). Although
COM components of the same benefits of EJBs, thaye hsome significant
differences. COM server components can realisyical® deployed only on
windows servers, and COM-based services componesms realistically be
deployed only on Windows servers and COM-basedicyvare generally
unavailable to non-Windows machine. On the otherdhd&JBs supply data to
Java-enabled Web browsers running on a wide vaaeplatforms. As a result,
EJBs have emerged as the early preferences for amoe¥ building Internet-
related services.

The J2EE software specification defines a standard developing

Internet-based enterprise applications. It simgdifienterprise applications by
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basing them on standardized, modular componenprawiding a set of services
to those components, and server-side delivery @f dad for thin-client software
that interacts with users throughout the enterp&mEmponents of J2EE include
an API for database access, security modules ttwégt data in the Internet
environment, and modules supporting CORBA for imté@pons with existing
enterprise applications. J2EE also provides futipgut of EJB components and
Java servlets, as well as support for XML technglog

J2EE provide a standard, which vendors of appboaserver products are
quickly adopting. From the user perspective, J2BERIB provide an alternative
to building e-business systems from scratch or rmuypackaged e-business
systems. Having a multivendor platform with prehuileusable components
allows companies to reduce the development costhentime-to —market for new

enterprise applications or upgrades to existingrpnise applications.

APPLICATION SERVICE PROVIDERS
A new alternative to system development exists #@ssentially outsources the
entire process. As noted, application service pi@v{ASPs) are companies that
rent software applications over the Internet. Cogtts subscribing to an ASP use
applications residing on the ASPs servers. Sulsgilio an ASP allows
companies to avoid purchasing, installing, suppgriand upgrading expensive
software applications.

ASPs offer a wide range of applications and sesjifrom Web hosting to
ERP use, from database management systems to rindB8B e-commerce
portals. If fully responsible for all applicationamntenance and upgrades, the ASP
also manages the relationships with the vendors. tahget markets for ASPs
have been small companies that want minimally custed applications, large
organisations in need of complex “niche” applicatiothey cannot afford to
develop themselves, and vertical industries thadrg2B electronic commerce
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services or industry-specific software. Figure 8fws one categorisation of
ASPs.

The key benefit of using an ASP is that a compaary get an application
up and running in a short time with little initimvestment. The company can use
the resources it saved on its core business aesvithe downside, however, is
that companies have reported problems with negagigervice level agreements
and support during downtime. In addition, a compa®gds to consider the
strategic implications of having applications rurgutside the direct control of
the company.

The preceding sections have discussed the foumdatmf system
development and the newer kinds of system develapopions. But, in the end,
system development is about projects. So a mairettefi good system
development is good project management.

FIGURE 9-6 Types of ASPs

Type Capabilities

Enterprise Delivers a variety of high-end applmaé and
offers some degree of customization and availahilit
guarantees.

General Business Provides a variety of non- or metly

customizable applications to small and medium-

sized business.

Specialist Delivers only a particular types of laggiion (i.e
ERP, customer resource management (CRM),

human resources (HR), personal productivity, etc).

Vertical Provides packaged and/or specialized iegipbns

targeted at a particular vertical market segment.

4.0 CONCLUSION
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In developing Internet-based systems, companiese Haarned they must
negotiate language differences. For example, aesysnhay have to port old
COBOL application to java, reconcile interface depancies, and interface with
back-end legacy applications, often without docuiaiion or past experience

with these systems.

SUMMARY

Many languages tools frame works are availabled®veloping internet-based
systems. Currently, the application server framekvappears to be the preferred
method of users and vendors, also following theitspi the Internet, customers
are demanding open system, they do not want toeoetd a single vendors
priefang technology. One open system language atdngva has evolved from a
proposed client-side programming standard to a eseside application

development standard.

TUTOR MARKED ASSIGNMENT

Development five categories of functions for anlegagion server

REFERENCE/FURTHER READING
Naumann, T.D and A.M. Jenkins Prototyping: The Nearadigm for Systems

Development
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1.0

2.0

3.1

INTRODUCTION

Project management is simply the management objegir This definition may

sound simple and self evident but that does notenitakasy. Many people get
confused or concerned about IT project managemerduse it involves the “T”

word technology. In reality IT project managementnot much different form

other forms of project management, such as thosd ts construct an office

tower or a bridge.

OBJECTIVES
At the end of this unit, you should be able to
» Explain Internet Project Management

* Mention and Discuss tips for good Project Managdmen

KEYS TO PROJECT MANAGEMENT

Numerous keys influence project management suctésme are some, writes
Matthew:

Establish The Ground Rules

Define the technical and architectural specifiaagidor the systems following
four guidelines:

* Adhere to industry standards.

* Use an open architecture.

» Web-enable the system.

» Power with subsystems.

These principal should help ensure no “nasty sseprlong the way, as well
as provide the ready ability to update/switchowstesms in the future. The basic
tenet is that the systems should be as simple ssilgp@ while fulfilling all the
(reasonable) user requirements.

Discipline, Planning, Documentation, And Management
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In many respects, these elements are what proj@cagement is really all about.
It does not matter how well the requirements hasenbspecified or weather the
“project” solution has been selected; if the presces not controlled properly,
anything can happen or, more realistically, potdiyti‘nothing” will happen.

A firm timeline for system rollout needs to berfally established and
signed off. Once this task has been done, the grdgam needs to work
backward from the critical dates and map out thnenty for the intermediate steps,
and include any “interdependencies.” Teams actigilbuld take the critical date
and subtract some time, say one month, for unferesentingencies. The project
must progress with the target critical date in mimnchich requires strong
discipline.

The project also needs to follow a sound methagigland have key
points planned and documented (and reported omguai product such as
Microsoft Project. All members of the teams need i@ aware of their
responsibilities and timeline. Nothing should Wedssumed. In addition, regular
meetings and updates of this project plan are mkedéong with proper
documentation of the system development effortiddemanagement needs to
able to see this documentation whenever they wdahagement, key users and
even vendor personnel should be included on pragesring groups, which
should meet regularly to make sure the projectinaas on track and that all
members are aware of their responsibilities. Sueltimgs also provide a venue
for airing problems and raising issues that midfetich others.

In addition it is desirable to have an overallpibject steering committee.
Regular project manager meetings from the varicogepts are key to keeping
each other informed of their progress and for naisssues that might affect other
project.

Obtain And Document (The “Final”) User Requirement
Documenting user requirements is critical becatigethe only way the team can

evaluate its outcome. Scope creep (users askingnéwe and more functions)
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causes many system failures. Documenting requirtsviezips lock in the scope
of the work, and helps reduce the possibility ofticey problems and time
overruns due to additional requests. Documentimgy tequirements can be done
via variety of methods, including facilitation sesgs and one-on-one interviews.
A common mistake is to get too technical in wgtimser specs. Some IT
consultants make this mistake in the interest cdifrtaining the mystique.” But
the tendency can do harm. Similarly, IT projectnieashould not accept overly
technical sign-off requests from software housdseyTneed to prove they can
fulfil the users’ requirements.
Obtain Tenders From All Appropriate Potential Vendors
Today, much software is bought rather than buikhamise. And with the
proliferation of e-commerce, a number of speciabstftware houses have
appeared. This option needs to be considered whkgmiing a project, notes
Mathew. In fact, companies that do not have exgertin the area under
consideration might want to call in consultantsrtake a recommendation. Their
extensive contacts in the IT community can sigaifity improve selection of the
package or packages. Or they may simply help th@rbiect team create the
selection criteria for evaluating the bids and cthg the winner.
Working With Suppliers
If the development is to be handled by an outsiahe, fthen a joint project teams
needs to be created. The supplier, or supplietsuadoubtedly appoint their own
project managers for their respective assignmértisy need to be part of the
governing team.
Convert Existing Data
Data conversion need to be properly planned to nsake the output data is
complete and accurate. Although this task mighteapmguite simple, it is often
the area that creates the biggest headaches. péehaps the oldest maxim in the
IT industry applies: garbage in, garbage out.

Moving Forward After Implementation
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Upon successful implementation of the various sgstproject managers need to
cross their ‘t's and dot their 'I's in terms of douentation, future maintenance
processes, and so on.

The bottom line is that IT project management asdifferent from any
other form of project management. To be succesgbd planned is needed,
along with good communication, and getting the vactparticipation of all
interested parties, say Matthew. These elememsgakith some hard work, will

better ensure a successful system.

INTERNET PROJECT MANAGEMENT

The rules of project management do not change enNew Economy, says
Matthew. The principles and practices of projechagement, such as the need to
define the scope, set timelines, and monitor psxyretill hold true. However,
Internet projects do tend to be more collaboratind iterative than traditional
projects. In reality user ownership and effectinglementation are the goals of
all IT development and project management. Theyehlbgcome a reality in
Internet projects.

Web-Based Project Management Tools

Even though the use of the term Web-based will udlyeshortly become largely
meaningless — when all project management toole laasignificant Web-based
component — a number of excellent tools have endeffgese systems have been
a boon to business but a “disaster” for airlined #re hotel industry, particularly
in the United States where any of the “meetings! amuch of the collaborations
take place using these Web-based tools as oppasquedple travelling to
traditional face-to-face meetings. The featureswafh tools are shown in Figure
9-7.

TIP FOR GOOD PROJECT MANAGEMENT

Most people would agree that a successful projeas Mhe following

characteristics:
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* ltis “delivered” on time
* |t comes in on or under budget.
» It meets the original objectives.
And although all these elements are true, some Ipedp not realize that a
successful project is also one that meets the 'uaars organisation’s needs,
which may have changed since the original objestive
FIGURE 9-7 Features of Web-Based Collaboration Tde
» Discussion groups
* Links to e-mail
* Chat sessions
* Group setups
» Online conferencing and presentation capabilities
* Document sharing and organisation
* Linking items (e-mails, documents, tasks, graphios¢ach other and to
people and groups
* Document searching and filtering facilities
» Events-driven notifications to individuals, grougsd project teams
» Decision support features such as voting and gpllin

* Workflow management.

Identifying the full user requirements as earlypassible and meeting
them is as critical to project success as the kayponents of planning, managing,
monitoring and controlling the project. Projectsittldlo not give the users what
they want cannot be deemed a success. Assumingjectphas been correctly
defined and specified up front, the following itear® necessary to ensure that a

project is successful, notes Matthew.

Proper Planning
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Planning is most powerful contributor to the susceka project for one simple
reason: If done properly, it keeps the focus ondbsired outcomes. Planning
needs to address a number of questions to detethergoject outcomes:

* What actions are required?

* When should those actions commence and finish?

* How long will they take?

*  Who will do them?

* What equipment, tools and materials will be needed?

* What interdependencies exist between the precessngs?

These issues need to be controlled and monitoredddl so use of an
appropriate software tools is recommended, if nahdatory. The best planning
also includes anticipation of problems and potémtarses of action if things go
wrong, as they invariably do. Finally, whether st ¢alled project planning or
project organisation, the essential steps in thisa anclude generating the
following

* Project specifications

* Roles and responsibilities definitions

* Budget and accounting procedures

* Change control procedures

Above all, creating accurate estimates and budigetgtal to a project’s

Success.

Appropriate User Involvement And Storge Visible Maragement Support

This need might seem self-evident but its importeahnot be overstressed.
Without these involvements, the project might al hedted at the outset.

Project Manager(S) With Authority And Time

Although this point again may seem obvious, it & always followed. Without
the appropriate and supported authority, projechagars, like other managers,

will struggle to do their job.
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More common and equally devastating is the parétproject manager,
who is expected to hold down a day job and at #rmeestime run a project. No
matter how good a person is, he or she cannotdb€HO and implement a new
finance system nationwide at the same time.

The project manager is a key. Preferably, theydrieehave appropriate
experience and be able to demonstrate a rangeiltf sicluding leadership,
communication, organisation, motivation, and decisnaking.

Good Change Management
Project managers also need to have access to gaode management skills. All
projects have a target of creating change. The srarmwhich that change is
managed makes a considerable difference to theeqii®jsuccess. Successful
management of project changes relies on:
* Commitment through involvement and explanation
» Allowing people to take responsibility for their avactions in the change
process
» Giving people enough information and training t@l@e them to manage
change effectively.
Working As A Team
Surprisingly, the creation of a team and the meidsasf how it operates are often
overlooked or mishandled. The role of the the teamital to the success of a
project. Members of project teams.
* Have a shared purposed
* Undertake cooperative action.
» Generate collective outcomes.
» Create defined, measurable team products or ougome

Team member should be chosen for their functiokidlsstheir decision-

making and problem-solving skills, and their skillsworking with other team

members. Put simply, projects rely on the creatiaitd skills of people to ensure
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their completion and success. To assist in thig,atee project should have
appropriate induction, team building and counsgllin

Proper Project Monitoring And Control

In addition to the normal management control andestsion needed, good
project management also relies on formal projechitoang and provision of

relevant information to management. Project momitpis essential for providing
key information of the project, such as performamost, time, and quality.

These items and other relevant information needeéoreported and
discussed at regular project meetings. In additsuth information should be
available to management for all aspect of the ptoj€he goal is to provide
answers to such key management questions as:

*  Will we finish on time?

» Will we achieve what we set out to do?

* Will we overspend the budget?
Proper Project Closure
Project closure is as important as the planningomtributing to project success.
Effective and efficient closure is achieved by @@renanagement of the project’s
people, its communications, its information, arsdabwer structure.

Project post implementation review, audits, anceotppraisals should be
conducted to evaluate the success of the projéesd reviews should not only
examine whether the actual benefits exceeded the put also record what
lesions learned during the project, could be uskfulfuture projects. The best
advice to project participant, notes Matthew iy all circumstances: Keep your
focus on the end result.”

CONCLUSION
A project is a collection of related tasks and\atitis undertaken to achieve a
specific goal. Thus, all projects (IT or otherwisépuld

* Have a clearly stated goal.
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* Be *finite”, that is, have a clearly defined begimmand end.

It has been said that IT project management iset@emt technical and 90 percent
common sense of good business practice: Indeed ofghg best IT managers do
not have a background in IT at all, but they possi® important skills of
communication, organisation and motivation.

SUMMARY

Finally, no discussion of system development is @ete without noting project
management. It is one of the main skills in highmdad these days in IS
departments. It is becoming an increasingly cruagset as IT becomes more
crucial to company success.

TUTOR MARKED ASSIGNMENT

REFERENCE/FURTHER READING
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UNIT 1: MANAGING CORPORATE DATA RECORDS
1.0 Introduction

2.0  Objectives

3.0 Main Content

3.1  The Problem: Inconsistent Data Definitions

3.2  The Importance of Data Dictionaries

4.0 Conclusion

5.0 Summary

6.0  Tutor Marked Assignment

7.0 Reference/Further Reading

1.0 INTRODUCTION
Managing information resources used to mean magadmtabases. The amount
of internal and external data and information aldé to organisation is
increasingly by leaps and bounds. Internally, titeahet has caused a revolution,
because it allows companies to bring internal dai information together from
far-flung files and database and make them avail@bimpany wide. It gives
employees access to far more corporate data aodmafion than they ever had

before.

2.0 OBJECTIVES
At the end of this unit, you should be able to
* Understand the scope of information

» Explain the importance of data dictionaries.
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* Discuss the role of data administration

THE PROBLEM: INCONSISTENT DATA DEFINITIONS

In a nutshell, the problem has been incompatibta definitions from application
to application, department to department, siteit®, &ind division to division.
How has this inconsistency happened? Blame expeyliefo get application
systems up and running quickly, system designers baught the necessary data
either from the cheapest source or a politicallyeshent source. Generally, it has
meant using data from existing files and addingptiew data. In effect, data has
been “dribbled” from application to application. &hesult has been data showing
up in different files, with different names for tsame data in different files with
different update cycles.

The use of such data may be acceptable for rourtfoemation processing,
but it is far from acceptable for management uddanagement cannot get
consistent views across the enter prise under santitions. Also, changes in
data and programs are hard to make, because aechangaffect files anywhere
in the organization. Furthermore, such inconsistenakes it difficult to change
the tracking and reporting of the organization’oducts, markets, control
structure, and other elements needed, to meet eigabgsiness conditions.

If a major role of the IS department warenaging datarather than
getting applications running as quickly as possitilen quite a different scenario
would occur. All the types of data interest wouistf be identified. Then the
single source of each data type would be identifigften the single source of
each data type would be identified, along with business function that creates
the data. Finally, a transaction system would L& tmicollect and store that data,
after which all authorized users and applicatiomsild have access to it. This
data driven approach does not involve in one hugjabédse to serve the whole
organization, but it does require administrativentod over the data, as well

designing the databases to support users fromutseto It starts out by describing
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the data, the enterprise needs. Then the appreashdcted that provides the data
that gives a good balance between short-term, Ggjmn-oriented goals and

long-term, data-oriented goals.

THE ROLE OF DATA ADMINSTRATION

The use of DBMS reduced, to some extent, the pnablef inconsistent and
redundant data in organizations. It is clear, hawevhat merely installing a
DBMS is not sufficient to manage data as a cooperasource. Therefore, two
additional thrusts have moved organizations indiisction: broader definition of
the data administration role and effective useat&dlictionaries.

Database administrations concentrate on admitirgjradatabases and the
software that manages them. Data administratidiraader. One of the main is
purposes is determining what data is being usesid®mithe organizational unit
that creates it. Whenever data crosses organizdtimundaries, its definition and
format need to be standardized, under the datargstnaition function.

Thedata dictionaryis the main tool by which data administrators cointr
standard data definitions. All definitions are eatkinto the dictionary, and data
administrators monitor all new definitions and adquests for changes in
definitions, to make sure that corporate policlgesg followed.

To bring order to the data messt still exists, data administration has
four main functions:

» Clean up data definitions.
» Control shared data.
* Manage data distribution.

* Maintain data quality.

Clean up data definition.
Data administration needs to have the responsilalid authority to ensure data
compatibility throughout an organization by gettind of redundancies and

inconsistencies among definitions. For instancey tw more names should not
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exist for the same data item, nor should the saameenbe used for two or more
different data items. In most companies, sortingexisting data synonyms and
then reconciling them is a monumental job. More mnate companies are finally
tackling this job seriously, to support a data Warese effort, to install a
company wide ERP package such as SAP, or in sostanices, to consolidate
company-based corporate databases into an intnhete everyone in the
company, worldwide, draws from the same data pool.

In this role of cleaning up data definitions, da@ministrations design
standard data definitions, the data dictionary, #mel databases to reconcile
conflicting user needs. They also design the dategrity process to flag
suspected data and guard against inaccurate,dnealimissing data polluting the
pool of correct data. Finally they train users ba meanings and proper use of
data. Unless users understand the data definitibag;lean data will not stay that
way for long.

Control Shared Data

Even though data used solely by one organizatianél might be considered
“local” and under the control of that unit, used tyo or more units should be
considered shared data. The data administratiortiim must control the
definitions, and some of the processing, of alfrstialata.

Ina controversy in this area, one side says thse¢rdiallyall the data in
the organization should be under the control o& @atministration. Just because
some data is currently not been used across oajamal boundaries is no reason
to suppose that it will not be in the future. Ththes view is that each
organizational unit can do whatever it wishes tgldata; only data must flow to
other units needs to be standardized. It is immacto try to standardize
everything, and it will impose unreasonable rigefif say those people. Data
administrators have to confront this issue andd#ebiow broadly or narrowly to
define “shared” data.
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The data administration function must also anatiigempact of proposed
changes to programs that use shared data. All gmogrthat would require
changes need to be identified before approvingki@ge. A data dictionary is a
tremendous help here, because it provides one fidoek for all uses of the data.
Finally, approval to proceed with the change migatheld up until all affected
programs have been changed in order to keep thmgdeations from aborting.
Changes also require informing users of changessianings of data, if it occurs.
Otherwise, users may base decisions on incorrsongsions about the data they
are using.

Manage data distribution.

Shared data, as defined here, crosses organizationadaries. Distributed data,
on the other hand, is geographically dispersed déaaaging data in a distributed
dimension, with probably several levels of detpiksents significant challenges
to data administrators, challenges that have, te, daused companies to stick
with the single master file concept and only dimite copies that do not need to
be kept in sync.

Maintain Data Quality .

Cleaning up data definitions, and the other impdrtdunctions of data
administration, can become useless unless pokidsprocedures are developed
to maintain data quality. A dominant guideline Hasen to decentralize or
distribute this function by putting the owners bétdata in charge of editing and
verifying the data accuracy and quality, but thiagtise requires resolving the
guestion of who owns the data.

Maintaining data quality data also requires pagttiprocesses in place that
correct is being input into databases. People aloenter incorrect data on
purpose, but many times, the inputting process pem®mnrors, rather than catching
them at he source where they can be easily codediee two elements of
maintaining quality are to clean up the currentadat databases (the data pool)

and then ensure that the data stream is not pultiie pool with bad data.
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THE IMPORTANCE OF DATA DICTIONARIES
In the previous section, we referred to a dataiahery as the primary tool to
manage data definitions, Data dictionaries areegystand procedures, either
manual or automated, for storing and handling @yamization’s data definitions,
Data definitions are often calledetadatahese days. A data dictionary does not,
in itself, generally produce data for an organaatilnstead, its purpose is to
eliminate errors of understanding, ambiguities dificulties in interpreting data.

Ideally, a data dictionary should be consideredeast as soon as a
database management system is considered. Anselgaénce is to (1) set up the
data administration function, (2) develop data déads, (3) purchase and install a
DBMS, and (4) install a data dictionary as the tfidatabase application.
Unfortunately, the most prevalent situation hasnb&ebring in data dictionary
after the DBMS has been used as an access metthed tlaan as a true DBMS.
In this case, many database applications have haerwith little integration
among them and little or no documentation of datéindions, so that they
redundant and inconsistent, This huge cleanup fasks many organizations
head-on today.

To illustrate one company’s success in gettingagporate data in shape,

consider the work of Monsanto.

CONCLUSION

» Data consist of facts devoid of meaning or intent

* Information is data in context, which means that thata has an explicit
meaning within a specific context

* Knowledge is information with direction, or intewhere intent is derived
from strategies.

Data records contain primarily facts about entjteegch as individual employees,

customers, parts or transactions. Well-structurata decords are used to hold a
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set of attributes that describes each entity. Imtrest, document-based
information pertains primarily to concepts ideaspughts and opinions. Less
well-structured documents or messages, with a wadiety of information forms,

are used to describe this kind of information.

SUMMARY

The item of interest in a data record is the entitlgich is a part in an inventory
system or an employee in a human resource systaain &tribute of interest is
represented by a data item or field. The data de¢srthe collection of the
attributes necessary to describe the entity. Retlegeords form a file a group of
file form a database, and a collection of databas@scomprise an information
system. Finally, a “data mode describes the ralatigps among the entities and
attributes. Beside, information resources needeananaged well, which now
include data information and knowledge. Further enon managing corporate
data records, we need four types of informationnelg: the source of the
information — external or internal to the organisat The second dimension is
based on the structure of the information — datarce— based and document —

based.

TUTOR MARKED ASSIGNMENT
* What is the difference between data, informatioth lamowledge?
* What are the four kinds of information that defiie scope of information

“‘information management”? Describe each briefly

REFERENCES/FURTHER READING

Atre, Shaku, Database: Structured Techniques faigde Performance and Management,
John Wiley & Sons, New York, 1980.

UNIT 2: MANAGING DATA
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2.0

3.1

INTRODUCTION
Database management systems are the main tool doaging computerised
corporate data. They are based on two major ptegip three — level conceptual

model and several alternatives “data models” fgaaizing the data.

OBJECTIVES

At the end of this unit, you should be able to
* Understand how data is distributed

» Explain data warehousing

* Discuss the four data models

THE THREE LEVEL DATABASE MODEL

One of the easiest-to-understand discussions abdaé technology is by James

Bradley in his description of the three-level database ehashich was the result

of work done by the Standards, Planning and Reaugines Committee of the

American National Standards Institute (ANSI/SPARG)the mid-1970s. The

concept is still an underpinning of the DBMS fielthe following discussion is

based on Bradley, Martthand Atre? It begins with the level that the application

developer sees.

 Level lis called the external, conceptual, or local leva$ Figure 7-4

illustrates, this level contains the various “usews” of the corporate data
used by application programs—each has its own viBws level is not
concerned with how the data will be physically stbor what data is used

by other applications.
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FIGURE 7-4' The Three-Level Database
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Source: James Martin, Principles of Database Management (Upper Saddle River, NJ: Prentice Hall, 1976)

* Level 2 is called the logical or “enterprise data”’ ledelencompasses all an
organization’s relevant data under the control d tlata administrators.
Data and relationships are represented at thi$ lsvene or more DBMS.
This level contains the same data as level 3, kit tve implementation of
data removed.

* Level 3is called the physical or storage level. It spesifihe way the data is
physically stored. A data record consists of itdadfelds plus some
implementation data, generally pointers and flagd8; The end user, of
course, need not be concerned with these pointerélags; they are for use
by the DBMS only.

The advantage of three-level model is that the chldgidata (the data

administrators’ view) can be separated from thesplay storage method, so that
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different physical devices can be used without givepthe application programs.

The logical data relationships can also vary fdfedent programs that use the
data, without requiring data redundancy. In additiapplication can use a subset
of the database and organize it, again withoutnddaocy, in the best manner for

the application.

FOUR DATA MODELS

The second major concept in database managemaltersate ways to define
relationships among data. These so-called “dataeleb@re methods by which
data is structured to represent the real world thedway that data is accessed.
Four main data models are in use today: hierarGhmetwork, relational, and
object.

Hierarchical Model.

This model structures data so that each elemesubsrdinate to another in a
strict hierarchical manner, like the boxes in agamization chart. This model uses
the terminologyparentandchild to represent these relationships. This approach,
where a data item can have only one parent, isesepted by IBM's IMS

database management system.

Network Mode.

With this model, each data item is allowed to hawere than one parent.
Assembly parts lists illustrate this structure, vehthe same part can be used in
more than one assembly. This approach is reprabdmnyethe Codasyl-type
database management systems, such as Computer igdssocdDMS. In
hierarchical and network models, the data relahigss are stated explicitly,
generally by pointers stored with the data. Thesiatprs provide the means by
which programs access the desired data records.

Relational mode.
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Edgar F.Codd of IBMproposed this model in 1970. In the relational eipthe
relationships among the data items are not exgretsied by pointers. Instead, it
is up to the DBMS to find the related items, basadhe values of specified data
fields. Thus, all employees of a certain departnaeatfound by searching for the
department number in each employee record.

Relational databases store data in tables. Eaclofole table, called aple
represents an individual entity (person,part,acoltach column represents an
attribute of the entities. Eight relational opevas can be performed on this data,
as shown in Figure 7-5.

Relational systems are not as efficient asanchical or networked database
systems, where the navigational maps through the dee predefined. But
because relational systems allow people to credaéionships among data on the

fly, they are

FIGURE 7-5 Relational Operations

» Selectchooses particular columns.

» Project chooses patrticular rows.

» Join concatenates rows from two or more tables, matctmhgmn values.

* Product concatenates rows from two or more tables, but do¢snatch
column values.

* Intersection selects rows whose value(s) exist in both tables.

» Difference select rows whose value(s) exist in one table,nmitin the
other.

* Union merges two tables that have similar data, elimigadiuplicates.

» Division also merges two tables, but with more complicatelécsion
capabilities. For a simple example, suppose a tablatains all the
products you buy and a table contains all your Beygpand the products
they sell. Relational division can be used to fadd suppliers that can

supply all the products you buy.
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much more flexible. Hence, they have become thabdse technology of
choice in today’s systems.

The relational model caught the attention of tigustry because computer
scientists see it as a good “theory” of data stma;twhile users find its tabular
representation comfortable and familiar. Databaaeaagement systems based on
the relational model were first used primarily &nhle end user queries; they are
now widely used in high-volume transaction systevitk huge files.

Much of this current interest in relational systsermomes from their
capability to enable on-the-spot concatenationaté drom several sources. This
capability is precisely what end users want, beedlisy do not know the format
of many of their adhoc queries ahead of time. Taigability also increases the
flexibility of large mainland systems.

Object Model.

As the newest data model, the object-oriented a@mpreexpands the view by
storing and managing “objects” each of which cassié the following:

A piece of data

. “Methods” or procedures that can perform work otada

w nh e

Attributes describing the data
4. Relationships between this object and others

Objects are important because they can be any t¢ypdata, whether a
traditional name or address, an entire spreadslkeeljp of video, a voice
annotation, a photograph, or a segment of musimlkection of objects is called
an object basg although such terms asbject databaseor object-oriented
databaseare also used.

Object data management techniques draw from thd. pdsey retain
traditional DBMS features, including end user todigh-level query languages,
concurrency control, recovery and the ability tbcegntly handle huge amounts

of data. But they include two other major concepss well. One is object
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management, which is the management of complexskioid data, such as
multimedia and procedures. The other concept isnkeage management, or the
management of large numbers of complex rules fasaring and maintaining
integrity constraints between data.

Stonebraker and Kemnitz provide an example of glicgiion that requires
object management, as well as data managementrandddge management. It
is a newspaper application that needs to stores tamtl graphics, and can be
integrated with subscription and classified ad ddte this application, the
customer billing requires traditional data managaimstorage of text, pictures,
and the newspaper’s banner require object manadeFRieally, it needs the rules
that controls the newspaper’'s layout. One rule migh “Ads for completing
department stores cannot be on facing pages.”

Stonebraker and Kemnitz believe tinadstdata management problems in the
future will require all three dimensions: data, esttj and rule (or knowledge)
management.

A look to the future

Silberschatz, Stonebreaker, and Ullman give sewempks of database
applications that cannot be handled well, or gtvaih today’s database products
or technologies.

1. NASA estimates that it needs to store 10 bytesatdlise images from
just a few years’ worth of space exploration in #f#0s. How can it
store and search such a massive database, whedough to fill 10,000
optical disk jukeboxes?

2. CAD data for a skyscraper must maintain and integnatermation
from the viewpoints of hundreds of subcontractéi@. example, when
an electrician drills a hole in a beam to run atical wire, the system
should ideally, re-calculate the stresses on tlemb® ensure that its

load-bearing capabilities have not been compromised
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. The U.S National Institute of Health and the U.Sa&eément of Energy
have a joint project for constructing the DNA seagee of the human
genome, which is a several billion elements lon@tdfling patients’
medical problems to differences in genetic makesipaistaggering
problem requiring new data representation and baachnologies.

. Large retail chains record every product code sognaction of every
cashier in every store. Corporate buyer explore tlaita using ad hoc
queries to uncover buying patterns. This proceduaeddata mining,
is growing, not only in retailing but in medicinggience and many other
fields.

. Databases of insurance polices are going muliendy storing
photographs of damaged property, handwritten clé&mms, audio
transcripts of appraisals, images of insured objeahd even video
walk-through of houses. Such image data is so ldrgiethese databases
will be ernomous. This application also pushes limits of available
technology.

. A design database should notify designers whendnéeir systems
designs is affected by a modification made by lagotesigner. These
systems could encompass elaborate sets of triggetrsck important
actions. Separate rule-based systems, common tpdalyably are not
efficient enough to handle these complex situations

. We need new data models to handle spatial data, uscértainty.
Finding the closest neighbour to a data elemer@Dnspace requires
new multidimensional access methods. Exploringstage of a database
at a point in time, or retrieving the time listim a data value, are
functions requested by engineers, retailers, apdigists. Unfortunately,

time often is not supported in today’s commerceaththases.
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Just as there is essentially one worldwide telephsgstem and one
worldwide computer network, some believe we willeetually have a single
worldwide file system.

To achieve this global ness requires collaboratdomong nations, which is
actually happening in some areas. The human gepooject is one example.

Defence contractors want a single project. An aatmpany wants to give its
suppliers access to new car designs, under ceri@nmstances. Both of these
needs require inter-company databases. The challisnigiaking these databases
behave as though they are part of a single datali&se interoperability is the
main challenge of distributed systems.

Yet another challenge is providing easy-to-use armf browsing tools that
work across heterogenous databases. These quégmsysiust be able to explain
to a user where an inconsistency occurred, or whedatabase was missing;
otherwise, these systems cannot be trusted torpedomplete searches.

Finally, security is of major importance in todayP8MS, and distributed,
heterogenous Internet-linked databases exacerbatproblem. Companies may
want to permit access to some portions of theialsiges while restricting other
parts. This selective accessibility requires religb authenticating inquirers.
Unless security and integrity are strictly enforcaders will not be able to trust
the systems.

To date, the database industry has shown remarkabtzess in transforming

scientific ideas into products, say Silberschatan&braker and Ullman.

DISTRIBUTING DATA

A major challenge in managing internal data recagalstributed data. At the
moment, difficulty with distributed data may sourd bit unusual, because
everyone is placing so much emphasis on creatimgniets that consolidate data.
But, in truth, intranets and even e-commerce wiltér more coordination among
distributed data.
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True distributed databases.

Chris Date, of Codd and Date Consulting Group, fdated 12 rules for a
distributed database. These rules, listed in Figufe have becomthe fairly
technical definition of a “true” distributed dataea Although it is not stated,
these operating principles depend on the underlgaigbases being relational.

A standard query language.

A myriad of technical challenges faces designersdistributed systems.
Fortunately a standard language for accessingioedtdatabases is currently
available: SQL. It is not a full application devetoent language or an end user
query tool. Rather, it is an English-like languaige manipulating data and
performing queries against relational tables. # theee components.

1. A data definition languagéor creating relational tables, creating indexes

to data, and defining fields of data

2. A data manipulation languagéor entering information into a database

and accessing and formatting the data

3. A data control languagéor handling security functions
The use of SQL provides a number of benefits. it lma embedded in procedural
languages, such as C or COBOL, and can be incdagubra packages, such as
spreadsheets, that run on PCs and workstatiorsanitact as an intermediary
between production applications and databases geeatalient requests and server
responses, and between browser-based applicatinds databases. It thus
insulates applications from changes in physical lagital database structures.
Furthermore, it provides the foundation for staddaommunications among
heterogeneous databases, via application progragnmmterfaces (APIs) for
databases.

FIGURE 7-6 Twelve Rules for Distributed Databases
1. Local autonomy. Local data are owned and managed locally, withlloca
accountability and security. No site depends onthaerofor successful

functioning.
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. No reliance on a central site. All sites are equal, and none rely on a
master site for processing or communications.

. Continuous operation. Installations at one site do not affect operations
at another. There should never be a need for anethrshutdown.
Adding or deleting installations should not affestisting programs or
activities. Likewise, portions of databases shdwddable to be created
and destroyed without stopping any component.

. Location independence (transparency). Users do not have to know
where data are physically stored. They act ad dath are stored locally.

. Fragmentation independence (transparency). Relations between data
elements can be fragmented for physical storagejd®mrs are able to act
as if data were not fragmented.

. Replication independence. Relations and fragments can be represented
at the physical level by multiple, distinct, storedpies or replicas at
distinct sites, transparent to the user.

. Distributed query processing. Local computer and input-output activity
occurs at multiple sites, with data communicatite$ween the sites.
Both local and global optimization of query progegsare supported.
That is, the system finds the cheapest way to answequery that
involves accessing several databases.

. Didtributed transaction management. Single transactions are able to
execute code at multiple sites, causing updatesribiple sites.

. Hardware independence. Distributed database systems are able to run
on different kinds of hardware with all machinestjégating as equal

partners when appropriate.

10. Operating system independence. Distributed database systems are able

to run under different operating systems.

11.Network independence. Distributed database systems are able to work

with different communications networks.
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12.Database independence. Distributed database systems are able to be
built with different kinds of databases, providdwy have the same

interfaces.

ALTERNATIVES TO “TRUE” DISTRIBUTED DATABASES

Many databases do not have to be true distribudabdses, as defined by Date.
Many alternatives have suffered quite well, inchglthe following:

. Downloaded data files

. Copies of data stored at nodes

. Not fully synchronized databases

. Server-based database

. Federated databases

Downloaded data files:

Sending data from servers to PCs is common. In fadgt the most popular
method for distributing data. But most companiesidballow files to be updated
directly to a production file for fear that the egtity of the data will be
compromised. An intermediary verification processinvolved. Many do not
even allow direct downloading of data from prodowtfiles to PCs. Instead data
is extracted from the production files and put iatdata warehouse or internet file.
Copies of data stored at node:

A second approach to distributing data is to losateking copies of data at nodes
such as a data warehouse or Internet file. Thetgefitkss are accessible to remote
users for query and sometimes to post updatestarjes. This so-called “memo
posting” provides fast answers to queries and hphpsess customer activity
during the workday. The master files reside at onenore data centres, and the
“official” updating of the files is done at thesentres, usually at night. Then
during early morning hours, the new and changedrdscare downloaded to the
nodes for use during that workday.

Not fully synchronized databases:
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It may not always be necessary to have distributathbases that are
synchronized at every point in time, as long asdtrers can always be caught
quickly and fixed easily. The distributed name gg(DNS) on networks works
in the manner. The service stores the names andssds of files on the network.
Each service node has one authoritative copy amdsecondary copy of these
names and addresses.

The secondary copy is kept in cache (fast memany, is responsible for
refreshing itself from the primary copy. But it @oenot worry about
synchronization, because it gives out a wrong asjrthe requesting message
quickly discovers the error and returns and askgpfonary copy of the correct
address. Where the alternative is possible, itsisniple and robust solution.
Server-based databases:

Significant differences separate true distributeatadases from server-based
databases. The difference is in the concept ofatlon transparency.” In a true
distributed database, each node has a copy of BMI) and the dictionary;
therefore the application need to know the locatibthe data because the node
can determine the access strategy. In server-b&gtdms, on the other hand,
only a limited number of nodes run the DBMS, so dipplications must know
where the data is located. Therefore, they do nppart location transparency.
Nevertheless, they are appropriate for higher-perémce transaction processing,
he believes

Federated databases:

Another alternative to fully distributed databases “federated databases” rather
than distributed databases. Therefore, the existatgbases will retain the their
autonomy, their will continue to be defined indegently, each local DBMS will
essentially take care of itself, retaining rulesdthers to access its data.

We have seen this approach work when incompatiatabases, such as
those that contain text, alphanumeric, and image, reeeded in a single

application. These databases are left intact an ¢oln machine, and their data is
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pulled together at the workstation. The applicagoftware on the client machine
calls on the various databases, and displays data €ach one in a different
window, in whatever format it has been programmeduse. For handling

multidimensional data, companies typically take @gpproach. A good example is
the Northwest Airline System. This approach is deog used in intranet-based

applications and data warehouse-based applications.

DATA WAREHOUSING

An important development in the use of internabrdebased information is data
warehousing. Briefly, a warehouse is a databasedatains data from many
sources, including operational sources. It is updigieriodically, and it comes
with repository of “metadata” that describes prelgiswhat each type of data
means in terms that marketing folks, the salesfar@nagement and others can
understand. A major driving force behind most de#éaehouses has been to more
finely target marketing: the desire to gather cosodata in one place, segment it
into customer groups such as profitable and unjatd® customers, see the
buying patterns in each customer group, and themlde new products and
services targeted for each.

Typically, data is first extracted from mainfrara@d other databases.
Prior to being placed in data warehouse, the dapracessed (i.e., “cleaned”) to
make it more usable for decision support. Many wesdprovide software
specifically for this purpose. The data is thenntaned on a file server, and
special-purpose software is used to support arsafygivities.

Online analytical processing (OLAP) refers to ngera and professionals
doing decision support analyses without help frotermediaries or information
systems professionals. The term contrasts withnentransaction processing
(OLTP). OLAP is driven by (1) the need for inforneat; (2) the emergence of
software that supports the building, maintenanod,wse of data warehouses; and
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(3) more computer proficient users who are able waiilihg to do their own
decision support.

Even though decision makers are better equippedntdyse the vast
gualities of data stored by organizations, manaaftching is inadequate because
important developments may go undetected if no isnoking for them. In
response to this problem, vendors now offer soi#wagents, also known as
intelligence agents, that continually send quetteslatabases to find exception
conditions. When one is found, it is automaticaiint to the appropriate person,
often through e-mail. Software agents provide atédeand alert” capability.
They reflect an exciting integration of artificialtelligence and decision support.
Because data warehousing and data mining are elestint for decision support,
and because they evolved primarily from work ondata component of decision

support systems.

CONCLUSION
A design database should notify designers whenabrteeir system designs is
affected by a modification made by another desigidrese systems could

encompass elaborate set of triggers to track impoections.

SUMMARY

Finally, security is of major importance in todaglatabase management system
(DBMS), and distributed, heterogeneous Internetkeld databases exacerbate the
problem. Unless security and integrity are striethforced, users will not be able

to trust the systems.
TUTOR MARKED ASSIGNMENT

1. What is the main problem in “managing data”?
2. What are the four roles of data administration?
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INTRODUCTION

Information is power. We are in the information ageese and similar statement
would lead you to believe that managing informati®m key corporate activity.

Infact, some believe that information managemeather than technology

management, is the main job of the informationesyst

OBJECTIVES

At the end of this unit, you should be able to

» Discuss information management issues

» Explain four types of information

* Explain the difference between information managemend knowledge

management
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IMFORMATION MANAGEMENT
If information is to be viewed as an asset, as ntamgpanies now doe, it must be
treated differently from the traditional assetslaifor and capital, because it is
different from, says Thomas Davenport at BostonvErsity. For one thing, it is
not divisible. Nor is it scarce. In addition. Owslkip cannot be clearly defined.
Devenportiscusses three categories of issues in manadgmagnation.

1. Value issues

2. Usage issues

3. Sharing issues

Value issues:

Information’s value depends in the recipient anel ¢bntext; it is contextual. In
fact, most people cannot put a value on a piedefafmation until they have seen
it. Despite these drawbacks, people do, indeedgepltalues on information. Look
at all the information services that people bujodmation marketplaces do exist,
inside and outside companies. The only practical waestablish the value of
information is to establish a price for it and seleether anyone buys. Pricing
possibilities include charge for the informatiorself rather than for the
technology or the provider. Charging by the documrather than smaller unit,

charging by length or time or number of users, emarging by value rather than

cost

A number of tools are being used at companiesi¢cease the value of
information.
* Information Maps: These maps can be textual charts or perhaps even

diagrammatic maps that point to the location ofoinfation whether in
written martial, experts’ minds, and so forth. IBfbr example, created a
guide to market information, so the managers aath diut where to get quick

answers to their ad hoc questions. The result bag kess money spent on
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duplicate information and increased understandinth® kinds of questions
people typically ask.

Information Guides: Guides are people who know where desired
information can be found. Librarians have tradiityy played this role.
Hallmark Cards, for instance, created a guide jolsi business units to help
employees find computer-based information on akbelgobs. These guides
have substantially reduced the time needed toififtdmation.

Business DocumentsBusiness documents are yet another tool for sharing
information. They provide organization and conte®mne fruitful way to
embark needs. This process can be easier, and usefal, than defining
common terms. Dean Witter, for instance, discovehned its brokers all used
the same document, over and over. Some 90 pertérgse documents could
be put on one CD-ROM, kept on local server, andatgmt| monthly, greatly
facilitating information use.

Groupware: Groupware is a tool for getting greater value otit &ess
structured information. It allows people to sharfoimation across distances
in a more structured manner than electronic maitug Notes is such a
product. Groupware can ease discussions and drbdigon of information,
but its success depends upon the culture. For loing, tbetter access to
information increases (not decreases) people’sta@ger more information.
However, employees using sophisticated groupwasdymts need education
to learn how the technology can be used to impmeek habits and profits,
neither of which flows naturally from the technojog

To have value, the databases need to be managed, pwned and
restructured. Knowledgeable people are needed twageathe information
resource and its use. This need is true for intrand web sites as well.

Usage Issuesinformation management is a management problemusecia

deals with how people use information, not how thsg machines, says
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Davenport. Three points illustrate the importanod difficulty of managing
information use.

One, information’s complexity needs to be preserveformation
should not be simplified to be made to fit into@nputer, because doing so
truncates sharing and conversation. Informatiors due conform to common
definitions. It is messy. It naturally has diffeteperspectives, which are
important and need to be preserved. A certain amafutension between the
desire for one common global meaning and numer@udiér local meanings
is inevitable; therefore, companies that want tilles®n common corporate
terms must do so with line people, not technicaiptes because line people
will use the end results. The IS organization cacilitate these discussions,
but the business people should determine the mgsnin

Two, people do not easily share information, evesugh is value
grows as it is shared. Culture often blocks shariegpecially in highly
competitive organizational cultures.

Three, technology does not change culture. Justdibgi an
information system does not mean that people wsk ut. It is a false
assumption that too many IS people make. To chdmgenformation culture
of a company requires changing basic behavior, eglwattitudes, and
management expectations.

» Sharing Issues:If information sharing is the goal, a number of wious
problems must first be resolved. Davenport expldived a sharing culture
must be in place or the existing disincentives whlvart using a sharing
system.

Technical solutions do not address the sharingeisBar example,
much talk has touted “information architecturesfiane the definitions of
stable types of corporate data, such as custompeoglucts, and business
transactions, can be specified ahead of time aad osnsistently across the

firm. This approach has yet to fulfil its promisEhe enterprise models are
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difficult to understand, they take years to popeiland they are probably
outdated before they are usable. But even more riapity, information
architectures have failed because they do notitekeaccount how people use
the information. Managers get two-third of theirfomation from
conversations, one-third from documents, and alnmuste directly from
computer systems. So a common information architegs not likely to solve
the information management problem.

An issue in sharing is: Who determines who haditegie need of
the information? The “owning” department? Top mamagnt? And who
identifies the owner? The development of the pples for managing
information- how it is defined and distributed-n®re important than the final
principles, because the touchy subject of inforamasharing is brought out
into the open. In short, working out informatiorsuss requires addressing
entrenched attitudes about organizational control.

Is sharing good? Not in all cases. Forcing emplsy&ee share
information with others above them can lead tousitre management. Some
executive support systems limit “drill down” forguthis reason. Managers
think about these types of issues in informatiomaggment.

Unlimited information sharing does not work. Limége necessary.
On the one hand, the sharing of corporate perfocandigures is beneficial,
even when corporate performance is poor, becausidlly increases morale;
uninformed employees usually guess the worst. ®mther hand, the sharing
of rumours (non-information) generally demoralizpsople. Separating
information from non-information is an informatiomanagement issue.
Allowing employees to send messages to large ldigtan lists exacerbates
the information management problem. Managemente hawken to the fact
that they need to address this issue. Vendors avelaping filters and

“agents” to be used with electronic mail systemgese responses will only
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help resolve corporate information management gssife the correct
underlying policies are put in place.

Even hiring practices play a role in information magement. If
promotions are based on circulation and publicatbmew ideas, a sharing
environment exists. If these activities are notaeled, sharing may be an
anathema to the culture.

In all, getting value out of information requiresora than
technology. It is inherently hard to control. It &ver expanding and
unpredictable. Only when executives view it in thght will they manage

information for most effective use.

FOUR TYPES OF INFORMATION

Internal record-based information has been theseswf attention of information
systems because it is the type of information cderplobased application systems
generate and manage easily. External record-basedmation can now be
accessed over the Internet, or through other eleictmeans, via public databases.
End users themselves have generally handled tleigment of this kind of data
by subscribing to database services. GenerallyeX&cutives have paid little
attention to document based information, eithegrimal or external. Intranets have
changed that. Documents are now an integral pathefkinds of information
these sites house. Even in competences to berdadm, after a short time, they
gladly turn responsibility for the technical issumer to IS. We now look at ways
companies are managing and utilizing these fougsyd information.

INTERNAL RECORD-BASED INFORMATION:

Thus far, this chapter has dealt with the intereabrd-based cell of the matrix in
Figure 7-2. As we have seen, the three —level datals the conceptual model for
organizing internal record-based data. Databaseagement systems manage

data using data models that define the relatiossaipong entities and attributes
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of the data. The four dominant data models are higgarchical, network,
relational, and object models.

Monsanto represents the recent resurgence oft effgetting record-based
information into shape. They and others have dise that it requires a two-
pronged approach. One is to get the pool of daaned up. The second is to
ensure that the data streams that feed that potiilsote clean data. Dealing with
data inputting processes requires tracking thosegsses through the company to
uncover any sources of errors, perhaps using atgmanagement approach. As
Cornalia Varney noted, one company routed ordeas ¢bntained errors int an
“error bucket”. The data quality group then follalhinese data errors “upstream”
to find the root cause. From there, they and tlesug’ho input the data decided
how to change the process to eliminate the er@ftentimes, all that was
required was to explain the use of the data, sangthose users had never been
told.

Internal document-based information:

The management of internal document based infoomataditionally rested with
the vice president of administration, who overseesords management
(document records, not data records). However, meoti management is a
crucial issue facing CIOs. For our purposes, a dgwmou is a semi-formal
“package” of information, structured for human coefgension. It has
organizational relevance, so it is stored, traneajtand consequently maintained
in the context.

Electronic document management includes a vaoktgchnologies, such as
document and image processing, text retrieval, gpeand hypermedia, EDI,
and desktop publishing. In addition, electronic wWent management includes
the technologies that have been used for yeamsditibnal records management
areas: micrographics (film and fiche), computerpatitmicrofiim (COM), and
automated records centre applications. The docuhwentled by this enlarged set

of technologies might be letters, blueprints, saleges, voice mail messages,
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images, or multimedia documents. Increasingly, theyude documents from
external sources, such as news items, the integaeg¢rnment or industry reports,
and even incoming correspondence.

We have identified data, information, and knowkedg the total information
resource of the firm. Much of this resource existshe form of documents.
Despite more than 40 years of progress in comingrinformation processes,
many organizations still have a hug, crucial amafntpaperwork” required to
do business. The amount of paper is not likelygorease either, despite the use
of the technologies already mentioned. Xplor Ind¢ionalestimates that the total
number of electronic and paper documents will cargito soar from just over 2
trillion in 1998 to 20 trillion by 2005. See Figure7.

The percentage of documents that will be printétl decline substantially
from 90 percent today to 40 percent in 2005. Howetlee overall number of
pages will offset the decline in percent printei@)ding an overall increase in the
number of pages printed (from 1.8 trillion to 8liwn). The remaining 60 percent
of pages will be in the form of electronic docunsemxisting in various
repositories: the World Wide Web, corporate intérnatworks, government
repositories, and so forthConservatively ,that's 60 percent of 20 trillion
documents, or 12 trillion documents in electromenfat. A portion of the 40
percent printed will also reside in electronic fatmThese electronic documents
will only be useful if they can be accessed, readegorized, summarized, and
shared.

Despite 15 to 20 years of developing managemestes)s, decision support
systems, and executive information systems witla,date have just begun to
include the valuable information contained in doeuts. So information
management needs to include managing the inteotaindent-based information

on which most organizations continue to depend.
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External record- based information:

It has generally been users, not the IS departmehg have managed the
acquisition of information from external databaseStrategic planning
departments, financial planners, and other usemartieents have sought out
services that provide this type of information. M&ith the increasingly turbulent
business environment, companies will want to comti their use of such
external services, as well as combine internal extdrnal information to better
understand consumers. As an example of an extsmaice of record-based

information, consider Isuzu’s use of geographioinfation system data.

External document-based information:
Many IS executives consider external document-badednation to be the least
manageable form of information. It has been theaesibility of corporate
librarians in most companies. Yet, as the amounsuah external information
grows, and as more and more of it becomes compatkriit will become
increasingly important for inclusion in IS execetsv jurisdiction. Just witness
what is happening with the Web and its plethorextérnal documents.

One area is environmental scanning-searching tleldwof external

information in areas relevant to an organizationviEbonmental scanning services
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3.3

have been available for many years. They reviewigatibns, clip out pertinent
articles or create abstracts of these articles tlael pass them along to the client.
A newer development is the delivery of this infotroa to a company’s internal
computer, perhaps even a PC, where it can be sshrblowsed, and interpreted
by managers. Yet a newer development is the Welh ws plethora of
information, search engines, and custom interedtl@s.

The extremely rapid growth of computer-based damumand reference
services is not surprising. Jane Fadorowiaescribes this growth and the
technology advances that have enabled it. She eaitastudy by Information
Market Indicators, Inc., that shows U.S. businessergeased their online database
expenditures by 117 percent in three years. Corepagie retrieving more and
more information from text databases, such as Dowes News Retrieval. The
increased reliance on external market indicatord a@anproved sources of
information has dramatically booster the demandafdine text database services.

Typically, users of these systems are trained@iibns who provide a service
within their company, or PC users who access géperaose databases. Most of
the time, the results of the search are hard cepgrts of bibliographic, financial,
or other stored information; although, increasinghey can be files downloaded
from the internet. Some decision support and exezuinformation system
products provide links to external databases asplaly the results of prespecified
searches on the screen. The use of an online searcite at California State
University at Los Angeles illustrates the extent edfternal document based

information.

MANAGING KNOWLEDGE

The IS world seems to be moving from data managen@ninformation
management to “knowledge management.” This thiehayr often referred to as
managing intellectual assets, is just beginninget@xplored

FIGURE 7-8 The Scope of Information Management
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Those who distinguish between information and Kedge appear to believe
that knowledge is what is in someone’s head, winhilermation is in databases.
Many feel that the termknowledge managementeates the wrong impression.
The term managementoften brings forth the “we can control it” mindset
Knowledge cannot be controlled or engineered, sontiechanical metaphor is
wrong. It con only be leveraged through processelscalture. The biological or
ecological metaphor is much better. The more peapteconnected, and e the
more they exchange ideas, the more their knowlesgpgeads and can thus be
leveraged.

As an example of the people and process emphasminaging knowledge,
consider the definition used by the CEO of Xeroxpapany that has promoted
this topic for several years.

“Managing knowledge means creating a thriving waekd learning
environment that fosters the continuous creatiggyegation, use, and re-use of
both organizational and personal knowledge in tmsyat of new business value”.

__Paul Allaire, chairman and CEO, Xerox Corporation
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The process is the key. An important concept ésdifference between tacit
knowledge (knowledge in someone’s head that camasily be explained),
explicit knowledge and the process of transferfiagit” knowledge to others. To
emphasize this idea, several companies have stogtiedg about knowledge
management and use only the tdmowledge sharingin this regard, IT is seen
as one enabler, but not the main enabler. The keyns to be getting people
together face-to-face, to explain about how theyhdiogs. Once people sit down
and talk about what they do and why, barrier fatipwledge flows, and sharing
increases. Unfortunately, people are not giventithe mor the space these days
for this kind of interaction; “free time” to shalenot seen as important. Figure 7-
9 further emphasizes these concepts by distingqwgstietween information
management and knowledge management.

So, unlike information management, knowledge manamt is more akin to
knowledge “gardening.” It needs to be nurtured, tloerect environment and
sharing norms need to be in place, and only thdintlvé sharing take place. To
better understand the tack that can be taken tageharocesses and increase
sharing, consider what one large pharmaceuticapamyis doing.

FIGURE 7-9 Information Management is Different from Knowledge

Management
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CONCLUSION

The job managing information resources is wildersgnificant. Not only must
information system got corporate data in shapetloey also need to create and
build an information types.

SUMMARY

In summary, we have considered information manageéissues, the four types
of information and the contract between informatmanagement and knowledge
management. Besides, information system execugeel o take a broader view

of information management of they plan to manage & corporate resource.

TUTOR MARKED ASSIGNMENT
1. How does knowledge management differ from infororathanagement?

2. What is the purpose of data warehouses?
REFERENCES/FURTHER READING

Davenport, Tom, “Saving IT’s soul: Human centeratbimation Management”

Harvard Business Review, March/ April 1994.
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MODULE 5: MANAGING OPERATIOINS

Unit 1: What are operations?

Unit 2: Outsourcing information systems functions
Unit 3: Security in the internet age

Unit 4: Disaster Recovery for Distributed systems

UNIT 1: WHAT ARE OPERATIONS?
1.0 Introduction

2.0  Objectives

3.0  Main Content

3.1  Why talk About Operation?
3.2  Solving Operations Problems
3.3  Operational Measures

3.4  The Importance of Good Management
3.5  What's New in Operation?
4.0 Conclusion

5.0 Summary

6.0  Tutor Marked Assignment

7.0 Reference/Further Reading

1.0 INTRODUCTION

A discussion of managing the essential informatemhnologies is not complete
without describing operational issues facing infation system executives. Due
to mergers, corporate restructurings, the Interanad, e-commerce, the subject of
computer operations receiving a lot of attentigistams operations are important
because, if they are not professionally run, a aimgrould suffer a computer or
network crash that could shut down their businesséme period of time. It is

not a trivial area, especially as companies becoreasingly rehart on network

and computers to run their business. Further npmerly run information system
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3.1

shops cause information system executives to enéighping fires instead of
setting policy or they find themselves looking éonew job or their operations are
out sourced. Actually, this last options often sasra welcome relief by many IS

executives

OBJECTIVE
At the end of this unit, you should be able to
» Explain the driving force behind outsourcing
» Understanding the importance of operations
» Discuss the importance of good management
WHY TALK ABOUT OPERATIONS
Keeping the shop running is getting increasinglfiailt, he said. The reasons
become apparent at budget time. His total annualel@rtment budget had the
following split:
» 33 Percent for systems and programming, of whictp&@ent was for
maintenance and 30 percent was for new development
* 1o Percent for department administration and tngini
» 57 percent for operations.

So, one reason operation are important is becthesg involve more
money than any other part of the department.

At his company, operations included computer haréwat 64 locations,
including 12 seaports, 12 sales offices. Hardwackided computers, disk drives,
tape drives, printers, and PCs. Operations aldaded communication lines and
equipment, and software, such as operating systeonspilers, and networking
sulting for developers, and operators who schedaled ran production jobs,
mounted tapes, delivered reports, and monitoredn&ehines and network. And
operations included disaster recovery planningsaurity.

“Putting all these things together sometimes ganee more excitement
than | could stand,” quipped congleton, “Plus thesre more expensive than |
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3.3

wanted. Therefore, achieving a 10 percent redudtiaperations has a far greater
effect that a 10 percent reduction in any othem.aiéat is why operations are

important.”

SOLVING OPERATIONAL PROBLEMS

System operations problems are obvious to theeentimpany: Response times
are slow, networks are down, data is not availaimelata is wrong. What can be
done to improve operations? Congleton describesethtrategies. One is to buy
more equipment. As equipment costs drop, this mwlunight appear the most
cost-effective, unless you run out of room for tequipment. The second
approach is to continuously fight fires and reageapriorities, getting people to
solve the problem at hand. This solution reallyyomloves the problem of poor
management from one hot spot to another. The #gotdtion is to continually
document and measure what you are doing, to findheureal problems, not just
the apparent ones. Then set standards. It is thé@ocongleton preferred. It is
needed no matter whether the systems are longitmmsaction systems or for

internet e-commerce.

OPERATIONAL ISSUES
Operational measures are both external and intefexéérnal measures are what
customers see: system and network uptime (or dowe)ti response time,
turnaround time, and program failures. These aspdictctly relate to customer
satisfaction. Internal measures are of interedStpeople: computer usage as a
percentage of capacity, availability of mainlinestgms, disk storage utilized, job
gueue length, number of jobs run, number of jolosrrelue to problems, age of
applications, and number of unresolved problems.

Problems reported by the external measures cagraggnbe explained by
deviations in the internal measures. To help uncdke problems related to

equipment capacity, quality of applications, or mojger use of systems by users,
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numerous venders the various kinds of computer tal@tom equipment, said
Congleton. Storage management systems manage 9Space efficiently.

Schedulers schedule jobs. And library managemestesys keep track of
versions and backups of files and programs. Sotylehtools are available to

help IS departments measure how efficiently thguigment is being used.

THE IMPORTANCE OF GOOD MANAGEMENT
Tools are useless, however, unless IS managememréated a corporate culture
that recognizes and values good operations, saal€wn. It is hard to find good
computer operations managers because the absemcestifje ( and sometimes
pay ) does not attract individual with the propembination of skills and training.
This reality is unfortunate, he said, because ign@l environment, an operations
job can be particularly rewarding, both financialyd professionally.

The skills required of an operations manager emnéas to those needed in
a factory or oil refinery. The factory manager mgshedule work to meet
promised delivery dates, monitor performance askwtows through the key
pieces of equipment and respond quickly to prodadireakdowns. In a well-run
factory, the manager can usually recover from anvo individual problems. In
a badly run factory, a manager faces little prolsleand often does not know
where to start to fix the problems. The same ig tru computer and telecom
centres where the “factory equipment” is the digkes, database machines, host
computers, servers, network gateways, routersgésicand the like.

In conclusion, CIOs need to be concerned aboutatipa, said Congleton,
by putting the proper operations environment incglaThe keys to managing
operations is the same as in any management jostaselards and then manage

to those standards by finding an outstanding oper®manager.

WHAT’'S NEW IN OPERATION
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Since the last edition of this book, several changave been taken place in
operations.

Companies Have “Cleaned Their Operational Hous@K and the Internet have
forced companies to “clean house” in their data aetivork centre operations,
says Rosemary LaChance, accompany that providesuktioly on automating

data center operations.

In the late 1990s, companies were fearful theitr @mputer could not
handle processing in the year 2000 because matiyeoprograms left out the
digit “19” in, say, “1993.” Once the millennium hithese programs would think
the year 2000 was the year 1990, yielding erroneesidts.

Y2K forced companies to not only look at theirstixig software but also
their computer operations, says LaChance, in pdatic their standards and
policies. Formerly, operations were managed realstiv They upgraded
hardwares but thy rarely updated processes. Compamould not spend the
money to improve procedures, thinking, “If it aibitoke, don't fix it.”

Y2K, and then the Internet, required managemetttitd about the processes that
computer operations supported and ask, “How argoig to do what we will do?
How will we be able to add services or outsourcerafpons? Will we be able to
support e-commerce?” The resulting chances haveolddr better operational
structure because management took the time toed#fenrules for operations and
put better policies and procedures in place.

“Had they not gone through Y2K, most companies ldonot be
operationally prepared for the internet,” says Lai@ie. Although automation
provides disciplines discipline, the rules mustrbplace to automate. Y2K forced
companies to definite these rules, such as rulegdming access to systems.
They also got rid of such outdated procedures assterring data via tapes
(moving to more efficient and less costly onlingadacansfers), and distributing

reports on paper (moving to making them availaidetive company intranet).
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In short, Y2K gave computer operation the attentimeeded, but had not
gotten. So companies are now in much better shageonally. They have been
forced to move from a survival mode (“Let’s just ¢j@is job run”) to a planning
mode (“What do we need to support e-commerce?”’t. &uallenges remain.
Computer operators still cannot link identified Iplems with changes, so they do
not have integration problem and changes managenidwat pieces of the
operations structure is still missing.

Operations Managers are Beginning to Managing Outwal. The picture
congleton paints is based on the traditional “mamgagnward” view where
enterprises manage their own data centers. Byage,|that view has been true
and remains true. But as the next section on orgsw@ points out, a growling
number of companies are turning to a third partyuto their data centers. These
changes do not mean CIOs can relinquish respomgibdlr operations. It just
means they need to ensure that their people amegpyomanaging the service
providers.

Even for companies keeping their own data cengrsncreasing number
are taking advantage of operational services peavigy third parties, especially
for e-business operations. For example, some hest web site at a company
that specializes in Web hosting, such as Exodus miamtations. Offloading
Web operations allows enterprises to forego largeipgnent and brick-and-
mortar investments, expensing operational costdeads Finding qualified
employees is an acute problem in the IT fieldsleasier to attract and retain IT
talent when a company'‘s core business is IT becsiagecan see a career path,
the company is more likely to buy the latest taisl equipment, and the culture
is more likely to be IT-friendly.

Operations are Being Simplified. Another trend is to simplify operations by
centralizing applications in one place, rather trdistribute them on PCs.
Programs are then downloads when requested. Thidige is called “server-

based computing,” and was discussed in Chapter 5.
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Certain Operations are Being Offloaded Yet another trend in operations is to
offload certain kinds of operations or certain atpeof computer and network
operations. Often, these relate to the Internatekample, a large growth area in
Internet operations is “event management,” whichamsehosting a real-time
event over the Internet. When successful, suchteyealled web casts, leads to a
huge spike in web site hits. To avoid being swamaed having the Web site
crash, companies are offloading the operationa¢cspof these events to third
parties that specialize in hosting such activitidste is an example of such a web
cast.

CONCLUSION

In conclusion, the attention of CIOs in operati@ed to be focused on ensuring
they had the in-house expertise to keep systemsnhatwdorks up and running.
Their attention now is toward determining wherethies perform the various
kinds of operations, in-house or with a third paity an increasing number of
cases, especially with respect to e-business, hiwéice is to use an outside

specialist, which leads naturally to the next sajeutsourcing.

SUMMARY

Traditionally, managing operations has meant mantpgiward, that's, managing
one’s own operations staff, including those who kvor the data centre, data
administration, network administration and systgmnsgramming. Today, it is
just as likely to mean managing outward, that ignaging the company’s
relationship with external IT service providers avhave taken over the day to

day operational work.
TUTOR MARKED ASSIGNMENT

1. What is the main shift in the operations view pdint
2. What are three solutions to operational problerogating to congletion?
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UNIT 2: OUTSOURCING INFORMATION SYSTEM FUNCTION
1.0 Introduction

2.0  Objection

3.0 Main content

3;1 The Driving Forces behind Outsourcing
3; 2 Changing Customer-Vendor Relationship
3.3 Outsourcing’s History

3.4 Managing outsourcing

4.0 Conclusion

5.0 Summary

6.0  Tutor Marked Assignment

7. References / further reading

1.0 INTRODUCTION
Outsourcing means turning over a firm’s computesrapons, network operations
or other it functions to a vendor for a specifisdd-generally, at least a few years,
although that time frame is changing. Some yeack,bautsourcing became a
legitimate management strategy by is departmentdil that time the only

companies that outsourced their is department these that were poorly run

2.0 OBJECTIVES
At the end of this unit, you should be able to
» Discuss the driving forces behind outsourcing.

» Discuss the history of outsourcing.
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3.2

» Explain customer-vendor relationship

THE DRIVING FORCES BEHIND OUTSOURCING

At a meeting of the Chicago chapter of the sodetyinformation Management,
Mel Bergstein of Diamond Cluster Int'l. gave an owew of outsourcing. His
main message was that outsourcing is another stefhd evolution of the
information system field.

Outsourcing descended on IS department as a felanwto the merger
and acquisition activities in the 1980s, said Bwigs In the 1960s, only 10
percent of the U.S. economy had global competitinrthe 1980s, which led to
the huge amount of merger and acquisition activitys activity was also driven
by a new market for corporate control. High —yibtthds allowed a few people to
buy a company and leverage it with debt were “@idesed on their shareholder
value, that is, their discounted cash flow.

These two drivers-focus and value-ztédl leading companies to
restructure and focus on core businesses by askemselves, “where do we
really add value” As examples, some apparel congsano longer cut, sew,
manufacture, or distribute goods because as demighmarketing. Likewise,
some publishers no longer manufacture books. Thayage and finance projects,
and outsource everything else.

So outsourcing is part of the drive for focus ahds not solely an
information system issue, said Bergstein; it is usibess issue. Because top
management must stress value, they must considiowuaing in all their
nonstrategic functions. In the age of e- businttesy may even need to consider

out sourcing their strategic functions to get aguon the competition.

CHANGING CUSTOMER-VENDOR RELATIONSHIP
Outsourcers perform the same activities for a compthat IS department

perform in-house. But, overtime, the amount of waldne by outsiders has
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increased, said Bergstein, as the following exmensin customer-vendor
relationship illustrates.

Traditionally, IS department have bought profesaicservices, such as
planning (or consulting), building or maintainingppdications, building or
maintaining networks, and training. They have dsaght products, which may
or may not include training. And they have boughnhsactions, such as payroll
checks from a service. This third type of relatidpss good for buyers because
their costs become variable, and hence more ctatitel It is also goods for the
sellers because in taking on the risks, they cae hayher margins

With the increasing use of packages and the ne@udgrate component
to create integrated systems, companies have ctedravith a systems integrator.
They generally handle the entire life cycle-plamgpidevelopment, maintenance,
and training-for major system projects. Finallyg tmost bundled approach to
contracting for IS services is outsourcing, whemne butsourcer contracts to
handles all or most of certain information systestivities. The main difference
between the latter two options is that system nattson is project-based while
outsourcing is time-based.

This five-options continuum, shown in Figures &2monstrates how the
IT field has moved, said Bergstein. As you movarfrthe more traditionally
professional services category (on the left) tosoutcing (on the right), four
changes occur in the vendor-customer relationship:

1. Information system management loses an increasmguat of control
because more of the activities are turned oveutsiders.

2. Vendors take more risk as they options on the right

3. Vendors’ margins improve as they offer serviceshanright.

4. The importance of choosing the right vendor becomese important to the

right, because more is at risk in using an outsale
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OUTSOURCING’S HISTORY

In 1989, essentially only one kind of outsourcingswavailable: IT outsourcing.

Since then, field has expanded significantly, s@sea bit of history.

IT Outsourcing:

IT outsourcing essentially began “big bang” dealsnega deals, which consisted
of outsourcing all a company’s data center opegator up to 10 years. These
deals required selling existing equipment to thdsaowrcer, transferring all

software licenses, moving significant number ofpiESsonnel from the company
payroll to the outsourcer’s payroll, negotiatingahthe outsourcers would help in
the transition and which party would carry whichstsp establishing desired
services levels and ways to measures performamckspecifying every single

service to be provided-because if it wasn't in toatract, it would be an added
cost.

In those early days, the goal data center comstraeis purely financial.
Companies wanted to remove the huge hardware fn@m books. They wanted
to shift fixed costs to variables costs, and theynt®sd to save money, generally
about 15 percent. The deals were front-loaded, thighoutsourcers losing money

or breaking even the first year to two, but thendmeing profitable after that, as
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the costs of technology dropped, as they leveréigedses across clients, as they
shared expertise across clients, and as they edent productivity tools that
made them more efficient.

Several problems occurred, however. An “us veteam” mindset often
set in because neither the client nor the outsosiftendled the transition well. A
lot of finger pointing took place as outsourcerfsdrto change for service client
thought were included in the contract. And senlesels did not always live up to
expectations, or interpretations of the contractjieage differed

Furthermore, cultures clashed. Former employeaginhave kept their
desk, but once they became an employee of the wot they became a
supplier and were treated differently. Users haghéi expectation of outsourcers
than of there IS departments. In short, comparé@sned that managing the
relationship was really the tough job. Formerlyeytthad negotiating the deal was
the difficult part, so they had not carefully defihgovernance structures, that is,
how the relationship would be managed.

Today, the industry has matured. Outsourcers leamed that heavy-
handed treatment of clients can backfire. Theynaueh more careful in transition
planning. Clients’ attorneys have learned what'antant in a contract and
where the pitfalls lie. Today, those initial corttia are being renegotiated, and
although the client may not change outsourcersy tienerally become more
adept at renegotiating because they now know wiegtreally need.

Of course, not all outsourcing deals were megésd®at even the small
deals felt like a big bang to the employees who edaw the outsourcer.
Traditional outsourcing:

In the early 1990s, a new type of computing arefient-server computing, as
noted in chapter 5. IT outsourcing had been ardand few years, so CIOs with
their hands full supporting legacy system looketb imsing outsourcing to
transition to client-server computing. They chose of two routes. Either they

outsourced maintenance of their staff could cormeémton building new client-
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server systems, or they outsourced client serveeldpment to specialists and
kept maintenance in-house. In either case, oncadtesystems were brought in,
the legacy systems they replaced were shut down.

Then, in the late 1990s, when the immense siz&2K compliance
surface-to retrofit old applications so they wouldrk after the years 2000-most
companies outsourced as much of their Y2K workhay tould. Because of the
enormous volume of work, offshore outsourcing talidn Ireland and other
countries grew significantly. Unlike traditional Butsourcing, however, contracts
were generally shorter and did not include openstio
Best-of-breed outsourcing:

All through the 1990s, IT department outsourceded#nt pieces of their wok;

mainly infrastructure support, as noted in chagtend IS Lite. However, CIOs

learned that although selecting one outsourcer Wtittad capabilities might be

easiest to manage, often no single company was iitbetass” in all areas. Thus,

selective outsourcing began, where one company lécmdesktop operations,

another data centre operations, and a third netwakagement. Even though the
concept was good for getting the best-of —breedigens, coordination among

multiple providers became a nightmare.

A more recent trend has been what we call “collative outsourcing,”
where one company becomes the prime contractondionerous facets of IS
operations, but some of the work is provided byeptéxternal service provider
(ESPs). Often an operations partner, a developpaatner, and a telecom partner
collaborate to bid on the work, but one is the rf@i” So teams of large ESPs
now bid against other teams for contracts. In scases, these contracts take on
quite a bit more than simply operations; the worgludes development of new
system as well. Best-of-breed outsourcing has pesped the tradition of long
and complex contracts.

Shared services:

DAM 382: INFORMATION SYSTEM MANAGEMENT



When IT outsourcing began to gain credibility, axees wondered, “Can we get
the same economies of scale by pulling disparateare functions to sourced” to
themselves, creating an organizational unit forcfioms such as IT, legal
facilities management, real estate, mail room,rfaga and on and on. The goal
was to improve efficiencies and save money. Gelyerabmpanies created a
centre of expertise in each area, with all thereergporting to one shared service
vice president.

IT was not always included, but, as in case odI€orporation, it was.
Some executives believe having IT in shared sergiges them the ability to
leverage the IT underpinning of believe of the otbervices. Shared service also
centralizes the management of outsourced functiecsuse, in many cases, the
functions are centralized and then outsourced. I&ued service groups are
becoming more adept at negotiating and managingraa and supplier
relationships because these tasks are a mainfgadiojob.
Business process outsourcing:
As the IT outsourcing field matured, data centgsourcing desktop outsourcing,
and other standard IT outsourcing areas becameeflouwderstood that they
became like commodity services, hence profit margiropped as the number of
competitor rose. To move into higher-margins s&viESPs began specializing
in specific functional areas, offering to handledfic business process as well as
their IT underpinnings. This business process autsog (BPO) is defined as
outsourcing all or most of a reengineered prodestshtas a large IT component.

Gaining the expertise of a provider, rather thast cotting, has been the
main goal in BPO. Improving a process by handingvir to experts has also
been a goal. Generally, companies have been mdgigwnio outsource their
noncore functions. Thus, one oil company now outswnow outsources its
accounting function to PricewaterhouseCoopers, ngp%500 employees to PwC.
Companies have long outsourced payroll processMgw companies are
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outsourcing logistics, customer service, and masgesmtial, yet peripheral,
functions to the experts.

Balboa Travel, a travel agency in San Diego, Calitg handed over its
ticket accounting to Unisys. Each week, travel agsmust report the tickets
they sold to the Airline Reporting Corporation. Theocess is important, yet
burdensome, and the president of Balboa Travel mbtl want to hire a
programmer to maintain such a reporting systemgchvis what he would have
had to do if he had not outsourced the work. & ket offer his client---corporate
travel departments reports about their ticket selascover trends that will help
them offer new and better services.

AS is obvious, BPO moves IT- based outsourced @ayoibd the IT
department; it involves business units as well. Rie@ourcing is often quite a bit
more complex than IT outsourced because it requitiesit to change their
business process to fit with the processes of éneice provider. Furthermore,
some client want to retain parts of a process,@optex coordination may be
necessary between the two firms as well.

BPO brought a mindset change to the field. Wherl@asutsourcing
moved suppliers and customers closer to one anwottterms of working together,
a distance between the two came from not commofs.gGéent wants to save
more money; outsourcers want to make more money.

In BPO, a number of the deals have tended to be msks| reward, in
that the parties enter a somewhat risky businessure together and if the
business does well, both split the increased rezienu

Rita terdiman, of Garther, noted this phenomenbra apeech to the
sourcing In-terests Group. As shown in 8-3, BPOgbave aimed to more like
joint ventures and alliances, moving them to tgatrside of the chart where trust,
joint financial investments, and “partnering” am@pof the deal.

Even though BPO deals are difficult to structungl $hen manage, they

are growing significantly, partly due to e-business
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E-business Outsourcing: With the arrival of businasse of the internet,
outsourcing has actually become the leading—edgetovaun a company. In large
companies, it started with marketing departmentsauucing the development of
their corporate Web site. Once developed, IT toodr mperations. However, in
dot-coms and Internet-based companies, outsouatiimg most of the IT function
is the preferred mode of operation, outsourcingoalinost of the IT function is
preferred mode of operation, for several reasons.

One, they need to move fast. They cannot spendaa geveloping a
system; they need it up and running within montirseven weeks. Two, they
want to remain flexible, which means staying snaalfl focusing only on a few
key functions. Generally, IT has not been seen &wra differentiating area
because tailorable off-the-shelf products and sesvihave rapidly become
available. Three, they do not want to tie ventuspital funds in computer and
networking equipment, knowing it will become obgel&irly soon. They would
much rather rent than buy. And they want to drawbest-of-breed as well as be
able to change course quickly if need be, swapputgpne ESP and swapping in
another, to keep pace with the market.

Major differences between e-business outsourcind aaditional IT
outsourcing include: no need to buy machines from dlient, no personnel to
move, and no software licenses to takes over. Teoarcing starts from the
scratch.

Few large companies have followed this route nilgdvecause they have
invested in ESP and other large systems and havesanded these investments
away. However, those that start internet-based-afiénhave often followed the
dot-coms and relied on ESPs for their IT needs.

Operating on the Web is coming to mean workingalyp with ESPs, of
which there are now many kinds. Suppliers have ponpn the e-business band
wagon by providing their services over the Interoetvia private IP networks.

Besides being able to quickly draw on expertise aiamet-based package or
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service, utilizing ESPs also reduces the burdemahtaining systems, which has
accounted for up to80 percent of IS departmentalgbts. So the outsourcing
model allows IT departments to move more at thed# the business, which is
an absolute necessity these days.

Application Service providers (ASPs). In 1999 a nesms surfaced:

application service provider, which is a compangt ttents software to the other
Internet. ASPs are not outsourcers in the tradili@ense of the terms because
they do not takes over a company’s data centreamrage its desktops. But, they
are being seen as the next step in outsourcingimeless.
ASPs began offering software-for-rent over therm¢ to smaller and medium-
sized firms that did not want to invest in buyiragde systems. Large firms had
the money to invest, so they kept the work in-hods®Ps charge a per-month,
per-user rate to handle, say, benefits administratia their Web site. Now some
external service providers sell specialized sesvioely to ASPs, giving these
ASPs are even offering ERP services over the netnganies do not have to
spend the millions (or tens of millions) of dollacsinstall ERP; they can rent the
functions over the net.

The ASP model is expanding rapidly. One offsheotaerporate portals.
Rather than house commonly used software on P@shawe the headache of
upgrading copies with fixes and new versions, eygs#s can get their software
off their corporate portal, which is hosted and@igal by an ASP. In short, ASPs
are yet another step to ward IS life. Thus, in #arg’ time, It outsourcing has
changed significantly, from big-bang 10-years dé¢la¢éd took a year to negotiate
to renting software over the net, by user and eyntionth.

Managing Outsourcing
Numerous aspects to managing outsourcing need takka into an account to a
successful working relationship. Here are just fearganizational structure,

governance, day-to-day working, and supplier dgyelent. All are based on
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research reports published by the Sourcing Inter&€bup, headed by Barry

Wiegler.

Organizational structure:

Managing out sourcing is different from managinteinal staff because for one

thing, it is a joint effort between parties thatymaot have the same goals, as
noted earlier. Therefore during contract negotretjothe two parties need to

figure and negotiate how they are going to joimtignage the contract they sign.
In fact, governance needs to be explicitly addiase¢he contract.

Typically parties establish layers of joint teamstop-level of a couple
executives from both companies has the final wandconflict resolution. An
operational team, with members from both companmserseas day-to-day
functioning. They formally meet periodically, saynce in a week to once in a
month, but they are generally in daily contractcAlsome joint special purpose
teams may be created from time to time to deal pithssing issues. Some
companies have ongoing standing committees, sugbriegi@g committee or a
change management committee, to oversee the deenadl change management
procedures.

Although joint committees are a common managententtsire, each side
needs a single executive in charge of their sidthefrelationship. On the client
side these people are coming to be known as re#tip managers. This job
position has not been prevalent in IS departmdniswe believe it is going to
become the norm as a company’s move toward IS higedless to say the, the
skills of a relationship manager are far differémm those of a data centre
manager. A relationship manager needs to be gooégitiating, cajoling, and
being an effective liaison between the end user s@lice providers. An
operations manager needs to know how to hire thiet people and keep the

system up and running----like a factory manageCasgleton has pointed out.
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To illustrate how one company has managed itsooutgng, we look at
Eastman Kodak company because it created thoughtfiileffective governance
structure.

The following description comes from the Sourcintgtests Group; it focuses on
the alliance between Kodak and IBM Global Serviceghich provides
outsourcing services.

Governance:

The foundations of governing an outsourcing refegiop are laid out in the
contract, which can be hundreds of pages long (wppendixes). A major
governance item in the contracts is the servicellagreements (SLAs) because
they are used to gauge supplier performance. Feryesontracted service, its
spells out responsibilities, performance requiresiepenalties, bonuses, and so
on.

Another important component of SLAs is metrics. 8bA needs to be
measurable to be of use. Establishing metrics @artribky because, in many
cases, IS departments have not kept good measaorésein own performance.
Such measures are needed to establish benchmgéisstawhich vendors want
to demonstrate improvements. Clients also neediecadty negotiate better deals.
Clients who do not now their own performance levegotiate from weakness;
they know less than the vendor because they havkepd track of details, and
vendors are not apt to correct mistaken impressieaghermore, they are likely
to overlook important details, which will later ¢deem money.

In addition to SLAs, parties establish simple goaace rules to be used
when either party is making a decision, so thattfbare singing from the same
hymnal.” Most parties in strong relationships shgyt put the contract in the
drawer after it has been signed and work from tamst agreed upon rules. It is
only when trust in one another breaks down thag then to the contract. Figure
8-4 lists some governance rules from a numberftdrdnt enterprises.

Day-to-day working:

DAM 382: INFORMATION SYSTEM MANAGEMENT



The Sourcing Interest Group reports provide adfficen outsourcing executives
on how to manage the day-to-day interactions otwheparties. Here are a few of
those recommendations.

Manage expectations not staffthe outsourcer’s staff is no longer under
the purview of the client, so command-and-consatat a wise option---it results
in an acrimonious relationship. Facilitation becartiee mode of working. Rather
than say “do this” the approach becomes “how canswlge this together?”
Furthermore, the re3lationship managers have thporitant role of influencing
the operations of the users so that delivery ntagtgess objectives.

Realize that informal ways of working may disappelslore formality is
inevitable as outcomes are measured and moreytighitrolled, especially if the
relationship is handled strictly by the book, whitépppens in some cases. This
change can be a real shock to people who are ovsexhy, getting a small job
done by calling their friend “Joe” in the IS depaent. Once Joe works for the
supplier, he may no longer be able to provide Hsavice; he must follow the
work authorization process defined in the contr@hbts can cause unhappiness as
users see providers as “them” making them the gebeThe two parties need to
find ways to reduce this tendency.

FIGURE 8-4 Examples of Outsourcing Governance Rules

» Service levels must stay in the top 25 percenbaxhmarked against the
client’s peers.

» Escalation of problems gets more painful as it goigher, to encourage
early resolution.

» The supplier is the grand project manager and dpamsible for managing
multiple vendors.

« Work style is based on respect and confidence;eth&rould be no
personalization of problems.
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* Add significant value

* Ain to operate in an “open book” manner, sharing &perating information
with each other.

* New services can be put out for bid.

* No exclusive agreements.

* Meet our standards.

* Let us know about potential problems before thgyplea.

* Spend our money as if it were your own.

Loss of informal ways of working can cause rigorRigor frequently
improves work quality. Users may think twice beforequesting changes,
preparing better definitions of what they want.tRarmore, better processes can
streamline work, improve effectiveness, and poédigtcut out unnecessary work.
Service providers do introduce new discipline; tbkent should prepare
employees for this change and assist them in chgrggcause it is generally best
to take on the provider’s processes. It is whyditzon planning is so important:
to help the client move to new procedures with thast disruption and
disgruntlement.

Integration of the two staffs requires explicitians. Some example are
to (1) grant outsourcing staff access to appropmairk, not unduly restrict them;
(2) hold joint celebrations and social events;ig8)te each other to meetings; and
(4) perhaps even have a client executive move oryear loan to the provider in
a management to learn first-hand how they workrinaiy. But integration
generally can only go so far ; the client still deée remain in control and provide
the guidance. Furthermore, the more side-by-sidgérties work, the more likely
they are to experience “scoop creep” in which tteigler takes on more work.

The best way to manage day-is to communicate éretyu One executive

said he carried around a top-10 list in his shatket, which he revised every
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4.0

5.0

6.0

week. They were the most important items he hadatadle. They kept him on
focus and turned out to his best informal managé¢meshnique.
Supplier development:
A topic that is receiving increased attention ie ffroduction sourcing arena---
that is, buying parts and services that go intdooe/n products and services---
is supplier development. It means assisting onejspkers to improve their
products and services, generally by improving tpeacesses. Although supplier
development has not been predvalent in IT soureuegthink it will be.

Here is an example from manufacturing from a Sogrdnterest Group
research report.

CONCLUSION

In conclusion, outsourcing has become a crucialraifmmal alternative for
companies. With the pace of charge so rapid innd e-business, the only hope
of many enterprises is to top the expertise of cmgs that are keeping pace

with the change, rather than trying to do evergghthemselves.

SUMMARY

In summary, outsourcing does not mean relinquishiegponsibility. In fact,
taken to its extreme, it can mean devoting res@utoceassist suppliers improve
their processes. It is believed is a coming foaqughie world of information
system life.

TUTOR MARKED ASSIGNMENT

1. What are the driving force of outsourcing accordim@ergstein

2. What are the five customer-vendor relationships?

3. What are IT outsourcing, transitional outsourcibgst-of-breed outsourcing,
shared services, business outsourcing, e-busingssuscing, and application

service providers?
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1.0

2.0

INTRODUCTION

When establishing network connections, the firntartsng point is deny all

access to and from the internet. Form there, insgmortals only where required
and each opening has a firewall and only permiezi§p functions, such as file

transfer protocol or e-mail.

OBJECTIVES

At the end of this unit, you should be able to

» Explain and identify the fire pillars that make taplay’s security techniques

* Understand the threats faced by most organisafiens inside and outside
their electronic perimeters.

THE THREATS
Since 1996, the Computer Security Institute and Bancisco Federal Bureau of
Investigation Computer Intrusion Squad have coretlen annual survey of U.S.
security managers to uncover the types of compurieres committed. The 2000
survey, with responses from 643 managers in cotiposa and government,
confirmed that (1) organisations are under cybtacktfrom inside and outside
their electronic perimeters; (2) a wide range a¢dcks have been detected; (3)
attacks can result in significant losses, and éf¢ding against attacks requires
more than the use of information security technieleg

Some 70 percent of the respondents noted in tB@ 20rvey that they had
experienced a security breach within the past 18thso Because most breaches
go unnoticed, the percentage is likely to be qaitat higher. However, Richard
Power, editorial director of CSI, notes that thenber answering “no” fell to just
16percent in 2000, from 37 percent in 1996. He el decrease as heartening
because it means fewer are living in denial andvavee closely scrutinising their
network activity. He believes the only honest arrswie the question are “yes”
and “don’t know.” No one can ensure that they haoehad a breach.
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Furthermore, he notes that the conventional wisdbat most attacks
come from within may no longer be true. The numiferespondents stating that
their Internet connections were a frequent poirattack has risen year, from 37
percent in 1996 to 59 percent in 2000. While agabtikough internet systems fell
to 38 percent, from 53 percent in 1996. Figure $hbws the kinds of attacks
experienced, from highest number of attacks to stwBemote dial-in was the
third attack approach; it accounted for 22 peraer2000, versus 39 percent in
1996.

1999: 405 Respondents/78%
1998: 458 Respondents/89%

Telecam savosdropping s 2000: §81 Respondents/90%
1997: 492 Respondents/87%

Active wirelap 1‘?

I T
[¢] 20 40 80 80 100
Percentage of Respondents

FIGURE 8-5 Types of Attack or Misuse Detected in th last 12 Months (by

percent)

Source: Reprinted with permission of Richard Power, “2008I1/FBI Computer
Crime and Security Survey,” Computer Security bngt, San Francisco, CA,

www.gosci.com Spring 2000.

But number of attacks does not necessarily cageldth financial losses.
Figure 8-6 shows the survey's estimate of losseéhersame order as Figure 8-5.
Note that theft of spondents. Second highest caom financial fraud, reported

by only 11 percent. This discrepancy between nundfemttacks and loss
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indicates that companies need to thinks about whbey are truly most
vulnerable. The estimates are not conclusive, nB@ser because not every
company reporting a theft quantifies it, and theds do generally can only

estimate losses.

Virus [EEERSEEIET | '$29,1711700
Insider abuse of net access $27 984,740
Unauthorized access by insider $22, 554 500
Laptop theft $10,404,300 '
Denial of service [0 ] $8 247, 500

System penetration [T ] S7 104, OOO ] |

Theft of proprietary information
Sabotage 327 148, OOO

Telecom fraud [7] $4,028,000

“ 1
i
|

$66 708 000

!
|
|
|

Financial fraud ] $55,996,000

Telecom eavesdropping [] $991, 200 W ‘ =
Active wiretap $5,000,000 ) 120091 273 Respondents/42 %)

0 $10 $20 $30 $40 $50 $60 $70 $80
Losses (in $millions)

FIGURE 8-6 Dollar Amount of Losses by Types
Source: Reprinted with permission of Richard Power, “2008I/FBI Computer

Crime and Security Survey,” Computer Security ng#i, San Francisco, CA,

www.gosci.com Spring 2000.

What about e-commerce? For the second year, th&BISurvey asked
about unauthorised access or misuse of Web sitpeB3nt of the respondents
had Website and 43 percent of them conducted e-evo@mover those sites.
Some 19 percent reported unauthorised access asenianother 32 percent said
they did not know. Some 64 percent of the attacksewandalism, 60 percent
were denial of service that blocked the site froge by legitimate Web site
visitors, 8 percent reported theft of transactiaioimation and 3 percent reported
financial fraud.

The good news, says Power, is that financial frautheft of proprietary
information via Web sites dropped from the previgear. Yet, the fact that some
30 percent did not know whether they have beerclatth was unsettling. The
report lists just a few cases of massive numbei#legfally accessed credit card

numbers from Web sites in the first quarter of 2@0dhe (25, 000 in case, 20,
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000 in another, 485, 000 in another, for a toté8@d, 000). E-commerce crime, is
a reality, notes Power.
Information crimes are on the rise, says RSA sgcuinc., a prominent
long-time network security firm, for a number ofasens. One is the rise of
distributed computing. RSA’s analogy: It is eadierguard a bank vault than to
guard every house in town. That's why many comgamiee outsourcing their
data centre operations to data centre specialiftsnaultOlike security.
Mobile computing and telecommuting also increase plossibility for
crime because the greater number of network opsnipgovides more
opportunities for illegal entry. Needless to sdy tise of ecommerce and e-
business put more communications online to therriete which is open to
everyone, including hackers. And because the latedoes not have intrinsic
security protocols, this public space is vulnerable
In addition, the hacker community has become “dipuub,” says RSA,
with hacker Web sites and newsgroups availablenfjmrze who wants to learn
hackers’ tricks. Furthermore, hacker tools are b®og increasingly sophisticated
and easier to use; and they are continually bemgsed to outsmart the
countermeasures used by companies to protect thesasé has become a cat-
and-mouse game of a continual one-upmanship. Somisgan e-business is not a
one-shot deal; it requires constant vigilance.
RSA describes the following nine approaches hadksss
1. Cracking the password: Guessing someone’s passisoedsier than most
people think, says RSA, because one people doa'tpasswords, other use
the word “password,” and still other use easy -e@member words such as
their child’ s name, a sports team, or a meanindéta. Hackers also use
software that can test out all combinations, whighcalled “brute force”
password detection.

2. Tricking someone: To get users to divulge theirspasds, a “con artist” calls

up an employee posing as a network administratar mgeds the employee’s
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password to solve an immediate (fictitious) netwprblem. It happens more
than you think says RSA.

Network sniffing: Hackers launch software that ntors all traffic looking for
passwords or other valuable information. Becausst metwork traffic is in
“clear text rather than encrypted (to appear adegibh), sniffing ca fin
information and write it to a file for later use.

Misusing administrative tools: Can be turned againsetwork. For example,
a well-know program written to uncover weak speotsainetwork, which is
important for network administrators, has been usettackers to find weak
spots in target companies’ network. Interestinghat program’s name is
Satan.

Playing middleman: Placing oneself between two comoating parties and
either substituting one’s own information in placé one of the parties’
information or denying one party access to a saessiech as denying a
competitor access to an important online auctiansther common ploy.
Denial of service: This tactic floods a party, sasha web site, with so much
useless traffic that the site becomes overwhelmetl feeezes. Legitimate
message are locked out, essentially shutting pared of time.

. Trojan horse: A malicious program can be housediénan innocent one or,
better yet, that appears to b helpful.

. Viruses: These pieces of software run without pssion their most common
entry point has been as e-mail attachments. Onch an attachment is
opened, the program is released and perform is sask as destroying files
(a worm) or replicating itself in e-mail sent toeeyone in the e-mail directory.
Internet-based viruses have attracted lots of @dtennot just for PCs but for
wireless devices as well.

. Spoofing: by masquerading as a legitimate IP addtexckers can gain access
to a site, masquerading as a Web site and redigettaffic to a fraudulent
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look alike which, for example, allows credit cardarmation to be captured

for letter use.

The major problem these days, notes RSN, is thet@se cannot have both
access to information and airtight security atthme time. Due to e-commerce,
companies want unimpeded information flow amongmmex Web of alliance
partners. Thus, it is no longer feasible to defigpeod” as “inside the network”
“bad” as “outside the network,” as in the past. dgdcompanies must make
tradeoffs between absolute information security dahd efficient flow of
information. And although they might think techngjo can solve security
loopholes, the human dimension is equally importamhking employees
cognizant of security threats they may encounterteaching them how to how
to strengthen the company’s security measure. Taoldeyto the importance of
computers in company operations, securities argusbtechnical. They are being
influenced by business managers, which affect ttein line.

Because airtight security is not possible, comg@nieed to prioritize their
risk and work on safe guarding against the greétesats. To give an example of
one company’s approach to over network securityysicker this case from a

Gartner executive programs report.

SECURITY’S FIVE PILLARS

Five pillars make up today’s security techniqugssaSA

1. Authentication: verifying the authenticity of users

2. identification: identifying users to grant them appriate access

3. privacy: protecting information from being seen

4. integrity: keeping information in its original form

5. Nonrepudiation: preventing parties from denyingas they have taken.
Authentication:
It means verifying someone’s authenticity: they ateo they are people can

authenticate themselves to a system in three basts, says RSA: by something
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they know, something they have and something thegwk “really means
something only they know” general a possession.’tdmputer security. One
possibility is a “token” that generates a code e @ster into the computer to gain
access to, say, an e-mail system. Users just loanezrtember not to lose the token.
Or they may have a digital certificate, such amgefr print, retinal scan, or voice
these characteristics fall under the area callethétrics.

Each type of user authentication its strength arghkmess, so RSA

recommends choosing two of the three, called twetefaauthentication.
| dentification:
It is the process of issuing and verity accessilpge. RSA say it is like being a
driver’s license. First, you must show proof ofnitly to get your driver’s license.
Once you receive your license, it become your podoflentity, but it also states
your driving privileges (drive an automobile buttn@ truck or a bus). So
identification is like certified to be able to dertain things.

In the internet world, identification is movingward application-level
security, say RSA, that is, authentication for eaphlication. It requires users to
sign on for each application, which many fell ilaege burden. Single sign-on is
an approach some companies are taking.

Data privacy and data integrity:

These mean keeping information from being seewdpyi) or changed (integrity).
Both are especially important when information é&lavthrough the Internet
because it is a public space where interceptiomoise possible.

The most common method of protecting data is eximy. The most
common is public key encryption.

Non-repudiation:

It means neither party in sale or communicatiosefsitive information can later
that the transaction or information exchange tolakga Non-repudiation services
can prove that someone was the actual sender a@nathier the receiver; no

imposter was involved on either side.
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COUNTER MEASURES

The trend in computer security is toward definireggity policies and then
centrally managing and enforcing those policies security management
products and services, or policy-based managerrtamice, for example, a user
authenticates to a network once, and then a “figised system” gives that user
access only to the systems to which he has beengthis. A finance employee
might have the rights to company finance recoadsabmanufacturing employ
might not.
From the CSI/FBI survey, shows the types of séguechnologies used by the
643 security managers in the 2009 survey. All efthused antivirus software, 93
percent had success control, and 90 percent usgsicphsecurity around data
and network centres.

To explain a bit more about countermeasures, iatig are the three
techniqgue used by companies to protect themselfismwalls, public key
encryption and virtual private networks.

Firewalls:

This hardware or software controls access betweémanks. It is widely used to
create intranets and extranets, which only emploge@ authorized business
partners can access. Typically implanted on a rptfitewalls perform their job
by (1) packet filtering to back *“illegal” trafficiwhich is defined by the security
policy, or (2) using a proxy server, which actsaasintermediary between, say,
the Internet and the intranet. Proxy servers cak fteeper into traffic than do
packet filters, which just look at the header infation on each packet. But proxy
servers are slower. Some product do both. Witholitypmanagement, say RSA,
firewalls may not be effective because they may hestreated as stand-alone
devices. The most effective security programs erksfers of security.

Public key encryption:
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This technologies is a powerful countmeasuredaching all five goals of
authentication, identification, privacy, integritgnd non-repudiation, but it
requires significant administration. The soluti@astbeen to subscribe to a public
key management service. This third party issueskeys for a person and then
manages the keys. One key is the private key;ntaant to be kept secret and is
used by person to both send encrypted messagee@ide encrypted messages.
The second key is the public key; it is made publc can thus be used by
anyone to send an encrypted message to the perothe private key or to read

massages from that person, and know that the sendet an imposter.

Encrypted files

Reusable passwords |

Encrypted legin
m 2000

= 1999
[ 1998

2000: 629 Respondents/97%
1999: 501 Respondents/96%

Intrusion detection

Digital IDs [
1998: 512 Respondents/98%
I I

0 20 40 60 80 100 120
Percentage of Respondents

Biometrics [___

Source: Reprinted with permission of Richard Power, 2000 CSI/FBI Computer Crime and Security Survey,”
Computer Security Institute, San Francisco, CA. www.gosci.com, Spring 2000.

Authentication is accomplished through a digitattiicate, which is a
type of online identity. As RSA explains, it is gesial file issued by a public key
system that attests to the authenticity of the dredProof that it is legitimate
occurs when that person’s public key properly desoal message sent from that
person. An entire industry has grown up aroundipWay technology.

Virtual private networks:
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Most offices now have a local ISP, so no matter reltbey are located in the
world, the least costly way to create companywietvorking is to utilize IP and
the Internet. However, the Internet is not secw@ahse, for one thing none of the
TCP/IP protocols authenticates the communicatinggsa

One approach to security has been to obtain Vipinzate network, (VPN)
from a CLEC or ISP. A VPN runs over a private IRwwk, so it is more
affordable than leased lines, and it is secure. ¥ BSE “tunnelling” technology
and encryption to keep data secure as it is tratesmi

Tunnelling creates a temporary connection betweeemote computer
and the CLEC’s or ISP’s local data centre, whiabcks access to anyone trying
to intercept message sent over that link. Encryppsirambles the message before
it is sent, using an encryption algorithm and tdeoodes it at the receiving end.

While in transit, it cannot be read or changed;cleeit is protected.

VPNs can be used in three ways according to pvaterhouseCoopers.

1. Remote access VPNSs givesremotes employee a way to access an enterprise’s
intranet securely by dialling a specific ISP, gatfigra large one with local
telephone numbers in many cities. The ISP estasishsecure tunnel through
its network to the corporate network, where the gae access e-mail and the
intranet. This option offloads network, managementhe ISP, something
most IP executive want to do.

2. remote offices VPNSs give enterprises a way to create a secure privetteank
with remote offices. The ISP’s VPN equipment entsygll transmissions.

3. Extranet VPNs give enterprise a way to conduct e-business wiidlirig
partners, advisers (such as legal firms), suppli&RB, which then establishes
a secure link to the extranet.

As an example of using a VPN, consider PlymouthkRgsurance Corporation.

CONCLUSION
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6.0

Conclusively, it is too costly to provide all thecsirity a company wants and
performing security checks on packets takes aflpracessor power, which can
slow down performance. Ever with world-class techhisecurity, management
needs to make sure all employees follow securiticips because companies are
only as safe as their weakest link.

In fact, that weakest link could be a supplier ontcactor who has secure
across to a company’s system, yet has poor seafrity own. The final thought,

security is as much a human problem as a techpioalem.

SUMMARY

People view security on the interest as a war chlason. Every few weeks

someone finds a clever new way to penetrate saétawad a new type of attack is

launched. Once the security team has closed ore hthckers will find and

attack another. The best the security team can twoaehieve is to defer attackers

by closing more and more holes. The security nesastantly “to check and

locks”, which it does in the following way:

* The team keeps track of the latest bugs founddarsyistems

* The team keeps up-to-date on the latest secutagkat that have taken place
around the world by subscribing to security orgatig®s and constantly
visiting their website for the latest news.

* The team subscribes to hacker e-mail lists anctilboards to see what the
bad guys are doing and talking about.

* The team logs and monitors all incoming and outgaiaffic

* A senior security checks to ensure that no senases running known

compromised software.

TUTOR MARKED ASSIGNMENT
1. Describe the give pillars of information security.

2. What ways does the Internet Service Company chetbeks?
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1.0

2.0

3.0

INTRODUCTION

Although information systems are just one part cbmpany operation, they have

become a crucial part. Thus; disaster recovery ifdormation systems is

imperative. Disaster recovery practitioners aghes: t

» Contingency planning needs to be an integral gadbimg business

» Commitment of resources to a disaster recoverygsomust be based on an
assessment by top management of cost versus nifdct,| two options for

disaster recovery in most companies will be treatadhe unit

OBJECTIVES
At the end of this unit, you should be able to
» Explain internal resources for disaster recovery

» Explain external resources for disaster recovery

USING INTERNAL RESOURCES
Organizations that can rely on internal resourcesdfsaster recovery generally
see this planning as a normal part of system ptanand development. They
cost-justify backup processing and telecom basedcampany needs during
foreseeable emergencies. We found companies usenfpliowing approaches to
backing up their computer systems, data, and conuation links with company
resources.

* Multiple data centres

» Distributed processing

» Backup telecom facilities

* Local area networks
Multiple Data Centres.
Organizations with large IT budget have had mutipbmputer centres, although
less so now with consolidation and outsourcing.sEhantres can provide at least
some emergency backup for critical services. Omgdinns that do not have
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multiple data centres have backup telecom equipeashiinks to outside disaster
recovery centres and service bureaus from thelowsioperating site.

For backing up data, companies create protectédstiisage facilities, sometimes
called direct access data storage, or “DASD farnifiése farms are regularly
refreshed with current operating data to speedvergaat an alternate data center.
They are normally company owned, unattended s#es, remote from the
primary data centre. They house disk controllerd disk drive that can be
accessed either online or in batch mode.

Distributed processing.

Other organizations use distributed processing dal avith disaster recovery.
They perform critical processing locally rather nthat a data center so that
operations can continue uninterrupted when a disabits a data center.
Companies that use this approach standardize heedwma applications at remote
locations, so that each local processing site cavigle backup for others.
Distributed processing solution to disaster recpwan be quite costly when data
redundancy between central and remote sites isiregjuTherefore, this
alternative is most commonly used for applicatibattmust continue to operate,
such as order entry and financial transaction systeUntil true distributed
database technology be comes available, files ¢atmeo distributed cost
effectively.

Backup telecom facilities.

Companies appear to be handling telecom in two Why®y building duplicate
communications facilities, and (2) by using altéengechnologies that they
redeploy in case of an emergency.

Depository Trust Company (DTC) of New York Cityascooperative owned by
financial industry clients. It serves as a clearimguse for the settlement of
securities trades, and provides services to th&ibgrand brokerage industry.
The company uses Sungard Disaster Recovery Sefatdéies for processing

backup. DTC operates a large telecom network, ligkis users at remote site to
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its data centre in New York City through leased afdl-up lines. DTC is
expanding its network with a complete duplicateko@ccommunication centre at
an alternate location in New York City. This cenireludes duplicate line
telecom switches, modems, and multiplexors thatoeaquickly linked to disaster
recovery facilities at Sungard to keep the remadtes sonline if the corporate
computer centre becomes in operable.

Other companies turn to alternate communicatiorhrtelogy when their
communication links fail, such as when the infambliissdale fire destroyed the
Hinsdale lllinois Bell Telephone Company centrdiaaf switching station. The
station handled 118,800 long distances lines, 80d¥a lines, and 35,000 local
voice lines, reported Jeff Bozman. It served asltafor some 30 local exchanges
in northeastern lllinois. The fire disrupted telepk service to the area for four
weeks. Local companies used at least two altematiehnologies to handle their
telecommunications needs in this emergency.

Crockett reported that MONY Financial Services igra8use, New York,
switched a satellite link from its smaller San JuRnerto Rico, office to its large
Hinsdale office by installing a very small apertaeeminal (VSAT) dish on the
roof. It was used to communicate via satellite tooanxmunication hub in New
York City, and from there via lines to Syracuse.eT8an Juan office then
instituted its own communication backup plan: usitggrestrial lines to
communicate to Syracuse.

Zurich Insurance Company in Schaumburg, lllinoisedia different alternative,
reported Crockett. They established a line-of-siierowave link between their
headquarters office and an AT&T switching officedted about two miles away.
A number of companies turned to microwave to byptss Hinsdale centre.
Crockett reports that 38 temporary microwave linksre establish either by
AT&T or MCI in the Chicago area.

One way to avoid being dependent on one switchifficeo is to have

communication links to two local switching centreBhis option appeared
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unnecessary and too expensive for many compamésthe Hinsdale fire. More
recent outrage, especially in New York City, havade most top executive aware
of the danger of depending on one common carrier.

Local area network.

Server on one LAN can be used to backup serverstfer networks. As with
mainframe DASD farms, data servers used for suckupaneed to be refreshed
on a regular basis to keep their data up-to-dateepidg up-to-data is
accomplished by linking the networks through shacatdling. Network master

control programs permit designating alternate des/ighen primary ones fail.

Using External Resources
In many cases, a cost-versus-risk analysis mayustfy committing permanent
resources to contingencies; therefore, companiesthes services of a disaster
recovery firm. These services include:

* Integrated disaster recovery services

» Specialized disaster recovery services
Online and off-line data storage facilities
I ntegrated disaster recovery services.
In North America, major suppliers of disaster remgvservices offer multiple
recovery sites interconnected by high-speed teletiops. Services at these
locations include fully operational processing lities that are available on less-
than-24-hours notice. These suppliers often have@mmentally suitable storage
facilities for housing special equipment for theient.
Subscription fees for access to fully operatioraailities are charged on a per
month basis. Actual use of the centre is chargeti @me a disaster is declared.
Mobile facilities, with a mobile trailer containingpmputer equipment, can be
moved to a client site and are available at costslas to fully operational

facilities. And empty warehouse space can be reagedell.
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Recognizing the importance of telecom links, majmaster recovery suppliers
have expanded their offerings to include smalléessallow users to maintain
telecom services when disaster recovery facilgiesin use. They house control
equipment and software needed to support commuomcdines connecting
recovery sites with client sites.

Needless to say companies now in the business siingocorporate Web sites
also handle disaster recovery for those sites.

Specialized disaster recovery services:

Some suppliers of backup services can accommodatdgrame clients who also
need to backup services can accommodate mainfréied@ who also need to
back up midrange machines. In addition, a growiaomioer of backup services
are designed solely for midrange systems. Someewéh deliver a trailer with
compatible hardware and software to a client locati

Telecommunications backup has become an importansideration in many
companies. In the United States, some of the regjiBell operating companies
offer a type of recovery service, through netwakanfiguration, where network
administrators at user sites can reroute theiruitgcaround lines with
communication problems.

Other specialized telecom backup services are begjrto appear. For example,
Hughes Network Systems, in Germantown, Marylanthdtea company that had
49 of its pharmacies affected by the Hinsdale tedep switching station fire.
Within 72 hours, Hughes installed a temporary nekvad VSATs at 12 sites. The
37 remaining sites had small satellite dishes liestavithin two weeks. Other
firms offer data communications backup programsgnetthey will store specific
data communications equipment for a customer ahded¢hat equipment by air
to the customer’s recovery site when needed.

Online and off-line data storage:

Alternate locations for storage of tapes and otbeords have long been a part of

disaster planning. Services generally consistrefresistant vaults with suitable
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temperature and humidity controls. Several supplafer “electronic vaulting”
for organizations that need to have current datssitf at the time a disaster
occurs. These suppliers use two methods to obtairert data from their client.
One method uses computer-computer transmissiorataf @h a scheduled basis.
The other uses dedicated equipment to capturetarel data at a remote location
as it is created on the client’s computer. Thitetamethod assures uninterrupted
access to data from an operationally ready disastavery facility selected by
the client.

In summary, when the disaster recovery ends dslmape the architecture of an
architecture of an enterprise’s computer systerfis, cost of configuring the
systems to provide the needed redundancy and baekupe prohibitive. In these
cases, external backup alternatives may be more@ra post-effective form of
“insurance.” For e-business, however, mere baclagaluility does not suffice.
Disaster recovery must be an integral part of tlgstesn design because
companies need immediate roll-over to backup tsiliwhen operations are
interrupted.

CONCLUSION

* Six lessons learn from disasters, which it offersecommendations to others
are:

» Consider the risks of a natural disaster in selgca data center location.
Areas with high exposure to flooding, heavy raiphfdire hazards and
earthquakes will be more costly to protect agdimsse risks

» Create a plan to return to the primary site afterdisaster. This plan is just as
important as a plan to move an alternate site.

* Do not expect damaged equipment, disks and tapewigoal condition.
Therefore make plans for new configurations, argllely monitor sources

of equipment and supplies to assure early deligérgplacement.
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» Test hot-site resources under full workload coodgito ensure
that sufficient computer capacity is available tceetn high
priority needs.

* Plan for alternate telecommunication routing for ltpie-site
operations during a disaster

* Maintain critical data at the alternate site atthap nearby

location for fast system recovery.

50 SUMMARY
Finally disaster recovering is one of the importapérational issues.

Besides, it is an integral part of the system desig

6.0 TUTOR MARKED ASSIGNMENT
» Explain internal disaster recovery

» Explain external disaster recovery

7.0 REFERENCES/FURTHER READING

Comdisio Disaster Recovery Servicesvatw.comdisco.com
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SYSTEM JOB.
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UNIT 1: MATHEMATICAL PROGRAMMING/LINEAR PROGRAMMING
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1.0

2.0

3.1

INTRODUCTION

Operations research employed mathematical modeldetiter analyze and
understand specific problems. Assistance for dacisaaking was the domain of
management scientists and operations researchersreated structured models,

for which computers served primarily as computagagines.

OBJECTIVES

At the end of this unit, you should be able to

» Understand the mathematical programming involveapiaration research
» Identify the Chief Information Officer's (CIO’sesponsibilities

» Explain the benefits of information technology.

OPTIMIZATION PROBLEMS
In an optimisation problem one seeks to maximizeimimize a specific quantity,
called the objective, which depends on a finite banof input variables may be
independent of one another, or they may be reldtedugh one or more
constraints.
Example 1.1The Problem

Minimize: Z =x %/, + ¥/,

Subject tox;—Xx,= 3

Xo > 2

Is an optimization problem for the objective Z. Tihput variables arg; andx,
which constrained in two waygj must exceed, by 3, and also, must be greater
or equal to 2. it is desired to find values for thput variables which minimize
the sum of their squares, subject to the limitationposed by the constraints.

A mathematical programis an optimization problem in which the

objective and constraints are given as mathemafigattions and functional
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relationships (as they are in Example 1.1). Matteralaprograms treated in this

book have form

Optimize: Z =f(X1, Xz, ... Xn)

Subjectto:  gi(Xg, X, ... Xn) »

(1.1)

N

006, 0%, %) |

f
Q(Xl, Xo, ..... Xn) < \ bz
§

Each of the m constraint relationships in (1.1)imes one of the three sighas=,
>. Unconstrained mathematical programs are coveyethéd formalism (1.1) if

each function g is chosen as zero and each constarg thosen as zero.

Linear Programs

A mathematical program (1.1) is linearf(i, Xz, ........ Xn) and each g

(X1, X, ... Xy (=1, 2 ...., mare linear in each of their arguments — thafis, i

f (Xl, Xo...... Xn) =C X+t C X+ -+ C X, (12)
01Xy, Xo..... Xn) = Qs X1+ Qi Xo+ --- + Qg X (1.3)
where Gandg (1=1,2....,m;j=1, 2, ..... , N) are known cards.

Any other mathematical program is nonlinear. Taxample 1.1 describes

a nonlinear program, in view of the from of z

Integer Programs
An integer programis a linear program with the additional restrintithat the
input variable be integers. It is not necessary tha coefficients in (1.2) and

(1.3), and the constants in (1.), also be intedrrsthis will very be the case.
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Quadratic Programs
A quadratic programs a mathematical program in which each constraint
is linear — that is, each constraint function Heessform(1.3) — But the objective is

of the form
n n

f (Xe, Xouov s Xn) :; j; Ci X X +jil di X, (1.4)
Where G andd; are known constants.

The program given in example 1.1 is quadratichRuminstraints are linear,
and the objective has the form (1.4), with n =#o(vvariables), &= 1, G ,= 0,

C,o=1, and q1=d2:0.

Problem Formulation

Optimization problem most often are stated veyballhe solution
procedure is to model the problem with a matherahficogram and then solve
the program by the techniques described in this dimie following approach is
recommended for transforming a word problem intoaghematical program:

STEP 1: Determine the quantity to be optimized and exprigsas a
mathematical function. Doing so serves to define thput
variables.

STEP 2: Identify all stipulated requirements, restrictiorad limitations,
and express them mathematically. These requiremeotstitute
the constraints.

STEP 3: Express any hidden conditions. Such conditioesnat stipulated
explicitly in the problem but are apparent from tphaysical
situation being modelled. Generally they involvenmegativity or

integer requirements on input variables

Solution Convention
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In any mathematical program, we seek a solutioa. iimber of equally
optimal solutions exist, then any one will dbhere is no preference between

equally optimal solutions if there is no preferestipulated in the constraints.

Solved Problems

1.1 The Village Butcher Shop traditionally makes its atndoaf from a
combination of lean ground beef and ground porke Tmound beef
contains 80 percent meat and 20 percent fat, asts ¢be shop S0 per
pound; the ground pork contains 68 percent meat32npercent fat, and
costs 6@ per pound. How much of each kind of meat shouddsttop use
in each pound of meat loaf if it wants to minimitecost and to keep the
fat content of the meat loaf to no more than 25 get?

The objective is to minimize the cost (in dollars)of a pound of
meat loaf, where z = 80 times the poundage of gidweef used plus 60
times the poundage of ground pork used
Defining

X1 = poundage of ground beef used in each pound af loaf

X2 = poundage of ground pork used in each pound at inaf
we express the objective as

minimize: z =88 + 60 (2)

Each pound of meat loaf will contain 0X20pound of fat
contributed form the beef and 0x82%ound of fat contributed from the
pork. The total fat content of a pound of meat nlagsho greater than 0.25
1b. Therefore

0.2q +0.3%,<0.25 2)

The poundage of beef and pork used in each poumdeat loaf

must sum to 1; hence
X1 +X% =1 3)
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Finally, the butcher should may use negative qtiastof either
meat, so that two hidden constraints &re> 0 andx, > 0. Combining
these conditions witfl), (2),and(3), we obtain

Minimize: z =80y + 60¢
Subjectto: 02 + 0.3%,<0.25 4)
X1 + X=1
with: all variables nonnegative
System (4) is a linear program. As there are only two vaeabla
graphical solution may be given.
1.2  Solve the linear prograf@) of problem 1.1 graphically.

See Fig 1.1. Thdeasible region —the set of pointsx{ + X)
satisfying all the constraints, including the naegativity conditions — is
the heavy line segment in the figure. To deternzifighe minimal value
of z, we arbitrarily choose values of z and pla ¢naphs of the associated
objectives. By choosing z = 70 and then z = 75pbtain the objectives

70 = 804 + 60¢; and 75=28% + 60

Respectively. Their graphs are the dashed lindgyime 1.1. It is
seen that z* will be assumed at the upper endpditite feasible segment,
which is the intersection of the two lines

0.20¢ + 0.3 =0.25and x; +x =1
Simultaneous solution of these equations gxgs= 7/12, xo* = 5/12;
hence,

Z* =80(7/12) = 60(5/12) = 71.67%

| \
\ . z=75
0.2¢+ 0.32=025
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1.3

A furniture marker has 6 units of wood and 28hréreé time, in which he
will make decorative screens. Two models have sall in the past, so
he will restrict himself to these two. He estimatiest model | requires 2
units of wood and 7hrs of time, while model Il regs 1 unit of wood and
8hrs of time. The prices of the models are $120%8%] respectively, how
many screens of each model should the furnitureemaksemble if he
wishes to maximize his revenue?

The objective is to maximize revenue (in dollavghjch we denote
as z:

z = 120times the number of model | screens predylus 80

times the number of model Il screens produce
Letting

x; = number of model | screens to be produced

X2 =number of model Il screens to be produced

we express the objective as

maximize z=12Q + 80k (1)

The furniture maker is subjected to a wood constr#is each
model | require 2 units of woodxgunit must be allocated to them;
likewise, X, units of wood must be allocated to the model iesos.
Hence the wood constraints is

2 + X< 6 )

The furniture maker also has a time constraint. bdel | screens

will consume 7x hours and the model 1l screens 8ours; and so
x1 + &, < 28 3)

It is obvious that negative quantities of eitheesn cannot be
produced, so two hidden constraintsxare 0 andx, > 0. Furthermore,
since there is no revenue derived from partialiyjpleted screens,
another hidden condition is thratandx, be integers. Combining these

hidden conditions witlf1), (2) and(3), we obtain mathematical program.
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1.4

Maximize: z=128 + 80

Subjectto: & +x <6 4)
7X1 + 8(2 < 28
With: all variables nonnegative and intdgr

System(4) is an integer program. As there are only two \des, a
graphical solution may be given
Give a graphical solution of the integer progr@of problem 1.3.

See Fig 1-2. The feasible region is set of intgment (marked by
crosses) within the shaded area. The dashed limesha graph of the
objective function when z is arbitrarily given thalues 240, 330, and 380.
It is seen that the z-line through the point (3M) furnish the desired
maximum; thus, the furniture maker should assenthlee model |
screens and no model Il screens, for a maximummres/ef

Z* =120(3) + 80(0) = $360

Observe that the optimal answer is not achievetirstysoling the
associated linear program (the same problem withing integer
constraints) and then moving to the closest intggent. In fact, the
feasible region for the associated linear prograutiné shaded area of Fig
1-2, so the optimal solution occurs at the ciradedner point. But at the
closest feasible integer point, (2,1), the objexfimction has the value z*
= 120(2) + 80(1) = $320 or $40 less than the tiptam@m.
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3.2

Xk

z =380

z =330

TX_+ 8%=28_ &

z:24% i

Nl N
1

- J _
2. A 5 X
Fig. 1-2 -

LINEAR PROGRAMMING: BASIC CONCEPT
A method for solving linear programs involving rnyawariables is
described in 3.3. To initialize the method, one tmuwansform all inequality

constraints into equalities and must know one Basnonnegative solution.

Nonnegativity Conditions
Any variable not already constrained to be nontiegas replaced by the
difference of two new variables which are so caiséd.

Linear constraints are of the form:

n

 ~h (2.1)
where ~ stands for one of the relatiaghs>, = (not necessarily the same one for
eachi). The constraintb; may always be assumed nonnegative.

Example 2.1 The constraint2 — 3 + 4x3< — 5 is multiplied by — 1 to obtain —

2x, + A — 4X3 > — 5, which has a nonnegative right-hand side.
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Slack variables and surplus variables

A linear constraint of the form a; x < by can be converted into an
equality by adding a new, nonnegative variable e teft-hand side of the
inequality. Such a variable is numerically equalthe difference between the
right- and left-hand sides of the inequality andkm®wn as aslack variable It
represents the waste involved in that phase odyhem modelled by constraint.
Example 2.2 The first constraint is

4x1 + 5% + g + 5% < 30 000
The left-hand side of this inequality models th&altmumber of hours used to
assemble all television console, while the rightéhaide is the total number of
hours available. This equality is transformed ithi® equation

4x1 + 5% + X3 + 5% + Xs= 30 000
by adding the slack variabblg to the left-hand side of the inequality. Heee
represents the number of assembly hours availabtbet manufacturer but not
used.

A linear constraint of the form a; x > by can be converted into an
equality by subtracting a new, nonnegative varidtde the left-hand side of the
inequality. Such a variable is numerically equatlte difference between the left-
and right-hand sides of the inequality and is knaagnasurplus variable.It
represents excess input that phase of the systatall@d by the constraint.
Example 2.3 The first constraint is

4x1 + B2 + X3 < 54

The left-hand side of this inequality represents¢bmbined output of high-grade
ore from three mines, while the right-hand sidéhs minimum tonnage of such
ore required to meet contractual obligations. Thexqjuality is transformed into
equation

4+ B + X3+ X4 =54
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by subtracting the surplus variable from the left-hand side of the inequality.
Here x4 represents the amount of high-grade ore mined awer above that

needed to fulfill the contract.

GENERATING AN INITIAL FEASIBLE SOLUTION

After all linear constraints (with nonnegativehighand sides) have been
transformed into equalities by introducing slaclkd asurplus variables where
necessary, add a new variable, callecduwificial variable, to the left-hand side of
each constraint equation that does not contairagkslariable. Each constraint
equation will then contain either one slack vaeabt one artificial variable. A
nonnegative initial solution to this new set of straints is obtained by setting
each slack variable and each artificial variablea¢do the right-hand side of the
equation in which it appears and setting all othetables, including the surplus
variables, equal to zero.
Example 2.4 The set of constraints

X+ %<3
A+ 5% <6
™ + 8 =15

is transformed into a system of equations by addistack variables to the left-
hand side of the first constraint and subtractingugplus variablex, from the
left-hand side of the second constraint. The nestesy is

X1+ o + X3 =3
4x1 + 5% - X4 =6 (22)
X1+ 8% =15

If now artificial variablesxsandxgare respectively added to the left-hand sides of
the last two constraints in system (2.2), the aqass without a slack variable,
the result is

X1+ 26+ X3 =3
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4 + % -X4+ X5 =6

X1+ 8% +X%= 15
A nonnegativesolution to this last system is & = 6,Xs = 15,X1= X, = X3 = 0.
(Notice, however, thaky = 0, x = 0 is not a solution to the original set of
constraints.)

Occasionally, an initial solution can be generatadily without a full
complement of slack and artificial variables. Araewle is 2.5.

Penalty Cost

The introduction of slack and surplus variabldsralneither the nature of
the constraints nor the objective. Accordingly, lswariables are incorporated
into the objective function with zero coefficientstificial variables, however, do
change the nature of the constraints. Since theydded to only one side of an
equality, the new system is equivalent to the gktesn of constraints if and only
if the artificial variables are zero. To guarangeeh assignments in the optimal
solution (in contrast to the initial solution), iidial variables are incorporated
into the objective function with very large poséicoefficients in a minimization
program or very large negative coefficients in aximézation program. These
coefficients, denoted by eithdt or — M, whereM is understood to be a large
positive number, represent the (severe) penaltyried in making a unit
assignment to the artificial variables.

In hand calculations, penalty cost can be left+adl. In computer
calculations,M must be assigned a numerical value, usually a eurtiivee or

four times larger in magnitude than any other nunnoéhe program.

Standard Form
A linear program is irstandard formif the constraints are all modelled as
equalities and if one feasible solution is knownmatrix notation, standard form
is
Optimize: z='X
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Subjectto: AX =B (2.3)
With: X>0
Where X is the column vector if unknowns, including alack, surplus, and
artificial variables;C" is the row vector of the corresponding cot;is the
coefficient matrix of the constraint equations; @&ds the column vector of the
right-hand sides of the constraint equatioh&té: In the remainder of this book,
vectors will normally by represented as one-coluinneatrices, and we shall
simply say “vector” instead of “column vectol”designates transposition.]Xb
denotes the vector of slack and artificial variabtmly, then the initial feasible
solution is given byXy = B where it is understood that all variablesXnnot

included inX, are assigned zero values.

Linear Dependence And Independence
A set ofm-dimensional vectors,Ry, P,, ....., Py}, is linearly dependent if
there exist constants, oy, ...., an, Not all zero, such that
oPi+asPo+---+0a,P,=0 (2.4)
Example 2.5 The set of 5-dimenstional vectors
{I1,2,0,0,,[1,0,0,0,0] [0, 1,0, 0, O}
is linearly dependent, since

I
=

O O o N Bk
+

o O o o -
+

SO » B O O
+

o O o ~» O

o O O O O

Theorem 2.1:Every set oim-dimensional vectors is linearly dependent.

A set ofm-dimensional vectors,K, P, ..... , Pn}, is linearly independent
if the only constants for which (2.4) holds are= a, = - - - =an = 0. (See
Problems 2.7 and 2.8.)
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Convex Combinations
An mdimensional vectorsP is a convex combinationof the m-
dimensional vectorBy, Py, ..... , Pn if there exist nonnegative constaftsp,, ..... ,
Bn whose sum is 1, such that
P=B1P1+B2P2+---+p, Py (2.5)
Example 2.6 The 2-dimensional vector [5/3, 5/6fs a convex combination of
the vectors [1, 1] [3.,0]", and [1, 2] because

5/3 (O N I B I I
=1 + +Y
5/6 1 * o ¢l 2

Given twom-dimensional vector®; andP,, we call the set of all convex
combinations ofP; and P, the line segmentbetween the two vectors. The

geometrical significant of this term is apparenthia casen = 3.

Convex Sets

A set ofm-dimensional vectors isonvexif whenever two vectors belong
to the set then so too does the line segment bettheevectors.
Example 2.7 The disk shaded in fig 2-{a) is a convex set since the line
segment between any two of its points (2-dimengigaators) is wholly within

the disk. Figure 2-1b) is not convex; althougR andS belong to the shaded set,

Line segmer
- betweenp and)
% p ‘
Q
< '
@ (b)
Fig. 2-1

there exist point, such ds belonging to the line segment betwéeandS which

are not part of the Star.
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A vector P is anextreme poinof a convex set if it cannot be expressed as a

convex combination of two other vectors in the Hedt is, an extreme point does

not lie on the line segment between any other teaiors in the set.

Example 2.8 Any point on the circumference of the disk in Fiyl (a) is an

extreme point of the disk

Theorem 2.2:Any vector in a closed and bounded convex set \witfinite
number of extreme points can be expressed as aexonv
combination of the extreme points.

Theorem 2.3:The solution space of a set of simultaneous lireeprations is a
convex set having finite number of extreme points.

Exterme-Point Solutions

Let (1 designate the set of all feasible solutions toliear program in
standard form(2.3); that is(] is the set of all vectois that satisfyAX =B andX
> 0. From Theorem 2.3 and from the fact that convés isgersect in convex sets,
it follows that(] is a convex set having a finite number of extrgoiats.
Remark 1: The objective function attains its optimum (efthmaximum or

minimum) at an extreme point of, provided an optimum exist

Remark 2: If A has ordem x n (m rows and n columns), withn < n, then

extreme points of] have at least — nzero components.

Basic Feasible Solutions
Denote the columns of th@a x n coefficient matrixA in system(2.3) by Ay,
Ay ... , A, respectively. Then the matrix constraint equa#of = B can be
written in the vector form

X1A1, XoA2, ..... XAn= B (2.6)

We emphasize that the&-vectors andB are knownm-dimensional vectors, we

wish to find nonnegative solutions for the varigbdg, Xo.....X,. We shall
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suppose thatn < n and that ranlA = m, which means that at least one collection
of mA- vectors is linearly independent.

A basic feasible solutioto (2.6) is obtained by setting — mof the x-
variables equal to zero and finding a nonnegatolation for the remaining-
variables not set equal to zero are linearly inddpat. Thex-variables not
initially set equal to zero are callédsic variableslf one or more of the basic
variables turns out to zero, the basic feasibletswl is degeneratejif all the
basic variables are positive, the basic feasibigtisn isnondegenerate.

Remarks 1 and 2 above can be strengthened as $ollow
Remark 1: The objective function attains its optimum at asib feasible

solution.
Remark 2:  The extreme points of are precisely the basic feasible solutions.

It follows that the standard linear program can dmdved by seeking

among the basic feasible solutions the one(s) athwthe objective is optimized.

Solved Problem

2.1  Put the following program in standard matrix form:

Minimize: Z=X1+ X
Subjectto:  X;— 5%<5
X +x<4

with: x; andx; nonnegative
Adding slack variableg; and x4 respectively to the left-hand sides of the
constraints, and including these new variables w#io cost coefficients

in the objective, we have

Minimize: Z=X1+ X+ Ox3 + Oy
Subjectto: X3+ 50+ X3 =5 (2)
X+ X2 Xs=4

with: all variables nonnegative
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2.1

2.3

2.4

Since each constraint equation contains a slackablar no artificial
variables are required; an initial feasible solti®x = 5,X; = 4,%X; =X =
0. Systen(1) is in the standard forif2.3) if we define.

X =[x, X2, X3, X]'  C=[1, 1,0, 0]

A=|1 5 1 0 B
2 11 1

Put the following program in standard form:
Minimize: z = 80y + 60
Subjectto: 02 + 0.3%,<0.25

X1 + Xo = 1

Xo=| %8

5
4 Xa

with:  x; andx; nonnegative
To convert the first constraint into equally, addslack
variablex; to the left-hand side. Since the second consframequation,
does not contain a slack variable, add an artificido its left-hand side.
Both new variables are included in the objectivaction, the slack
variables with a zero cost coefficient and thefiaiél variable with a very
large negative cost coefficient, yielding the peogr
Minimize: z =86 + 60 + Ox3- Mxy
Subjectto: 02 +0.3%; +x3= 0.25
X1 + X =1
with: all variablesonnegative
This program is in standard form, with an initiah§ible solutiorx; = 0.25,
Xs=1,X,=%=0
Redo Problem 2.2 if the objective is to be mineaiz
The only change is in the coefficient associateth whe artificial
variable; it becomes M instead of -M.
Put the following program in standard form:
Minimize: z2=5+ 2%
Subjectto: & +x>6
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4xg + K >12
X1+ 2>4
with: x; andx; nonnegative
Subtracting surplus variables, x4, andxs respectively, from the
left-hand sides of the constraints, and includiaghenew variables with a

zero cost coefficient in the objective, we obtain

Minimize: Z=5+ 2%+ 03+ X4 + X5
Subjectto: & +Xo—X3 =6
g + K x4 =12

X1 + 2 —xs= 1

with: all variablesonnegative
Since no constraint equation contains a slack bkriawe next add
artificial variablesxs, X7, andxg, respectively, to the left-hand sides of the
equations. We also include these variables witly \@me negative cost
coefficients in the objective. The program becomes
Minimize: Z =51+ 2+ O3+ Oxq + OXs — MXg— MX7 — MXg

Subject to: B +X2—X3 +Xs =6
A% + 3o —X4 X7 =12
X1 + 2 —Xs =1

with:  all variablesonnegative

This program is in standard form, with an initiahgible solutiorx; = 6, x;
=12,X =4, X1 =Xp = X3 =X = X5 = 0.
2.5  Put the following program in standard matrix form:
Minimize: Z=X3+ 20+ 33
Subjectto: & + 43<5
Bxi+X+063=7

&1 + X>2
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2.6

with: all variablesonnegative

Adding a slack variablex, to the left-hand side of the first
constraint, subtracting a surplus variakjdrom the left-hand side of the
third constraint, and then adding an artificialighle xs only to the left-
hand side of the third constraint, we obtain thegpam

Minimize: Z =X1 + 2% + Az + OXy4 + Oxs+ MXg

Subjectto: & < +AKt+X =5
5X1 + Xo + 6X3 =7
8(1 + % X5+ Xg = 2

with: all variablesonnegative
This program is in standard form, with an initiabgible solutiorx,= 5, %,
=7,%=2,%=X3=Xs= 0. It has the form of syste(@.3)if we define
X = [X1, Xo e, Xa, X5, %] C=[1,2,3,0,0M]"

30 4 1 0 5 X4
A=z|l51 6 0 0 B=|7 Xo=| X
8 0 9 -11 2 X6

In this casex, can be used to generate the initial solution rather
than adding an artificial variable to the secondst@int to achieve the
same result. In general, whenever a variable appeasne and only one
constraint equation, and there with a positive focieht, that variable can
be used to generate part of the initial solution flogt dividing the
constraint equation by the positive coefficient ameh setting the variable
equal to the right-hand side of the equation; a@ifi@al variable need not
be added to equation.

Putting the following program in standard form:
Minimize: z=2%+ 30
Subjectto: &+ < 1
& +5¢> 7
&+ W= -2
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with:  all variablesonnegative
Since bothx; andxzare unrestricted, we sgf= Xz— Xqandx,= Xs—
Xs, Where all four new variables are required to benrmegative.
Substituting these quantities into the giving pargrand then multiplying
the last constraint by — 1 to force a nonnegatigietthand side, we abtain
the equivalent program:
Minimize: Z = 2%3 — 25¢ + 306— 30
Subjectto: -4+ TXs— X% >1
Bz — 8+ X5 —% =3
—B+ OG- K+ e <2
with: all variablesonnegative
This program is converted into standard form bytsdbing surplus
variables x; and xg, respectively, from the left-hand sides of thestfitwo
constraints; adding a slack variabigo the left-hand side of the third constraint;
and then adding artificial variabl&gyandXxy1, respectively, to the left-hand sides

of the first two constraints. Doing so, we obtain

Minimize: z = 2%z — 25¢ + 30— 3Xg + Ox7 + Oxg + Oxg +MXi0+ MXq1

Subject to: & — 4 + Xs— Xe— X7 +X10 =1
B — 8y + X5 — e —Xg +x11 =3
—6G + 6 — s+ + Xg =2

with:  all variablesonnegative
An initial solution to the program in standard foisn

X10=1 X11=3 Xg= 2 X3=X4=Xs=Xe =X7 =Xg= 0

LINEAR PROGRAMMING: THE SIMPLEX AND THE DUAL SIMP LEX
METHODS.
The Simplex Tableau

The simplex methods a matrix procedure for solving linear programs i

the standard form
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optimize:  z=C'X
subjectto: AX =B
with: X>0
whereB > 0 and a basic feasible solutioty is known. Starting withXo, the
method locates successively other basic feasithgi@as having better values of
the objective, until the optimal solution is ob&ah For minimization programs,

the simplex method utilizes Tableau 3-1, in whichdesignates the cost vector
associated with the variablesXg.

XT

CT
Xo  Co A B
c-cA| -C'B

Tableau 3-1

For maximization programs, Tableau 3-1 appliebéfélements of the bottom
row have theisigns reversed

Example 3.1:For the minimization program of problem 2.5,<[0, 2,M]".
Then 3041 0
C'-CA=[1,2,3,0,0M-[0,2M]|5 1 6 0 ©

8 0 9 -1 1

x

&
w &
oK
o &

XK
zZNvo

3 0 4 1
5 1 6 0
8 0 9 0

= O O
N N o1

-9-8 0 -9-% O M 0 |[-14-™
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A Tableau Simplification

For each (j =1, 2, ...,n), define z= CTOA,-, the dot product of £with the
j th column ofA. Thej th entry in the last row of Tableau 3-1gs- z (or, for a
maximization programz;— G), where ¢is the cost in the second row of the tableau,
immediately above;. Once this last row has been obtained, the seomndand
second column of the tableau, corresponding t@ndCo, respectively, become
superfluous and may be eliminated.

The Simplex Method

STEP 1: Locate the most negative number in the bottomabthe simplex
tableau, excluding the last column, and call thieiroo in which
this number appears theork column.lf more than one candidate
for most negative numbers exists, choose one.

STEP 2: Form ratios by dividing eagbositivenumber in the work column,
excluding the last row, into the element in the salow and last
column. Designate the element in the work colunat thelds the
smallestratio as theivot elementlf more than one element yields
the same smallest ratio, choose one. If no elenmetihe work
column is positive, the program has no solution.

STEP 3: Use elementary row operations to convert the paletment to 1
and then to reduce aitherelements in the work column to 0.

STEP 4: Replace the:-variable in the pivot row and first column by tke
variable in the first row and pivot column. Thismérst column is
the current set of basic variables.

STEP 5: Repeat Step 1 through 4 until there are no negatinmbers in the
last row, excluding the last column.

STEP 6: The optimal solution is obtained by assigning &olevariable in

the first column that value in the correspondingvrand last
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column is current. All other variables are assigttezlvalue zero.
The associated zthe optimal value of the objective function, is
the number in the last row and last column for aimeation
program, but thenegative of this number for a minimization
program.

MODIFICATIONS FOR PROGRAMS WITH ARTIFICAL VARIABLES

Whenever artificial variables are part of theialisolutionX,, the last row
of Tableau 3-1 will contain the penalty cd4t To minimize round off error , the
following modifications are incorporated into thienplex method; the resulting
algorithm is théwo — phase method.

Change 1: The last row of Tableau 3-1 decomposed into raws, first of
which involves those terms not containiM while the second
involves the coefficients d¥l in the remaining terms.

Example 3.2: The last row of the tableau in Example 3.1 is

-9-M 0 -9-4 0 M 0 -14-M

Under Change 1 it would be transformed into the rtoves

-9 0 -90 0 0O -14
-8 0 -90 1 0 -M

Change 2:  Step 1 of the simplex method is applied to thé law created in
Change 1 (followed by Steps 2, 3, and 4), unts ttww contains
no negative elements. Then Step 1 is applied tsetbements in
the next-to-last row that are positioned over zerie last row.

Change 3: Whenever an artificial variables cases to be base, is removed
from the first column of the tableau as a resultStép 4 — it is
deleted from the top row of the tableau, as isahg@re column
under it. (This modification simplifies hand calatibns but is not
implemented in many computer programs.)

Change 4. The last row can be deleted from the tableau wiemié contains

all zero.
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Change 5:

If nonzeraoartificial variables are present in the final basét, then
the program has no solution. (In contrast, zeroweel artificial
variables may appear as basic variables in thé $imlation when

one or more of the original constraint equation®dundant.)

THE DUAL SIMPLEX METHOD

The (regular) simplex method moves the initialsfbe but non-optimal

solution to an optimal solution while maintaininggkibility through an iterative

procedure. On the other hand, the dual simplex ogethoves the initial optimal

but infeasible solution to a solution while mainiag optimality through an

iterative procedure.
I terative Procedure of the Dual Simplex Method:

STEP 1:

STEP 2:

STEP 3:

STEP 4:

Rewrite the linear programming problem by expmggsall the
constraints ir< form and transforming them into equations through
slack variables.

Exhibit the above problem in the form of a simptakleau. If the
optimality condition is satisfieéind one or more basic variables
have negative values, the dual simplex methodpticgble.
Feasibility Condition: The basic variable withetmost negative
value becomes the departing variable (D.V.). Cadlrow in which
this appears the work row. If more than one candidar D.V.
exists, choose one.

Optimally Condition: Form ratios by dividing allub the last
element of the last row @f — z values (minimization problem) or
the z _ ¢; values (maximization problem) by the corresponding
negative coefficients of the work row. The nonbasdable with
the smallest absolute ratio becomes the enterinigblas (E.V).
Designate this element in the work row as the paletnent and
the corresponding column the work row is negatthie, problem

has no feasible solution.
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STEP 5: Use elementary row operations to convert the paletment to 1
and then to reduce all the other elements in th&kwolumn to
zero.

STEP 6: Repeat Step 3 through 5 until there are no negatdues for the
basic variables.

Solved Problems
3.1 maximise: Z3 + o+ X3
subject to: X+ 2+ X< 9
X+ 20+ 23<15
with: all variables nonnegative
This program is put into matrix standard form Ingtfintroducing slack
variablesxs andxs in the first and second constraint inequality pezsively, and
then defining
X = [X1, X2, Xa, X4, Xg] - C=[1,91,0,0]

AE12310B
32 2 0

The costs associated with the componentXgfthe slack variables, are zero;
henceCo = [0, 0]". Tableau 3-1 becomes

X1 X2 X3 X4 X5
1 9 1 0 0

9
Xo = X
15 X5

X4 0 1 2 3 1 0 9
% 2 3 2 2 0 1 15

To compare the last row of this tableau, we useadhkau simplification
and calculate each by inspection; it is the dot product of columnrlahej th
column of A. We then subtract the corresponding aggtom it (maximization
program). In this case, the second column is zamd,so z—¢; = 0 —¢; = - G;.
Hence, the bottom row of the tableau, excluding ltst element, is just the
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negative of row 2. The last element in the bottom is simply the dot product of

column 2 and the finaB-column, and so it too is zero. At this point, Sezond

row and the second column of the tableau are duped. Eliminating them, we

obtain Tableau 1 as the complete initial tableau.

X1 X2 X3 X X X3 X4
X4 2 9 x |1/2 1 2/2 1/2 o 9/2
Xs5 3 2 15 Xs | 2 0o -1 -1 1 6
(z—¢)}-1 -9 -1 0 712 0 25/2 9/2 g 81/2
Tableau 1 Tableau 2

We are now ready to apply the simplex method. Thestnmegative
element in the last row to Tableau 1-i9, corresponding to the- column; hence
this column becomes the work column. Forming th®se/2 = 4.5 and 15/2 = 7.5, we
find that the element 2, marked by the asteriskahleau 1, is the pivot element, since it
yields the smallest ratio. Then, applying Stepa®@ 4to Tableau 1, we obtain Tableau 2.
Since the last row of Tableau 2 contains no negalements, it follows from step 6 that

the optimal solution i% ,= 9/2,X5s = 6,X 1 =X 3 =X 4 = 0, withz = 81/2.

3.2 minimize :  z = 8@; + 60
subject to: 0.20 + 0.3%,<0.25
X1 + Xo=1
with:  x; andx, nonnegative

Adding a slacking variablgs and an artificial variable,to the first and
second constraints, respectively, we convert thgrnam to standard matrix form
with

X =[x, %o Xa Xa] | C =[80, 60, OM]"

020 032 1 O 0.20 X3
A= B= Xo=
1 1 0 1 X4

DAM 382: INFORMATION SYSTEM MANAGEMENT



Substituting these matrices, along wih = [0, M]". into Tableau 3-1, we obtain
Tableau 0. Since the bottom row involMés we apply Change 1; the resulting
Tableau 1 is the initial tableau for the two-phassthod.

X1 % X3 Xa
80 60 0O M
x3 O 0.20 0.32 1 0 0.25
x M 1 1 0 1 1
80 -M 60 M 0 0 —M
Tableau O
X1 X2 X3 X X X2 X3
X3 0.20 0.32 1 0 0.25 X3 0 0.12* 1 0.05
% 1* 1 0 1 1 X1 1 1 0 1
(z—¢):| 80 60 0 0 0 0 -20 0 - 80
-1 -1 0 a -1 0 0 0 0
Tableau 1 Tableau 2

Using both Step 1 of the simplex method and chahgee find that the
most negative element in the last row of tablegextluding the last column) is —
1, which appears twice. Arbitrarily selecting the column, as the work column,
we form the ratios 0.25/0.20 = 125 and 1/1 = 1c&ithe element 1, starred
Tableau 1, yield the smallest ratio, it becomespikiet. Then applying Step 3 and
4 and change 3 to Tableau 1, we generate Tabl&s8rve thak; replaces the
artificial variablex, in the first column of Tableau 2, so that the renti-column

is absent from Tableau 2. Now, with no artificiarsables in the first column and
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the change 3 implemented, the last row of the gabkhould be all zeros. It is;

and by Change 4 this roe may be deleted, giving

0 -20 O -80
as the new last row of Tableau 2.

Repeating Steps 1 through 4, we find thatxheolumn is the new work
column (recall that the last element in the rowexsluded under Step 1), the
starred element in Tableau 2 is the new pivot, taedelementary row operations
yield Tableau 3, in which all calculations have meeunded to four significant
figures. Since the last row of Tableau 3, excludimg last column, contains no

negative elements, it follows from Step 6 that= 0.5833x , = 0.4167 X5 =
X 4 = 0, withz* = 17.67. (Compare with Problem 1.2)

X X2 X3
Xo 0 1 8.333| 0.4167
X 1 1 —8.338 0.5833
0 0 166.7 —-71.67
Tableau 3
3.3 maximize: z2=% +2

subject to: B+ X2>6
K+ K> 12
X1+ 2 > 4
with: all variables nonnegative
This program is put into standard form by introdgcsurplus variabless,
X4, aNdxs, respectively, in the constraint inequalities, dmehtartificial variables

Xe, X7, andxg, respectively, in the resulting equations. Theplygng the two-
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phase method and rounding all calculations to gmificant figures, we
generate sequentially the following tableaux, ioheaf which the pivot element is
marked by an asterisk.

X1 X2 X3 Xq X5 % X7 Xg
5 2 0 0 M -M —-M
X —M 6* 1 -1 1 0 6
X —-M 4 3 -1 0 12
X —M 1 2 0 -1 0 0 1 4
(zy—c): | -5 -2 0 0 0 0 0 0 0
-11 —6 1 1 1 0 0 0 22
Tableau 1
X1 X2 % X4 X5 X7 Xg
X1 1 0.1667 -0.1667 0 0 0
X7 0 2.333 0.6668 -1 0 1 0 8
Xg 0 1.833* 0.1667 0 -1 0 1 3
0 —-1.167 —-0.83350 0 0 0 5
0 —4.166 —-0.8337 1 1 0 0 -11
Tableau 2
X1 X2 X X4 X5 X7
X1 1 0 —0.1819 0 0. 09095 0 0.7271
X7 0 0 0.4546 -1 1.273* 1 4.181
Xo 0 1 0.09094 0 —0.1667 0 1.637
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0 0 —-0.7274 0 —0.6367 0 6.910
0 0 —0.4548 0 —-1.273 0 —-4.180
Tableau 3
X1 X2 X X4 X5
X1 1 0 —0.2144 0. 07144* 0 0.4284
X5 1 0.3571 —0.7855 3.284
Xo 1 0.2858 —0.4286 0 3.429
0 0 —0.5000 -05001 O 9.001
0 0 —0.0002 —-0.0001 O 0.0005
Tableau 4
X1 X X X4 X5
Xa 14.00 0 —-3.001 1 0 6.000
Xs5 1100 0 2.000 0 7.997
Xo 6.000 1 1.000 0 0 a.00
7.001 O —2.001 0O O 12.00
Tableau 5

Tableau 4 is the first tableau containing no wftf variables in its first
column, hence with Change 3 implemented, the astaf the tableau should be
zero. To within roundoff errors it is zero, so welate it from the Tableau.
Tableau 5, however, presents a problem that casenainored: the work column
is thexs-column and all the elements in that column areatieg! It follows from
Step 2 that the original program has no solutitinis(easy to show graphically
that the feasible region is infinite and that thgective function can be made
arbitrarily large by choosing feasible points wattbitrarily large coordinates)

3.4 maximize: Z2=%2 + 3
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subjectto: X3+ 20 < 2
6 + 4> 24
with: all variables nonnegative
This program is put in standard form by introdgcaslack variables; to
the first constraint, and both a surplus variablgsnd an artificial variablesto

the second constraint. Then Tableau 3-1, with Cadndpecomes Tableau 1.

4.0

X1 % X X X5
2 3 0 M X1 % % X Xs
X3 O 1* 2 1 0 @ 2 X1 2 1 0 0 2
% —M 6 4 0 -1 ] 24 Xs | O -8 -6 -1 1 12
(z-¢)1 -2 -3 0 0O O 0 01 2 0 0 4
-6 -4 0 1 0 24 08 6 1 0 -12
Tableau 1 Tableau 2

Applying the two-phase algorithm to Tableau 1 (pihvot element is starred), we
generate Tableau 2. Now, there are no negativeesenir the last row of Tableau
2, and in the next-to-last row there is no negaginery positioned above a zero of
the last row. Thus, the two-phase method signadd tptimality has been

achieved. But the nonzero artificial variabigs still basic! By Change 5, the
original program has no solution. (In case is empty, as the constraint

inequalities and the nonnegativity conditions cdrb®satisfied simultaneously.)

Conclusion

Conclusively, both management information systenS)Macked some attributes
needed to support decision making, such as fooeeldpment methodology,

handling of managerial data, use of analysis amdbdibetween user and the
system operation research, which is concerned allidication of scarce resources

is both an art and a science. The art lies in thétyato depict the concept
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efficient and scarce in a well defined mathematioaldel of a given situation.
The science consists in the derivation of comporati methods for solving such

models.

Summary

Each unit is divided into two sections. The firstats with methodology.
Exception is 3.1, which is concerned exclusivelyhwthe modelling aspects of
mathematical programming. The second section dsnsiscompletely worked
out problems. Besides clarifying the techniquess@méed in the first section,
these problems may expand them and may also pr@rmtetype situation for

understanding the art of modelling.

Tutor Marked Assignment
(1) Put each of the following programs in matriarstard form.
Minimize: Z=2%—%+4%
Subjectto:  H5x—2%+3x% =7
2% — 2% +X3 <8
with: X nonnegative
(2) Use the simplex or two-phase method to soledidhowing problem
Minimize: Z =%+ X
Subjectto: x—-5%<=5
2% — %<4
with: X, X2 nonnegative
(2) What is the definition of a decision supporsteyn?

Reference/Further Reading
Operations research second edition; Richard Bronsma Govindasami

Naadimthu.
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UNIT 2: WHERE IS THE INFORMATION SYSTEM (IS) DEPART MENT
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1.0

HEADED?
Introduction
Objectives
Main Content
The Escalating Benefits of Information Techigylo
Traditional Functions Are Being Nibbled Away
New Roles are emerging
Toward Information System Lite
Death of Information System
Conclusion
Summary
Tutor Marked Assignment

Reference/Further Reading

INTRODUCTION

The management of information technology in orgaimins has changed
drastically in the past 30 years. In the early getire big job was to manage the
technology was to get it to work, keep it runniagd reduce the cost of doing
business. Later, the main thrust was to managentbemation resources of the
organization, particularly to support managememisien making by delivering
information when and where needed. The responsssiliof the head of the
information system function therefore now go farydred operating highly
efficient “production programming shops.” These @xeres must understand the
goals of the enterprise and work in partnershigiisiness unit peers to utilize

IT to attain the Organizational Goals.
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2.0

3.1

Objectives

At the end of this unit, you should be able to:

» Explain the major information systems activities
» Explain the roles of information system

* Mention the benefit of information technology

The Escalating Benefits Of Information Technology
Kenneth Primozic, Edward primozic, and joe lebarihars of strategic choices,
present one view of the evolution of IT and theatsing benefits it provides
organizations. They introduce the notion of “ wawésnnovation,” which they
definite as how IT is used by industries and byegatses. They identify five
waves of innovation, as shown in figure 2-1, wittm®” on the horizontal axis
and “benefit” on the vertical access. The wares are

* Waves 1: Reducing costs.

* Waves 2: Leveraging investments.

» Waves3:Enchancing products and services.

* Waves4: Enhancing executives decision making.

* Waves5: Reaching the consumer.
Wavesl: Reducing Costs. This wave began in the 1960s when use of IT fedus
on increasing the productivity of individuals anasimess areas. The goal was to
achieve clerical and administrative savings by iuatting manual processes.
Waves2: Leverages | nvestments. This waves began in the 1970s and concentrated
on making money, more efficient and use of corgorassets, to increase
profitability. Systems were justified on return mvestment and increasing cash

flow.
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FIGURE 2-1 Waves of Innovation

FUNCTIONAL USE Benefit MANAGEMENT FOCUS
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2 eaching the :
Home Computers ; Consurner L% rrl‘e(_;sl:‘;;cytunng of the
Make Money i
4. Megadecisions Enhancing Executive 4. Restructuring of the
4 Decision Making Organization
3. Markeling,pist_ribution, 3 ﬁf;n‘:ing Products 3. Growth ana Increasé in
ABovh Customer Service and Services Market Share
theline ~—— 770 b U S USRI S s . J X e Il Vo
Below [
Wi Line 251;_3 MDFE‘?VM e Z/L/— Operational Control
. Financial, Manufacturing, everaging Investments g
e 1 2, Asset Management
1. Administrative ~ Reducing Costs 1. Process Management
o J

Source: Kenneth Primozic, Edward Primozic, and Joe Lébe;'l; S‘rmtegic Choic‘;*s: Supremacy, Survival, and Say-
onara (New York: McGraw-Hill, 1991).

As shown in figure 2-1, both waves 1 and wavese2‘below the line, ”
which means both focused on saving money, not rgakioney, through better
management of processing and assets. Systems wesedopged mainly for
administration, finance, and manufacturing.

Waves3: Enhancing Product and Services. This waves began in the 1980s and
was the first time that attention shifted to usifigo produce revenue by gaining
strategic advantages or by creating entirely dgtirew business or increase
market share, IT was used to improve outward-logkfonctions, such as
marketing, distribution, and customer service.

Waves4: Enhancing Executive Decision Making. This waves began later in the
1980s and focused on changing the fundamentaltsteuof the organisation as
well as creating real-time business managemengsgst

The authors point out that waves1 and 2could leimented at any time,
because of their internal focus. But waves3 andudtrhe implemented once an
industry leader has set the precedent. Companaésithnot follow suit cease to
be competitive.

Waves 5: Reaching the Consumer. This waves began in the 1990s, says the

authors. It uses IT to communicate directly witmsomers, leading to new
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marketing, distribution, and service strategidschienges the rules of completion,
which has been precisely the focus of leading didges — to restructure their

industry by focusing on creating new business utiiegnternet, web technology,
and electronic commerce.

Waves 3,4 and 5are “above the line” because thegentrates on making
money and staying in business. Due to the worlcewidiquity of the internet and
the standard browser interface to the web, mosarozgtions have jumped to
waves 5 in the past few years.

Once companies cross “the line” top managemerst rba involved in
guiding IT use, say the authors, they must steictmpany in the new business
environment. The risks of inappropriately usingféf competitive purposes are
too great for the senior executives to abrogatddieship to the technicians. So
joint planning by top management and IS managemest takes place.

To illustrate how one company has maneuvered girolese fives waves,

consider the example of the American Airlines SABR&tems.

TRADITIONAL FUNCTIONS ARE BEING NIBBLED AWAY
IT has become an essential piece of business gpfradis SABRE demonstrates;
therefore, the speed of IT deployment affects wdneth how companies can carry
out their strategy. Not keeping up in IT may eveeam going out of business.
The role of the IT department is thus expanding emading to center stage; in
doing so, the job has become too large for one pmrdithus, we see two
phenomena occurring simultaneously: while the gngwimportance of IT is
causing the IS department’s work to expand into rmeeas of responsibility,
management is realizing that the traditional andenaperational portions of the
job do not need to be performed by the IS deparinidrey can be performed by
others. The traditional set of responsibilities f8has included:

* Managing operations of data centres, remotes sgsa@ich network.

* Managing cooperate data

» Performing system analysis and design, and coristgucew systems.
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* Planning systems

* Identifying opportunities for new systems
While all these functions still need to befpened, the following trends

are moving their performance out of the IS depantmeto other parts of the
organization or to other enterprises:

» Distributed systems have led to software applicatinigrating to user
areas, operated under the control of the usergamerally purchased with
their funds. Sometimes these applications are eadjuifollowing
guidelines (or even standards) promulgated by t8e department;
sometimes they are not.

« Ever more knowledgeable users have taken on iredeatS
responsibilities. They often identify high-leveragpplications and lead
the multifunctional teams (which include IS stafembers) that acquire
these systems.

» Better application packages have resulted in le=sdnfor armies of
programmers and analysts to develop systems inehibos scratch. The
job of IS has changed to integrating purchased iegimns so they
function together as a system, or “system integndatiA case in point is
enterprise resource planning (ERP) systems. Impilénge these
purchased systems has involved system integratittmer than system
development.

» Outsourcing has spread widely, perhaps more thast people expected,
because companies see the value in drawing onxihertese of another
company by turning IT functions over them. Outsouganay be the most
effective strategy, based on fiscal and managexasiderations, for
handling data centre operations, application maarnee, network

management, and PC support.
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Thus, as shown in fig. 2-2, the work of thedkpartment is being “nibbled

away.” On the other hand, th® job is also expanding

//Expancﬁed Responsibilities \\
Fa of IS Departments

/ Systems Planning

General Management

Traditional
Responsibilities
of IS Management

Manage
Remote
Systems

System
Building

Purchased Software,
Consultants,
/’r Quisourcers
e System
Analysis

Distributed
Systems,
Qutsourcers

Business-lad
Teams

FIGURE 2-2 Traditional Responsibilities Being “Nibbled Away? from IS Depariments:

3.3 NEW TECHNOLOGY ARE EMERGING
Gartner Executive Programs (EXP), part of the Wwatbwn Gartner IT analysis
firm, presents complementary analyses of the simaand provides useful
insights into the structure of IS organization amidere they are likely to be
headed. In one report, George €afates that IS is not a single monolithic
organization, but rather a cluster of four function

* Run operationsRunning the computers and networks

» Develop system®eveloping and maintaining systems, designing new

systems, and updating existing ones
» Develop architectureSetting a strategy and maintaining an architectur
for both IT and information, providing a framewodt standard for
system operations.
* ldentify business requirementsielping articulate what the business

needs from information technology.
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Each of these functions requires a differemtageskills and a different
management strategy. A function that aims for cefficiency and requires
technical skills (such as running operations) néeds managed differently from
one that aims to add business value and requiremdss expertise (such as

identifying business requirements).

Added
Value Business
Requirements
Identification
Systems and
Information Architecture
Impact
Systems Development
and Maintenance
Computer
Operations
Cost- p‘ i
Efficiency
IT Balance of Business
Knowledge =——— Expertise — > Knowledge
Required

FIGURE 2-3' Four Major IS Activities '

Source: George Cox, Time to Reshape the IS Department?, Wentworth Research Program (now part of Gart-
ner Executive Programs), Egham, England, June 1994.

Fig. 2-3 shows the four functions on a matrixmtivo dimensions: the kind of
impact an activity has on the organization (fronstaefficiency to value added),
and the type of expertise needed by the activitgn{f technical to business
expertise).

Two technical activities that focus on cosficefncy — operations and
systems development and maintenance 00 are ofnhgsstance to the business
hence they are smaller bubbles. Meanwhile, thenlesstoriented activities that
seek to add value to the enterprises are of fatgrémportance to the enterprise,
hence the larger bubbles.
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Companies that have failed to recognize thieidihces among these four
areas — the relative importance of each and howaiwage each properly — have,
in some cases, misplaced their resources or undsaped their expertise. For
example, most IS organizations have historicallyested heavily in computer
operations and system development/maintenancee wkitlecting the other two
(developing architectures and identifying businesguirements). Unfortunately,
operations and systems development can be purchbseduse they are
commodity-like; architecture development and bussne requirements
identification cannot because they are unique th eaganization.

Most IS departments have had to re-skill tiséiff to those more value-
added kinds of work. As they do, they are seeintgcueeze” similar to the
“nibbling” discussed earlier. As shown in fig. 2-@xternal services in form of
outsourcing are competing well in the lower leftloé matrix, the technical arena.
Meanwhile, increasingly knowledgeable users areurasgy more of the
responsibility and initiative in the upper rightearof the matrix, the business-
centric arena.
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Added Growing
Value Capability
of Users

Impact
3 Growing
. External
Cost- . Services
Efficiency H
IT Balance of Business
Knowledge =——— Expertise Knowledge
Required

FIGURE 2-4 The Squeeze on Traditional IS Activities

Source: George Cox, Time to Reshape the IS Department?, Wentworth Research Program (now part of Gart-
ner Executive Programs), Egham, England, June 1994.

Will these trends continue? Will the IS orgaian be squeezed into
oblivion, out-sourced on one end and absorbedbn®ness units on the other?
Cox thinks not! Two roles will emerge as a dominfantthe 1S function.

First, it is not reasonable to expect an ouit-siog service provider to
understand and satisfy all the needs of the orgaoiz without active
management and counsel. They sell commoditiesISloeganization therefore is
needed to develop and manage these contract redhip with a variety of
external suppliers. So the department will beconmteraker between technical
service providers and business units, which iseddeppening.

Second, a crucial role for IS organizations dsvelopment and
management of the IT architecture for the entegppsoviding the framework for
information technology to support the businessisltthe biggest challenge;
especially given IS departments’ systems developraed operations heritage.
As Cox notes, “The precious baby of a coherent éaork for systems should be
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differentiated from the bath water of system delvand operation.” Fig. 2-5

shows these two new roles and how they overlapdiseroles.

Added
Value
Impact
Cost-
Efficiency
IT Balance of Business
Knowledge =—— Expertise Knowledge
Required

FIGURE 2-5 Future Rolesfords = =

Source: George Cox, Tinte to Reshape the IS Department?, Wentworth Research Program (now part of Gart-
ner Executive Programs), Egham, England, June 1994.

In short, Cox describes the metamorphosis aeigartments as follows:

* In computer network applicationtS started out being the sole provider,
then moved to being the preferred provider, nexs vegen as a
competing supplier, and finally is becoming the Keroand contract
manager for outsourcing this work.

* In system development and maintenantdiouse programmers initially
wrote the code, then they became software prodpetialist, next
systems integrators, and finally brokers and cohtrmanagers for
acquiring software. Most recently, for example, ytheontract with
application server providers (ASPs) who rent sofevan a transaction
basis.

* In systems and information architectut®,began as the technology guru

and standards setter, then evolved into being tiséodian of technical
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standards, later became the specialist in IT treadd most recently
morphed into information systems strategist.

* In business requirements identificatio8, initially defined the species of
computer programs, then focused on analyzing indtion flows and
business systems, later moved to contributing dhattiplinary analysis
teams, and finally has been partnering with thenass in looking at
business processes.

In short, IS departments have moved in fig, e3n lower to upper right in
their role in the business, from efficiency to valadded and from technical to

business expertise.

TOWARD INFORMATION SYSTEM (IS) LITE

More recently, Roger Woolfe has furthered the tmgkat Gartner Executive
Programs about the role of IS departments by stigdgow they have responded
to this evolution. He notes that whereas IS mayehatarted as a single
centralized organization, it has evolved into aefadl model, where some
activities (such as standard settings and opegtiare handled centrally because
they can be leveraged across the enterprise, wdiiler activities (such as
application development) have been dispersed tméss unités so they can best
meet local needs. Unfortunately, making this hasnbfar from easy, and has
produced continual swings between centralizing aedentralizing specific
activities to try to best fit the current businessironment.

As an example, where should websites be degdpnitially, most of
them were built by enterprising business peopl@anketing and other functions,
without standards or guidance. When the importafitkese sites was recognized,
and the diversity began to impinge on “creatingiragls, powerful corporate
image on the web,” Web site development was oftdleg into a newly created

electronic commerce group. Yet the job is too ld@eone group, so those with
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responsibility for the content (in marketing, oféras and other functions) have
added web content management to their other job.

But the split continues to changes as web sake on new uses and
greater importance. In fact some companies outsotireir web operations to
others that specialize in handling spikes in demand they perhaps outsource
the hosting of “events” on the site4s to others 8pecialize in that activity. In
short, the federal model can become quite compled,it has.

To make the federal model work better, compmiaie shifting attention
from roles to processes. In this view, The IS depant can be viewed as
managing three overall processes:

» Driving innovation
* Managing change

» Supporting infrastructure

Applying the federal model to these procesdempens the distinction
between IT activities performed centrally and thpseformed in business units.
Woolfe sees the division coming from distinguishspply-side activities and
demand-side ones. “Supporting infrastructure” argpeats of “managing
changing” (such as delivering applications) are pbypside. They involve
providing the networks, databases and processimgy tre best centralized
because they gain from economies of scale.

Most of “managing change” and all “driving inragion” on the other
hand, are demand side. They create the demandr feenvices; they are best
localized in business units, which can tailor segsito their needs.

In conjunction, some IS departments are crgatentres of excellence to
pool expertise and leverage it across the enterp8sch centres now exist for
such areas as electronic commerce, supply chainageament, policies and

standards, help desk support, and systems integrati
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The result is that much of the supply and deinsides of IS’s work is
being given up, as noted previously, to outsouraasknowledgeable users. The
result is that IS departments are moving to “I®’Las shown in fig. 2-6.

The remaining processes are driving innovatiavhich includes
information and systems architecture, and managsupplier and user
relationships, which include brokering.

A company that is moving in this direction ideLScan. Here is what their
information management (IM) department is doing,dascribed in the paper

submitted to the society for Information Manageriseahnual paper competition.

Driving
innovation
N

Driving i P P

innovation Managing supplier \ 7
and user
iveri relationships \\ Embedded

Delivering N\Linthe

HR0de \ business

—— l\ ~— -

Supporting infrastructure
—— Supporting

infrastucture

Source: Reprinted with permission from Roger Woolfe, IS Lite, Gartner Executive Programs, 56 Top Gallant, Stam-
ford, CT 06904, July 2000.

DEATH OF INFORMATION SYSTEM (IS)

We cannot leave this subject of where IS departrizegbing without presenting
the provocative view of Forrester Resefriththeir report “Death of IT.” Their
premise is that IS departments as we know themytadanot be able to keep up

with the pace of change required by e-business lmo#ience, IS departments

will disappear; business process teams will talex tive job of managing IT.

The key aspect of e-business is processesciadpeprocesses that
interconnect enterprises into “e-business netwbrlsslys Forrester. These
networks will be dynamic, in that companies wiluglinto the one that best fits
the situation at hand, and then unplug when itaslanger needed. They will
collaborate with a continually changing mix of pemts, using a variety of
processes.
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The enabler is information technology, but &g pace, the technology
needs to be managed at the process level, sodhmtamies can plug and unplug
from different processes quickly. Thus, the techggl will be managed by
business process owners who decide which processettor a given situation.

These process owners, and their teams, willgengechnology and
business management within the processes they masagh as supply chain
management and customer services. In essenceythayanage the applications
that automate their process. Furthermore, they ldedy to draw on the
technology services offered by external servicevigers, perhaps renting
application service providers (ASPs) or reconfiggrautomated processes leased
from others.

Applications will be run by external serviceopiders, who, in turn, may
rely on other service providers for the electromiftastructure and intervendor
system connections that form the e-business nesvork

Whether Forrester’s vies of the future of tise department comes true
remains to be seen. Forecasts of the death ofd&heents have been circulating
for years. While computing power and network comioes may look like
commodities, applications and processes are naty Tmovide the source of
competitive advantage, especially in the emergieganomy. For this reason, the
death knell for the IT department is premature.

Given these descriptions of where the IS depamtrmight be headed, we

now look at the responsibilities of CIOs.

CONCLUSION

Today, Information Technology is pervasive in ongations, and is becoming a
mandatory link between organizational performaneesl is leading to an
“electronic ecosystem” in which organizations operdoday, proper deployed of
IT can determine and organizations growth, directeructured and viability.
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6.0

7.0

SUMMARY
As the benefits of IT increases, the importanceerécutive guidance also

increases.

TUTOR MARKED ASSIGNMENT

What four trends are nibbling away at traditiomdbrmation system functions?

REFERENCES/FURTHER READING
Cameron, Bobby, Ron Sherlin, and Aaron Hardistyatbeof IT, Research,
January 2000yww.forrester.com
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2.0

3.1

INTRODUCTION

Today, the Chief Information Officer is the techalicmember of the top

management. The job is to make sure the electiofrastructure for e-commerce
and e-business is in place, to ensure that infoomatystem staff are working as
partners with business units on value-adding im&s, and to rapidly deploy new

IT uses.

OBJECTIVES

At the end of this unit, you should be able to:

» |dentify the primary responsibilities of informaticystem executives.
* Understand the business use

* Understand how important an information systemigecture

UNDERSTAND THE BUSINESS
If IS executive are to play an important role ishaping a business’s use of IT ---
to leverage the internet with supply chain partremsl customers, they must
understand the business. In the past, studyinghéssigenerally meant learning
how part of it was run. However, studying intermgderations is not enough
nowadays. Today, it is also important to understiedenvironment in which the
business operates, because the rules of compétidéom changed with electronic
commerce and are likely to change even further e ways of working move
onto the web. Here are seven approaches ClOs amg ts understand the
business and its environment.

* Encourage project teams to study the marketplace

» Concentrate on lines of business

» Sponsor weekly briefings

e Attend industry publications

* Read industry publications

* Hold informal listening sessions
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* Become a “partner” with a line executive

Encourage Project Teams to study the Marketplace. To learn about the business,
broaden the kinds of information that project teasmeek in their study of the
business, and then have them describe their fisdinglS management. For
example, the project study might begin with a broadrview of the company,
gathering the following information about the compand industry:

* Current industry environment

* Business goals and objectives

» Major practices of competitors

» Pertinent government regulations

* The inputs, outputs and resources of the firm

Such an overview study can be conducted fassanless unit or a product
in a few weeks. The study is apt to uncover somgrises, revealing things about
the industry and company that even line people tmgh know, especially if, for
example, a dot-com (an internet start-up) has moagdressively into the
company’s market space. IS management can be drafethe findings, thus
educating them about the environment in which theirs participate.
Concentrate on Line of Business.
Robert Benson and Marilyn Parkeave long studied how to manage information
on an enterprise basis. They began thinking thay tehould develop data
modelling tools. However, their thinking has broael@ significantly. To help a
company be successful, they found, IS needs t@®sedividual lines of business
rather than the entire company. Planning for anreengénterprise without
considering “lines of business” overlooks both cefitfye and individual matters.
A line of business is where business and technatagybe linked, they believe.
A line of business is an organizational uniattlconducts business

activities with common customers, products, and ketacharacteristics, says

Benson. For example, certain schools in a uniwersve one line of business—
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undergraduate education. Others have two—graduateé andergraduate
education. The customers, products, and marketactarstics for the two are
different, thus they are different lines of busmes
Information technology can serve lines of basmin two ways. One is by
supporting current operations, which Benson ankd?atall “alignment.” The
second is by using systems to influence future vedygorking. They recommend
asking the following questions about each line wdibess, to decide what each
one needs.
1. Are we organized to serve that line of business?
2. Do we have an account manager in IS who has regldgsfor that
line of business?
3. Do we have someone with that line of business whersees IT
activities and talks the language of business?
4. Do we have a sponsor in the line of business?
5. Do we have the attention of their management?
6. Does the line of business offer an opportunity $e systems in new

ways?

By becoming familiar with lines of business, IS extéve can better help them
use IT to support current operations and influetiee future, say Benson and
Parker.

Sponsor Weekly Briefings.

Another way to learn about the business is to sposisort briefings each week
for IS management and staff, presentedibg management or staff. We have
attended such meetings and found them most inforenafthey were about one-
half hour long, with one speaker describing the lof business. Managers and
staff from different departments were invited #dktto a small group of IS

managers and staff about their business and itketpdace: the products and

services they offered versus what the competitdfered, the strengths and
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weaknesses of the firm and competitors, growthegt@ns, possible changes in
the market and so on

For example, in the aircraft industry an enginemsld give the basics of
the commercial aircraft business: sizes of plapaessenger capacity, distance
capability, expected competition, changes in theustry, 5-year market
projections, and so on. In the financial servicedustry, a manager could
describe various types of customers and how eaakiig the internet, products
now offered by the firm and competitors, the impattglobalization and the
internet on financial markets, and so on. At sudefings, it is helpful if the
presenter provides a written summary of the ideasgmted, so attendees can take
something away with them. A brief question and argperiod is also useful.

To understand the business, one needs to uaddrhe marketplace. Few
employees are given exposure to this breadth ofviedge. By sponsoring short
presentations by the people closest to a busit@saanagement can help fix that
problem without cutting into working time too grigat
Attend Industry Meetings with Line Executives.

Another way to learn about the business is to apemy a line executive to an
industry conference — not a computer conferencehdve found that attending a
conference is one of the quickest ways to uncossuds currently facing an
industry. These conferences contain the jargon usethe industry and the
approaches others have used to market productd]eheggulations, respond to
competition, and so on. Attending with a line exami can be even more
enlightening, because he or she can explain wlkatdmpany is or is not doing in
areas discussed by the speakers. Such joint atteeds also likely to foster a
new friendship.

Read Industry Publications.

One of the best ways to stay abreast of an industty read its publications a
month. For example, news publications can proundiermation on new products,

current issues, company changes, and so on. Nésvs|eteports and research
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journals generally provide better analyses of itgusrends, discussions of
ongoing research and projections about the future.

One information systems executive we know agsehis job around in his
department. Every systems person is responsibleesuting certain periodicals
and routing interesting articles and web addressethers.

Hold Informal Listening Sessions.

In his book, Thriving on Chadsconsultant Tom Peters presents hundreds of
suggestions on how managers can learn to not qyst with a chaotic business
environment but thrive on it. In numerous placesigbook, Peters urges people
to dimply listen and learn. His ideas are apprderfar IS management in their
dealings with their customers, both internal tofiha and external.

Yogi Berra, the famous baseball player, ongd, Sgou can see a lot by
observing.” Similarly, Peters urges employees #ore& lot by listening to others’
needs. Because product life cycles are shrinkiogypanies need to spot new
trends earlier. Becoming a listening-intensive aigation can help.

Peters recounts several instances where pdwe created informal
“meetings” to break down barriers among people whgally do not talk to one
another. These get-togethers are held in a sdttatgs not charged with tension,
participation is voluntary, and their purpose is‘jisst chat.” For instance, one
hospital administrator set aside one early more&ach week to having coffee and
rolls available in her office with an open invitati for doctors and administrators
to drop by and chat. She had some lonely breaktdsst, she told peters, but the
chats eventually evolved into the real staff mepbhthe week. Another hospital
administrator held an informal
Staff meeting at lunch time every two weeks at @eallqub and invited some
doctors. The doctors felt honoured to be invited &meir attendance helped
breakdown stereotypes on both sides and improventoncation.

Become a “partner” with a Line Manager.
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The society for information management presentartmers in Leadership Award
each year to honour an IS business executive telam thirough their alliance,
have achieved significant business results. Thsrdwas been well received and
is highly sought. It reinforces the partnering rexedo successfully guide and
deploy IT these days. We discuss partnering in rdepgh later in this chapter.
Summary. Through these approaches, then, CIOs and thdircgta learn the
businesses of the organization. With this knowledd©s are in a better position
to foster a vision of IT’s use in their firm. Unkethese or similar specific steps or
mechanisms are implemented and become commonptecgb of learning the
business will be displaced by urgent, but less mam, day-to-day work.

ESTABLISH SYSTEMS DEPARTMENT CREDIBILITY

The second major responsibility of the CIO is ttabbsh and then maintain the
credibility of the IS organization. Before an ISeextive and the department can
be viewed as an important strategic voice, theytrbasviewed as a successful
and reliable today.

Management consultant Joseph Fzamggests that IS departments have two
missions: maintain today’s systems and work on toovgs systems.

These two missions have distinctly differenalgaand therefore need to be
managed separately and specifically. The “todayragpon should concentrate on
providing service, says 1zzo, while the “tomorroageration needs to focus on
helping the business operate better. The firstgbls management is to get the
“today” operation in shape. Until that task is aoplished, CIOs will have little

credibility with top management.

Managing the “today” Organization Better.

The *“today” organization includes computer operatio technical support
(including telecom network support), and maintagniand enhancing existing
applications. Because its main mission is servibe, service levels of these

various operations need to be measured.
DAM 382: INFORMATION SYSTEM MANAGEMENT



3.3

To run the “today” operation, 1zzo suggestsnigirmanagers for each of
these functions who are like supervisors — thathisy are delivery oriented and
demand a high level of service from their people.

Today, an increasing number of CIOs outsouneséd support functions to
companies that specialize in this work. This outsimg releases in-house staff to
higher value work, generally reduces costs, anduldhoesult in gradually
increasing levels of service. But reaping this gseakequires negotiating good
contracts and managing the supplier.

Once the “today” organization is in shape, th®m€management has the
credibility to propose its new ideas for the futurechapter 8, we further discuss

running today’s operations.

Develop a Competent IS Staff and IT-Savvy Users

Managing IS operations once took an inordinate arhotimanagement attention.
Now that this supply side activity is being outsmad, staffing the IS department
has become the activity that commands a larger¢xpected amount of
management attention. And just like operationtS iloes not have the right staff,
the entire enterprise suffers because the enteiprireeds cannot be met fast
enough. Not only does just about every IS departmawe some vacant positions,
but staff turnover has skyrocketed in many comparas staff members are lured
to companies with more exciting New Economy plans.

Staffing quandaries can be relieved to some extgrmutsourcing, which
is one reason that option is growing. But suppliertot technology” areas face
the same dearth of talent. Ant because we areeabéinning of this Internet-
based New Economy, where each new service or prazhens up even more

opportunities, this situation is likely to least fyuite some time.

DEVELOP A COMPONENT INFORMATION SYSTEM STAFF AND
INFORMATION TECHNOLOGY- SAVVY USERS
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Managing IS operations once took an inordinatelarhof management attention.
Now that this supply —side activity is being outsiad, staffing the IS department
has become the activity that commands a larger #wgrected amount of
management attention. And just like operationts iloes not have the right staff,
the entire enterprise suffers because the entegomngeds cannot be met fast
enough. Not only does just about every IS departnteave some vacant
positions, but staff turnover has skyrocketed innynaompanies, as staff
members are lured to companies with more excitiagy [Economy plans.

Staffing quandaries can be relived to some extgmubtsourcing, which is
one reason that option is growing. But suppliarshiot technology” areas face
the same dearth of talent. And because we afgedbeginning of this internet-
based New Economy, where each new service or praghens up even more
opportunities, this situation is likely to last foguite some time. We discuss
staffing in Chapter 10.

Besides staffing the IS department, CIOs also rteedurture an IT-
knowledgeable workforce in business units, and tkegp pace with those who
have become IT-savvy. Thus, IS departments neebletp line executives
become comfortable managing the use of IT, enabipleyees to become
comfortable using IT, and encourage every one toctmfortable exploring
innovative new uses of IT, especially on the Wethwersonal digital assistants
(PDAs) and handheld communicators, and in creatomgsumer connections to
the firm, IT-savvy organizations are the ones ntiksty to excel in this Internet-
based economy. In some cases, raising IT coméw#ld means providing
computers to those who do not have them, so theyegplore the Web on their
own. But with younger employees, who have beendirbup with computers, IS
department face the opposite challenge — providimg access speed and
computer power they expect.

Few corporate executives need assistance thesekdapsng abreast of

the IT field because the publications they read montinually report on new
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developments. In fact many IS executives now fécairline magazine
syndrome”, where the CEO or other top executiveslsen e-mail to the CIO
that says, “What are we doing on this?” and refegeran article from an airline
magazine or a Web site about a “hot new technolagyd competitor’'s new use
of the Internet.

As the rate of change in the IT field has increased have heard IS
executives says they need to encourage IT expetati@m especially by people
in the operating units. Here are the ideas of tesearchers and one user
company on how to do that — by supporting infororatechnology “champions.”
Encourages Championing of IT Projects. A champion is someone with a vision
who gets it implemented by obtaining the fundingshing the project over
hurdles, putting his or her reputation on the liaed taking on the risk of the
project, state Professors Cynthia Beath and Bleds. |

The first step in encouraging champions is to be &b recognize these
people. They are likely to be people you alreadgvk about, and they may be
doing things that make you uncomfortable, say Baathlves. For instance, they
are probably already circumventing establishedegatoapproval processes, they
are creating isolated information systems, and tmay be using non-standard
equipment. They may already pursuing a visionay¥ il can help their business,
whether systems people help them or not.

These people are opinion leaders and they havpudateon for creative
ideas or being involved with innovations. Theyodtsve developed strong ties to
others in their organization, and they command eesspiithin the firm. They
have the organizational power to get strategicvation, resources, and support.
They need information. “Championing” an IT innovation is an information
intensive activity, note Beath and Ives. Therefateampions need information,
facts and expertise for persuading others that téwhnology will work.
Information systems people can help champions gathd access information

about a technology’s capabilities, its costs, riskeperation, and how it might be
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used in an experiment. Information systems stigff aan help by sharing their
expertise and by putting champions in contact witter experts, such as vendors
or users of a new technology

Information systems staff can assist championsnidetstanding current
applications and data relevant to their projecinaly, they can help champions
understand how the company manages change, besystEms people are
continually involved in implementing system chant@sughout the enterprise.
They need resources. The authors cite Rosabeth Kanter, author of Gaan
Masters, who says champions most need staff ti@e/ing champions “free”
staff time is especially helpful during the evaloatand persuasion portions of a
project. But systems management can go even furtiye assigning, say,
information center consultants to help champions.

In addition, to staff time, champions are likelyrteed material resources,
such as hardware and software. These resourcelechraned to them free of
charge or provided in some other way.

They need support: Finally, champions need supporters people whiyeye of
what they are doing and give legitimately to th@ioject. It is important that IS
management corroborate statements made aboutctiveotegy by the champion.
The champion does not need to know how the teclggoleorks, only how it
might be used. The systems department should éahél technical aspects.
Beath and Ives urge demonstrating the champiomisnsl about the technology,
and promoting the technology to build enthusiasmitfand to win support from
others.

Finally, IS management can help a champion win essdoent of upper
management by helping to create the plans for doitimg the new technology.
The IT department can assist by contacting vendord in choosing an
appropriate implementation approach. All thesepsujpve actions will improve

the quality of the proposal and strengthen it melges of management.
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So, Beath and Ives encourage information systeamsagement to make it
easier for IT champions to arise and succeed. €amepany that supported

champions is Aetna Life and Casualty.

CREATE A VISION OF THE FUTURE AND SELL IT
Information System executives are no longer reagctproviding only support.
They manage some of the most important tools fitwencing the firm’s future;
therefore, they are becoming more “proactive” blpimg to create a vision of the
firm’s future and its use of IT, and then sellihgs$e ideas to others.
What Is a Vision? It is a statement of how somewmaeats the future to be or
believes it will be. It is used to set directiar &n organization. One of the most
often-cited examples is the compelling statemer8. WPresident John Kennedy
made in 1961. “We will put a man on the moon, atdm him safely to earth, by
the end of the decade.” And it did come to pa®s July 21, 1969, the United
States landed a man on the moon. His vision peavid direction for the U.S
space program for a decade.
Beath and Ives present several corporate visions:
» Otis Elevator: any salesperson can completelyradelevator in a day.
* USAA, an insurance company for current and retingtitary officers:
Policy holders can accomplish their objective isiagle phone call or
Web site visit.
* Rittenhouse Homes: Customers can get a houseneesamd built form a
retail store.
* Fidelity Investments: Mutual funds can be repricedan hourly, rather
than daily, basis.
Why Develop a Vision? The word is seen everywheegause in
turbulent times such as we face today, peopleankirig for some stability. A
vision of a desirable future can provide stabilithen it sets direction for an

organization. In the past, long-term strategiesewereated. They told how
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companies were going to get somewhere. Such realtiplans are fine as long as
the future is relatively predictable. But in todagnvironment, people cannot
predict some of the most important future eventsabse those events are likely
to appear random, not linear or rational. In stiofes, direction setting and
short-term explorations within that space are nagbropriate. Today, most
corporate vision have an IT underpinning -leverggine Internet for business
purposes. That vision sets their direction.

Who Should Create the Vision? Some CEOs are glgin there is
executive to create the corporate vision for udihgoecause innovative uses of
computers provide ways to significantly changeilay companies do business.
However, in a growing number of cases, it is th@aggment team, including the
CIO, that creates the vision, together. How caeytltome up with such
inspirations? Listen to all ideas, no matter haazyg they sound, recommends
Joel Barker, a futurist.

Barker asks: What types of people are most likelyind new ways to
solve problems? His answer: people who anticipiatenatic shifts that might
occur in the future. These types of people areegdly outsiders, he says,
because they see things in different ways. Thew ffi@th in themselves but they
are unpracticed in the field under question. Sxythring a fresh viewpoint to
problems in that field. They do not know what aainpe done, so they try many
new things. These visionaries are generally yqueaple just entering a field or
older people who are changing careers — they loethtb tinker.

Insiders have an investment in maintaining théustguo, because they
understand the way a field operates. Outsideraaldhave this investment, so
they are more likely to come up with new soluticseys Barker.

Getting a Vision. We found two ways to create visions. One isxpla@e the
present. Think about how it might be improved. o Fexample, study the
problems your company faces today and think of wages of the Internet or

handheld devices might solve those problems. Arsk@pproach to create a
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vision is to “scout” the future. Look at trendsathappear likely to continue as
well as changes that might disrupt current trend$e Internet has disrupted
every field through e-mail and the Web. Handheddicks will do the same, as
will broadband service to the home. What otherugisons like ahead? People
who uncover such shifts and take advantage of tharly can give their firm a
competitive edge.

Exploring the present. Peters suggest four approaches. One is to askat Wh
bothers you most about the organization? Whenlpeae (or are not) working
well with one another, what seems to be going Ba®8ed on answers to these and
similar questions, fix things that are wrong. Setotry participation by
involving people inside and outside the firm to ower their top irritants and their
10 best experiences. Their ideas might inspireseowi Third, clarify the vision,
perhaps by meeting with subordinates to study tt@ dn stories in detail, to
refine shard views and values. And fourth, list&fisions are seldom original. ,
notes Peters. A visionary may simply be the pergba focuses attention on an
idea at a point in time, but that visionary is likéo have heard the idea from
someone else.

Scouting the future. The Institute for the Future studies trends aublishes a
10-year forecast. The Institute helps organizatjgas their long-term futures by
discussing near-term and long term outlooks in mooeareas such as the United
States economy, demographics of the United Stdt&slabour force, technology,
U.S government, and international situations. Tpesent issues that they see
arising from the trends.

Another way to scout the future is to look for distinuities, or shiftan
trends. The people at the Institute for the Fukak them “wild cards”, Joel
Barker calls them “paradigm shifts” By whatever manthey create major
changes in the way people think about the worldhe €ell telephone is such a

shift, concern for privacy is another, and compi&sed sensors could be another.
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Barker encourages people to “scout” the future ilogkor discontinuities
by listening to screwy ideas and new ways to sekistingproblems The more
people a company has scouting the future, the roettehey are, says Barker,
because the future is more likely to be revolutigndnan evolutionary. By
spotting a revolutionary event early, a company lsms advantage over
competitors that are not thinking about the future.

At a conference held by the Dooley Group, attend&esed the following
ideas on possible shifts that could change thewelive:

* Decline in the growth of cities

» Holograms to replace travel

* Small is better than big

» Personalized products ( a market of one)

» Portable and personal two-way communications

» Small but powerful batteries

* Manufacturing in outer space

* A power shift from a manufacturing base to a knagkable base

» Deterring the aging process

Selling a Vision. Once you have a vision about how your think biosiness
should operate in the future, you need to sell itied to others. Here are some
recommendations.

Selling an idea requires understanding the maldetp meaning, what
potential customers want rather than what they Ishbave. To find out what
they want, listen. Listening is actually a potewtn of selling. By understanding
and fulfilling someone’s needs, you help them becsessful. And, by making the
buyer successful, the seller becomes successful.

Often, personal relationships are the key to ssfok selling an idea
because people like to do business with people khey and trust. But if you

believe you will not be effective, bring in a spegerson.
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Finally, to be a successful salesperson, keep gstomers informed. If
you can do nothing else to ease a bad situatioteast keep the other party
informed. Customer care is important in sellingdurcts or ideas.

The following case example illustrates how one pany developed and

used a vision of IT to enhance its business peidoges.

IMPLEMENT AN INFORMATION SYSTEM ARCHITECTURE

An architecture is a blueprint. It shows how theerall system, house,
vehicle, or other product will look and how the tgainterrelate. Designing a
system architecture used to be considered stactchnical issue however, more
and more it occurs when a company rethinks howoitke; what it does, with
whom it works, and so on, because the architecteeels to support new ways of
operating. In e-commerce, it is a crucial compaoranthe business planning.
Let’s return to SABRE’s move onto the Web.
The Emerging Role of Chief Technology Officer (CTO). Due to the increased
importance of information systems architectureseduby the rise of e-commerce
and e-business, the new job title of chief techgylofficer has appeared in IS
departments, during the past couple of years. tOuts newness, the role does
not have one description it has several. In mases, the CTO is in charge of the
technology and its architecture, whereas the ClGnigsharge of the use of
information technology. Therefore, the CTO is tbaief IT architect and
generally reports to the CIO, although there asesavhere the CTO reports to
the CEO.

In a few cases, CIOs have changed their title T®@ @ emphasize their
role as the technical head within their firm. Théas been fairly rare.

In the dot-com world, the tile CTO has been marevalent than CIO.
These CTOs have viewed the CIO as the one whoatraglitional IT department,

including operations and maintenance. These CTi@temed the title CTO to
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reflect their seemingly more strategic roles asfchrchitect of the company’s
Web presence. Some even have taken on the tidéarigineering officer, rather
than CIO or CTO, to stress their job of “enginegtitheir firm's Web presence.
Most dot-coms began life outsourcing all or mostthe# operational aspects of
their IT department, so the CTO title might havpegred more appropriate than
ClO. However, some dot-coms that have prospered Hacided to bring their
outsourced work in-house to gain more control efrtbwn destiny. The role of
these CTOs is morphing into that of CIO, as thepaden beyond the
architectural aspects of IT to all the aspectsutised in this text. Yet, they may
retain their CTO title, so the breadth of this neWw title is likely to change as the
field changes.
NURTURE RELATIONSHIPS
An increasingly important role for ClOs is to deyeland nurture relationships.
Leadership in the development and use of IT nowireg a “partnering,” as
exemplified in the IS Lite model. Three sets oftparships are of particular
importance:

* Relationships with senior management: CEO, CFO, Cd@®@ision

presidents, and other members of the top managesant
* Relationships with customers: both internal ance el

* Relationships with suppliers and other externalrzas

Relationships with Senior Management.
The relationship between CIOs and other senior gkess, especially CEOs, is
diversifying, says Chuck Gibson, who has preseekettutive education seminars
for years and is co-author of an article on they&eof Growth theory.

At one end of the the relationships spectrum éstthditional relationship
between CEOs and CIOs. The CIO is expected to mmgié¢ technology to

support business plans in a boss-subordinate, @névwghat distant, relationship.
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Behind this is the view and practice of businegs l@nservices as separable, and
IT in a support role.

The emergence of the dot-coms has demonstratedueh neloser
relationship between the technologists and CEOsibsdd points out. This
closeness represents the other end of the specinudat-coms, the business is
inseparable from IT. Acting as a team to respondchange, and build the
infrastructure and applications quickly, CEOs knawet about IT and dot-com
CIO knows a lot more about running the businesase they see thje two as
inseparable. In fact, the CEO may be the CIO, erdperations vice president
might be the CIO.

One of the reasons for the breadth of this relatip spectrum is our
current place in history, says Gibson. We are atelchnological discontinuity on
the Stages of Growth diagram where the Micro Eeniding and the Network Era
is beginning. Today, both eras co-exist, but thati@ship issues, discussions of
Micro Era executives are different from those otk Era executives.

While Micro Era executives are talking about impéting and extending their
ERP system (inside-out view).

Of course these approaches fall along a spectoutrthe point is that not
all CEO-CIO teams today talk about the same isasdbey did, same five years
ago before the dot-coms merged IT and businessedwer, there is a greater
diversity of issues, roles for IT, and relationshigquired between CEOs and
ClOs across businesses. As a result, it is fardppsopriate to generalize about
CEO-CIO discussions; the context now sets agendatta agendas now vary
widely. Gibson speculates that as established compantegrate their business
operations with their Internet operations, thetretship between CEO and CIO
will become closer and the discussion points majesze as the requirements of

the Network Era come into clearer focus and apphyegally to all businesses.

Relationships with Customers.
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A major set of partnerships revolves around inteand external customers of the
IS function. Line managers and other users are itlternal customers.
Increasingly the organization’s customers, who Bewices and products, are
becoming customers of the IS function also.

The first job, as noted eatrlier, is to build crelijpwith business peers, at
all levels. This move towards credibility is happgnmost often in companies
that use multi-functional teams to run systemsequtsj. Peer-to-peers working can
break down stereotypes, improve relationships, &ugpefully lead to a
“partnering” mentality, which seems to be the gofamost IS departments these
days. IT staff are participants but not the leaders

As an example of getting in closer contact witleinal customers,

consider Federal-Mogul.

Relationships with Suppliers and Alliance Partners.

Due to the fast-moving changes in many industriéged by the move to e-
commerce and the huge investments needed to reathese changes, IS
departments are establishing cooperative exteglationships with all sorts of
suppliers to put in needed systems quickly. In swatationships, both supplier
and customer know more about each other plans wWwk more closely on
projects, and they may even undertake some jointuves. Because it has not
been the traditional mode of working between |Sadgpents and vendors, some
new forms of partnering mechanism need top be deeel.

Another trend that has required IS has been supmi®nalization by
businesses. IS must work more closely with the ksensp executives to forge
closer working relationships with suppliers thatmesn after their enterprise
reduces suppliers from thousands to tens. Intgriveithin IS departments, the
same reduction is occurring. IS departments nog oatsource their help desks,
PC acquisitions-maintenance-disposal, data cemtetywork management and
other management, and other functions, they alsblksh “deeper” relationships

with suppliers with these suppliers. They tell theffuture plans, do joint
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planning, perhaps work together on projects, andfosth. They treat these

suppliers more as partners than as suppliers.tiidnd has opened up the need for
vendor relationship management techniques trainmoge managing suppliers
will be a major job in the new IS department. Inafter 8 we explain that

Eastman Kodak has done to develop working procedwwéh its main

outsourcers.

Summary of Responsibilities
These then are the six responsibilities of ClOsdéystanding the business, and
requiring the staff to do the same, are preamllebdcoming part of the business.
Establishing credibility of the department, whitdacuses mainly on the supply-
side of job of keeping legacy systems up and rugpyréan also foster the strategic
role of bringing in new systems on time and on kidg may mean outsourcing a
major portion of the work, such as e-commerce linis the Net. Creating
capable staff and fostering IT-savvy business pmedyuth portend closer IS-
business ties. Visioning, too, is a joint IS busmeffair because it revolves
around e-commerce. Implementing an architectureemd8 into a strategic role,
as does nurturing relationships.

The role of IT is growing. The role of the IS depzent has gone through
several stages of evolution, and will continuevolee. It is possible that business
teams will one day handle IT just as they now nieebandle other resources—

people and money.

CONCLUSION

The transformation information system departmergsgaappling with these days
is learning how to create organizations where Igigien making is shared. The
main responsibility for managing the use of IT reetmlpass to the line, while the

management of the IT infrastructure is retainedhgyinformation system group.

SUMMARY
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Understanding the business and requiring the giafio the same are preambles
for becoming part of the business. Establishinglibiity of the department,
while it focuses mainly on the supply-side job eéking legacy systems up and

running can also foster the strategic role of briggn new systems on time.

TUTOR MARKED ASSIGNMENT

1. Briefly summarize the CIO’s six areas of resploifisy

2. What is IS life?

3. What three kind of partnerships must be deesldpy the IS executive?
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